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Pabouast mporpaMma cocTaBieHa B COOTBETCTBUH C TpeOOBaHHAMH (elepaib-
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1. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH MO0 AMCHMILINHE,
COOTHECEHHBIX € INIAHUPYEMBIMH pe3yiabTaraMu ocBoenust OIIOII

He.]IﬂMI/I H3YUYCHHUA JUCHUILIMHBI SABIACTCS.

1. ®opmupoBaHue y CTYJECHTOB CIEHUATM3UPOBAHHON 0a3bl 3HAHUN MO OCHOB-
HBIM TIOHSTHSM B OOJIACTH CHUCTEMHBIX M MPHUKIATHBIX BOMPOCOB 3aIUTHI WH(OpMa-
uu oT HC/I;

2. YCOBEpIICHCTBOBATh HABBIKM 110 OCHOBAM IPAKTUIECKOTO OOOCHOBAHHS TPE-
OoBaHMII K cucTeMe 3amuThl KoHpuaeHIHaIbHoH nHpopmaruu ot HC/I, uTo mo3Bo-
JUT CTYAEHTY OPUEHTHPOBATHCS HA PBIHKE CPEACTB MH(GOPMAIIMOHHON 3alllUThI MPU
BBIOOpE ONTUMAJIBHOTO PEIICHHUS.

B npouecce 00yueHns CTyA€HT NPUOOPETAET U COBEPUICHCTBYET CIEAYIOIINE KOM-
METEHIINU:

[IK-2. CnocobeH mpuHUMAaTh y4acTHE B MPOBEACHUM AKCIIEPUMEHTAIbHBIX HC-
CJIEIOBAHUI CHCTEMBI 3alIUThl HHPOPMaLIUK;

[TK-4. CiocoOHOCTh OCYIIECTBIISITH IMATHOCTUKY U OLICHKY oOecreueHus: pado-
TOCTIOCOOHOCTH cucTeMbl 3U npu BOSHUKHOBEHUH BHEIUTATHBIX CUTYAlLIHH;

[1K-5. CriocoGHOCThIO POBOAUTH aHAJIM3 MCXOAHBIX JAHHBIX JJISl IPOEKTHPO-
BaHUs MOJCUCTEM U CPEACTB oOecneueHrss HHPOPMAITMOHHON 0€30IaCHOCTH U y4acT-
BOBaTh B IPOBEACHUNA 0OOCHOBAHUS COOTBETCTBYIOIIMX IMPOEKTHBIX PELICHUM.

OCHOBHBIMH 3aJavdaMi JUCHUITIIIMHBI ABJIAIOTCA:

1. HayuuTp CTyA€HTOB CaMOCTOSTENIBHO PEIIATh MOCTABJIEHHBIE 3aadd B
00JIaCTU CUCTEMHBIX W MPUKIAJAHBIX BONpocoB 3auuThl nHpopmanuu or HCJI Ha oc-
HOBE JEHCTBYIOLIETO POCCHUICKOIO 3aKOHONATENIBCTBA C ITOMOIIBIO COBPEMEHHBIX
IIPUHLHIIOB, METOJ0B, CUJI U CPENICTB B PA3JIMYHBIX OPTaHU3ALUOHHBIX CTPYKTYpaXx, IO
0a30BbIM HaIIpaBJICHUSAM 3aIUThI TOCYTAPCTBEHHON TallHbI U KOHQUIECHIMATBHOU UH-

dbopmanuu;

2. dopMupoBaHue y 00yqaronuxcsi MpaBOBOM CUCTEMbI 3HAHWUM, YMEHUN H
HaBBIKOB 110 3amuTte uapopmaruu ot HCI;
3. O6ecrieuennio MHPOPMAITMOHHOW 0€30MacHOCTH TpakKJaH, oOIIecTBa U

rocy/1apcTBa, B Y4aCTHOCTH PACKpbITHE OOLIUX MOJIOKEHUH 10 3aluTe HHPOpMalUU OT
HCJ;

4, Hayuuth CTyZEHTOB CaMOCTOSITENIBHO DPEIIATh MOCTABJICHHBIE 3aJa4d B
00J1aCTH 3aIIMIIEHHOCTH KOH(UIEeHINATbHON HH(OPMAIMU ¢ IPUMEHEHUEM CUCTEM U
cpencts 3amuThl uHGopmarmu ot HC;

S. O3HAKOMUTH CTYIEHTOB C MEPCIEKTUBHBIMU TEXHOJOTUSAMHU U METOAAMHU
3amuThl nHGopmarmu ot HCJL;
6. N3yuuTh cCOBpeMEHHbIE METOJANKN TPUMEHEHUSI U MCIOJIb30BAHUS BCTPO-

€HHBIX MEXaHU3MOB 3amuThl HHPopmaruu ot HC/J;



/. HayuuTb CTyAEHTOB, MOPSAKY MPUMEHEHUS] TEXHHUUECKUX CPEICTB 3alllH-
Tl uH(opmanuu ot HC/I.

[Toka3aTenb OCBOEHUSI KOMIIETEHIIMHM OTPAKAIOT CIECIYIOIINE UHIUKATOPHI:
Heo0xoaumble 3HAHMSA:
- PYKOBOJSIINE U METOANYECKUE JOKYMEHTHI IPHHIIMIIBI OPraHU3ALMH 110 ITPOBe-
JICHUIO SKCIIEPUMEHTAJIBHOM J1eATeNbHOCTH B obnactu 3U;
- 3HaTh HOPMATHUBHO-METOJINYECKUE, PYKOBOJSAIINE U METOANUECKUE JOKYMEHTHI,
OpraHU3alMOHHBIE MEPBI, KPUTEPUH OLICHKH 3aIUIIEHHOCTH U PErjaMeHThl obec-
nedyeHus padborocrnocobHoctu cuctem 3U;
- JOKYMEHTAIIMOHHOE 00ecnedyeHrne Mo pa3pabOoTKe MPOEKTHBIX pemeHui no 3U,
IPUHLIUIIB U OCOOEHHOCTH OpraHU3aluu MPOEKTHO-TEXHOJIOTMUECKON J1eATeIbHO-
CTH;
Heo0xoaumbie ymMeHnus:

- IPUMEHSTH JACHCTBYIOLIYI0 HOPMATHBHYIO 0a3y BBIOMpATh I€1ecO00pa3HbIe Mo-
TpeOHBbIE CPEACTBA U OMPENEIATh CTPYKTYPY cucteMbl 31 B X0/1€ MPOBENEHHUS IKC-
NEPUMEHTOB;

- OMpPEAENATh U OLEHWBATh UCTOUYHUKH, PUYMHBI U TOCIEICTBUS BO3HUKAIOIINX
MHIU/ICHTOB BBISIBJIATH U YCTpaHATh HapyeHus B oonactu Ub (3N);

- y4acTBOBaTh B pa3pabOTKE MPOEKTHBIX JOKYMEHTOB Ha CO3JaHHME MOJICHUCTEMBI
Ub ¢ pa3zpaboTkoil MOETN NPOEKTUPYEMBIX cucTeM 31 U OCyIeCTBIATh TEXHUKO-
HKOHOMUYECKOE 0OOCHOBAHHUE;

TpynoBbie neiicTBUsA:

- pa3pabaThIBaTh MOJENH, IPOEKTHI U MPEJIOKEHHUS B XO€ MPOBEACHUS dKCIIEPU-
MEHTOB JIESITEJIBHOCTH 110 COBEPIICHCTBOBAHUIO cUCTeMbI 31

- IPUHUMATh y4acTHE B OpPraHU3allMU M MPOBEACHUN KOHTPOJIBHBIX MPOBEPOK pa-

00TOCIOCOOHOCTH U 3(PPEKTUBHOCTH MPUMEHSIEMBIX POrPAMMHBIX, IPOTPAMMHO-
anmnapaTHbIX U TEXHUYECKUX CPEJICTB 3alUThl HH(OpMAIIIH;

- aHaJM3HMPOBAThH 3ALIUIIEHHOCTh MH()POPMAMOHHOW MH(OPACTPYKTYpHl ¢ (HOpMHU-
poBaHueM cucTeMbl TpeboBanuii o 31 1 yyacTBoBaTh B 000CHOBaHUM KPUTEPUEB
b dexTuBHOCTH HYHKIIMOHUPOBaHUS poekTrpyembix cucteM Ub (3N)

2. Mecto nucuuminnbl B cTpykrype OIIOIT

Jucuuminaa « MeToJibl ¥ CPEICTBA BHISBICHUS JEMACKUPYIOUIUX TPU3HAKOB
3aKJIHBIX YCTPOMCTB B 3amuiiaeMbix nomenieHusx (OO0 «HOBOy», OO0
«IbW»)» oTHOCUTCS K AUCITUIUIMHAM 10 BEIOOPY BapUaTUBHOM YaCTH OCHOBHOM TIPO-
deccroHanbHONM 00pa30BaTEILHON TPOTPAMMBI IMTOATOTOBKH 0aKalaBpOB MO HAMPaB-
aenuro 10.03.01 «MudopmanmonHas 6€3011acCHOCTHY.

N3yuenne maHHOW AMCIMIUIMHBI 0a3upyeTCs HA paHee W3YYEHHBIX AUCITUILIH-
Hax: «OcHoBbl MH(pOpMaImoHHOM Oe3omacHocTny, «MHpopmaTukay, «OCHOBBI mpa-
Ba», «OCHOBBI YIIPaBJICHUYECKON neaTrenbHOCTH», «MHbopmarmonnas 0e30MmMacHOCTh
KpeIUTHO-(PUHAHCOBBLIX omepanuiy, «MHpopMalmoHHO-TICHX0JIOTHYecKas Oe3orac-
HOCTh NI€pPCOHANA NpeAnpusiTHs», «Pa3padoTka noautuku HHGOPMAIIMOHHON Oe3omac-
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HOCTH B OpraHm3arusix», «OpraHu3aius 3aliiThl MePCOHAIBHBIX JAaHHBIX HA MPE.-
npustun» u komnerennusax: OI1K-1,6,7,8,9,13; VK-5,6,9; 11K-1,2,3,4.

3HaHUsI U KOMITETEHIIUH, TTOJTyYSHHBIE TTPH OCBOCHUU TUCITUTUTNHBI, SBJISTFOTCS Oa-
30BBIMH ISl U3YYEHUS TOCIEAYIOMUX auciuiuive: «MupopmaimonHas 6€30MacHOCTb
aBTOMATU3UPOBAHHBIX CUCTEM», «MoaenupoBaHHE MPOLIECCOB U CHUCTEM 3allUTHl WH-
dopmanum», «HopMaTUBHBIE aKThl U CTAHAAPTHI IO UHPOPMAIIOHHON 0€301MacHOCTY,
«KomrmiekcHoe obecrnieueHre 3anuThl MHGOpMalK 00bekTa nHpopMaTu3auu (mpea-
TIPUSATHS)», TPOXOXKICHUS MMPAKTUKU, TOCYJAPCTBEHHON UTOTOBOM aTTECTAIIH M BBIITOJI-
HCHUS BBITYCKHOW KBaM(UKAITMOHHON paboThI OakaaBpa.



3. O0beM IMCUMIIMHBI (MOAYJIA) U BU/bI y4eOHOH padoThI
OOuras TpyL0EMKOCTh JUCLUIUIMHBI JJIsl CTYIEHTOB OYHOM ()OPMBI COCTaBISIET 3

3a4yeTHbIX eauHull 108 yacos.

Taoannmal
Buabl 3ansTuii Bcero yacoB | Cemectp | Cemectp | Cemectp | CemecTp
6 A
OO01ast Tpy10eMKOCTh 108 108 108
OYHAS ®OPMA OBYYEHUSA
AyIMTOpHBIE 3aHATHS 48 48
Jlexumnu (JI) 16 16
IIpakTnueckue 3ansatus (113) 32 32
JlaGopaTopHsbie padoTsI (JIP) - -
CamocTosiTe1bHas1 padoTa 50 50
Jpyrue BuABI KOHTAKTHOM 10 10
padoThI
IIpakTHYeckasi MOAT0OTOBKA 16 16
KypcoBbie pabGorbl (mpoek- - -
Thbl)
PacyerHo-rpadpuueckue pa- - -
00TBI
KonTpoabHasi pabora, + +
JAoMalllHee 3a/1aHue - -
Texymmii KOHTPOJIb 3HAHUH T1; T2 T1; T2
(7 -8, 15 - 16 Hexenn)- 2u.
Bua uToroBoro KOHTpoOJIA DK3aMeH DK3aMeH

OYHO-3A0OYHASA ®OPMA OBYYEHUA

AYyIUTOPHBIE 3aHATHUS 20 20
Jlexrum (JI) 8 8
[Tpaktuueckue 3ausarus (I13) 12 12
JIaGopatopusbie pabotsl (JIP) - -
CamocroniTejibHasi paboTa 86 86
JApyrue BuABI KOHTAKTHOM 10 10
padoThI

KypcoBbie padorbl (mpoek- - -
Thbl)

Pacuerno-rpajpuuyeckue pa- - -
00TBI

KonTtpoabHnas padora, + +
AoOMalllHee 3a/JaHue - -
IIpakTHyeckas MOAroTOBKa HET HET
Bua uTOroBOro KOHTpoOJIA OK3aMeH DKk3aMeH

1100 Opyeumu euoamu KOHMAKMHOU padOmMsbl NOHUMAEMCsL: 2PYNNOGble U UHOUBUOYANbHbIE KOHC)lb-
mayuu, mecmuposanue




4.

Conep:kanue IMCUUININHBI

4.1. TeMbl TUCHMILJIMHBI U BUABI 3AHATHI

Taoauna 2
Jlekuuu, IIpakTuye- | IlpakTuye- | 3aHsATHA B
qac. CKHe 3aHfl- | CKas MOJAr0- | HHTEPAKTHUB- Kon
HaunmenoBanue TemM 0u- THS, TOBKA, 4Yac. | HOM popMe, [KOMIIETEHUMH
HO€/3204YHOE qac. 0y4- gac.
0u- HO€/3204YHOE |09HO0e/3a09HO0e
HO€/3204YHOE€

Pa3nen |. O6ecneueHue 6e30MacHOrO J0NMyCK

a K ”HPOPMAIMOHHBIM pecypcam

Tema 1:Mexanu3mbl
ayreHTU(UKALNM NIPH
OCylIeCTBJIEHHUH MOJ-
KJIKYeHU I

2/1.5

4/1.5

3/-

0,5/2

IK-2

Tema
2:AyTeHTHUKANUA B
3alIMIIEHHBIX COeNHe-
HHSAX

2/1.5

4/1.5

3/-

0,5/2

IK-2

Tema 3:Ilpumenenue
MeTO0Aa AUMEH3HOHAb-
HOM OHTOJIOTHMH IIPH
BbIOOpE CpeICcTB TeXHHU-
YeCKOi 3aIMThI MH-
¢dopManyu OT HeCaHK-
HMOHHPOBAHHOIO [10-
cryna. [Ipumenenue an-
NMApaTHBIX CPEACTB
ayTeHTHGUKATUN 1
XpPaHeHH s KJIK04YeBoil
HHGopManuu

4/2

8/3

3/-

2/1

IIK -4

Pa3nes |l. Yuer cy0ObekTOB 10cTyna. Peanu3zanusi MexaHu3MOB 3a1UTHI

Tema 4. IlpakTnue-
cKasl peajimzauus Me-
XaHHU3MOB J100aB0Y-
HOM 3alIUThI

4/2

8/3

3/-

3/2

K-4

Tema 5. Pazpadorka u
ONTHUMHU3ALMSA MeXa-
HHM3Ma YPOBHEBOI0
KOHTPOJIA,

KaK MeXaHUu3Ma pe-
AJIbHOTO BpeMEeHH

4/1

8/3

3/2

HK-5

Hroro:

16/8

32/12

16/ueT

9/10

4.2. Conep:kaHue TeM JUCHUININHBI

Paszpges I. O0ecnneyenne 0€30macHOrO 10NMyCKa K HH(POPMAILHOHHBIM pecypcam
Tema 6. MexaHu3Mbl ayTeHTH(PUKAIUYU IIPH OCYLIECTBJICHUH IMOAKIIOYCHU I

[Tporokon PPP PAP. Ilporokon PPP CHAP. IIpotokon PPP EAP. Ilpotokon
TACACSH. IIpotokon RADIUS. Cranmapt |IEEE 802.1x wu nportoxon EAPOL. IIpo-




tokonl EAP- TLS ¢ ucnons3oBanueMm poccuiickoit kpuntorpadguu. Crangapt |EEE
802.1x B omepanmonnsix cucremax Microsoft. Cisco NAC.

Tema 7. AyreHTH(PUKALMSA B 3alIUIIEHHBIX COeIMHEHUAX
[Iporokoner SSL, TSL. Ilporoxon SSH. IIporokonsr S- HTTP. Ilporokon
SOCKS. IIpotokon IPSec. IIpoTOKOJIBI 3alIUIIIEHHOTO B3aUMOACHCTBUS U ayTEHTHU-
dbuKauu 1y KOPIOpaTUBHBIX OECIPOBOJIHBIX JIOKATBHBIX CETEH.

Tema 8. [Ipumenenne MeTO1a IMMEH3MOHAJIBLHOM OHTOJIOTMH IPU BbIOOPE
CPeACTB TEXHUYECKOM 3alIUThI MHPOPMALMH OT HECAHKIIMOHMPOBAHHOIO 10CTY-
na. [IpumMeHeHne anmapaTHbIX CPeCTB AYTEHTH(PUKAIMU U XPAHCHUS KJIHOYEBOH

UH(poOpMALUHU

[IpumeHeHnue MeToAa NTMMEH3MOHAIBHOW OHTOJIOTMH MPU BBIOOpE CPEACTB TEX-
HUYECKOU 3alTUThl THPOPMAIIUU OT HECAHKIITMOHUPOBAHHOTO JIOCTYTIA.

AnmapaTtHeie cpeacTBa 3amuThl B coBpeMeHHbIX PKI pemenusx. Heobxonu-
MOCTb NMPUMEHEHHMs anmnapaTHbIX CPEACTB ayTEHTU(UKAIMU U XPAHCHUS KIHOYEBOMU
uH(opmainu. TunoBsle TpeOOBAHUS K CPEJCTBAM ayTEHTU(PUKAIIMU U XPAHEHUS KITIO-
yeBoi mHPopManu. OCOOEHHOCTH KOPIOPATUBHOTO HMCIOJIB30BAHMS MEPCOHAIBHBIX
CPEICTB ayTeHTU(PHUKALMU U XpaHEHHs KIo4ueBod uHpopmaruu. lLleHTpanuzoBaHHas
cUCTEMa yIpaBJIeHUs CPEACTBAMU ayTeHTU(DUKAIIMN U XpaHEHUs! KITtF0oueBOr UH(opMa-
IIUU ToJb30Barenell. TumoBbie TpeOOBaHUS K CUCTEME yrpaBiieHus TokeHamu. Token
Management System (TMS) komnanuu Aladdin. [IpakTuka: KoMIIeKCHasi cucTemMa
Ha 0asze eAMHOr0 MEPCOHAIBLHOTO CPEACTBA ayTeHTHU(MUKAIIMU U XPaHEHUS KIIOUYEBON
uHdopMaIuu.

Paznean II. Yuer cy0ObekTOB 10cTyna. Peajiusanusi MeXaHU3MOB 3aIIUThHI

Tema 9. IlpakTHyeckass peajqu3auusi MEeXaHM3MOB [100aBOYHOHM 3ALIUTHI
Pexxum xpanenust KJI. Ilopsanokx obpamenus ¢ KJI. Haznauenue, BUIbl M MPUHIUIIBI
nposeneHns npoepok Hammuua K/I. [IpoBepku mpaBUIBHOCTH ITPOCTABIEHUS PETH-
CTPALIMOHHBIX JAHHBIX KOH(HICHIIMAIBHBIX HOCUTENEH, JOKYMEHTOB, 1€ U YUYETHBIX
AKYpPHAJIOB (KapTOYEK).

Tema 10. PazpadoTka 1 oNTUMH3ANUSA MEXaHU3MA YPOBHEBOI0 KOHTPOJIA,
KAaK MeXaHU3Ma peajibHOI0 BpeMeHH

[IpoBepkr MpaBUIBHOCTH MTPOCTABIICHUS] OTMETOK O JBUkeHuH K], men u Hocu-
teneil. KBapranbubie npoBepku paktuyeckoro Hamuuus KJ| u moxkymenTton. I'ogoBas
npoBepka Hannuusa K[, JOKyMEHTOB BBIIEIECHHOIO XPAHEHUS W YUYETHBIX JKYPHAJIOB
(xapTouek). He pernaMeHTHbIE MPOBEPKU HAIMUMs KOH(UICHIMAIBHBIX HOCHUTENEH,
JOKYMEHTOB U JIE]L.

5. IlepeueHb yueOHO-MeTOAMYECKOT0 O0ecTIeYeHHs VISl CAMOCTOSITEILHOM
patdoThI 0 AUCIHUIIINHE

«Metoauyeckue ykKazaHUsS ISl CaMOCTOSATEIBHON paOOThl OOYYaIOIMIUXCS IO
OCBOEHHUIO AUCIUILIMHB» NpeacTaBieHbl B [Ipunoxenun 2.



6. DoHJA OLIEHOYHBIX CPEACTB JJIsl MPOBeIeHNs MPOMEKYTOUHOIM
arrecTauuu 00y4AKIIUXCS 10 JUCHUIIIMHE

Crpykrypa ¢GoHAa OIEHOYHBIX CPEACTB, JJIsI IMPOBEACHUS MPOMEXKYTOUHOM at-
TeCTaIMU 00yJYarOIIUXCs M0 TUCHUIUTMHE «MeTOIbl U CPe/ICTBA BBISBJICHUS JEMACKH-
pPYIOIIMX MPU3HAKOB 3aKJIaJHBIX YCTPOMCTB B 3amuiiaeMbix mnomemieHusx (OO0
«HOBO», OO0 «I1bW»)» npusenena B [Ipunoxenun 1.

7. IlepeyeHb OCHOBHOI U JONOJHUTEIbHOH Y4eOHOM JTUTEPATYPBHI,
He00X0AMMOi1 VIS OCBOCHUS AU CHUILIHHBI

OcHoBHas JauTeparypa:

1. MopenupoBanue cucTemsl 3ammThl HHpopmaruu: [Ipaktukym: YueOHoe 1mo-
cooue / E.K.bapanosa, A.B.ba6am - M.: U1 PUOP: HUI] UHD®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Hom. mat. znanium.com). - (Beiciiee oOpaszoBanue: bakanagp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread?2.php?book=549914

2. KommiekcHas 3ammuTa nHGOpManud B KOPHOPATUBHBIX CHCTEMax: Y4eOHOE
nocobdue / B.®. llansrun. - M.: U] ®OPYM: HUL UHDPA-M, 2013. - 592 c.: un.;
70x100 1/16. - (Bsicmee oOpazoBanme). (meperier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonoTHMTEIbHAA JIUTEpaTypa:

1. 3amura undopmanuu: Yuebnoe nocooue / A.Il. Kyxk, E.Il. Kyk, O.M. Jle-
nemkuH, A.W. Tumomkus. - 2-¢ uza. - M.: UL PUOP: HUL UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Beiciiee obpazoBanue: bakanaBpuat; Maructparypa). (neperier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Ckpumnnuk, J[.A. OOmme BONMPOCH TEXHUYECKOW 3almuThl WHPOpMarmu /
J.A. Ckpunnuk. - 2-¢ u3f., uctp. - M. : Haunonanbueiii OTKpBITEI YHUBEPCUTET
«HMHTYUT», 2016. - 425 c. : ui. - bubnauorp. B kH. ; To xe [DIeKTpoHHBIN pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=429070

8. [lepeyeHnb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHHUKANIMOHHOM CeTH
«HTEpHET», HEOOXOAMMBIX /1151 OCBOCHUS AU CIUTIIHHbI

HNHuTepHeT-pecypcsl:
1. http://eup.ru/catalog/all-all.asp — HayuHo-00pa3zoBaTeIbHBIN MOPTAI;

2. http://informika.ru/ — oOpa3oBaTeNbHBII MOPTA,

3. www.wiklsec.ru - DOHnukmonenus WHHOPMANUOHHONW OCE30MACHOCTH. —
[Ty6nukarum, cTaTbu;

4. www.biblioclub.ru - YauBepcanbHas OuOIHOTEKa OHJIANH;

5. www.rucont.ru - 9bC «PykoHTY;


http://znanium.com/bookread2.php?book=549914
http://znanium.com/bookread2.php?book=402686
http://znanium.com/bookread2.php?book=474838
https://biblioclub.ru/index.php?page=book&id=429070
http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/

6. http://www.academy.it.ru/ — akagemus AWUTH;

7. http://lwww.minfin.ru - Od¢unmaneapiii cadT MuHUCTEpCTBA (PHHAHCOB
Poccuiickon @enepanuuy;

8. http://lwww.gov.ru/ - OdunmansHbIii cepBep OPraHOB TOCYIAPCTBEHHON
Biactu Poccurickon denepanuu;

9. http://lwww.fsb.ru/ - Odwurnmaneueiii  caiit  denepanbHoit  CitykObI
be3omnacHocTH;

10. http://lwww.fstec.ru/ - Odunmaneabii caiit DenepanbHoit CiryKOBI IO
Texanueckomy DkcnopTHOMy KoHTpo10;

11. http://www.minfin.ru - OdunmaneHeii caiit MwuHHCTEPCTBA (UHAHCOB
Poccuiickon ®enepanuu;

12. http://www.gov.ru - OdurmansHblii cepBep OPraHOB T'OCYIapCTBEHHOMN
Biactu Poccutrickon denepanuu;

13. http://www.fsb.ru/ - Odunuaneueiii  caiit ®DenepanbHoii  CiyKObI
be3zonacHocty,

14. http://lwww.fstec.ru/ - Odunmansaeiii caiit DenepanbHoit CiykObI TI0
TexHnyeckoMy DKCIIOPTHOMY KOHTPOJIIO.

9. MeToanueckue YKaszaHuda OJist oﬁyqamlunxm, 10 OCBOCHMIO JUCHUIIIMHDBI

Meroanueckue ykazaHus JiJIsi OOy4arOIIMXCsl, 0 OCBOCHUIO JUCIUIUIMHBI MIPU-
BeJieHbI B [Ipunioxkenun 2 k HacTosIIe padodeit mporpaMme.

10. TIlepeyeHb HH(POPMANMOHHBIX TEXHOJIOTHIi, HCHOJIb3yeMbIX TMPH
OCYLIIECTBJICHHH 00Pa30BaTeIbHOI0 NPOLecca M0 TUCHUIINHE

e Ilepeuenn nporpammuoro odecneuenusi: MSOffice.

e NHpopmanuoHHbIEC CIIPABOYHbIC CHCTEMBbI:
1.9neKkTpoHHbIE pecypchl 00pa30BaTEbHON Cpeibl Y HUBEPCUTETA.
2.udopmanmonno-crnpaounbie cuctembl (Koncynprant+; ['apanT).

Pecypcbl uHpOpManIMOHHO-00pa30BaTeIbHOM Cpeabl Y HUBEPCUTETA!
Pabouas nporpamma u Mmeroaudeckoe odecredeHue mo Kypcy «MeToipl U CpeIcTBa
BBISIBJICHUS JIEMACKUPYIOIIUX MPU3HAKOB 3aKJIAJHBIX YCTPOKUCTB B 3alIAIIAEMbBIX MO-
memeHusx (OO0 «HOBO», 000 «11BW»)»

11. Onucanue MaTepruaJIbLHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOM ISt
OCYIIeCTBJIEHUsI 00Pa30BaTEJIbHOI0 MPOLECCA MO AUCIUIJINHE
JleKIIMOHHBbIE 3aHATHA.
— ayJIUTOpHs, OCHAILEHHAS IPE3CHTAIIMIOHHON TEXHUKOM (ITPOEKTOP, IKPaH);
— KOMIUICKT JICKTPOHHBIX MPE3CHTAINMN / CIIaliJIOB Ha TEMBI:
IIpakTHYeckHe 3aHATHSA:
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— KOMITBIOTEPHBIH KJIacC C MPOCKTOPOM [UIsi WHTEPAKTHBHOTO OOYYEHUsS W
npoBefeHUsT JieKuuid B ¢dopMe  cialA-Tpe3eHTauui, 000pYyJOBaHHBIN
COBPEMEHHBIMU JIMIIEH3MOHHBIMH IPOTPAMMHO-TEXHUYECKUMHU CPEICTBAMHU:
omepanuonHass cucrema He Hmwke Windows XP; oducHbie mporpaMmel
MSOffice 7,

pabouee MecTO MpernojaBaTess, OCHAIIEHHOE KOMIIBIOTEPOM C JIOCTYIIOM B
HNnTeprer;

— paboune MecTa CTYACHTOB, OCHAIICHHbIE KOMIIBIOTEPAMH C JIOCTYIIOM B
HNuTtepHer.
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Ipuiaoxkenue 1

@DoH/1 OLIEHOYHBIX CPEICTB /IJIs MPOBeeHHusI POMEKYTOUHON aTTecTalNu
o0y4yaromuxcsi Mo JUCUMIIHHE

HHCTUTYT NH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UM

KA®EJIPA UHOOPMALIMOHHOM BE3OIIACHOCTHU

®OH/I OIEHOYHBIX CPEJICTB JJISI MPOBEJEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOILMXCS MO
JUCLUIIJIMHE

«METOJbI 1 CPEACTBA BbISIBJIEHUA JEMACKHPYIOIUX ITPU3HA-
KOB 3AKJIA/IHBIX YCTPOUCTB B 3AHIMINAEMBIX IIOMEILEHUAX
(000 «HOBO», 000 «l1BbN»)»

Hanpasienue noaroropku: 10.03.01 Mudpopmanuonnas 6e30nacHOCTb
IIpodunb: Opranuzanus U TEXHOJOTHH 3aAIUTHI HHPOPMaLUU
YpoBeHb BbicHIEro 00pa3oBaHus: 0aKajJaBpuaT

dopma o0yUeHHsI: OYHAS], OYHO-320THAS

Kopones
2023
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1. IlepeyeHb KOMIETEHIMI C YKa3aHUEM 3TANOB UX (popMHUPOBaHUSA B
npouecce 0CBOCHHS 00pa3oBaTeIbHON IPOrpaMMbl

Ne Nu- Conep:xxanue Paznen nuc- B pe3yJibTarte nzyueHusi paszaesia IMCHMILUINHBI,
n/m | aexc KOMIIETeHL MU IUIJIMHDI, oOecneyuBaoniero popMmupoBaHue KOMIeTEHUMH,
KOM- ol0ecreynBa- o0yvariuiics npuodperaer
ne- ommid gop- TpedyeMble Heo0xoan- Heo0xoguMmbIe
TEeH- MHpPOBaHHUE JCeUCTBUA MbI€ YMECHUSA 3HAHUA
JIRs050 KOMIIETEHIINH

1. | IIK-2 | CnocobHOCTE | Tewma:1,-5 - pa3pabathl- | - HPUMEHATH | - PYKOBOJSALIME U
MIPUHUMATh BaTh MOJIEJNH, | JEHCTBYIO- METOINYECKHUE
ydactue B MPOCKThl U | YO HOpPMa- | JOKYMEHTBI
MPOBEICHUH MpeIoxKe- TUBHYIO 0a3y | IPUHIUIIBI Opra-
HKCIIEPUMEH- HUS B XOJIe | BEIOMpATh HU3aIUU 10 TPOo-
TaJIbHBIX  HC- MPOBEACHUS | 1IeJIec000- BEJICHUIO  DKCIIe-
CJIEI0BaHUM DKCIIEPUMEH- | pa3Hble  II0- | PUMEHTAJIbHON
CHUCTEMBI  3a- TOB JICSTENb- | TPEOHBIE NEATeIbHOCTH B
ATl UHPOP- HOCTH TI0 CO- | cpeactBa u | obmactu 3U;
Maluu BEPILIEHCTBO- | ONPEACIATh

BaHUIO  CH- | CTPYKTYPY

cremsbl 3U; cuctemsl 3U
B XOJA€ IIpoO-
BEJICHUS DKC-
MIEPUMEHTOB;

2. | IIK-4 | Cnoco6nocts | Tema 1-5 - IpUHUMATh | -OMPEACIATh | - 3HATh HOpPMa-
OCYLIECTBIISTh ydacTue B Y OLICHUBATH | THUBHO-
JIMAarHOCTHUKY U opranmsamuy | MCTOUHHKH, METONYECKHE,
OLIEHKY o0ec- u NPUYUHBl U | PYKOBOISIIME H
neyeHus pabdo- ocJie - METOAMYECKUE
TOCTIOCOOHO- TIpOBCAICHIN CTBUSI BO3- | JIOKYMEHTHI, Op-
CTU CUCTEMBI KOHTPOJIBHBIX | gygarommx raHU3alOHHbBIE
3U npu BO3- IIPOBEPOK MHILUJIEHTOB | MEpbl, KPUTEPUH
HUKHOBEHUH paboToCcroco | BBIABIATE W | OLEHKHM  3alld-
BHEILITATHBIX OHOCTH U YCTPAHSTh HIEHHOCTH U pe-
CUTyaIui >dexruproc | HAPYIEHHA TJIAaMEHTBI  00ec-

. B o0Omactu | meyeHus paboTo-
Wb (3N); CHOCOOHOCTH CH-

MIPUMEHSIEMBI crem 3U;

X

MIPOrPaMMHBI

X’

MIPOrpaMMHO-

anmaparHbIxX

u

TEXHUYECKHUX

Cpe/CTB

3aIATHI

uHpOpMaIUU
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ITK-5

Croco6Ho-

CTBIO  IPOBO-
IUTh  AHAIIW3
UCXOHBIX
JAHHBIX  JUIS
MPOEKTUPOBa-
HUS  TIOJICH-
CTEM u

cpeacts obec-
[IEYEHHUs]  HUH-
dbopMmarmon-
HOW Oe3ormac-
HOCTH u
y4acTBOBaTh B
MIPOBEJICHUU
000CHOBaHHUS
COOTBETCTBY-
FOILIMX po-
eKTHBIX pelle-
HUH

Temsr 1-5

- aHaJIU3u-
poBath  3a-
IIUIICH-
HOCTh  WH-
dhopmanu-
OHHOM  WH-
pacrpyx-
TYpBI c
bopmupo-
BaHUEM CH-
CTeMBI Tpe-
OoBaHUU 110
31 u yuact-
BOBATh B
000CHOBa-
HUU KpUTE-
pueB a-
(heKTUBHO-
ctu  QyHK-
IIUOHUPOBA-
HUS TIPOCK-
TUPYEMBIX
cucrem Wb
(31)

y4acTBOBATh
B pazpabot-
K€ IPOCKT-
HBIX  JIOKY-
MEHTOB Ha
CO3/IaHuE
ITOJICUCTEMBI
Ub ¢ paszpa-
0OTKOH Mo-
JIETA TIPOCK-
THPYEMBIX
cucteM 31U u
OCYIIIECTB-
JIATh TEXHH-
KO-
SKOHOMHYE-
ckoe 00oc-
HOBaHHE;

- JIOKyMEHTAIlH-
OHHOE o0ecmeue-
HUE TI0 paspa-
0OTKE  TMPOEKT-
HBIX PEIICHUH 110
3, npuHIUIBI U
OCOOCHHOCTH Op-
raHU3alKuk  TIPo-
EKTHO-
TEXHOJIOTHYE-
CKOM JeSATECIbHO-
CTH;
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2.0nucanue nokasareseil 1 KpuTepueB OLCHUBAHUSI KOMIIETEHIIUIT HA
pa3IM4YHbIX dTanax ux GopMUpPoOBaHMs, ONMCAHME KA OLCHUBAHUSA

Koo komne- UHcmpymeHm, Amanel U NoKasa- Kpumepuu oyeHusaHusa
meHyuu oyeHusarowuli mesb OyeHUBAHUA KomMnemeHyuu Ha pasnuy-
chopmuposaH- KomMmnemeHyuu HbIX amanax ¢popmupoeaHus
HOCmMb Komne- U WKanol oyeHueaHusa
meHyuu
11K-2,4,5 Aoknad A) noaHocmeto | Hanpumep:
cshopmuposaHa Mpoeodumca e nucomeHHOIi
(komnemeHyua oceo- | u/unu ycmHolii popme.
eHa Ha ebicokom | Kpumepuu oyeHKu:
yposHe) — 5 6annos
) vacmuuHo cqhop- 1. Coomeemcmesue codep-
mupoeaHa: HAHUA 00Knaoa 3asaesneHHoll
memamuke (1 6ann).
y KOMNEMEHUUA | > Kauecmeo ucmounukoe u
0C80eHa Ha npodeu- UXx Koau4yecmeo npu nodz2o-
Hymom ypoeHe —= 4| . ope pa6omei (1 6ann).
6anna; »
3. Bnaderue uHgpopmauyueii u
° KomnemeHyusa | cnocobHocmb omeeyame Ha
oceoeHa Ha 6a3080M | gonpocer  aydumopuu (1
yposHe — 3 6anna; 6ann).
B) He cqpopmupoeaHa | 4. Kauecmeo camoii nped-
(komnemeHyusa __ He | cmaenenHoii pabomor (1
cpopmuposaHa) — 2 u | Gaan).
meHee 6annoe 5. OpuzuHanbHocmob nodxoda
U 8cecmopoHHee pacKpbimue
8blbpaHHOll memamuku (1
6ann).
MakcumaneHasa cymma
6annoe - 5 6annoe.
IK-2,4,5 BeinonHeHue A) noaHocmeoto | Mpu onpedeneHuu cgopmu-
KOHMponbHoli chopmuposaHa poeaHHocmu KomnemeHyuli
pabomoi (komnemeHyua oceo- | Kpumepuamu  OyeHuUeaHus
€Hd Ha  BbICOKOM | ebicmynaom memoodu4yecKue
yposHe) — 5 6annos pekomeHdayuu, pa3pabo-

B) uacmuuHo cehop-
mMuposaHa:

° KomnemeHyus
oceoeHa Ha npodsu-
Hymom ypoeHe — 4
6anna;

° KomnemeHyus
oceoeHa Ha b6azoeom
ypoeHe — 3 banna;

B) He chopmuposaHa
(komnemeHyua __ He
cchopmuposaHa) — 2 u
MeHee bannoe

maHHsbie no ucyunauHe 019
0aHHO20 8uda
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3. TunoBbie KOHTPOJIbHBIE 32/IaHUS WIH HHbIE MAaTEePHUAJIbI, HE00OX0AUMbIE
MJISE OLEHKHM 3HAHUH, YMEHHMH, HABBIKOB M (MJIHM) ONbITA JIeATeJIbLHOCTH,
XapaKTepU3yKIIHUX 3Tanbl (OPMHUPOBAHUA KOMIIETCHUUN B IpoLecce 0CBOCHMS
00pa30oBaTeJIbHON MPOrPAMMBI

HpI/IMepHaﬂ TEMAaTHKA JOKJIAad0B B Hpe3eHTa]_[I/lOHHOI71 (l)OpMe:

1. Hndopmanmonnas 6e3onacHoCcTh cuctembl «KimeHT — 6aHK» Ha OCHOBE TeX-
HOJIOTHH «TOJICTOTO KITUEHTa»

2. Hudopmarmonnas 6e3omacHOCTs Moz MHTepHeT - GaHKHUHTA.

3. HudopmarnmonHas 0e30MacHOCTh pacyeToB OAaHKOBCKUMH KapTamu B WH-
TEepHETE.

4. Mecro DUII B psaay kpunrorpadguueckux MexaHusmMoB. McTopust BO3SHUKHO-
Benust OLII B Poccun. OOmee mpaBuinio cozpanus DI Obuee mpaBuiio Bepudu-
karuu DL,

5. CxeMa 3allMIIEHHOTO HWH(MOPMAIIMOHHOTO OOMEHa MPU HCHOIH30BAHHUU
CHMMETPUYHBIX METOOB 3aIIUTHI HH()OpPMAITHH.

6. Cxema 3amuiieHHOro WH(HOPMAIMOHHOTO OOMEHa TpPH HCIOJIH30BaHUHU
KPUNITOTPAPUIECKUX aITOPUTMOB C OTKPBITHIMU KITFOYaMH.

7. llpumeHeHnue u HHPOpPMaLIMOHHAS 6€30MACHOCTh PEXUMA IJIEKTPOHHOHN KO-
N0BOM KHUTH. Pexuma cuerieHus 010koB mudpoTekcra. Pexxnma o6paTHOM cBA3M
1o MUMPOTEKCTY.

8. Pexum cuerunka (counter). @yHKuus XEMIMPOBAHUS U ACUMETPUYHbBIC ajl-
TOPUTMBI.

9. HudopmarnmonHass 0€30MacHOCTh M 3alllUTa HJIEKTPOHHBIX TPaH3AKIUN
npoTtokout (SSL). Cxema pabotsl mpoTokosa SET.

10. Uudpopmanmonnass 6€30mMacHOCTh U MpaBmiia 0OMEeHa SJEKTPOHHBIMU JIOKY-
MeHTamu. O61me TpedoBanus, npeabspiasieMmbie kK J/] (maketam D]1).

11. UudopmanimonHas 06e30MacHOCTh MPU COCTABICHUE M HampasiieHue O]
YYaCTHUKOM — OTIIPABUTEIIEM.

12. UapopmanmornHass 6€30MacHOCTh M MOPANOK KOHTpoJss DJI, MOTydeHHBIX
OT y4acTHUKOB — oTnpaButeneil. [lopanok ohopmuenus I/, noATBEpKIAOIINX U C-
nojHeHue D/ yyacTHUKOB.

13. Undopmanmonnas 0€30MaCHOCTh W TOPSJAOK IMpUeMa K HCHONHEHUI0 /]
Y4aCTHUKOM — nony4dateseM. [lopsanok xpanenus u yauatoxxkenus J/1.
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4. MeToau4eckne MaTepuaJibl, onpeae/siiome Npoueaypbl OHeHUBAHUS

3HAHUH, YMEHHUI, HABBIKOB U (WJIH) ONbITA 1eATEJIbHOCTH,
XapaKTepHU3yLIHUX dTanbl (POPMUPOBAHUA KOMIIETCHIMH

@opMON KOHTPOJIA 3HAHUM MO AUCLUUILIMHE SBIIAIOTCA JBE TEKyLIME aTTeCTa-
IIMY B BUJIE TECTOB M UTOrOBasi aTTECTAllMsI B BUJIC 3a4€Ta.

Hene- Kon xom-
METCHIUH, Kpurepuu
A Bun one- onenuBa- | Coxepxanue | TpebGoanus | Cpok cmaum | OIICHKH IO CO-
TeKy HOYHOI'0O FOIITUH OLICHOYHOI'O K BBIIIOJIHE- (menens ce- JEPKAHUIO U
tero cpexcraa 3HAHMA, cpencraa HUIO MecTpa) Ka4ecTBY C yKa-
KOt yMEHHS, 3aHMEM OaJLIOB
TPOJIA
HAaBBIKU
tectupoBa- | [1K-2,4,5 20 BonpocoB | Kommerotep- | Pesynbra- Mpenodasamense
HHE HO€ TECTHPO- | ThI TECTHU- ykaseleaem Kpu-
BaHUE ; BpE- | pOBaHUSA mepuu oyeHku
Mpoeso- 0aHHo20 8uda
Ms OTBEIICH- [IpeIoCTaB-
dumcsa KOHMpo-ns.

6 cpo- HOE Ha Mpo- JISIIOTCS B Hanpumep, Kpu-
Ku, uenypy - 30 | meHb npo- mepuu oyeHKu
ycma- MUHYT BCIACHU onpedenaomca
HoeneH NpoLeayphl npoyeHMHoIM co-
feH- OomHouweHuem.

Hble Hesaeka — 0.
epacpu- Heydoenemeopu-
Kom menbHO — meHee
obpa- 50% npasunbHbIX
308a- omeemoe
meneo- Ydoenemeopu-
Ho20 menbHo - om 51%
npo- npasusbHbIX omee-
yecca moe.
Xopowo - om 70%.
Omau4yHo —om
90%.
tectupoBa- | [1K-2,4,5 20 BompocoB | Kommbrorep- | Pesynbrarer | [llpenodasamens
HHE HO€ TECTUPO- | TECTUPOBA- ykasbieaem kpu-
BaHWE; BPEMsI | HUS TPEIO- mepuu oyenku
Mpoeo- daHHO20 8uda
OTBEAEHHOE CTaBJIAIOTCA
dumcsa KOHMpo-ns.

6 cpo- Ha IpoLeay- | B A€HB IIPO- Hanpumep, kpu-
Ku, py — 30 mu- BCIICHUA mepuu oyeHKu
ycma- HYT nmpoueaypbl onpedenaomca
HoeneH npoyeHmMHbIM co-
fex- OmHoweHuem.

Hoble Heseka — 0.
epacpu- Heydoenemeopu-
Kom menoHO — meHee
obpa- 50% npasuneHbix
306a- omeemos
meneo- Ydoenemeopu-
Hoz20 mesnbHO - om 51%
npo- npasusbHbIX omee-
yecca moe.
Xopowo - om 70%.
Omau4yHo —om
90%.
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Mpoeo-
dumca
8 cpo-
KU,
ycma-
HoesneH
feH-
Hble
epacpu-
Kom
obpa-
306eaq-
mene-
Ho20
npo-
yecca

JK3ameH

I1K-2,4,5

3 Bompoca

OKk3aMeH
MIPOBOAUTCSA
B IMHUCbMEH-
HOH dopme,
MyTeM OTBETa
Ha BOIPOCHI.
Bpewms, oTe-
JIEHHOE Ha
HIpOLEAYPY —
30 MUHYT.

Pesynbra-
TBI IIPENO-
CTaBISIOTCS
B JICHb IIPO-
BEJICHUS
JK3aMEH

Kpurepun
OLICHKH:
«OTIAHIHOY:

. 3HaHUE
OCHOBHBIX
MOHATUI
Mpe/IMETa;

. YMEHHE
HCII0JIb30BAT
b u
MPUMEHSATD
MOJTy4YeHHbIE
3HaHUSI  Ha
MPaKTHKE;

. pabota
Ha
MPaKTUYECKU
X 3aHATHUSX;

. 3HaHUE
OCHOBHBIX
HAyYHBIX
TEOpUH,
M3y4aeMbIX
PEIMETOB;

. OTBET Ha
BOIPOCHI
ounera.

«Xopouo»:

. 3HaHHE

OCHOBHBIX  TIO-

HIATUN TpeamMe-

Ta;

. yMEHUE

UCIIOJIb30BaTh M

MPUMEHATh T10-

Jy4eHHbIE 3Ha-

HUS Ha TPaKTH-

K€;

. pabora

Ha  MpakThye-

CKHX 3aHATHUSX;

. 3HaHUE

OCHOBHBIX

Hay4HBIX  TE€O-

pUH, U3y4aeMbIX

MPEAMETOB;

. OTBETHI

Ha BOIIPOCHI Ou-

nera

*  HEMPaBUJILHO

peleHo  mpak-

TUYECKOe 3aja-

HUE
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«Y10BJI€TBOPH-
TeJIbHOY:

JIEMOHCT
pupyer
YaCTHYHBIC
3HaHUS 10
TeMam
JMCIIUTUINH;

HE3HaHU
€ HEyMeHHE
UCTIOJIb30BaT
b "
MPUMCHSITh
HIOJTyYCHHBIC
3HaHUS  Ha
NPaKTHKE;

HE
paboranm Ha
MPAKTUYCCKH
X 3aHSATHUSAX;

«HeynosJie-
TBOPH-
TeJIbHOY:

JIEMOHCT
pupyeT
YaCTUYHEIC
3HaHUA 1O
TeMam
JHUCIUTLINH;
HE3HAHU
€ OCHOBHBIX
MMOHSATHUH
MpEeIMETa;
HEYMEHU
e
HCTOJIb30BaT
b u
MPUMEHSATH
MOJIyYEHHBIE
3HAHWUS ~ Ha
MIPaKTHKE;
HE
pabotan Ha
MPaKTUYECKU
X 3aHATHUSIX;
HE
OTBEYaeT Ha
BOIIPOCHI.

IIpuMepHoOe coaep:xkaHue TECTOB AJIsl TEKYIIeH aTTecCTAlluM:

3AJAHUE HA BBIBOP O/THOI O IIPABH/IBHOI' O BAPUHAHTA OTBETA
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ERBOO~NOOAWNE

0.
1.
2.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25,
26.

[IpeamerT, iens u 3a7a4u KpUITOrpapuu.

HcTopus xkpunrorpadumu.

Kpatkue cBeieHHs O KpUIITOAHAIH3E.

[Tpocreitmue mm@psl 1 UX CBOHCTBA.

Cucrempl mMUGPOBAHKS C OTKPHITHIMHA KITFOYaMH.
BupryanbHble YaCTHBIE CETH.

DneKTpoHHbIE HU(PPOBBIE MOAMUCH (JIEKTPOHHBIE MOITUCH ).
OcHoBHBIE TOAX0AbI K peanu3anuu PKI.

KoMrioHeHTsI 1 cepBUCH THOPACTPYKTYPbI OTKPBITHIX KITFOUEH.
Apxurektypa u tonojorusa PKI.

Cranmaptsl B oomactu PKI 50.

Crannaptsl Internet X.509 PKI (PKIX).

CepTtuduraThl OTKpHITHIX KiTrouen X.509.

Crucku aHHYJTUPOBAHHBIX CEPTH(PUKATOB. ATpHOYTHEIE CepTU(DHUKATHI.
OcHoBHbIe TpeOoBaHus K nonutuke PKI.

[TonuTuka npuMeHeHus CepTU(HUKATOB U PETJIAMEHT.
Kparkas xapakrepuctuka noautuku PKI.

Ha6op nonoxenuit nonutuku PKI.

[TpoGaemsl popmupoBanus nonutuku PKI.

CUMMETpUYHBIE KPUIITOCUCTEMBL.

OcHoBbl Teopuu K. IlleHHOHA.

CuMMeTpUYHBbIE METOIBI IIU(DPOBAHUS.

AJTOPUTMBI 0JI0OYHOTO MIH(PPOBAHMUSL.

ACHUMMETPUYHBIE CUCTEMBI TG POBAHUS.

[IpuMeHEHNnE aCHMMETPUYHBIX aJITOPUTMOB.

Xpanunuiue ceptupurkatoB OC MS Windows.

TecTOoBBIE 3aIaHUA JJIsI KOHTPOJIA OCTATOYHBIX 3HAHMM

Bapuant Ne 1

1. Kak Ha3pIiBaeTcst Hayka o croco0ax mpeoOpa3oBaHusi HHGOPMAIMH C IIENIbIO €€ 3a-
IIIATHI OT HE3aKOHHBIX ITOJIb30BaTEIIEH ?
eKpunrosorus
eKpunrorpadus
oKpunrocToiikocTs
eKpunromeronomorus

2. Kpunronorus BKJItO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
KpunrocTonkocts

3. CuctemMbl m(ppPOBaHUs, B KOTOPHIX IS IMU(PPOBAHUS U IS pacmippoBaHus HC-
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IIOJIB3YETCSA OJIMH U TOT K€ KIIF0OY OTHOCATCA K:
*CHUMMETPUYHBIM CUCTEMaM MIU(POBAHUS
*QCUMMETPUYHBIM CUCTEMaM IIU(POBAHUS
*O/IHOKJTIOYEBBIM CHCTEMAM IHU(DPOBAHHUS
*KJIFOYHBIM CUCTEMAaM

4. IIpocremmm U3 mMUGPOB 3aMECHBI SBIISICTCS
e0THOQI(pAaBUTHAS MTOJACTAHOBKA
eMHOTOQI(DaBUTHAS 3aMEHA
eroMO(OHHUYECKHUH TP
eMasioasaBUTHAS 3aMeHa

5. CKOJIBKO 3TaIloB MOKHO YCIIOBHO BBIIEIMTH B UCTOPUM KpunTorpaduu?
o4
3
40
o/

6. [{ns nHauBHOM Kpunrorpadguu (10 Hauana X VI B.) xapakTepHO UCIOIb30BaHUE:
eJIIO0BIX, OOBIYHO TNPUMUTHUBHBIX, CIIOCOOOB 3aIlyThIBAaHUS MPOTUBHUKA OTHOCH-
TEJIBHO COJIEp>KaHUsl MU(PYyEMBIX TEKCTOB
e(hopMaIM30BaHHBIX U OTHOCUTEIHFHO CTOMKUX K PyYHOMY KPUIITOAHAIN3Y UG POB
*KPUIITOCUCTEM CO CTPOTUM MATEeMATHUYECKUM 00OCHOBAHHEM KPUIITOCTOMKOCTHU
*BBIUHCIIUTENIBHBIX CPEACTB C MPOU3BOJMUTEIIBHOCTHIO, JOCTATOUHOW [IJISl peaau3a-
[IUU KPUIITOCUCTEM, 00ECTICUNBAIOIINX MPU OOJIBIION CKOPOCTH IMHU(PPOBAHUS Ha HE-
CKOJIBKO TOPSAKOB 00Jiee BBICOKYIO KPHUIITOCTOMKOCTh, YeM "pyuHbie" U "MexaHuye-
ckue" mudpsl

7. Koraa Bo3HUKJIa KOMITbIOTEpHASI KpUnTOorpagus?
oc 1970-x 1T.
oc 1980-x rT.
ec 1990-x rT.
ec 2000-x rT.

8. B cucreme mepenaun JaHHBIX MEXIy aOOHEHTaMHM C KOMMYTAallME€H MaKeTOB HC-
NOJIB3YIOTCS IBa crioco0a nepeayu:

eJICITArPAMMHBIN

*BUPTYIbHBIN

erapajuieIbHbIN

e[ICPIIECHAUKYIISIPHBIN

9. CkonbKO ypoBHEH B 3TasIoOHHON Moaenu OSI?
ol
013
010
o/
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10. B xakoMm roy OpHHSTHI ONPEAEIAIONIME HOPMATUBHBIE MPABOBBIE aKThl Poccuii-
ckoit @enepanun: Konnenmus HarponaibHol O0ezonacHoctu Poccuiickoit denepannn
u Jloktpuna nundopmannonHon 6e3omnacuoctu Poccuiickoit denepanun?

2000

«1967

«1998

»2008

11. [MoayiexXuT mu AesATeIbHOCTh MO PACIPOCTPAHCHUIO MUGPOBATBHBIX (KPUIITOTpa-
(buyeckux) cpeacTB 00s13aTEILHOMY JIUIIEH3UPOBAHUIO?
eJla
®HET
oIJI1 TOCYJAPCTBEHHBIX YUPEXKACHUN HET, a U1 KOMMEPUYECKHUX MPEANPUATAN 1a
*TOJIBKO VIS THOCTPAHHBIX KOMITAaHWM, IEUCTBYIOIIMX HA TeppuTOopnu Poccnn

12. Kaxoit ypoBens monenu OSI obecrieuyuBaeT co3iaHue, nepeaady u npueM KajapoB
JTaHHBIX? (DTOT YPOBEHb OOCTYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCHOJIB3YET CEep-
BUC (PU3UYECKOTO YPOBHS ISl IPUEMa U Nepejauu MaKeTOR)

eKAaHAJIbHBIN

IIPE/ICTABIICHUS

*[IPUKJIATHOU

*CCaHCOBBIN

13. B kakom 'OCT-e nano omnpesenenue TepMuny "ciykeOHas TaiiHa"?

['OCT P 51624-2000 “3ammra uHpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIIEHHOM HcTioiHeHuu. O0mue TpedboBaHus”

o['OCT P 51583-2000 “3amura undopmanuu. [Topsiaok co3paHus aBTOMaTU3UPO-
BAaHHBIX CUCTEM B 3AIUIIEHHOM UCTIOJIHEHUU. OOIIIMe OJI0XKEHUST

o['OCT P ICO\MDK 15408

«Common Criteria

14. B Jloktpune nHpopmarmoHHoi 6e3omacHocTH PD BakHOE 3HAaUeHHE TTPUAAHO CH-
creMam U ceTam Poccuu, B TOM 4uCIIe MO CIAETYIOIIAM HATPABJICHUSIM
eIIpEJ0TBpAIlleHNE TIepexBaTa UHPOPMAIIUU U3 MMOMENICHUN U ¢ 00BEKTOB, a TAKKE
nHpopManmu, epeaaBaeMon 1Mo KaHajaaM CBS3U ¢ TIOMOIIBI0 TEXHUUECKUX CPEJICTB
e[IpEIOTBpAIIEHNE YTEUYKH HH(GOPMAIIUK 10 TEXHUYSCKUM KaHajaM, BO3HUKAIOIIEH
MIPH DKCIUTyaTallMi TEXHUYECKUX CPEACTB € 00pabOTKH, XpaHCHHS U TIepeaun
e[IPEJOTBPALCHUE CHEIHATBHBIX MPOTPAMMHO-TEXHUYECKUX BO3JCHCTBHUM, BbBI3bI-
BAIOIIUX pPa3pyIICHUE, YHUYTOKECHHE, UCKaKeHUEe MHopManuu win coou B padbote
CpeACTB UH(pOpMaTU3AIIUU
epa3BUTUIO CBOOOIbI cI0Ba B MIHTEpHETE

15. OCHOBHBIMH MEPOIPUATUSIMHU IO 3alIUTEe UHPOPMALMK B OOLIETOCYAaPCTBEHHBIX
MH(OPMAIMOHHBIX U TEIEKOMMYHHUKAIMOHHBIX CUCTEMAaX SBJISIFOTCS:

22



*3aKpBITHE BCEX UHTEpHET-Kade

JIMIIEH3UPOBAHUE ICATEIHLHOCTH OPraHU3alMid B 00JaCTH 3aIIUThI HH()OpPMALIUU

ecepTU(UKAINS CPEJICTB 3AIUTH HHPOPMAIIUN U KOHTPOJISI 23PPEKTUBHOCTH UX HC-
MOJIb30BaHUs, a TAKXKE 3AIUIICHHOCTH UH(OpPMAIMK OT YTEUKH MO TEXHUYECKUM Ka-
HaJIaM CHUCTEM U CPe/ICTB MH(OPMATU3ALIUU U CBSI3U

*BBEJICHUE TEPPUTOPUAIBHBIX, YACTOTHBIX, YHEPIreTHUECKUX, POCTPAHCTBEHHBIX U
BPEMEHHBIX OTPAaHUYEHUI B peXMMax HCIIOJIb30BAaHUS TEXHHUYECKUX CPENICTB, MMOJIe-
KaluX 3alUTe

BapuanTt Ne 2

1. Kak Ha3bIBaeTcs Hayka O crocobax nmpeoOpa3zoBaHUs MHPOPMALMH C LEIbIO €€ 3a-
IIUTBI OT HE3AKOHHBIX IT0JIb30BaTEIECH?

eKpunrosorus

eKpunrorpadus

oKpunrocToiikocTs

eKpunromeronomorus

2. Kpunronorust BKJIIO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
eKpunrocroitkocTsb

3. Cuctembl mM@poBaHUsi, B KOTOPBIX I MK(poBaHUs U AJis paciivdpoBaHus uc-
IIOJIB3YETCS OJJUH U TOT 7K€ KJIFOY OTHOCSITCS K:

*CHUMMETPUYHBIM CHCTEMAaM IHU(PPOBAHUS

*aCHUMMETPUYHBIM CHCTEMAaM IHU(PPOBAHUS

*OJHOKJIFOYEBBIM CHCTEMaM IH(PPOBAHUS

*KJIFOUHBIM CUCTEMaM

4. TIpocTeHmnm 13 MHUPPOB 3aMEHBI SABIISIETCS:
e01HOAI(haBUTHAS TTOJICTAHOBKA
eMHOTOAJI(haBUTHAS 3aMEHA
eroMooHnueCcKui mudp
eMasioasipaBUTHAS 3aMEHA

5. CKOJIbKO 3TaIlOB MOKHO YCIOBHO BBIIEINUTH B HCTOPHU KpHITorpaduu?
o4
o3
40
o/

6. Jlnst HauBHOM kpuntorpadguu (1o Hayana X VI B.) xapakTepHO UCTIOIb30BAHUE:
oJIIO0BIX, OOBIYHO TNPUMUTHUBHBIX, CIOCOOOB 3aMyThIBAaHUS MPOTUBHUKA OTHOCH-
TEJBHO COJEPKaHUs MHUPPYEMBbIX TEKCTOB
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e(hOpMaTM30BaHHBIX U OTHOCUTEIBHO CTOMKHUX K PYYHOMY KPHUIITOAHAIU3Y MH(POB

*KPHUIITOCUCTEM CO CTPOTMM MaTEMaTHUYECKUM 0OOCHOBAaHHEM KPUIITOCTONKOCTH

*BBIYUCIIMTENIBHBIX CPEACTB C MPOU3BOAUTEIBHOCTBIO, JOCTATOYHOM Ui peaau3a-
UM KPUMNTOCUCTEM, 00ECIIEUMBAIOIIUX MPU OOJBIION CKOPOCTH IMH(pOBaHUSI HA He-
CKOJIBKO TIOPSIAKOB 00Jiee BBICOKYIO KPHIITOCTOMKOCTh, YeM "pyuHble" U 'MexaHuye-
ckue" mudpsl

7. Korzia BO3HUKIIa KOMITbIOTEpHAsE KpunTorpadus?
oc 1970-x T.
oc 1980-x T.
oc 1990-x T.
oc 2000-x T.

8. B cucreme mepemaun JaHHBIX MEX]y a0OOHEHTaMH C KOMMYTAlME€l MAKEeTOB HC-
HOJIB3YIOTCA JBa CII0c00a nepeaayu:

eICUTArPAMMHBIN

*BUPTYaJIbHBIN

erapajuieIbHbIN

IICPIICHINKYJISIPHBIN

9. CkonbKO ypoBHE# B 3TasioHHOM Moaenu OSI?
ol
013
010
o/

10. B xakoMm roay NpHUHATHI ONPENEIAIONIME HOPMATUBHBIE MPABOBBIE aKThl Poccuil-
ckoit denepanuu: Konuenius HarmoHanbHOUM 0e3omacHocTH Poccuiickoit deaeparu
u JloktpuHa nndopmanumonHon 6ezonacHoctu Poccuiickoit ®enepanun?

2000

«1967

«1998

»2008

11. [MoayexxuT U AesATEeIbHOCTh MO PACTIPOCTPAHCHHUIO MIU(GPOBATBHBIX (KPUIITOTPA-
buyeckux) cpeacTB 00s13aTeILHOMY JUIICH3UPOBAHUIO?
eJla
eHET
oJJIsl TOCYTapCTBEHHBIX YUPEKIECHUHN HET, a JUIsl KOMMEPUYECKUX MPEIIPHUATHH 12
*TOJIBKO JJIs1 UTHOCTPAHHBIX KOMIIAaHUM, IEUCTBYIOIIUX Ha Tepputopun Poccun

12. Kaxoit ypoBens monenu OSI obecrieuuBaeT co3iaHue, nepeaady u nmpueM KajapoB
JTaHHBIX? (DTOT YpOBEHb OOCTYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCHOJIB3YET Cep-
BUC (DPM3MYECKOTO YPOBHS JIs PUEMa M ITePeIauu MMaKeTOB)
eKAHAIIbHBIN
eI1PE/ICTABIICHUS
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*IIPUKJIATHOU
*CEaHCOBBIN

13. B kakom 'OCT-e naHo onpenenenre TepMuny "ciayxeOHas TaiiHa"?

['[OCT P 51624-2000 “3amura mHbpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3aIUIeHHOM uenojgHeHur. Oomue TpeboBanms’”

['OCT P 51583-2000 “3ammra undopmanuu. [lopsaok coznanus aBTOMaTU3UPO-
BaHHBIX CHCTEM B 3alIUIIIEHHOM UCTIOTHEHUH. OO1IUe NOJ0XKEHUS

o['OCT P UCO\MDK 15408

«Common Criteria

14. B Jloktpune nHdpopmarmonHoi 6e3onacHocty P BakHOe 3HaueHHE TTPUAAHO CH-
creMam U ceTsM Poccuu, B TOM 4HCIIE MO CAEAYIOUIMM HANPaBICHUSAM:
eIIpEJOTBpAIleHNE TIepexBaTa HH(POPMAITUK U3 TTOMEIICHUI H ¢ 00BEKTOB, a TAKKe
nH(pOpMaIuH, epeaBaeMon 1Mo KaHajlaM CBSI3H C IIOMOIIBIO0 TEXHHYECKUX CPEACTB
e[IpEIOTBpAIIEHHE YTEUKH MHGOPMAIIUU 10 TEXHUYECKUM KaHajaM, BO3ZHUKAIOLIEH
MIPU DKCIUTyaTallMU TEXHUYECKUX CPEACTB €€ 00pabOTKHU, XpaHEHUS U TIepeaadun
e[IPEIOTBPALICHUE CHENHATBHBIX MPOTrPAMMHO-TEXHUYECKUX BO3JICMCTBUM, BBI3bI-
BAIOIIUX pPa3pyIICHUE, YHUYTOKECHHUE, UCKaKeHUE MH(opManuu win coou B padbote
cpencTB HHpOpMaTU3AITUU
*pa3BUTHIO CBOOO/IBI clioBa B IHTEpHETE

15. OCHOBHBIMM MEpPONPUATUSAMHU IO 3alIUTE MH(GOPMALMU B OOILIETOCYJ1apCTBEHHBIX
MH(POPMAILIMOHHBIX U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaX SIBIISIOTCA:

*3aKpBITHE BCEX UHTEpHET-Kade

JIMLIEH3UPOBAHUE JIEATEILHOCTH OPraHU3alMi B 00JaCTH 3aIIUThl HH()OpMALIUU

ecepTU(UKAIMA CPEACTB 3AIIUTHI HH(POPMAUU U KOHTPOIS 3PPEKTUBHOCTU UX HC-
MOJIb30BAHUS, a TaAKXKe 3alIMIICHHOCTH MH(OpPMALMU OT YTEUYKU MO TEXHUYECKHM Ka-
HajaM CHCTEM M CPEACTB MH(OpMATU3aALUU U CBA3U

*BBE/ICHUE TEPPUTOPHAIIBHBIX, YACTOTHBIX, SHEPIE€THUECKUX, MPOCTPAHCTBEHHBIX U
BPEMEHHBIX OFPAHMYEHUN B PEKUMAX HCIOJIb30BAHUS TEXHUYECKHX CPEACTB, MOIJIE-
KaIIUX 3allIuTe

Bapuant Ne 3

1. Kak Ha3bIBaeTcs Hayka 0 criocobax mnpeoOpazoBaHusi HHGOPMAIIMK C LETBIO0 €€ 3a-
IIUTHI OT HE3aKOHHBIX MOJIb30BaTENCH?

eKpunrosiorus

eKpunrorpadus

eKpunrtocToiikocTts

eKpunromeronomorus

2. Kpunronorus BKJItO4aeT B ceOs:
eKpunroananus
eKpumnrorpadus
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3.

eKpunrocepsuc
eKpunroctoiikocts

Cucremspl muppoBaHus, B KOTOPBIX IS IIU(PPOBAHUSA U IS pacIn(ppOBaHUS HC-

IMOJIB3YCTCS OOUH U TOT K€ KJIIHOY OTHOCATCS K

6.

*CHUMMETPUYHBIM CUCTEMaM MIU(POBAHUS
*QCUMMETPUYHBIM CUCTEMaM IIU(POBAHUS
*0/IHOKJIIOYEBBIM CUCTEMAM IIHU(POBAHUS
*KJIFOYHBIM CUCTEMaM

. [Ipocreiiiium 13 mmdpoB 3aMEHbI SBISETCA:

e0/1HOAJI(paBUTHAS IOJICTAHOBKA
eMHOTOAJI(paBUTHAS 3aMEHA
eroMO(OHNYECKUN PP
eMasioasaBUTHas 3aMeHa

. CKOJIbKO 3TaIrioB MOKHO YCJIIOBHO BBIICJIUTH B UCTOPUH KpUNITOTpaQUu?

o4
o3
40
o/

Jlist HauBHOM kpuntorpaduu (10 Hadana XVI B.) xapakTepHO UCIIOIb30BAHUE:
eJIIO0BIX, OOBIYHO TNPUMUTHUBHBIX, CIIOCOOOB 3aIlyThIBAaHUS MPOTUBHUKA OTHOCH-

TCIBbHO COACPKAHUA HII/I(i)pyeMI)IX TCKCTOB

e(hopMaTM30BaHHBIX U OTHOCUTEIHFHO CTOMKUX K PYYHOMY KPUIITOAHAIN3Y UG POB
eKPUINITOCUCTEM CO CTPOTUM MaTEMAaTUUYECKUM 0OOCHOBAaHUEM KPUITOCTOMKOCTH
®BBIUUCIIUTEIBHBIX CPEACTB C MPOU3ZBOJAUTEIIBHOCTHIO, JOCTATOUHOU JIJIsl peain3a-

MU KPUIITOCUCTEM, 00ECeUnBAIOUINX MPU OOJBIION CKOPOCTH IIM(PPOBAHMS HA HE-
CKOJIBKO MOPSAKOB 00Jiee BBICOKYIO KPHUIITOCTOMKOCTh, YeM "pyuHble" U "MexaHuye-
ckue" mudpsbl

7.

8.

Korna Bo3HUMKIIa KOMIIBIOTEpHAS KpUriTorpadus?
oc 1970-x T.
oc 1980-x IT.
oc 1990-x T.
oc 2000-x IT.

B cucreme mepenaun JaHHBIX MEXIy aOOHEHTaMH ¢ KOMMYTAIllME€W MaKeTOB HC-

IMOJIB3YIOTCA 1Ba criocoba nepecaadu:

eJICTATPAMMHBIN
*BUPTYaJIbHbIN
erapaJlyICIIbHbIN
e[ICPIIECHAUKYIISIPHBIN

. CxonbKO ypoBHEi B 3TasioHHON Moaenu OSI?

26



ol
e13
10
o/

10. B xakoMm roay NpHHATHI ONPENEIAOIIME HOPMAaTUBHBIE NPABOBbIE akThl Poccuil-
ckoit deneparun: Konuenmus HarmoHaabHOM 6e3omacHocTH Poccuiickort deneparuu
u JloktpuHa nH@popmarmonHoi 6e3onacHoctu Poccuiickoit deneparun?

«2000

«1967

«1998

«2008

11. [MomyexXuT U AeATEeILHOCTh MO PACTIPOCTPAHCHHUIO MUGPOBATHHBIX (KPUIITOTPA-
(buyeckux) cpeacTB 00s13aTeILHOMY JUIICH3UPOBAHUIO?
(DIt}
eHET
oJIJI51 TOCYJIJAPCTBEHHBIX YUPEKICHUMN HET, a 1711 KOMMEPUYECKUX MPEANPUATUN J1a
*TOJIBKO JJIs1 UTHOCTPAHHBIX KOMITAHUU, IEUCTBYIOIIUX Ha Tepputopun Poccun

12. Kaxkoit ypoBensr mojzienu OS] obecnieunBaeT co3mnaHue, nepeaady u mpueM KaJapoB
JTaHHBIX? (DTOT YpOBEHb OOCTYKHBAET 3alIPOCHl CETEBOT0 YPOBHS M MCIOJIB3YET Cep-
BUC (PU3UYECKOTO YPOBHS JIs IIpUEMa U Mepeiauu MaKeTOB)

eKAaHAJIbHBIN

IIPE/ICTABIICHUS

*[IPUKJIATHOU

*CCAHCOBBIN

13. B xakom 'OCT-e nano onpenenenue TepMuHy "ciaykeOHas TaiiHa'?

['OCT P 51624-2000 “3ammra uHpopMauuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIeHHOM ucTnioiHeHuu. O0mue TpedboBanus”

['OCT P 51583-2000 “3ammra undopmanuu. [lopsaok cozganusi aBTOMaTU3UpPO-
BAHHBIX CUCTEM B 3alUIIEHHOM HcHOIHEHUH. OOIIHE MOJIOKEHUS

«['OCT P NICO\MDK 15408

«Common Criteria

14. B Jloktpune nHpopmarmoaHoi 6e3omacHocTy P BakHOE 3HaUCHHE TTPUAAHO CH-
creMam U ceTam Poccun, B TOM 4uCIIe MO CIAEIYIOIIAM HATPABJICHUSIM

eI[IpCIOTBpAIICHNE TTepexBaTa HHPOPMAIIMK U3 TOMEIICHUH U ¢ OOBEKTOB, a TaKKe
uHpopMalu, nepeaaBaeMon 1Mo KaHajaaM CBSI3U € IOMOIIBI0 TEXHUUECKUX CPEICTB

e[IpEIOTBpAIllEHHE YTeUKH MHGOPMAIIUU 10 TEXHUYECKUM KaHajaM, BO3ZHUKAIOIIEH
MIPU DKCIUTyaTallMi TEXHUYECKUX CPEACTB € 00pabOTKH, XpaHEHUS U TIepeaaun

e[IPEIOTBPALICHUE CHEUHATBHBIX MPOTrPAMMHO-TEXHUYECKUX BO3JICMCTBUM, BBI3bI-
BAIOIIUX pPa3pyIlICHUE, YHUYTOKECHHE, UCKaKeHUEe MHopManuu win coou B padbote
CpeACTB UH(pOpMaTU3AIIUU

*pPa3BUTHIO CBOOOIBI clioBa B IHTEpHETE
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15. OCHOBHBIMHM MEpONPUATUSIMU TIO 3aIIUTe UHGOPMAIIUU B OOIIETOCYAapCTBEHHBIX
UH(GOPMAIIMOHHBIX U TEIEKOMMYHHKAIIMOHHBIX CUCTEMAaX SBISIOTCS:

*3aKpBITHE BCEX HHTEpHET-Kade

JIMIICH3UPOBAHUE ICATEIHLHOCTH OPTaHU3alMid B 00JaCTH 3aIIUTHI HH()OpPMALIUU

ecepTU(UKAIIS CPEJICTB 3AIUTH HHPOPMAIIUH U KOHTPOJISI 23PPEKTUBHOCTH UX HC-
MOJIb30BAHMUS, & TAKXKe 3AIIUIIEHHOCTH MH()OPMAIMK OT YTEYKU IO TEXHHYECKUM Ka-
HaJlaM CUCTEM U CPEJCTB HH(OPMATH3AINU U CBSI3H

*BBE/ICHHE TEPPUTOPHUAIBHBIX, YACTOTHBIX, YHEPI€TUUECKUX, POCTPAHCTBEHHBIX U
BPEMEHHBIX OIPAaHUYEHUI B peXMMax HCIIOJIb30BaHUS TEXHHYECKUX CPENICTB, MOJIe-
KaluX 3aluTe

4.2 . TunoBble BOIIPOCHI, BBIHOCUMBIC Ha 3a4€T

[Tpenmer, nens u 3a1a4u KpunTorpapuu.

HcTtopust kpunrorpadum.

KpaTkue cBeieHHs 0 KpUNITOAHATN3E.

Knaccudukanus MeTo1oB Kpuntorpadpuueckoro 3aKpbITUs HHPOpMAIIH
Knaccuueckue mmdpsl.

udpel raMMupoBaHUS U KOJIOHHOM 3aMEHBI.

[Ipocreiimme mu@ppsl ¥ UX CBOKWCTBA.

Komnozunuu mudpos.

CucTtembl MUQPPOBAHUS C OTKPHITHIMH KITFOUaAMHU.

10. Kpunrorpaduueckast CTOUKOCTb MIU(POB.

11. Monenu mmdpos.

12. OcHoBHBIC TpeOOBaHUS K MU(PaM.

13. Bompochl mpakTUYECKOM CTOMKOCTH.

14. UMUTOCTOMKOCTb U MOMEXO0YCTOMUYUBOCTH MIU(POB.

15. ITpuHIMIBI TOCTPOEHUS KPUNTOIPAaPUUECKUX aITOPUTMOB

16. Annapatnslie cpeactsa. [Iporpammubie cpeacTBa, MPOrpaMMHBIE peaTn3aliu
¢ pos.

17. Kpunto cepuc npoaiiaepsl (CSP).

18. OcoOGeHHOCTH UCTIONB30BAHMSI BHIYUCIUTEIBHON TEXHUKY B KpUnTorpaduu Bompo-
CBI OpTaHU3AIMH CETeH 3aCEKPEUCHHON CBSI3U; KIIFOUEBbIE CHCTEMBI.

19. BuprtyasbHble YacTHBIE CETH.

20. CxpemOuiepsl.

21. Kpunirorpaduueckue mapaMmeTpsl y3J10B U 0JI0KOB UG PaTOPOB.

22. Cunre3 mmdpos.

23. MeTozapl OMy4YeHHs CTydYalHbIX U TICEBIOCITYYaliHbIX MOCIEA0BAaTEIHLHOCTEH.
24. DnekTpoHHbIE HU(PPOBBIE MOAMUCH (JIEKTPOHHBIE MOITUCH).

25. Kpunrorpaduueckue xem-GyHKINH.

26. Kpunirorpaduueckue mpoTOKOJIHI.

27. OcHoBHBIE OIX0bI K peanu3amnmu PKI.

28. KoMITOHEHTHI U cepBUCH HTHPPACTPYKTYPHI OTKPBITHIX KITFOUCH.

29. Apxurektypa u Tononorus PKI.

30. Crannaptsl B obsactu PKI 50.

31. Crannaprsi Internet X.509 PKI (PKIX).

OCoOoNoOTkwWNE
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32. CeptuduxaTsl OTKPHITHIX Kimrouen X.509.

33. Criucku aHHYJTUPOBAHHBIX CEPTU(HUKATOB. ATpUOYTHBIE CEPTUPHUKATHI.

34. OcnoBHuble TpeboBanus k nonutuke PKI.

35. [lonuTruka mpuMeHEeHUs CepTU(DUKATOB U PErIaMEHT.

36. Kpatkas xapakrepuctuka noautuku PKI.

37. Habop nonoxenuii moautuku PKI.

38. IIpobnemsr popmupoBanus noautuku PKI.

39. CuMMeTpUYHBIE KPUTITOCUCTEMBI.

40. Ocnossl Teopun K. Illennona.

41. CumMMeTpUYHbIE METOIbI IHUPPOBAHMUSI.

42. AnropuTMbl 6JI0YHOTO MTU(POBAHMUS.

43. PexxuMbl TPUMEHEHHS OJIOYHBIX MIHU(POB.

44. TTorokoBbie MUGPHIL.

45. KoMOMHUpPOBaHHBIE METO/IBI.

46. OpaocTopoHHHE QYHKIIUU U PYHKIIMU JOBYIIKH.

47. ACUMMETpHUYHBIC CUCTEMBI MI(PpPOBaAHUSI.

48. IIpuMeHeHne aCUMMETPUYHBIX aJITOPUTMOB.

49. CpenctBa  KpunTorpaguueckod  3amMThl, pa3paOOTaHHbIE  KOMIIAHUSIMH:
HNudorekc, Kpunro-Ilpo, OKb Camnp, Anagaun u Adobe, MS Windows, Cisco.
50. Xpauunuie ceptuduxkaroB OC MS Windows.

*Umoeogoe mHauucnenue 6amI06 NO  OUCYUNIUHE  OCYWECMGIAEMCs 6 COOMEEMCmeUU ¢
PpaspabomanHou U 8HeOPeHHOU OANIbHO-PelimUH2080U CUCEMOL KOHMPOA U OYeHUBAHUS YPOBGHSA 3HAHUL U
gHeyueOHOU cO3U0amenbHOU AKMUSHOCMU 00Y4aAIOUWUXCA.
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IIpunoxenue 2
MeTtoauyeckue ykazaHusi A1 00y4aloHUXcs 110 OCBOCHUIO JHCIUIIIHHBI

HHCTUTYT UH®OKOMMYHUKAIIMOHHBIX CHCTEM
N TEXHOJIOI'NMM

KA®EJIPA UHOOPMALIMOHHOM BE3OIACHOCTHU

METO/IMYECKUE YKA3AHUS JJISI OBYUAIOLAXCS MO
OCBOEHMIO TUCHUTIAHBI

«METOIbI U CPEJACTBA BbBISABJIEHUA JEMACKHUPYIOLINUX
MPU3HAKOB 3AKJIAJJOYHBIX YCTPOMCTB B
SAINUIMAEMBIX IOMEHIEHHUAX (OO0 «<HOBO»,000 «I1bW»)»

Hanpasaenue noarorosku: 10.03.01 «MudopmannonHas 6e301acHOCTb)
Ipoduns: Opranusanus U TEXHOJOIMH 3AIUTHI HHpOpMauu
YpoBeHb BbIcHIEro 00pa3oBaHus: 0aKajJaBpuaT

dopma o0yUeHHsI: OYHAS], OYHO-320THAS

Kopones
2023
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1. O0mume MOJI0KEHUSA
HenasiMu u3ydeHus TUCIUTITAHBI SIBISETCS:

- (dopMupoBaHUE y CTYJCHTOB CHEIMATU3UPOBAHHON 0a3bl 3HAHUI MO OC-
HOBHBIM NOHATHUSAM B 00JIACTH CHUCTEMHBIX M NMPUKIAJAHBIX BOIIPOCOB 3aIMUTHI HHPOP-
Manuu oT HC/I;

- YCOBEPILIEHCTBOBAaTh HABBIKM IO OCHOBAM MPAaKTHUYECKOTO OOOCHOBAaHUS
TpeOOBaHUil K cucTeMe 3amuThl KoHbuaeHnansHoi nHpopmaruu ot HCJI, uro mos-
BOJIUT CTY/ICHTY OPUEHTHUPOBATHCS HA PHIHKE CPE/ICTB MH(POPMAIIMOHHON 3aIUTHI MIPH
BBIOOPE ONTHUMAIBHOTO PEIICHHUS.

3auaann JUCHUILIMHBI ABJAOTCS:

1. HayuuTh CTyA€HTOB CaMOCTOSITENIbHO PEIIATh MOCTABJIEHHBIE 3aJa4d B
00JIaCTH CUCTEMHBIX W MPUKJIAJAHBIX BOMPOCOB 3anuThl nHpopmauu or HCJl Ha oc-
HOBE JCHUCTBYIOIIEIO POCCUUCKOrO 3aKOHOJATENBCTBA C IIOMOIIBID COBPEMEHHBIX
MPUHLIUIIOB, METOOB, CHJI M CPEJICTB B PA3JIMUYHBIX OPraHU3aALUOHHBIX CTPYKTYpaX, MO
0a30BBIM HaIPaBJICHUSM 3aIIUTHI TOCY/IAPCTBEHHON TaliHbI U KOH(GUIECHIIUATLHON UH-
dbopmanuu;

2. dopMupoBaHue y 00y4aronIuXxcsi MPaBOBOM CUCTEMbI 3HAHWUM, YMEHUN U
HaBBIKOB 110 3amuTe uapopmanuu ot HCJI;

3. O6ecneuennto MHPOPMAIIMOHHOW 0€30MacHOCTH TpaKJaH, OOIIeCTBA U
roCcyJ1apcTBa, B YACTHOCTU PACKPBITHE OOIIUX MOJOKEHUH MO 3alIuTe HHPOpMAIIUU OT
HCI;

4, Hayunths CTyAEHTOB CaMOCTOSATENBRHO PENIATh IMOCTABJICHHBIE 3a/1a4d B
00JIaCcTH 3aIUIIEHHOCTH KOH(PUACHIIMaIbHONH HHGOPMAIlMU C TPUMEHEHUEM CUCTEM U
cpeacTs 3ammThl nHGopmaruu oT HC/I;

5. O3HaKOMHTh CTYAEHTOB C MEPCHEKTUBHBIMU TEXHOJOTHUSIMU U METOJAMU
3amuthl nHGopmarmu ot HCJL;

6. N3yunth COBpEeMEHHbBIE METOAUKH MPUMEHEHUS U WUCIIOJIb30BaHUS BCTPO-
CHHBIX MEXaHU3MOB 3amuThl nHGopmarmu ot HC/I;

7. HayuuTh cTyeHTOB, MOPSAAKY MPUMEHEHUSI TEXHUUYECKUX CPEJICTB 3alllH-
ThI uHGopmarmu ot HC/I.

2. Yka3aHus 110 NPOBEJACHUIO IPAKTUYECKUX 3aHATHI

Pa3znea 2. Yuer cy0ObekToB Aoctyna. Peasm3zanusi MeXaHN3MOB 321U ThI

Tema 1. IIpakTHyeckasi peajn3anusi MEXaHU3MOB 100aBOYHOM 3aLUTHI
IIpakTnueckoe 3ansaTue 1
By npakTuueckoro 3aHsITUSL: HO020MO08KA 00K1a0da.

OO6pa3zoBaTenbHBIC TEXHOJIOTUU: 2PYRROBASA OUCKYCCUSL.
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Bun npakTuueckoro 3aHATHS . cMewanHas opma npakmuyecko2o 3aHsamusl.
Tema u coziepkaHue MPaKTUYECKOrO 3aHATHUA:
Lenv pabomei: 1lonyuyuTh MpaKTHUECKHE 3HAHUS U HABBIKA MOJEIMPOBAHUS OC-
HOBHBIX KpUNTOTPaUIECKUX MPOTOKOJIOB 3AIIUTH HHPOPMAIIIH.
OcHoBHble noN0JCeHUs. meMbl 3AHAMUL.
e (a30BbI€ MPOTOKOJIBI KpUNITOrpaduyeCKOM 3aluThl HUHPOPMALIUU.
® KBaHTOBAas Kpurnrorpadpus.
Bonpocwi 0nsa 06¢cyarcoenus:
OcHoBHOM nokiaj (pedepaT) Mo TeMe 3aHITHSL.
VY4eOHbIe BOITPOCHI:

1. TlpuHIMOBI TPOEKTUPOBAHUS KpUNTOTpadhUIecKuX MpOTOKOJIOB o Huaxemy-
[lIpenepy. IIpoToKOI «3ammpoc-0TBETY.

2. AHOHUMHOCTBH M HEOTCIEXKUBAaeMOCTh. [Ipobiema «yXUHAIOMKUX KPUIITOTPa-
¢doB». [IpoToKONBI AJI1 AHOHUMHBIX YEKOB Ha OCHOBE «ciemnoi» noanucu. CBoiicTBa
UJCABHOM CHUCTEMBl AJIEKTPOHHBIX HanuuHbIX. Ilmarexunpix cucrem Payword wu
Micromint.

3. IIpoTOKOJ 3MEKTPOHHOrO ayKIMOHA, OTBedarolui TpedboBanusM denepaib-
Horo 3akoHa Ne 94 ot 21 urons 2005 roga «O pa3MelIeHnH 3aKka30B Ha MOCTaBKHU TO-
BapoB, BHINIOJHEHUE padOT, OKa3aHUE YCIYT JJIs TOCYIapCTBEHHBIX U MYHULIUIIATBHBIX
HYXKID).

4. IlpuHuunel kBaHTOBOW Kpunrorpaduu. KBaHTOBBI MPOTOKOJN pacipejaesie-
HUSI KITFOYEH.

5. O0630p OMoMeETpUYECKUX METOA0B. MeTo OMOMETPUUECKON «BYaIH».

[TpogomkurensHOCTD 3aHATH: 16/8 yacoB

Tema 2. Pa3zpabGorTka u onTUMH3AIUS MEXAHNU3MA YPOBHEBOI0 KOHTPOJIS,
KAaK MeXaHU3Ma peajibHOTr0 BpeMeHH
IIpakTuyeckoe 3anusitue 2.
Bua npakTuyuecKkoro 3aHiITUSL: HO020M08KA 00K1a0a.
OO6pazoBaTebHbIC TEXHOJOTHH: 2PYHHOBAA OUCKYCCUSL.

By npakTHueckoro 3aHsITHS: CMEUaHHas hopma npakmuyecko2o 3aHamusl.
Tema u conepkaHue MPaKTUUYECKOTO 3aHATHUS:
Llenv pabomor: 11oy4nTh NPAKTUUECKUE 3HAHUS M HABBIKU yIPaBJICHUS KIIIO-
YaMHU.
OcHoBHble non0dICeHUs. meMbl 3AHAMUL.
e VYpaBlICHHE KIIFOYAMU.
e BizamMmoaerictue ¢ Y1I.
Bonpocwi 0ns 06¢cyacoenus:

OcHoBHOI 1okIaz (pedepar) mo TemMe 3aHsITHs.
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Y4eOHbIe BONPOCHI:

1. I'enepanus kmrouen. HepaBHocunbable kioun. Pacnpenenenue. [Iposepka. Uc-
noyib3oBanue. OOHOBIEHNE. XPAHEHHE U PE3EPBUPOBAHUE. YHHUUTOXEHHUE. KHU3HEH-
HBIN UK KJII0Ya. peneienus kioueit Baffine.

2. Meton nonnoit Matpunbl. [Ipobiema «kBanpaTHOro KOpHS». ObneryeHHas cxe-
Ma mpenBaputenabHoro pacnpeaenenus kimoueid KEDYS. O6neryennas cxema mpen-
BAPUTEIIBHOTO pacpe/iesICHHs Ktouen s kiactepHor apxutektypel EKSYD. Ilpo-
0JieMa OIJTMHHOCTH OTKPBITHIX KIIIOUEW — Ha IPUMEPE aTaKU «UEJIOBEK MOCEPETUHE
(man-in-the-middle-attack). I{ludposoii ceprudukar (mo Koundenaaepy).

3. CepTudukar, mOANUCYUK, TOJIB30BaTElb, BBHIMYCK CepTU(HUKATA, aHHYJIHPOBa-
HUE OTKpPBITOTO KJIIOYa, OT3bIB cepTU(HUKaTa, CIHUCOK OTO3BAHHBIX CEPTU(UKATOB
(COC), npuoctaHoBieHue neucTBus ceprudukara, ¥Yaocrosepstomuii Lentp (YLI),
Hentp peructpaunuu (I[P), B3aumuas (nepekpectHas) ceptudukanus. Ku3HeHHbIN
nuki ceprudukara. Apxurektypa PKI. Ilonarue ceptudukanronnoro nytu. Ilpe-
nmymiectsa PKI.

4, HemnocpenctBeHHbI KOHTAKT. Y 1aleHHbIA nocTyn. Pa3nenenue QpyHKIMOHAIb-
HocTH. Pacimpenue (yHKIIMOHAIBHOCTH.

[TpogomkuTensHOCTD 3aHaTHs: 16/8 yacoB
2. YKa3aHus 10 NMPOBeJAeHNI0 Ja00opaTOPHbIX padoT

(He MpeayCMOTPEHO Y4eOHBIM IJIAHOM)

Jlabopamopnas _paboma 1.  Hcnonv3zosanue Kiaccuueckux Kpunmodaizo-
PUMMO8 ROOCHAHOBKU 0J151 3aU{UM bl MEKCM 060l UHpopMmayuu

Ilenv pabompl: n3ydyeHre KIACCUUECKUX KPUIITOTpahUUECKUX alrOpUTMOB MO-
HOAJI(paBUTHOM MOACTAHOBKH, MHOTOQJI(PABUTHON MOACTAHOBKM M MEPECTAHOBKH IS
3alMThl TEKCTOBOM MH(opManuu. Vcnoab30BaHHE THCTOIPAMM, OTOOPAaXKAIOIIUX Ya-
CTOTY BCTPEYAEMOCTH CUMBOJIOB B TEKCTE ISl KPUNTOAHAIM3A KIIACCHUECKUX MHU(POB.

Y4eOHbIe BONPOCHI

. O3HaKOMUTKCS C OMHCAHUEM JIA0OPATOPHOU PaOOTHI U 3aJaHUEM.
. Jlnst onHoanhaBUTHOTO MeTO/1a ¢ (PUKCUPOBAHHBIM CMEIICHUEM OMPENEIUTh YCTaHOB-

JIEHHOE B MpOrpaMMe cMeleHue. s 3Toro ciieayer:

®[IPOCMOTPETH MPEBAPUTEIBHO CO3JAHHBIA C MOMOIIBI PEJAKTOpa CBOM TEK-
CTOBBIN (aili;

® BBLITIOJIHUTH JIJIs1 ATOTO (paitna mmdpoBanue;

®[IPOCMOTPETH B PeIaKTOpe 3amudpoBaHHBIN (aiin;

® [IPOCMOTPETH THCTOTPAMMBI UCXOTHOTO U 3alTU(POBAHHOTO TEKCTOB;

®OIKCaTh TUCTOTPAMMBI (B YEM TMOXOXKH, YEM OTJIMYAIOTCS) U OMPEACIUTh, C Ka-
KHM CMEIIIEHHEM OBLIIO BHITIOJIHEHO MIM(ppoBaHUe

epacu@poBaTh 3aUPPOBAHHBINA TEKCT:
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» C MOMOUIBIO POTPAMMBEI, TIOCJIE YETO MPOBEPUTH B PEIAKTOPE MPABHIb-
HOCTb paciu(poBaHMUs.

» BPYUYHYIO C IOMOIIbIO TUCTOTPAMM; OIHCATh U OOBSICHUTH MPOIIECC JIe-
mQpoBaHUsl.

B otuere mis kaxmoro meroia mU(GPOBAHUS OMUCHIBACTCSA MOCIEAOBATEIb-
HOCTb BBITIOJIHSAEMBIX JIEHCTBUHN, IMEHA BCEX UCIIOJIb30BAHHBIX (DAilJIOB U MOIy4YECHHBIC
TUCTOIPAMMBbI, YKa3bIBaeTCA HAaWJIEHHOE CMEIEHUE, OMUChIBAETCS Mpoliece Aemudpo-
BaHMUS.

[IpenoaBarento MpeaoCTaBIsA€TCS OTUET O MPOJeIaHHOW paboTe U BCE MCIOJIb30BAH-
HbIE U CO3/IaHHbIE (alIbl.
. dns onnoangaBuTHOrO MeTO1a ¢ 3a1aBaeMbIM cMetenueM (mmdp Llesaps) cienyer:

® BBLITIOJIHUTH MIM(GPOBAHUE C MPOU3BOJIBHBIM CMEIIEHUEM JIJIi CBOETO BXOJHOTO
TEKCTa;

®[IPOCMOTPETH U OMHCATh TUCTOTPAMMBbI UCXOIHOTO U 3aIIU(POBAHHOTO TEKCTOB,
ONPENEIUTh CMEIICHHE JIJISl HECKOJIBKUX CUMBOJIOB;

epactnppoBaTh TEKCT C MOMOIIIBIO IPOTPaAMMBI;

o e poBaTh 3amudpoBaHHbIi mm@pom Lle3apst TEKCT ¢ MOMOIIBIO TPOrpam-
MBI METOJOM IMOJ00pa CMEIICHUs; yKa3aTh, ¢ KaKUM CMeEIIeHueM Obul 3amudpoBaH
Gait.
. JJIs MeTola mepecTaHOBKH CHUMBOJIOB Jemn(dpoBaTh 3ammm@poBaHHbId (aiin. s
3TOr0 HEOOXOTUMO OMpPEEIUTh 3aKOH MEPECTAHOBKH CHMBOJIOB OTKPBITOTO TEKCTa.
Coznaitte HeOobIION (hailsl JIMHOM B HECKOJIBKO CJIOB C M3BECTHBIM BaM TEKCTOM,
3amupynTe ero, MPOCMOTPUTE THCTOTPAMMBI (OMUIINTE UX; OTBETHTE, MOXKHO JIN U3-
BJICYb M3 HUX MOJE3HYI0 s aemudpanuu uHpopmainoo). CpaBHUTE (C MTOMOIIBIO
peaakTopa) Ball UCXOJHBIN U 3auGPOBaHHBIN TEKCTHI U ONPEACIUTE 3aKOH TepecTa-
HOBKH CHMBOJIOB.
Hemmdpyiite dait:

®BPYUHYIO (OOBSICHUTE BaIllH ICHCTBUS);

®C TIOMOMIBIO TIPOTPAMMBI.
JI71s1 ”HBEPCHOTO KOAUPOBaHUS (110 JOTOJHEHUIO 710 255):
BBINIOJIHUTE IM(POBAHUE J1JIs1 CBOETO MPOU3BOJIBHOIO (aiina;
IPOCMOTPUTE TUCTOTPAMMBI UCXOAHOTO U 3alTM(POBAHHOTO TEKCTOB, OMUIINTE FUCTO-
IpaMMBbl U OTIPEJIEITUTE CMEIIEHUE SISl HECKOJIBKUX CUMBOJIOB;
nemudpyiTe 3amubpoBaHHBIA TEKCT, MPOBEPHTE B PEIAKTOPE MPABUILHOCTD JIenTH (-
pOBaHUA.
. Jns mHoroandasuTHOro mudpoBaHus ¢ (UKCUPOBAHHBIM KJIIOYOM OIPEICIIUTE,
CKOJIBKO OJIHOAJI()aBUTHBIX METOJOB M C KaKUM CMEIICHHEM HCIOJIb3yeTCs B MpO-
rpamMme. J[Jis 3TOTO HY>KHO CO37aTh CBOM (paiij, COCTOSIIUNA U3 CTPOKU OJIMHAKOBBIX
CUMBOJIOB, BBITIOJHHUTH JIJIS1 HETO MH(PPOBAHUE U MO TUCTOTPAMME OIPEACTUTH CIIOC00
mudpoBaHus 1 HAOOP CMEILIECHU.
. Jlsig MHOTOan(aBUTHOrO MIKM(POBAHUS C KIIOUYOM (PUKCUPOBAHHOM JJIUHBI:

® BBITIOJTHUTE MIHU(PPOBAHUE U OMPEISIUTE IO TUCTOTPAMME, KaKOe CMEIICHHE TT0-
JTy4daeT KaKIbIi CUMBOJI JUTsl (haiiina, COCTOSIIETO U3 CTPOKHA OJMHAKOBBIX CUMBOJIOB;

® BBITIOJTHUTE MIM(poBaHue U paciudpoBanue s ¢aiiiaa MpON3BOILHOTO TEKCTA;

34



®IIPOCMOTPUTE W OMHUIIUTE THECTOTPAMMBI MCXOJHOTO M 3amU(POBAHHOTO TEK-
CTOB; OTBETHTE, KaKyt0 HH(POPMAIIUIO MOXKHO TIOJTYYUTh U3 TUCTOTPAMM.
. Jlst MHOTOAN(haBUTHOTO MU(PPOBAHUS C TPOU3BOIHHBIM MAPOJIEM 3a/IaHUE TTOTHOCTHIO
aHAJIOTWYHO 1. 7.
. [IpuBecTn B OTYETE OTBETHI Ha KOHTPOJIbHBIC BOINPOCHI B COOTBETCTBHU C HOMEPOM
BapHUaHTa, YKa3aHHBIM MPENoIaBaTesIeM.

Ilpumeuanue: 10 KaxaoMy ydeOHOMY BONpOCy oOydaemble M3ydalOT Teope-
TUYECKUN MaTepHall, MPOBOAAT UCCIEAOBAHUS U GOPMYIUPYIOT BBIBO/BI, OQOPMIISIOT
OTYETHI U 3AIUINAIOT MOJYyYEHHbIE PE3YJIbTAThI (OTYETHI).

YueOnas Jaureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOpPMATHUBHO-TIPaBOBBIE NOKyMeHTHI [1,3,4,5], anexkTpoHHas Oubmmnorexa mocoOuil Ha
komnakt auckax, OO0 «M3gatensckuit JJom « AOMHAY, r. Cankt — [letepOypr. CD:
[IpaBoBOE W HOPMATHBHO-METOIUYECKOE OOECIeUeHNEe CIEIUaINCTa MO 3alluTe WH-
dopmarmm Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH IEPCOHATBHBIX JaHHBIX No
A50346, CD: 3amura koHpuaeHuansaor uapopmanuu Ne A50348, s5eKTpoHHOE
yaebHoe nmocobue [1].

[Ipo10KUTENEHOCTD 3aHATHS: YaCOB

Jlabopamopnas paboma Ne 2 _Hccnedosanue paziuuHblx Memoo0e 3auiumol mek-
CMO0BOIl UH(OpMayUU U UX CHOUKOCHIU HA OCHOGE NO0OOpa Kitouell

Llenv  pabomwi:  u3yuyeHHe  METOJOB  mmdpoBaHus/pacInppoBaHus
MIEPECTAHOBKOM CHMBOJIOB, ITOJICTAHOBKOM, TaMMHPOBAHHEM, HCIIOJIb30BAaHUEM
tabauibel Bukenepa. UccnenoBanue u cpaBHEHHWE CTOMKOCTH Pa3JIMUHBIX METOJIOB Ha
OCHOBE aTak MyTeM nepedopa BCeX BOZMOKHBIX KITFOUEH.

B naGopatopHoii paboTre paccmaTpuBaeTCs CIOCOO BCKpBITHSA —Iudpa,
OCHOBaHHBIM Ha Tepedope BCEX BapHAHTOB KiIOYa. KpurepueM MNpaBHIIBHOCTH
BapUaHTa CIIY>)KUT HaJU4YHE B TEKCTE «BEPOATHOTO CioBa». [lepedupaeTcss MHOXKECTBO
BCEX BO3MOJKHBIX KJtOUed, MU(POBAHHBIN TEKCT pacmi(pPOBHIBACTCS HA KaKIOM
KItoue. B monmyuuBIieMcs «1mceBIOOTKPHITOMY» TEKCTE MINETCS BEPOSTHOE cloBO. Ecnu
TaKOro CJOBa HET, TEKYIIUH TEKCT aTaKyeTcs M OCYIIECTBIACTCS TMepexo] K
cienyromeMy kiatouy. Ecnum Takoe cl1oBO HaleHO, Ha SKpaH BBIBOAMTCS BapUaHT
KJItoua. 3aTeM mnepedop KITrouel MmpoaohKaeTcs 0 TeX Top, MOoKa He UCUepHaeTcs BCe
MHOKECTBO BapuaHTOB. Bo3M0XHO 0OHapyKeHHE HECKOIbKUX KITIOUEH, MPU KOTOPBIX
B «TICEBJOOTKPBITHIX TEKCTAX» UMEETCSI BEPOSTHOE CIIOBO.

[Tocne 3aBepuieHust nepedopa HEOOXOAUMO pacIMppoBaTh TEKCT HAWJIEHHBIX
kimouax. «IICEeBIOOTKPBITBHI TEKCT» BBIBOAWTCS Ha JKpPaH BU3YAJIbHOTO KOHTPOJIS.
Ecnmu omeparop mpu3HaeT TEKCT OTKPHITHIM, paboTa MO BCKPBITHIO 3aKaHYMBACTCS.
WNuaue pnaHHBIA BapvaHT KJIOYa OpakyeTcss W OCYIIECTBIISIETCA TMepexo] K
CJIeIYIOLEMY KITIOUY.

Y4yeOHbIE BOIIPOCHI
1. O3HaKOMUTBCA C OMMCAaHUEM JTA0OPATOPHOM PAOOTHI U 3aJaHUEM.
2. BBIMOAHUTE HACTPOIKY MPOTpaMMbl: BEIOpATh METOJ MU(pPOBaHUS, BBECTH KIIOYU
JUTSI BCEX METOJIOB, BBECTH BEPOSTHOE CIIOBO, OCYIIIECTBUTH BCE OCTAIBHBIC CUCTEMHBIE
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HACTPOMKHU.
3. lnst MmeTona 3aMeHbl (0qHOAI()aBUTHOTO METOIA):

®BHIOPATh TAHHBIN AITOPUTM B CIIHCKE JOCTYITHBIX METOIOB MTU(POBAHUS:

® yCTAaHOBUTH HEOOXOMMOE CMEIIICHHUE;

® OTKPBITh MPOU3BOJIBHBIN (hail:

® [IPOCMOTPETH COJIEPKUMOE UCXOAHOTO (paiina;

® BLITIOJTHUTH JIJIs1 3TOTO (aiina mudpoBanue (Mpu HEOOXOAUMOCTH HO 3a7aTh UM
3amu@poBaHHOTO (aiia);

®[IPOCMOTPETH B PeIakTope 3anudpoBaHHBIN (aiin;

®BBECTHU BEPOSITHOE CJIOBO;

®BBECTH BEPOSITHYIO JITTMHY KJTF04a (KpOME METO/1a 3aMEHBI);

®110/100paTh KJIIOY;

® BBLITIOJTHUTH paciindpoBaHUE CO BCEMH HalICHHBIMU KIIIOUaMH;

®HAWTH B  KaKkOoM-TMOO U3  pacmMppoBaHHBIX  (AWIOB  MPaBUIBHO
pacii@poBaHHOE KIIOUEBOE CJIOBO;

epacu@poBaTh (hailsl UCXOAHBIM KITIOUOM;

®[IPOBEPUTH PE3YJIbTAaT.
4. Jlns MmeTo1a IepecTaHOBKU:

®BBLIOpATh METO]T IEPECTAHOBKY;

®B OTKPHIBIIEMCS OKHE BBOJA KJTF0Ya TMIEPECTAHOBKU CUMBOJIOB YKa3aTh CHadaia
JUTMHY STOTO KJII0Ya, a 3aTEM M3 IOSBUBIIUXCS KHOIOK COCTaBUTHh HEOOXOIMMYIO
KOMOHWHAITHIO JIJIs KJIF0Ya, HAKMMash Ha KHOTIKHA B 33JJaHHOM TOPSZIKE; TIPH 3TOM YKe
UCIIOJIb30BAHHBIE KHOIKH CTAHOBSITCA HEAOCTYMHBIMH JUISI TPEIOTBPAIICHUS UX
MOBTOPHOT'O BBOJIA;

e jajiee IEUCTBUS TOJHOCTHIO COOTBETCTBYIOT M3JI0’KEHHBIM B II. 3.
5. Jlns MeToa raMMUPOBAHUSA:

®BLIOpATH METO/T;

®BBECTH KITIOY;

®[I0JITHOCTBIO TTOBTOPHUTH 1. 3.
6. Jns  Tabmuubl Brkenepa Bce JACUCTBUS TMOBTOpPSIIOTCA #3 M. S5 (MeTOA
TaMMUPOBAHHS).

B otuere mns kaxmoro mertona mm@poBaHUS OMHCHIBACTCS MOCIIEIOBATEIHLHOCTD
BBITIOJTHSEMBIX JICHCTBHUM, YKa3bIBAIOTCS HMMEHA BCEX HCIIOJIB30BAHHBIX (HalIoB,
WCXOJIHBIC M HAWICHHBIE KJTIOYH, OMUCHIBACTCS MPOIIeCC MU(PpOBaHUI.

[IpenogaBarento NPEAOCTABISETCS OTYET O TMPOJEIaHHONW paboTe U Bce
UCITOJIb30BAaHHBIE (aiiyibl.

10.IlpuBecTr B OTYETE OTBETHI HA KOHTPOJLHBIC BOMPOCHI B COOTBETCTBHU C HOMEPOM
BapuaHTa, YKa3aHHBIM IIPEIOIaBaTeIIeM.

Ilpumeuanue: 1O KaxaoMy ydeOHOMY BONPOCY oOydaembie M3ydarOT TEope-
TUYECKUNA MaTepHall, MPOBOAAT UCCIAEAOBAHUS U (OPMYIUPYIOT BBHIBOABI, O)OPMIISIIOT
OTYETHI W 3aAIIUINAIOT MOJYyYCHHbBIE PE3YJIbTAThI (OTYETHI).

Y4yeOnass aureparypa: ocHoBHas [1,3]; momomnurensHas [1,3,4,5,6,8,10];
HOPMATHUBHO-TIPABOBbIE NOKyMeHTHI [1,3,4,5], anexTpoHHass OubimoTeka mocoOui Ha
koMmmakT auckax, OO0 «M3marenbckuit [lom «ADUHAY, r. Cankr — [letepOypr. CD:
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[IpaBoBO€ M HOPMATHBHO-METOAMYECKOE OOECIEUEHHE CHEHATUCTa MO 3aIIUTe HH-
dopmammn Ne A50346, CD: Obecnieuenrne 6€30MaCHOCTH NIEPCOHATBHBIX TaHHBIX No
A50346, CD: 3amura koHpunenmansaoil uapopmanuu Ne A50348, snekTpoHHOE
yuebHoe nmocobue [1].

[IpoaomKUTENFHOCTD 3aHATHSA: Yaca

Jlabopamopnas paboma 3. I'enepauyus npocmulx yuces, UCnOIb3YEMbIX 8 AC-
CUMEMPUUHBIX CUCIEeMAaxX WUPpPosanus
Ilenv pabomwi: n3yueHne METOJIOB T€HEPALIUU MTPOCTHIX YUCEN, UCTIOIb3YEMBIX B CH-
cTeMax MmUu(poBaHUs C OTKPHITHIM KIIFOUOM.

Y4eOHbIe BONPOCHI

1. TIpoBepuTh Ha MPOCTOTY JBA MPOU3BOJILHBIX IEJBIX YHCIA PA3PATHOCTHIO HE MEHEE
5.
2. Pacnipeenenre npoCThbIX YUCEIL.
2.1. 3agan uHTEepBaN BUaa [X, X + L]. Berauciauts konmmdectBo 71(x, L) IpOCTBIX YHCE
B MHTEpBaJIe U cpaBHUTH ¢ BeamunHou L/IN(X). [Tpu kakux ycnosusx [1(x, L)/L 6nu3ko
K 1/In(x) mpu 3amarsasix x = 2000, L = 500, KkoM4ecTBO MPOCTHIX YUCET JUTS JCTCHUS
5—15, koandecTBO OCHOBaHUM 1—27
2.2. Haiitu B untepBasie (1000, 1000 + 300) Bce mpocteie umcna. Ilycte L(i1)) —
Pa3HOCTh MEXIYy IBYMSI COCEIHUMHU MPOCTHIMU uduciaMu. [loCTpOUTH THCTOrpaMmy
s L(i). Berauciuts BeiOOpodHOe cpentee Lepen. CpaBHUTH ¢ BenmnuuHOM In(X), e x
— cepeauHa WHTEpBaia. 3aJaHO: KOJUYECTBO MPOCTHIX uucen mia aeiaeHus 5—20,
KOJIMYECTBO OCHOBaHUM 1—3.
2.3. Jlns 3amanHoro HaOopa uwmcen {K} OIICHUTh OTHOCHTEIBHYIO MOTPEUIHOCTh
dopmyasl it K-2o mpocToro yucna:
p(k) =k/In(k).,k = {10, 15,20,30,35}.
3. MeTtopl reHepay IpOCThIX YHCENL.
3.1.B unrtepnane (500, 500 + 200) noctpouTh rpaduk OTHOCHUTEIHLHOTO KOJIMYECTBA
HATypaJbHBIX YHCEN, MPOXOMSIINUX «pemeTo DparocheHa», T.e. HE ICISIMMUXCA Ha
nepBbIe K IpOCTHIX.
Pacuet npousBoautcs as Beex k <= 10.
3.2 Jlns uarepsana (1500, 1500 + 300):
a)  paccyuTaTh TOYHOE KOJUYECTBO Po MPOCTBIX YWCE]I B HMHTEpBaJE, T.€. MNPH
MPOBEPKE 3aJaTh TOJBKO TECT Ha NEIMMOCTh. KoJIMUeCcTBO MEPBBIX MPOCTHIX UYUCET
JUTSL JIEJICHUsST OTpeNeNsieTCsd U3 pacueTa MaKCUMAaJbHOE YHWCIIO IS JCJICHUS PaBHO
KBaIpaTHOMY KOPHIO U3 MAaKCUMAJIbHOTO 3HAYCHHSI HHTEPBAJIA;
0) COCTaBUTh TECT C HEOOJBIINM KOJWYSCTBOM IPOOHBIX JEICHUNH H OIHUM
ocHoBaHueM B Tecte depma. Beruucnuth koimuectBo P1, BEpoATHO MPOCTHIX YMCETN,
YIOBIICTBOPSIOIINX 3TOMY TECTY;
B)  COCTaBHTh TECT C OOJBIIMM, YeM B NPEABIAYIIEM Ccliydae, KOJIMYECTBOM
NPOOHBIX ACICHUA W JBYMsI MJIM TpeMs OCHOBaHHS MH B Tecte depma. Brrauciauth
KOJMYECTBO P2 BEPOATHO TPOCTHIX YHCEN, YAOBICTBOPSIONIUX 3TOMY TECTY.
[TpoaHanmu3upoBaTh MOTYYEHHBIC TaHHBIE.
3.3. M3BecTHO, 4TO B 3aJJaHHOM MHTEpBaje umeroTcs yncia Kapmaiikina. Haiitu ux.
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BapuanTel uHTEpBaNOB:

(1050, 1050 + 100);

(1700, 1700+ 100);

(2400, 2400 + 100).

4. TlpuBecty B OTYETE OTBETHI HA KOHTPOJIbHBIE BOMPOCHI B COOTBETCTBUHM C HOMEPOM
BapUaHTAa.

Ilpumeuanue: 10 KaxaoMy ydeOHOMY BONpOCYy oOydaemble M3y4daloT Teope-
TUYECKUI MaTepHall, MPOBOAAT UCCIAEAOBaHUS U (OPMYIUPYIOT BBIBOABI, ODOPMIISIOT
OTYETHI U 3aIUINAIOT MOJYyUYECHHbIE PE3YJIbTAThI (OTYETHI).

YueOHass Jgureparypa: ocHoBHas [1,3]; momomnurtensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPAaBOBbIE JOKyMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMoTeka mocodui Ha
koMmakT auckax, OO0 «M3narensckuit Jom «ADUHAY, r. Cankr — IletepOypr. CD:
[IpaBoBOE ¥ HOPMATUBHO-METOJIMYECKOE OOecleueHre CrenuaiiucTa mo 3aliuTe WH-
dopmarmmn Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX No
A50346, CD: 3amuta koHpunennmmansaoi nHpopmarmu Ne A50348, snexkTpoHHOE
yuebHoe nmocobue [1].

HpOI[OJ'DKI/ITeJ'IBHOCTB 3aHATHA: 9aca

Jlabopamopnas paboma 4. Inekmponnasn yugposas noonuco

Ilenv pabomer: o3HAKOMIICHWE C TPUHIMIIAMHU 3alUIIEHHOTO 3JIEKTPOHHOTO JOKY-
MEHTO000pPOTa B TEICKOMMYHHUKAIIMOHHBIX CETSIX U alJTOPUTMaMU MOCTAHOBKH JJICK-
TpoHHOU 1udpoBoit noganucu (SLI).

Y4eOHbIe BOPOCHI
1. O3HaKOMUTBCSI C OCHOBHBIMU HAaNpPABJICHHUSIMHU PadOT B paMKax (eJiepanbHOMU 1eJie-
BOW MTPOTpamMMBbl « INEKTPOHHAsA Poccusi», a TakKe CO CBEICHUSIMU O MOPSAIKE UCIIOb-
30BaHMS U JEHCTBYIOIIMX aJTOPUTMax MOCTAHOBKHU 3JEKTPOHHOW LHU(PPOBOHM, H3II0-
KCHHBIMH BBIIIE. 3anycTuTh nporpammy labWork6.exe, npennasHadeHHyO ISl Jie-
MOHCTPALIMH MOPSAKA TOCTAHOBKU U MTPOBEPKH 3JIEKTPOHHOU LU(PPOBOI MOIMHUCH.
2. CreHepupoBaTh U MepeciaTh ydacCTHUKaAM OOMEHa KJIFOYH ISl U POBAHUS UCXO/I-
HOTO JOKYMEHTa W KJIIOYH JUIsl TIOJANUCAaHUs TOKyMeHTa. IcXOomHbIN TeKCT st mmd-
pOBaHMsI HAOUPAETCS HEMOCPEACTBEHHO B OKHE NMPOTPAMMBI.
3. 3ammdpoBaTh UCXOHOE COOOIICHHE U TIOJMNUCATh €r0 HAa CEKPETHOM KITI0U€e OTITpa-
BUTEJISL.
4. IlepecnaTh 3ammdpoBaHHOE U TOJMUCAHHOE COOOLICHUE MOTyyaTesto. BoInomHUT
npoBepky npaBuiibHOCTH DLI1 1 BOCCTaHOBUTH UCXOIHBIN TEKCT COOOIICHHUS.
5. CoxpaHHTh B OTYETE IKPAHHbIE (POPMBI, TEMOHCTPUPYIOLIUE MIPOLIECC TeHEPALUU U
pacnpocTpaHeHusl KJIYeil; mpoiecc MU(PPOBaHUS HCXOJHOTO JTOKYMEHTa M IOCTa-
HoBku DIIII.
6. [IpuBecTu B 0TYETE OTBETHI HA KOHTPOJIBHBIE BOMPOCHI B COOTBETCTBUHM C HOMEPOM
BapuaHTa
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Ilpumeuanue: 1O KaxaoMy ydeOHOMY BOTPOCY oOydaemble M3ydarOT TEOpe-
TUYECKUNA MaTepHall, MPOBOAAT UCCIEAOBAHUS U (POPMYTUPYIOT BBIBOABI, O(DOPMIISIIOT
OTYETHI U 3aUIUIIAIOT MOJYYEHHBIE PE3yJIbTaThl (OTYETHI).

YueOnas Jsaureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMAaTHBHO-TIPABOBbIE OKyMeHTHI [1,3,4,5], anexTpoHHas OuOnmmoTeka mocoomii Ha
komnakt auckax, OO0 «M3gatensckuit JJom « AOMHAY, r. Cankr — [letepOypr. CD:
[IpaBOBO€ M HOPMATUBHO-METOJAMYECKOE OOEcCIedeHHe CIEeIHAINCTa 10 3alluTe WH-
dopmarn Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH NMEPCOHANBHBIX JaHHBIX No
A50346, CD: 3amura koHpuaeHmanbHor uHpopmanun Ne A50348, ayekTpoHHOE
yaebHoe mocobue [1].

HpOI[OJI}KI/ITeJII)HOCTB 3aHATHA: 9aca

4. YKa3zaHus 1o MPOBEIACHUIO CaMOCTOSITEJIbLHOM paGOTbI CTYACHTOB

HanmenoBanue 0s10ka
Ne
W (pa3nena) IUCIUILIH- Bunwsr CPC
HBI
1. | Tema2:Ayrentuduxauns | ITo020moeKka 00K1a006 NO Memam:

:: I:zzmmeﬂﬂux COCMMHE= | 1. COBpPEMEHHBIE KOMILIEKCHI KOHTPOJIS
3aIIUIIEHHOCTH UH(HOPMAIIMOHHBIX 0OBEKTOB T10
aKyCTUYECKOMY KaHay;

2. COBPEMEHHbBIE KOMILJIEKCHI KOHTPOJIS
3aIIUIIEHHOCTH UH(HOPMAIIMOHHBIX 0OBEKTOB TIO
BUOPOAKYCTUYECKOMY KaHAIY;
3. COBPEMECHHBIC KOMIICKCHI KOHTPOJIS
3alUIIIEHHOCTH MH(POPMAIIMOHHBIX OOBEKTOB T10
PagrodIEKTPOHHOMY KaHATY.
4. MIPUHITUIIBI 3aMUCH U CheMa UHPOPMAIINH ¢
€€ HOCHUTEJIS;
5.  METOJIbl U CPEJCTBA MOJICAYIITUBAHUS;

2. | Tema 3:llpumenennue Me- | [19020mo6Ka 0OKIA006 RO MeMAM:

TOAA MMEIBHOHAIBUON | 4 © \jemonpl ¥ cpefcTBa HAOTIONCHHS;

OHTOJIOTMH NPHU BbIOOpE )

cpeicTB Texumueckoii sa- | 2. METOJIBI M CPE/ICTBA [IEPEXBATa;

WUTELI HHGOPMALHH OT 3.  MeTojbl U cpencTBa GUBUKO-XUMHUIECKOTO

HECAHKIIMOHMPOBAHHOI'O aHaHI/Iga;

aocryna. Ilpumenenue
4.  THMOBas CTPYKTypa TEXHUUYECKOTO KaHaja

alnmapaTHbIX CPEACTB

ayrenTugukanuu u xpa- | YTCUKH MH(OpMALIUH;

Henusi Kaiouesoii undop- | 5. OCHOBHBIE ITOKA3aTENIM TEXHUYCCKUX KaHAJIOB

MatHH yTe4uKHu UHGOpMalIUH;

3 | Tema 4. llpaktuyeckas | Jlodzomoexka 00K1a006 no memam:

Pea“mg“"” MeXaHms- | 1. mpocThle U COCTaBHbIE KaHAJIbl YTEUKH

:4:13 100aBOYHOI 3a11M- HH(OPMATHIL
2.  aKyCTMYECKUH KaHaj yTeYKH MH(POpMAIIIH;
3.  BHU3yaJIbHO-ONTHYECKUUN KaHAT YTEUKHU
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uHpopmanuu;

4, PaMO3IEKTPOHHBIN KaHAJ YTEUKHU
uHpopmanuu;
S. MarepuaabHOOBEIIECTBEHHBIN KaHAJl YTEUKH
uHpopmaiuu;
4 | TemaS. Paspaborkau | J[lpozomoexka 00K1a006 no memam:
ONTHMH3ANHNA MEXa- 1. MeToapl M cpeacTBa 3alMUTHl UHGOpPMAIIUU OT
22::;0?;“%”0 MOACTYIIIUBAHUS;
Kak MeXaHH3Ma peaslb- 2.MeTOAbI M CpEJACTBAa 3allUThl HHGOPMAIIUU OT
HOI'0 BpeMeHH HaOMIIOICHHS;
3.METOJbI M CPEACTBAa 3alluThl HHGOPMAIIUU OT
repexBara;

4.MeTobl M CpEICTBAa KOHTPOJSA 3alUIIEHHOCTH
uH(OpMAIUU OT YTEYKH MO TEXHUYECKUM KaHaJIaM.
5.MeToapl MOWCKa M JIOKAIU3aUW{ H3Iy4arolnX
3aKJIaJHBIX YCTPOUCTB.
6.MeTtonpl MoMcKa M JTOKAIU3AIUU HEU3TyJaroInX
3aKJIaHBIX YCTPOUCTB.
7. CpencrtBa moucKka M JIOKaJU3aluy U31y4yarolux
3aKJIaHBIX YCTPOUCTB.

8.Cpencta IIOHMCKa 51 JIOKAJIN3AIH
HEU3JIYyYaloIUX 3aKJIaJHbIX YCTPOUCTB.
9.MeToauka MPOBEJCHUS CHelHaJIbHBIX

UCCJIE0BaHUH 3aIUIIEHHOCTH HUH(GOPMAILIMOHHOTO
00BEKTa OT MOACTYIINBAHUS

10.MeToauka IPOBEICHUS crelHaIbHbIX
MCCIIEIOBAHUM 3alIMIIEHHOCTH MH(POPMAIMOHHOIO
00BEKTa OT YTEUKH 10 PAIUONIEKTPOHHOMY KaHally

5. Yka3aHus 1o NpoBeIeHNI0 KOHTPOJIbHBIX PadoT
5.1. TpebGoBanusi K CTPYKTYype
CTpyKTypa KOHTPOJIBHON pabOThl AOJKHA CIIOCOOCTBOBATH PACKPBITUIO TEMBI:
UMETh TUTYJIBHBI JIMCT, COAEpP’KaHWE, BBEICHHE, OCHOBHYKO YacCTbh, 3aKJIIOYECHUE,
CIIMCOK JIUTEPATYPHI.
5.2. TpeOoBaHuSA K COAEPKAHUIO (OCHOBHOM YaCTH)

1. Bo BBeneHMH OOOCHOBBIBAETCS AKTYyalbHOCTh TEMbI, ONpPENENsAeTCs LeJb
paboThl, 337]a41 U METOAbI UCCIIETOBAHMS.

2. OcHOBHas 4acTh pabOTHI PacKphIBAET MPOIECC MPOCKTHUPOBAHMS 3aTaHHOTO
anmnapaTHOro yCTPOMCTBAa M JOJKHA COJEPKAThb COOTBETCTBYIOIIME TAOIUIBI WM
BPEMEHHbIE JUarpaMMbl, KOTOpbIE JOJKHBI (POPMUPOBATHCSA pa3padaThIBAEMbIM
YCTPOMCTBOM, IPUHIIMIHAIBHYIO CXEMY YCTPOMCTBA U OMKMCAHUE €r0 PadOThI.

3. B nmpomecce wuznoxeHus Marepualia HEOOXOJUMO JaBaTh CCBhUIKHM Ha
UCITIOJIB3YEMYIO JINTEPATYpYy.

4. 3axiioueHue JOJDKHO COJEpKaTh CJIIEJaHHbIE aBTOPOM pabOThl BBIBOJBI,
UTOTHY UCCJIETOBAHMUS.

5. Bceren 3a 3akiroueHUEM HIET CHHCOK JIMTEPaTyphl, KOTOPBIA JOKEH OBITh
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COCTAaBJICH B COOTBCTCTBUU C YCTAHOBJICHHBIMH Tpe6OBaHI/IHMI/I.

5.3. TpeGoBanusi K 0(popMJIEHHIO
O0BEM KOHTPOJBHOU paboThl — 5-6 cTpaHuI] popmara A 4, Hale4aTaHHOTO C
omHOM cTopoHbI TekcTa (1,5 uarepsan, mpudt Times New Roman).

5.4. IlpuMepHasi TeMATHKA KOHTPOJbHBIX PadoT:

1. CyurHoCTh ¥ NOHATHE UHPOPMALIMOHHOM 0€30MacHOCTH

2. 3nayeHue MHGOPMAIIMOHHON OE€30MacHOCTH U €€ MECTO B CHUCTEME Haluo-
HaJIbHOM Oe3oracHocTH. JlokTpuHa nHbopMaIllMoHHON 6e3omacHocTH PO

3. CymHOCTh M TEOPETHKO-KOHIICTITYaJbHbIE OCHOBBI 3aIUTHl WH(POpMAIUU

4. XapakTepucTUKa 3aluIIaeMoi HHPOpMAIIH

5. Kpurepuu, ycnoBust 1 NpUHIUIBI OTHECEHUS MH(OPMAIH K 3aIUIIAEMO.

6. CocraB u knaccudukanus 31 u ux HocuTenei

7. OCHOBBI 3aIUTHl KOMMEPYECKOMN TailHBI

8. OCHOBBI 3aIlITUTHI TOCYTAPCTBEHHON TalHbBI

9. OCHOBBI 3aITUTHI TUYHON TAHHBI

10. OcHoBBI 3aUTHI TPOHECCUOHATBHONU TalHbI

11.VYcnoBus, onpeensione HeoOX0AMMOCTb 3allUThl HTHGOPMAIUH

12. JlecTaOuau3upyroIre BO3JACHCTBH Ha 3aluiiaeMblii HHGOPMaIMOHHBIN
pecypec.

13. Kanassl mpoTUBOIPABHBIX JIEUCTBUI B MHGOPMAIIMOHHON 6€30MacHOCTH

14. MeTo1bl MPOTUBOMPABHBIX ACHCTBUN B UHPOPMAIIMOHHOM 0€3011acCHOCTH

15. XapakTepucThKa IeATeIbHOCTH Pa3BEbIBATENbHBIX CIYKO MO HECAHKIMO-
HHUPOBAHHOMY JIOCTYMY K 3alllUIIaeMOMY UH(POPMAITMOHHOMY PECypCy

16. OOmias xapakTepuCTHKa OCHOBHBIX MEp MO 3amuTe nHpopmaruu (uHpOp-
MaIMOHHOM 0€30MacHOCTH)

17. OcHoBHBIE BUJBI O0ECIIEUEHHE, CUCTEMBI U CPEACTBA 3aIUTHl HH(POpMALIUU
(nH(pOpMAIIMOHHON OE30MaCHOCTH)

18. OcHoBHBIC BUABI oOecredeHUe 3anuThl WHGopMamuu (MHGOPMAITMOHHOMN
0€30MacHOCTH)

19. OcHoBHBIE BUJIBI CUCTEMBI 3alUTHl HHMDOpManuu (MHPOpMAITMOHHOW 0e3-
OTTACHOCTH)

20. Knaccuduxkarus cpeactB 3ammThl nHopmauu (MHGOPMAIMOHHON 0e3-
OTTACHOCTH)

21. OcHoBbI yripaBiieHUs] HHPOPMAIIMOHHOM 6€30MacHOCTH

22. OcHOBBI O1IeHKH 2(PPEKTUBHOCTH 3aIIUTHI HH()OPMALIUN

6. IlepeyeHb OCHOBHOM U JONOJHUTEIbHON YU4eOHOM JTUTEPATYPbI

OcHoBHas JuTEpaTypa:

1. MoaenupoBanue cuctemsbl 3amuThl nHGopManuu: [Ipaktukym: YueOHoe 10-
cooue / E.K.bapanora, A.B.ba6am - M.: U1 PUOP: HUI] UTHD®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Jlom. mat. znanium.com). - (Beicmiee obpa3oBanue: bakamasp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914
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2. KommutekcHas 3amurta wHGOpMaMU B KOPIIOPATUBHBIX CHCTEMax: YdeOHOe
nocobue / B.®. llanprux. - M.: UJI ®OPYM: HUILl UH®PA-M, 2013. - 592 c.: ni;
70x100 1/16. - (Beicmee oOpa3zoBanue). (meperuier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonoJiHUTeIbHAS JIUTEpaTypa:

1. 3amumra unpopmanuu: Yuebnoe nocooue / A.Il. Kyxk, E.IT. Kyk, O.M. Jle-
nemkuH, A.W. Tumomkus. - 2-¢ uza. - M.: UL PUOP: HUL] UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Beicmiee obpa3oBanue: bakamaBpuar; Maructpatypa). (epemner)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Cxpunauk, J[.A. OO6miye BOINpPOCHl TEXHUYECKOW 3aluThl MHMOpManuu /
J.A. Ckpunnuk. - 2-e u3f., ucnp. - M. : Harnmonanbubiii OTKpBITHIA Y HUBEPCUTET
«MHTYUT», 2016. - 425 c. : un. - bubnuorp. B kH. ; To ke [DneKTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=429070

7. IlepeyeHbp pecypcoB HHGPOPMANUOHHO-TEJICKOMMYHUKALIMOHHON CeTH
«HHTEpHET»
NuTepHeT-pecypcsl:
1. http://eup.ru/catalog/all-all.asp — HaydH0-00pa3oBaTeBHBIN MOPTAIL.
2. http://informika.ru/ — oOpa3oBarenbHbIi TOpTAIL.

3. www.wiklsec.ru - DHuukioneaus HWHGOPMAIMOHHONH O€30IMacCHOCTH. —

[Ty6yukanuu, CTaThH.
4. www.biblioclub.ru - YausepcanbHast OMOIMOTEKA OHITAKH.
5. www.rucont.ru - 9bC «PykoHT».

6. http://www.academy.it.ru/ - akagemuss AMTH.

7. http://www.minfin.ru/ - OdunuaneHeiii caiit MwuHHCTEpCTBA (HUHAHCOB
Poccniickon @enepanun

8. _http://www.gov.ru/ - OdunmansHbii cepBep OPraHOB TOCYIapPCTBEHHON
Biactu Poccuiickoit @enepanum.

9. http://www.fsb.ru/ - Odunmaneaeiii  caiit  @eaepanbhoit  Ciry)KObI
be3onacHoctn

10. http://www.fstec.ru/ - Opunmansubriii caiit @enepanbroit Ciayx0bl o Tex-
HUYECKOMY DKCIIOPTHOMY KOHTPOIIIO

8. Ilepeyenb nH(POPMANMOHHBIX TEXHOJIOTHIl, HCIOJIb3YyeMbIX IIPH OCYIIECTBJIe-
HHUM 00Pa30BaTEJIBLHOIO NMPoLEcca Mo AUCHUIINHE (MOTYJII0)

Ilepevenn nporpammuoro ooecnevenns: MSOffice, Multisim.
NupopmanuoHHbie CIPABOYHBIE CUCTEMbI:
1. DnexTpoHHBIE pecypchl 00pa30BaTEIbLHON Cpellbl Y HUBEPCUTETA.
2. UndopmarmonHo-crpaBounbie cuctemsbl (Koncynbrant+; ['apanr).
3. Pabouas mporpamma u MeToJInueckoe odecreueHue no Kkypey «MeTtoasl 1
CPECTBA BBIABJICHUS JEMACKUPYIOUIUX TPU3HAKOB 3aKJIaIHBIX YCTPOIMCTB B 3a-
munaemMsix nomemeHusx (OO0 «HOBO», 000 «11BU»)»
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