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1. IlepeyeHb IVIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHHUsI 110 JHUCHUILINHE,
COOTHECEHHBIX € IVIAHMPYeMbIMH pedyabTraTtamu ocBoeHus OIIOII

HenssMu n3ydeHus TUCUUILINHBI SBIISETCA:

1. YckopeHHass — ajganTanus  CTYAGHTOB B TpeIMETHYIO  00JyacTh
uH(pOpMaIOHHAasE 0€30MacHOCTh (BBIPAOOTKA MOUTHKU HH(POPMAIIMOHHON OS30MaCHOCTH),
ONMMpasCh Ha BECh CIEKTP HAy4YHBIX BO33pEHUI, HAa pa3BUTHE U MPaBOBYIO 3aILUTY

UHPOPMAIIMOHHO - TEIEKOMMYHUKAIIMOHHONH HMH(PACTPYKTYphl W KOMITBIOTEPHOM
nHpopMmanuu;
2. [ToBBICHTE  YpPOBEHb MPABOBBIX  3HAHWH, KOTOpHIE  HEOOXOIUMBI

oOydJarmuMest i1 BBICOKO TNPOQECCHOHATBHON JEsATEIbHOCTH BO BceX cdepax
UHPOpMAILIMOHHONH OE€30MacCHOCTH € Y4eTOM TpeOOBaHUM BBICIIEH INKOJIBI, MAJIS
aKTUBHU3ALMH UX Y4eOHOW U MCCIIe10BaTEeNIbCKOM 1eATEIbHOCTH;

3. W3ydyeHne mpaBOBbIX OCHOB HMH(QOpPMAMOHHOW  0€30MacHOCTH U
UHPOPMHUPOBAHUE CTYIACHTOB O 3aKOHOJATENIbHBIX MCTOYHUKAX, IOJ3aKOHHBIX U
BEJOMCTBEHHBIX INPABOBBIX aKTaxX 00ECHEeuMBAIOIUX HH(OPMAIMOHHYIO 0€30M1aCHOCTh
JUYHOCTH, OOIIECTBA U TOCYIAPCTBA;

4, ®opMHUpOBaHHE Y CTYAEHTOB CIEUHATU3UPOBAaHHOW 0a3bl 3HAHUM 110
OCHOBHBIM HOHSATHUSIM B 00JIACTH NMPaBOBOM 3aIIUTHI HH()OPMALIUU U Pa3pabOTKU MOJTUTHUKH
MH(POPMAIIMOHHON OE€30TTaCHOCTH,

5. [IpuobpeTeHne cTyneHTaMH TIEPBUYHBIX HABBIKOB IO MPAKTHIECKOMY
(OopMHUpPOBAHHUIO KOMILJIEKCAa JOKYMEHTOB, COCTaBJISIOIIMX IPAaBOBYIO 0a3y 3allUThI
uH(GOpMAIIUU U Pa3pabOTKU MOIUTHKH WHPOPMAITMOHHOW 0€30MaCHOCTH Ha MPEAIPUITUIX
U B OpraHu3aIusx.

B npouiecce 00ydeHus CTyeHT MPUOOPETACT U COBEPIICHCTBYET CIICTYIOIIHE
KOMIICTCHIINU .

IIK-3. CnocoOHOCTh  OCYHIECTBISATH  yIpaBIEHHE C  pa3pabOTKOU
OpraHU3aIMOHHO-PACTOPSIUTEIIBHBIX JIOKYMEHTOB u peanuzanuio
oprannszaunoHHbIX Mep o 31 B AC

[IK-4. CrnocobeH OCYIIECTBISITh JUArHOCTUKY U OLEHKY oOecredeHus
paborocniocooHoCcTH cucTeMbl 3V nMpy BOBHUKHOBEHUHW BHEIITATHBIX CUTYAIIHH;

OCHOBHBIMHU 32/1a4aMM TUCIUIUINHBI SBIISIOTCS:

1. Teopernyeckre  OCHOBBI  pa3pabOTKH  TOJHMTHKH  HH(MOPMAIIMOHHOM
O€30MacHOCTH Ha OCHOBE JCHWCTBYIOLIETO POCCHICKOTO 3aKOHOAATEIbCTBA C IOMOIIBIO
COBPEMEHHBIX NPHUHIMIIOB, METOJOB, CHJI M CPEACTB B PAa3IMYHBIX OPTraHU3aIMOHHBIX
CTPYKTYpax;

2. [lpakTryeckue  acmeKTbl  pa3pabOTKH  TMOJMMTHKH  HH(GOPMAIMOHHOM
Oe30macHOCTH  TI0 0a30BbIM  HANpaBJICHUSM  3allUTBl  TOCYIApPCTBEHHOM,
npoeCCHOHAIBHOM, KOMMEpPUYECKOW TaliHbl M KOH(UACHIHMATbHOW WHGOpMAIMH U
bopMHUpOBaHHEM Y 00YJAIOIINXCS CUCTEMBI 3HAHHH.

[Toka3arenb OCBOCHHS KOMIIETEHIIMN OTPaXXKaloT CISIYIONINE UHIUKATOPHI:
Heo0xoaumpble 3HAHUSA:



- OCHOBHBIE  HOPMATHBHO-TIPABOBBIE  AKThl,  METOJABl  YIPABIICHHUS
NEeSATeNbHOCThIO, yrpo3sl Wb u  Hapymmrenn cuctem 0€30MacHOCTH
nHpopManuu;

- 3HaTb HOPMAaTUBHO-METOJWYECKHE, PYKOBOIALUIME M  METOAMYECKUE
JOKYMEHTBI, OpraHU3allMOHHBIE MEpbI, KPUTEPUU OLICHKM 3allUIICHHOCTH U
pernameHTsl obecniedueHus: padoTocrnocooHocTu cucreM 3U;

Heo0xoaumblie yMeHuUs:

- OleHUBaTh WHGOPMAIMOHHBIE PUCKH pa3padaThiBaTh NPEIIOKEHHUS IO
copepumieHcTBoBannio CY  (Mb) w  npumeHsaTs cpeAacTBa  KOHTPOJIS
s dextuBHOCTH 3U;

- ONPEAENIATh U OEHUBATh HICTOYHUKH, IPUYUHBI U TOCIIEICTBUASA BO3ZHUKAKOIIUX
MHIUJEHTOB BBISBJIATH U YCTpaHATh HapyweHus B oonactu Ub (3N);
Tpynossie necTBus:

- aHAJM3HUPOBAaTh BO3ACHCTBHE Ha 3AllMIIAEMYI0 CHCTEMY HH(pOpMaluy,
OLICHMBAaTh  TMOCJIEACTBUS U  BbIpaOaThiBaTh  MPEUIOKEHHUA IO €€
COBEPILEHCTBOBAHMIO;

- IPUHUAMATDH YYACTHE B OPTAaHU3ALMHU U IIPOBEICHUN KOHTPOJIBHBIX POBEPOK
paborocriocobHOCTH ¥ 3(P(PEKTUBHOCTH NPUMEHSEMBIX IMPOTPaMMHBbIX,
IPOrpaMMHO-AIAPATHBIX U TEXHUYECKUX CPENICTB 3aIUThl HHPOpMAIUY;



2. Mecto aucuumiannbl B cTpykrype OIIOII BO

JucuunnuHa «Pa3paboTka monmuTuku MH(DOPMAIIMOHHONW OE30MacHOCTH B
WHTepHeT-cCHCTeMax» OTHOCHUTCS K AMCIUILIMHAM IO BEIOOPY BapuaTUBHOW YacTh
OCHOBHON mpodeccuoHaabHOM 00pa3oBaTEIbHONM MIPOrpaMMbl  MOATOTOBKHU
6axanaBpos mo Hampasieruio 10.03.01 «MadopmarmonHas 6€30mMacHOCTEY.

W3ydyeHne maHHOW [UCHUIUIMHBI Oa3upyeTcs Ha paHee W3YYCHHBIX
muctuminHax: «OCHOBBI MH(POPMAIIMOHHON Oe3omacHocTn», «MHpopmaTHKay,
«OcHOBBI TpaBa», «OCHOBBI YNPaBICHUYECKON ACSITEIBHOCTU» M KOMIIETCHIUAX:
OIIK-1,6,7,8,9,13; YK-5,6,9.

3HaHUsl U KOMIIETEHIIUH, TTOTyYEHHbIE TIPU OCBOCHUU JTUCIUILTUHBI, SBISIFOTCS
0a30BBIMH JJI1 M3YYEHHS] TOCIEIYIOMUX JUCHUILIMH: «OpraHuzaiusi 3ailuThl
NEPCOHATBHBIX JIAHHBIX Ha mpeanpusitun», «lIpaBoBas oxpaHa pe3yJabTaToB
UHTEJUIEKTYaJIbHOW  JIesiTeNIbHOCTHY,  «OpraHuzanus CHCTEMbl  00€cIieUeHus
uHbopMaIronHou 6e3omacHocty (ciryxk6a Ub)», «JlutienzupoBanue u ceptudukanms
B 00JIaCTH 3alIUThl HHGOPMAIUI, «ATTECTalus B 00J1aCTH 3aIIMThl HHPOPMALIUN,
MPOXOXKACHUS TIPAKTUKHU, TOCYIapPCTBEHHOW HMTOTOBOM ATTECTAIMU U BBIMOJHEHUS
BBIITYCKHOM KBaJTM(PUKATMOHHOM pabOThI OakanaBpa.



3. O0beM TMCUUILIMHBI U BHABI Y4e0HO# padoThl

O61mast TpyI10€MKOCTh JUCIMILTUHBI JIJIsI CTYACHTOB OYHOM U OYHO-3a0YHOM  (POPMBI

COCTAaBJISIET 2 3a4YETHBIX €IUHULL /2 YaCOB.
Taoaunmal
Buabi 3ansTuii Bcero yacoB | Cemectp | Cemectp | Cemectp | Cemectp
6 8
OO6miast TPy10€eMKOCTh 72 72 72

OYHAS ®OPMA OBYYEHUA

AyAUTOpPHBIE 3aHATHS 32 32
Jlexuu (JI) 16 16
[Tpaktuyeckue 3ansatus (I13) 16 16
JlaGopaTtopHusie padoTs (JIP) - -
CamocTrosiTeJibHas pa6oTa 30 30
Jlpyrue BHIbl KOHTAKTHOM 6 6
padboThI

IIpakTHYeckasi MOArOTOBKA 12 12
KypcoBbie padoThI - -
(poeKThI)

PacyeTrHo-rpaduyueckue - -
padboThI

KonTpoasnas pabora, + +
JAOMAaIIHee 3aIaHne - -
Texkymuii KOHTPOJIb 3HAHUI T1; T2 T1; T2
(7 - 8,15 - 16 nexenn)- 24.

Bujx uTOroBOro KOHTpoOJIst 3auer 3auer

OYHO-3A0OYHASA ®OPMA OBYYEHUSA
AyIMTOPHBIC 3AHATHS 20 20
Jlexru (JI) 8 8
[Tpaktueckue 3ansatus (I13) 12 12
Jlaboparopusie paboTs! (JIP) - -
Jlpyrue BHIbI KOHTAKTHOH 6 6
padoThbI
CaMmocTosiTe1bHasi paboTa 52 52
Kypcosbie padoThI - -
(poeKThI)
PacyerHo-rpajgpuyeckue - -
padoThbI
KonTpoubnas padora, + +
JAOMAallIHee 3a/laHue - -
IIpakTHYeckasi NOATOTOBKA HET HET
Bua HTOroBOro KOHTPOJIA 3ayer 3ayer

Iloo Opyeumu eudamu KOHMAKMHOU pabomvl NOHUMAEMCS: 2PYHNOGble
KOHCYTbMayuu, mecmuposanue

U UHOUBUOYATbHbIE




4. Conep:kaHue IMCUUIIMHBI

4.1. TeMbl TMCHMILIUHLI U BUABI 3aHATHH

Taoauna 2

HaunmenoBaunue tem

Jlexuun

qac.
O4YHOC

[IpakTruecku
€ 3aHATHS,
yac.

O4YHOE

3aHaTus B
UHTCPAKTHBH
oit popwme,
yac.
OYHOE

IIpakTru
ecKas
IIOATOTO
BKa, 4ac

Kon
KOMIIETEH
JA0507

1

2

3

4

5

Pazpnen 1. AkTyallbHOCTB

MTOJIMNTUK UHHO

pMaHHOHHOﬁ 0€e30macCHOCTH.

Tema 1. Beenenue.
CoBpeMeHHbIE
npoodJieMbl
UHGOpMALMOHHOM
0e30MmacHOCTH

1/0.5

1/1

0.5/0.5

0.5/-

IK-3

Tema 2. Cayxbda
UHG(pOpMALMOHHOM
0e30macHOCTH
opranusanuii. Moaenb
HH(OPMALTMOHHBIX
noTokoB. Tunosas
MOJieJIb HANIA/ICHHSI.

1/0.5

1/1

0.5/0.5

0.5/-

[1K-3

Tema 3. AneKBaTHOCTH
MeXaHN3MOB 3aIIMThI.
YnpasJieHne 1 METOAMKH
OLICHKH PUCKOB.

1/0.5

1/1

1/2

2/-

[1K-3

Tema 4. Kpuntorpadus
U eé OCHOBHbIE
NPUHIHTBIL.
Oo0uerexunuyeckue
cpecTBa 3alMTHI.
IIpoTokoJibI ceTeBOM
0e30IMacHOCTH.
Pa3paboTka
NPHUJI0KeHHU .

1/0.5

1/1

1/2

2/-

[1K-3

Tema S. KoHuenuus
co31aHus MOJIUTUKH
UHG(OpMaALMOHHOM
0e30mMacHOCTH
OpraHu3anumn

1/0.5

1/1

1/1

1/-

[1K-3,4

Tema 6. PabGora ¢
NM0JIb30BaTEJISIMH,
aIMHHHCTPATOPAMH H
pa3paGoTunkamu.
TecTupoBanue

npouenyp "

1/0.5

1/1

1/1

[1K-3




MEeXaHU3MOB
0€301aCHOCTH.
Tema 7. [eiicreus B | 1/0.5 1/1 1/1 1/- I1K-3
YCJIOBHSAIX HAPYIIEHHS
0e30IacHOCTH.

Paznen 2. AIMUHUCTPATUBHBIN YPOBEHb 00€CIIEUCHHS pa3pabOTKU MOIUTUKA
MH(POPMaITMOHHOM 06€30MacHOCTH
Tema 8. | 1/0.5 1/1 1/1 1/-
AJIMMHMCTPATUBHBIH
YPOBeHb o0ecmevyeHust
pa3padoTKu MOJUTHKH
uH(GOpPMAUMOHHOM
0€e301aCHOCTH
Tema 9.  OcuoBubie | 1/0.5 1/1 1/1 1/- [1K-4
NPUYMHBI M TPUHIUIBI
coznanus IIUB.

Tema 10. Craugaprer | 1/0.5 1/1 0.5/0.5 0.5/- I1K-4
U cOoenMpuUKanuu B

o0JiacTu

UHG(pOpMaALMOHHOM

0e30MacHOCTH |

pa3padoTKku MOJMTHKH

UHG(OpMALMOHHOM

0e30MacHOCTH

Tema 11. IIpouecc 2/1 1/1 0.5/0.5 0.5/- [1K-4
pa3padoTKku MOJMTHKH

UHG(pOpMALMOHHOM

0e30MacHOCTH.

Tema 12. Poccuiickas 2/1 0.5/1 0.5/0.5 0.5/- IK-4
cnenuduka pazpadboTku

MOJTUTHKH

UHG(pOpMALMOHHOM

0e301aCHOCTH

Tema 13. Jlyqumue 2/1 0.5/1 0.5/0.5 0.5/- IIK-4

NMPaKTUKH CO3AaHUA W
peanu3anid  MOJUTHK
UHG(OpMALMOHHOM
0e30macHOCTH
3apy0eKHBIX KOMIAHUI

16/8 12/12 10/12 12/-

4.2. Conepxxanue TeM IMCUUILIIHMHBI

Pasnea 1.
Tema 1. BBenenune. CoBpemMeHHbIe IP0OIeMbl HH(POPMALMOHHON 0€30IIACHOCTH

IIpenmer u 3agaun Kypca. 3HaU€HUE U MECTO Kypca B MOJATOTOBKE MArMCTPOB IO
uH(pOopMalMOHHON Oe3omacHoCTH. B3auMocBs3b Kypca ¢ IpyruMu AUCHUILTHHAMMU.

Pasgensl n TeMsl, UX pacupenesieHHe MO BUIAM ayAUTOPHBIX 3aHATHUH. DOpMBI
IIPOBEJICHUSI KOHTPOJIbHBIX MeponpusaTuii. @opmbl mpoBepku 3HaHUI. COCTaB U METOAMKA
CaMOCTOSATEIbHON pabOThI CTYIEHTOB M0 U3YYEHUIO JUCLUITIINHBI.



3HaHUS ¥ YMEHHS CTYJIEHTOB, KOTOPBIE MOJKHBI OBITH MOJYyYEHBI B PE3yIbTaTe
u3ydeHus Kypca. PekoMeHoBaHHas Hay4Has U ydeOHas JIMTeparypa.

XapaKkTepuCTHKA CYIIECTBYIOMUX MPOOIeM 1Mo HH(HOPMAITMOHHON 0€30ITaCHOCTH B
X0J1€ CTAaHOBJICHUSI COBPEMEHHOT0 MH(OPMAIIMOHHOTO 00IIIECTRA.

AHaJIM3 UCTOPHYECKOTO Pa3BUTHUS MOAXOJOB K 00ECIEeYCHUI0 WHPOPMAIIMOHHON
Oe3omacHocTH B Mupe U B Poccuiickoii @enepammu. CoBpeMeHHasl TOCTAHOBKA 3a7a4H 110
oOecrieueHn0 MHPOpMAMOHHON Oe3omacHOCTH. llepexoll K MHTEHCHUBHBIM MepaM I10
obecnieueHno HH()OPMAIIMOHHON OE30MaCHOCTH.

Tema 2. Cayxba wunHpopManmoHHod Oe30macHOCTH opranu3anuii. Mogeab
HH(OPMANMOHHBIX MOTOKOB. THNOBasA MoeJIb HANIAIEHHS.

OOume mnoHATHA UMHPOPMALMOHHON Oe3omacHocTH. OmnpeneneHue U I1eIu
uH(pOpMalIMOHHOW Oe3omacHOCTH. MexaHu3Mbl HMH(OPMAIMOHHON  0€30MacHOCTH.
Nuctpymenrtapuiit  mHbopManmoHHoii  Oe3omacHocTH. OCHOBHOE  HampaBICHUS
uH(GOPMAIIMOHHOW 0€30MacHOCTH. 3aJayil W TMPHUHIMUIBl  OpPTraHU3allHi  CIIY>KObI
uHpopmanmonHoi 6e3omnacHoctu. Co3ganue ciayx0bl HHOOPMAIMOHHON OE30MaCHOCTH.
WuBentapuzamuss w©  kinaccupukanuss — MUHOOPMAIMOHHBIX  cHCTeM.  Mojenb
WH(OPMAIIMOHHBIX TOTOKOB. TumoBas Mozenb HamajzeHus. JlokanbHbIe U yTalEHHbBIE
aTaku. ATaku Ha MOTOK JaHHBIX.

Tema 3. AJeKBATHOCTb MeXaHM3MOB 3aIIMTHI. YINpaBJieHHEe U METOAUKH OLEHKH
PHCKOB.

VYnpasnenue puckamu. MeToauka OIEHKM PUCKOB. Mojaenu KadeCcTBEHHOM H
KOJIMYECTBEHHON OIEHKH pUCKOB. Mojenb 0000MIEHHOTO CTOMMOCTHOTO pe3yJibTara
Muopst (GCC). BbiCOKO BEpOSITHBIE aTaKH.

Tema 4. Kpunrorpagusi u eé ocHoBHbIe NPUHIMIBL. O0LIeTeXHUYECKHE CPEACTBA
3amuThl. IIpoTokoiibl cereBoii 0e3onacHocTu. Paspadorka npuiioxeHui.

OcHoBHBIe  TpUHOMNBI  KpunTorpaduu. CuMMeTpudHas  Kpunrorpadus.
AcummerpuuHast kpuntorpadus u mudposas noanuch. [Ipoune kpunrorpaduyeckue
anropuT™Mbl. CII0KHBIE KPUNITOTPAPUIECKUE TTPOTOKOJIBI.

Tema 5. KoHuenuusi co3gaHusi NOJUTHKH WH(OPMALMOHHOH 0€30MACHOCTH
OpPraHu3anum

Crpyktypa nokymeHrta. Ilpumepbl: BBIAEPKKH W3 KOHUEMNIUU MPEANPUSITHUS.
Cranpaptel. [Ipouenyprsl. Metonbl. ABapuiiHblii 1iad. llonuTvkM 1O OTAEIBHBIM
HaIPABJICHUSIM.

Tema 6. Pabdora ¢ mojb3oBaTejsiMM, AAMUHUCTPATOPAMHM M pa3padoTYHKAMM.
TecrnpoBanue npoueayp ¥ MEXaHu3MOB 0€30I1ACHOCTH.

PekoMeHganuu no B3auMOACHCTBHUIO C mepcoHanoM. PaboTa ¢ moiab30BaTENsIMHU.
Pabora ¢ agmunmHcTpaTopamu. Paborta c¢ paspaborumkamu. Bompockl momuuHEHUS U
B3anMoieicTBusl ciyk0. Co3maHue 3asBKM Ha BbIoiHeHWE pabor. [IpaBo moamucu

9



3assBku. Dopmbl mpuwiioxkeHus K 3asBke 06. TectupoBaHuwe mpomeayp U MEXaHU3MOB
0€30I1aCHOCTH.

Tema 7. JleiicTBUSA B yCJIOBHUSIX HAPYLIEeHUsI 0€30MIACHOCTH.

[IpaBo monmucu 3asBku. Dopmbl npunoxkenus k 3asaBke 06. TectupoBanue
IpoLEaYp U MEXaHU3MOB 0€301aCHOCTH. ABApUUHBIN MJIaH U IMPUHLUIIBI €T0 CO3/IaHuUs.
CtpykTypa aBapuifHOro miaHa. Meromonorusi paboTel ¢ aBapuitHbIM 1u1aHoM. [Ipumep
aBapuiiHoro 1iaHa. Knaccudukanus texnonoruii RAID. PearupoBanue Ha HapylieHHe
uH(popMannoHHOM Oe3onacHocTH. [IpoBenenue paccieqoBaHusl.

Paznen 2. ATMUHHUCTPATHBHBIN YPOBEeHb O0ecriedyeHus pa3padoTKy MOJUTHKHI
uH(popMAITHOHHOI 0e30IaACHOCTH

Tema 8. ATMUHMCTPATHUBHBII YPOBEHDb o0ecriedeHUsl pa3padoTKM MOJUTHKHU
uH(popMAITUOHHOI 0e30MaCHOCTH

[lonutukn wWHGOPMALIMOHHON 0€30MacHOCTH, PEKOMEHIyEeMble BEAYUIMMHU
KOMIIAHUSIMU.

[TonuTtka Oe30macHOCTH, ImporpamMma Oe30lacHOCTH, aHAJIW3 PHCKOB, YPOBEHb
JeTalu3alum, Kapta UHQOPMAIMOHHON CUCTEMBI, KJIacCu(UKaIus pecypcoB, pundeckas
3aliTa, MpaBWia pasTpaHUUYEHHs JIOCTyHa, TMOPSAOK  pa3pabOTKH  MOJUTUKU
0e30macHOCTH, HempepbiBHAs paboTa, OLIEHKa PHCKOB, KOOPAMHAIUS, CTPAaTErMYEcKOe
IUIAHUPOBAHUE, KOHTPOJb, JKMU3HEHHBIM LHKJI, WHULHALMS, 3aKylKa, YCTAHOBKA,
DKCIUTyaTalMsl, BBIBEICHUE U3 DKCILUTYaTalluH.

Tema 9. OcHoBHbBIEe IPUYMHBI U NPpUHUMIBI co3nanus [TUB.

AHanmM3 OTEYECTBEHHOI'O pbIHKA CPEACTB 3amuThl uHopManuu. OCHOBHBIC
npuunHbl U npuHuunsl coznanus [IMb. Komy n uto nosepsts. TpyaHoctu BHenpeHUs
[INB. 3auHTEepecOBAaHHOCTD B MOJUTHKAX Oe3omacHOCTH. CocTaB IrpyIbl MO pa3paboTKe
MOJINTHK O€30MacHOCTU. TeHACHIIMN Pa3BUTHUS CTAHIAPTOB U MOJUTUK HH(OPMAITMOHHOMN
oe3omacHocTd. OOm@ass METONOJNOTHS OLEHKH O€30MacHOCTH HH(POPMAIMOHHBIX
TexHojoruii. OCHOBHBIC TOHATHUS W WAeH. Peanusanusi MOTUTUKA HHPOPMAITMOHHON
0€30macHOCTH.

Tema 10. Ctanaaptsl U cnenupuKannu B 001acT HHGOPMAITMOHHOM
0€301MaCHOCTH ¥ Pa3pado0TKM MOJIUTHKU HHGOPMAIMOHHOM 0€301IaCHOCTH

O630p Hauboyiee BaXXHbIX CTaHAAPTOB H crnenudukammii B  oOmacTu
uHpopManMoHHOW  Oe3omacHocTu.  OOImMeEe  KpUTEpUU  OLEHKH  OE30MacHOCTH
UH(OPMALMOHHBIX TexHojorui (OOmue kpurepuu). OCHOBHbIE TOHATHUS M HJIEH.
dynkimoHanpHbIe TpeOoBaHMs Oe3omacHOCTH. TpeOoBaHUS MOBepusi OE30MACHOCTH.
[Tpodunu 3anmTel, pazpaboTanHbie Ha OCHOBE «OOLINX KPUTEPUEBY.

[IpakTHueckoe TNPUMEHEHHWE MEXIYHApOJHOTO  CTaHmapra 0e30macHOCTH
uHpopmanmonubix cucteM ISO 17799. TunoBsie TOKyMEHTHI, OCHOBAHHBIE HA CTaHJAPTE
0e30macHOCTH. 3alaHue OOIIMX MPaBHII HHPOPMAITMOHHONW 0€30MMacHOCTH.
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Tema 11. Ilpouecc pa3padoTKy MOJUTHKHA HH(POPMALMOHHO 0€30MACHOCTH.

OcHoBHbIE TpeOOBaHUS K MOJUTUKE MHPOPMALMOHHOW O€30IacHOCTU. YPOBEHb
cpeactB  Oe3omacHocTH. [Ipomecc  pa3paboTKu  TOJUTUKK — UHOOPMAIMOHHOMN
6e3omacHocT. CHUCTEMBI OIEHKM TEKYIIeH cHUTyalud B o0JacTH HH(POPMAIMOHHOMN
0€30macHOCTH Ha IPEANPUITHH. AJITOPUTM METO1a: "UCCaeJOBaHNEe CBEpXY BHU3".

Tema 12. Poccuiickas cnenuguka pa3padoTKu NOJUTHKH HHPOPMALHOHHOM
0e30MmacHOCTH

Pa3paborka u  BHenpeHue APQEKTHBHBIX  MOJUTUK  MHPOPMALUOHHOU
6e3onacHocTu. DakTophl, ompeaensione 3p(PEeKTUBHOCTh TOJUTUKU OE30MaCHOCTH.
Ouenka pucka. PexomeHmanuu mo pa3paboTke W BHEAPEHUIO A((PEKTUBHBIX IMOJIHUTHK.
Coznanue OnaronpusTHON cpenabl. JKU3HEHHBIM MUK MOMUTHKHA Oe3omacHocTu. [Ipumep
HeyJauyHOH MOMUTUKU. [IpuMep yrpaBieHYEeCKON MOJTUTUKH OpTraHU3aIl1u.

Tema 13. Jlyuniue NpakTHKH CO3AaHUS U PeaTU3AIHU MOJUTHK HHPOPMAITHOHHOM
0e30MaCHOCTH 3apy0esKHBIX KOMIIAHUI

[Tonxonpr 3apyOeHBIX KOMITAHUW K pa3paboTke MOIUTUK WH(GOPMAIMOHHOM
oe3omacHocTH. llpumepbl NOMUTUK HMHPOPMALMOHHONW O€30MaCHOCTH 3apyOeHBIX
KOMIIAaHUH.

[Ipaktuka xomnanuu IBM B oOnactu 3amutel uHpopmanuu . CTpykTypa
JOKyMEHTOB Oe3omnacHocTH [Ipumep ocobeHHOCTEH MoaxoAa K MOCTPOEHUIO CUCTEMbI
Oe3omacHocTH B komnanuu IBM

[Tonxon kommanuu Sun Microsystems. CTpyKTypa MOJTUTHKA

6e3omacHoctH. Ilpumep monutuku 6e30mMacHOCTH.

[Toaxon kommanuu Cisco Systems. OnucaHue MOJIUTUKH OE30MaCHOCTH.

[Ipaktuka xommanuu Cisco Systems B pa3paOoTke CETeBON MOIUTUKU
6e3onacHoct. [lopsnok pa3paboTku cereBod monuTUKKM Oe3omacHocTd. IIpoBenenue
aHaJlu3a pUCKOB MHPopManmoHHOW OezonmacHocTH. OmnpeaeneHne cocTaBa U CTPYKTYpPbI
rpynmsl cereBoi OezonacHocTH. [IpeaynpexaeHue HapyleHui MOTUTHKY 0€3011acCHOCTH
KOMITaHHH.

[TpakTuka komnanun Microsoft B o6macti nHpOpMamoHHO# 0€30MacHOCTH

[Ipumep monuTHUKK ceTeBOr OE30MacHOCTH.

[Tonxon komnanuu Symantec. OnucaHue MOTUTHKN OE30TTACHOCTH.

[Toxxon SANS. Onucanne nmonutuku 6e3onacHocTh. [Ipumep monuTuku

aynuTa 0€30MacHOCTH.

5. IlepeueHb yueOHO-METOAUYECKOTO O0ecieYeHH s ISt
CaMOCTOSITEJIbHOM PadoTHI MO JUCHHILINHE

«MeTtoaudeckue YKa3aHus OJida CaMOCTOSITSIbHOM pa6OTBI o6yqafomp1xc;1 110
OCBOCHUIO JTUCHUIITIMHBD) IPCACTABJIICHBI B HpI/IJIO)KCHI/II/I 2.

6. (I)OHII OLHECHOYHBIX CPEACTB 1JIsl MPOBECACHUS HpOMe)l(yTOqHOﬁ
arTrecralnumn oﬁyqamumxca o AMCIUIIINHE
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Crpyktypa QoHIa OICHOYHBIX CpPEICTB, Ui NPOBEACHUS MPOMEKYTOUHOMN
aTTecTali O0y4aroIuXcs MO JUCHMIUIMHE «BpIpaboTka MOMUTHKK MHGOPMAIMOHHON
Oe3omacHocThy, npuseaeHa B [Ipunoxenun 1.

7. TlepeyeHb OCHOBHOM ¥ JIONOJTHUTEILHOI yUeOHOH JUTEPATYPbI, HEOOXOAUMOT
JJISL OCBOCHUS AU CIUTIINHbI

OcHoBHasi JiuTEepaTypa:
1.bapnakos, C. A. Mojienu 1 METO/IbI B YIIPABICHUU U SKOHOMUKE C IPUMEHEHUEM
nH(OPMAITMOHHBIX TeXHOJoruid : ydeOHoe mocobme / C. A. bapnakos, C. M.
Mowucees, B. JI. [lopsinuaa. — Cankr-IlerepOypr : Uatepmenus, 2016. — 264 c. —
ISBN 978-5-4383-0135-6. — Texct : anexkTpoHHbIl // JlaHb : 53JI€KTpOHHO-
oubnuoreunass cucrema. — URL: https://e.lanbook.com/book/103198 (mara
oOpamienus: 28.11.2022). — Pexxum nocTyma: st aBTOPHU3. MOJIb30BaTENEH.
2.I'pumaeBa, C. A. MndopmarrionHass 6e30MacHOCTh B CUCTEMaX MEHEKMEHTa
KauecTBa : yuebHoe nmocodue / C. A. I'pumraeBa. — Mocksa : MAU, 2021. — 63 c.
— ISBN 978-5-4316-0804-9. — TexkcT : 3nexkTpoHHbIN // JlaHb : 3JEKTPOHHO-
oubnuoreunass cucrema. — URL: https://e.lanbook.com/book/256274 (nara
obpamenus: 28.11.2022). — Pexxum gocTyna: JIjis aBTOPHU3. MOJIb30BaTEICH.
3.UepemyxuHna, FO. 0. Cucrembl MeHeKMEHTA KadecTBa : yueOHoe nocooue / 1O.
0. Yepemyxuna. — MockBa : PTY MHUPDA, 2019. — 95 c.— Tekcr:
ANEKTpOHHBIN //  Jlanb : d2JIeKTpOHHO-OMOnMoTeuHass cuctema. — URL:
https://e.lanbook.com/book/171525 (mara oOpamenus: 28.11.2022). — Pexum
JIOCTyTa: JIJIsl aBTOPH3. TOJIH30BaTEICH.
4 Kupeea, H. B. Ayaut wuHbopManroHHON O€30MaCHOCTH : METOJUYECKHE
ykazanus / H. B. Kupeesa, U. C. Ilo3gnsik, O. A. Kapaynosa. — Camapa : [II'YTU,
2019. — 21 c.— Tekct : anexTpoHHbl // JlaHb : 37eKTpOHHO-OUOIMOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/223223 (mata oOparienus:
28.11.2022). — PexxuM gocTyma: it aBTOPHU3. MOJIb30BATEIICH.

/Jlononnumenvhan atumepamypa:
5.IMo3nusk, U. C. DkcnepTHBIE CUCTEMBI OIEHKH NHGOPMAIIMOHHON 0€30MacCHOCTH
: Meroauueckue ykazanus / W. C. Tlo3gusk, H. B. Kupeesa, O. A. KapaynoBa. —
Camapa : [II'VTU, 2019. — 23 ¢. — TekcT : 31eKTpoHHbIH // JIaHb : 3EKTPOHHO-
oubmmoreunass cucrema. — URL: https://e.lanbook.com/book/223304 (nata
obOpamenus: 28.11.2022). — Pexxum gocTymna: ajis aBTOpU3. MOJIb30BaTEIICH.

8. Ilepeyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOH CeTH
«HHTEepHET», HEOOXOAUMBIX JIsl OCBOCHHS AV CHMIINHBI

HNuTepHeT-pecypcesl:
1.  http://eup.ru/catalog/all-all.asp — may4uHo-06pa3oBaTeNbHBII MOPTA.

2. www.wiklsec.ru - DOuumxionenus HWHOOPMANMOHHON OE30MACHOCTH. —

[Ty6nukanuu, craTbu.
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http://eup.ru/catalog/all-all.asp
http://www.wikisec.ru/

o

~

http://www.fsb.ru/ - Odunmaneueii  caiit ~ ®DenepanpHoiit  CoryxObI
be3zonacnocTu

http://www.fstec.ru/ - Od¢unmanereni caiit ®denepansHoit Ciry:KOBI 110
Texanueckomy DkcnioptHoMy KoHTposo

http://www.AuditNet.ru (sce 06 ayaure UT u UB).

http://www.1SO27000.ru (mopran mo Wb, ananutuka, HHPOpPMAIHS 10
3aKOHOJIaTeNIbCTBY U CTaHJIapTaM, 0JIOTH, KaTtaioru pecypcos u [10).
http://www.SecurityManagement.ru (¢popym o UB).
http://www.WinSecurity.ru  (cTatbu, JOKyMEHTAI[HMs, = HOBOCTH  IIO
oe3omacHoctd Windows).

9. MeToauyeckune yKa3aHusi JJIsl 00yYAIOUIUXCS, 10 OCBOEHUIO TN CIUTILINHBI
Meroaudeckue yKazaHus Uil OOy4YarOIIUXCS, MO OCBOEHHUIO JIUCIMILIMHBI

npuBeaeHbl B [Ipunoxkennn 2 k HacTodiel padodeid mporpaMmme.

10. Ilepeyenb HH(MPOPMAUMOHHBIX TEXHOJOTHIi, MCMOJb3YyeMbIX MpPH

OCYIIeCTBJIEHUH 00Pa30BaTeJIBLHOI0 Mpoliecca mo AUCHUIIHHE

Ilepeuens nporpammHuoro odecneuennsi: MSOffice, PowerPoint.
HNHdopMannoHHbIe CIPABOYHbIE CHCTEMBbI:

agphw0bE

VY4eOHbIil mopTall ¢ AIEKTPOHHO-MeToAnYecKUMH Komruiekcamu (do.kimes).
VYHuBepcanbHasg 6ubnnoTeka onnaiiH (www.biblioclub.ru).

Polpred.com www.polpred.com.

Enunoe okHO moctyma (www.window.edu.ru)/

N3narensckuit nom «I'pedbernnukosy (http://grebennikon.ru/)..

11. Onucanue MaTepuaJIbHO-TEXHNYECKO 0a3bl, HEOOXO0AMMOM 11l

ocylecTBJIeHNs 00pa30BaTeJbLHOI0 Npolecca Mo JMCuUnILInHe

JleknmoHHbIe 3aHATHA .

ayJUTOpUsl, OCHAILEHHAs IPE3EHTALMOHHON TEXHUKOM (IIPOEKTOP, IKPaH);
KOMIUIEKT JIEKTPOHHBIX MPE3CHTAIINM / CIIali/I0B HA TEMBI:

IIpakTuyeckue 3aHATUA:

KOMIBIOTEPHBIM KJIacC € MPOEKTOPOM [IJIi HWHTEPAKTHUBHOTO OOy4YeHUs U
npoBeleHUss JIeKIuid B Qopme  crnaia-mpe3eHTanuit, 000pyJOBaHHBIN
COBPEMEHHBIMU  JIMLICH3UOHHBIMUA ~ IPOrPAMMHO-TEXHUYECKUMH  CPEACTBAMU:
oneparonHas cucteMa He Huxe WindowsXP; opucHbie mporpammbel MSOffice 7;
paboyee MecTO IMpernojaBaressi, OCHAIIEHHOE KOMIIBIOTEPOM C JOCTYIIOM B
WNHurepHerT;

pabourie MecTa CTYJ€HTOB, OCHAILIEHHbIE KOMIIBIOTEPAMH C JOCTYNOM B IHTEpHET.
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http://www.fsb.ru/
http://www.fstec.ru/

IIpunoxenue 1

@DOHJT OTICHOYHBIX CPEACTB IS TPOBEACHHSI IIPOMEKYTOYHOM aTTECTAIlUN
OOyJaroIIUXCs O AUCITUTUTHHE (MOTYJTIO)

UHCTUTYT NH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'Ui

KA®EJIPA HHO®OPMAIIMOHHOM BE3OITACHOCTH

®OHJI OEHOYHBIX CPEJCTB JJISI MPOBEJEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOIUXCS MO
TV CHUILIAHE

«PA3BPABOTKA MOJUTUKU UHO®OPMAIIMOHHON
BE3OITACHOCTHU B UHTEPHET-CUCTEMAX»

Hanpasiaenue noarorosku: 10.03.01 «MadopmannonHas 6€30MacHOCTD)
Ipodpuiab: Opranu3anus U TEXHOJOTUH 3AINUTHI HHOPMALIMH
YpoBeHb BbICHIEro 00pa3oBaHus: 0akajaBpuat

®opma 00ydeHHs: OUHAS], OUHO-320THAS

Kopones
2023
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1. TlepeyeHb KOMIIETEHIMI C YKa3aHHeM ITanoB uX GopMHUpPOBaHUA

B Mpolecce 0CBOEHHUsI 00pa30BaTeIbLHOM MPOrPaMMbl

Ne | Uupe | Copep:xanue Pasznen : B pe3yabTarte uzyueHus pasjaesa
n/n KC KOMIETEHUHH | IMCHUIINH AMCHMILINHBI, 00eCne4YrBaIoIIero
KOMII bl, ¢dopmMupoBaHne KOMIIETEeHIIMH, O0YUAKO M ACS
e- ob0ecrieunB npuodperaer
TeHI Ao IM i Tpynossbie Heo0xonum | HeoOxogumbie
17071 (opmupoB | neiicTBusi ble YMEHHUS | 3HAHUA
aHue
KOMIIETEeHII
171
1. | IIK-3 | CnocoGHOCTB Tema: 1-17 - - OLEHMBAThH | - OCHOBHBIE
OCYIIECTBIAT AQHATM3UPOBATh | MH(OPMAIOH | HOPMATHBHO-
yIIpaBJICHUE C BO3JICHCTBHE HA | HBIC PHCKH | IPaBOBbIE  aKTHI,
pa3paboTKoi 3alIHIIAeMYTO pa3pabarbeiBaT | METOJBI
OpraHM3aIlMOHHO- cucTeMy b yIIPaBICHUS
PacHopSIUTENbH uHpopmanum, NPeATIOKEHHsT | JeATeIbHOCTBIO,
BIX TOKYMEHTOB U OLICHUBATh o yrposst Wb wu
peanu3anmio TIOCJIC/ICTBHS U | COBEPIICHCTBO | HAPYIIUTEIN
OpraHM3aIIMOHHBI BBIPa0aTHIBATh | BaHUIO CVY | cucrem
x mep o 31 B PEJIOKEHUS (1Bb) u | 6ezomacHOCTH
AC o ee MIPUMEHSATh UHQOPMAIH;
COBEPIIICHCTBOB | CPE/ICTBA
AHUIO KOHTPOJISI
3¢ HEeKTUBHOCT
u 3U;
2. | IIK-4 | CnocoOHOCTB Tema 7-13 - IPUHUMATh - ompeaensaTh | - 3HATh
OCYIIECTBIIST yuacTHe B U OILIEHMBATh | HOPMATHBHO-
JIMarHOCTHKY U OpraHu3aAIN 1 UCTOYHUKH, METOYECKHUE,
OLICHKY MpOBEJICHHH IPUYUHBl W | PYKOBOIAILIME W
obecrieueHus HOCJIC/ICTBUSL | METOJIUYECKHE
paboTocmocoOHOC KOHTPOJILHBIX BO3HUKAIONIM | JOKYMEHTHI,
TH cuctembl 31 TPOBCPOK X OpraHMU3aI[MOHHbBI
pu paboTOCOCOOH | MHUMIEHTOB € MEpBI, KPUTEPUU
BO3HUKHOBEHUH OCTH U BBISIBISATD M | OLCHKH
BHEILITaTHBIX sddextuBHOCTH | YCTPAHATH 3AIIMIIEHHOCTH U
CUTyaluu IpYMeHsEeMbIX HapymcHus B PEriIaMCHTBIL
HPOrPAMMHBIX, obmactu Wb | obecrieueHus
(3N); paboTocrocoOHOC
HPOrpaMMHO-

anmapaTHbIX U
TEXHUYECKUX
CpEIICTB 3aIlUThI
uHOPMAIIUHL;

™ cucteM 3U;
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2.0nucanne nokasarteseil M KpUTepHeB OLCHUBAHNS KOMIIETEHIMII HA Pa3JIMYHBIX 3Tanax
ux GopMHUpPOBAHMS, ONIMCAHME IIKAJ OLICHUBAHUS

Koo Hucmpymenm, Omanwt u Kpumepuu ouenusanusn
KOMNnemeHyuu | OUeHUuearoujuil nokazameinb KOoMnemenyuu Ha pa3nuidHbix
chopmuposannoc oyenueanus Imanax popmuposanusn u
mop KOMnemeHyuu KOMHnemeHyuu WIKA1bl OYCHUGAHUS
TIK-3,4 Hoxknao A) noanocmoto | Hanpumep:
cpopmuposana Ilpogeooumca 6 nucomennol
(Komnemenuyus u/unu ycmnou gpopme.
oceoena Ha gvicokom | Kpumepuu oyenku:
ypoene) — 5 oannos
B) uacmuuno | 1 Coomeemcmeue
cpopmuposana: cooeprcanus 0oknaoa
3asaenennoii  memamuxe (1
o Komnemenyus | - ).
oceoena "1 2. Kauecmeo ucmounuxos u
HPOOGUHYIOM ypOGHE ux Koiuuecmeo npu
— 4 banna;
noozomoexke  paoomwvr (1
o KOMNeMEeRUU | ., )
océoena Ha 0azosom 3. Bnaoenue unghopmayueit u
yposne — 3 banna; cnocoonocmy omeeuamsv Ha
B) ne cgpopmuposana eéonpocul ayoumopuu (1 6ann).
(koMnemeruus He | 4, Kauecmeo camoi
coopmuposana) — 2 u npeocmaenennoi pavomor (1
MeHee 6annoe Gann).
5. Opuzunanvnocms nooxooa
U ececmoponHee pacKpvlmue
eviopannoin  memamuxu (1
oann).
Makcumanvnasn cymma
oannos - 5 dannoe.
MK-3,4 Bovinoanenue A) noanocmoio | llpu onpeodenenuu
KOHMPOAbHOU chopmuposana chopmuposannocmu
padomol (Komnemenyusn KOoMnemeHyuil Kpumepuamu
0CB0EHA HA BbLICOKOM | OUEHUBAHUA evicmynaiom
ypoemue) — 5 6annos MemoouuecKkue
b) YacmuyHo | peKkomenoauuu,
cpopmuposana: paspabomannvie no
. Komnemenyus oucyunaune 014 OAHHO20
oceoena na | 6404
HPOOGUHYHIOM YyPOGHE
— 4 oanna;
o KOMnemeHnyus
oceoena Ha 0a3060m
ypoene — 3 oanna;
B) ne cghopmuposana
(komnemenyus He
cpopmuposana) — 2 u
MeHee 0annos
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3. TunoBbIe KOHTPOJIbHBIC 3aJaHUA UJIH HHbIC MaTCpHAJIbl, HGOﬁXOI[I’IMLIe AJIA

OLICHKH

3HAHMI,

YMEeHHUid,

XapaKTePU3yIIUX JITAMNbl
OCBOEHHSI 00pa30BaTeJbLHONH MPOrPaMMbI

IIpuMepHas TeMaTHKA J0KJIA0B B MIPE3EHTALMOHHOU popme:

dopmon

©CoNoR~wWNE

[TonuTrka 6e30MacHOCTH.
N36upaTenpHOe ynpaBieHHe JOCTYIIOM: MOZelb XappucoHa-Py330-YiibpMaHa.
[TonmHOMOYHOE ympaBieHue AocTynoM: moaenu bemna-Jlallagyna, bu6a.
CrpyKkTypa NoJMTHKU 0€30I1aCHOCTH OpraHU3alHH.
YnpaBiaeHuecKre MEphI MOJIMTUKU 0€30IaCHOCTH OpraHU3alHu.
CrpyKkTypa 1 Ha3HauU€HUE MTPOLEAYPhI ayiuTa 6€30MaCHOCTH.
TurnoBsle MOJIENIM HATAACHUS.
JlokaJibHBIE U ylaJICHHBIE aTaKH.
. ATaku Ha MOTOK JaHHBIX.

10. Cnoxsble KpUNTOrpapuIecKue MpOTOKOIHI.

HABBbIKOB M (WIHM) ONbITa JAeATEJIbHOCTH,
¢dopMupoBaHus KOMIETEHUMHA B Mpolecce

4. Metoanuyeckue MaTepuaJibl, ONpeae/siioIue Npoueaypol
OLICHMBAHUS 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeSITeJILHOCTH,
XapaKTepu3yIiuXx 3Tanbl GopMUpoOBaHHUS KOMIIETEHIUM

KOHTPOJIS 3HaHUNW 10 AuciuiuinHe «Pa3paboTka MTONUTHKH

uHdopmarmoHHoi Oe3omacHocTH B MHTepHET-cUCTEMax» SIBISIOTCS  JIBE

TCKYIONUC aTTCCTAllMM B BHAC TCCTOB B KaXXKIAOM CCMCCTPC, 4 TAKIKC HTOroBas
aTTeCTanusa B BUJC 3a4€Ta U 3a4CTa.

Kon
Henen KOMIIETEH Kpurepun
i 3474 OLICHKH 110
Bun L, Conepxanue | TpeboBanus | Cpok cpauu H
TEKYII] OLICHUBAIO COJZIEPKAaHUIO U
OLICHOYHOT O N OLICHOYHOT' O K (Henens
€ro 0105074 KayecTBY C
CpeacTBa cpeacrsa BBHITIOJTHEHHUIO | CEMecTpa)
KOHTp 3HAHUS, yKa3aHUeM
oISt YMEHUS, OaJUIOB
HaBBIKH
tectupoBan | [1K-3,4 20 BompocoB | Kommbrotepr | Pesymprar Ilpenooasamens
He oe B YKazvlgaem
IIpo6oo Kpumepuu ouenxu
TECTUPOBAHU | TECTUPOBAH
umcs 6 0annozo euda
cpoku, ¢, BpeM: s KoHmpons.
YCmano OTBCACHHOC IpeaoCTaBJI Hanpumep,
6JLeH bl Ha SIOTCS B Kpumepuu ouenxu
e IpoOLEaypy - | ACHB onpeodenawmces
2paghux npoyeHmHbIM
30 MmuHyT IIPOBEICHUS
om coomHouieHuem.
obpazo Hpoueaypsl Heseka — 0.
eameny Heyooenemeopumen
HO20 bHO — menee 50%
npoyec NpAGUbHBLX
ca omeemos
Yooenemeopumenwvn
o-om51%
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NPAGUNBbHBIX
omeemoe.
Xopowio - om 70%.
Omauuno — om

90%.
TectuposaH | [IK-3,4 20 BonipocoB | Kommbtotepr | Pesynbratel | IIpenooasamens
ne oe TECTUPOBAH YKasvleaem
Kpumepuu Ou€eHKu
TECTUPOBAHU | Us
0aHH020 8uoda
Hpoeod €; BpeMs MPEI0CTaBII Konmpons.
wmes 6 OTBCCHHOC SKOTCS B Hanpumep,
A
Kpumepuu OueHKu
POKH, o ABEE I:)n eopejmloljncn
yemano Opoueaypy — | IpOBEACHUS P
G/1eHHbI 30 muH OpoueaypPhl "POUCHIILLIM
yT p yp COOMHOUICHUEM.
e
cpapux Hesaexa — 0.
P Heyooenemeopumen
om
bHO — meHee 50%
oopaso
npasujibHvlxX
eaméeiib
H020 omeemoeé
npouec Yooenemeopumenvn
Pc: o-om51%
npasuibHbvlX
omeemoe.
Xopowo - om 70%.
Omauuno — om
90%.
3auer I1K-3,4 2 3auer Pesynbrater | Kpurepun
TEOPETUYECK | POBOJAUTCS | MIPEAOCTABI | OLECHKU:
HUX BOIIpoOca | B SIFOTCSI B «3auTeHo»:
+ MMCbMEHHOM | JEHb 1. 3HAHHUE
npakTuuecko | ¢opme, MPOBEJICHUS | IEKCUYECKOTO H
€ 3aJIaHHe IIyTEM OTBETA | 3a4eTa rpaMMaTH4ECKOr
Ha BOIPOCHI. 0 MaTepHana;
Ipoeoo p p i
wmes 6 Bpewms, 2. yMeHue
cpoku, OTBEJCHHOE HCIIOJI30BaTh H
yemano Ha MIPUMEHSTH
671€H b npouenypy — MOTY4YECHHBIC
e 15 Mun 3HAHUA Ha
epaguk vt .
om MPaKTHUKE;
obpazo 3. pabora Ha
eamens MPAKTUYECKUX
Ho20 3aHATUAX B
npouyec TCUYCHHUEC
ca
CEeMeCTpa;

4. oTBeT Ha
BOIIPOCHI 3a4eTa.
«He 3auteHo»:
1.
JTEMOHCTPUPYET
YaCTUYHEIC
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3HAHUS 110 TEMaM
JACIUTLIHNH;

2. HE3HaHUE
JICKCHYECKOTO U
rpaMMaTH4eCKOr
0 Marepuaa;

3. HEYMEHHE
HCIOIL30BaTh U
MPUMEHSTh
MOJTyYCHHBIC
3HAHUS,

4. He paboran Ha
MPAKTUYECKUX
3aHITUIX;

5. HEe OTBeUYaeT Ha
BOIIPOCHI 3a4eTa.

IIpumepHoe coaep:kaHue TECTOB JJIf TEKYIIeH aTTeCTAlUM:

3AJAHUE HA BBIBOP O/THOI'O IIPABUJ/IBHOI' O BAPHAHTA OTBETA

=

[Ipeamer, menb u 3amauu pa3pabOTKU MOJUTUKU HHGOPMAIIMOHHOMN

0€30I1aCHOCTH.

Cucrema 3ammtel TETRA.

KopnopatuBHasi KOMIbIOTEpHAs CETh.

Kunaccel 3ammmeHHocTi

[TpuHIIUTIBEI pAOOTHI C MOIB30BATENAMH, AIMUHUCTPATOPAMU U

pazpaboTynuKamu.

6. CraHmapThl, HCMOJB3YEMBIE TP pa3paboTKe MOTUTHKH HHPOPMAITTOHHOMI

0€30MMacHOCTH MPEANPHUATH 1 00bEKTOB PETHOHA.

KoHrmenmust moauTiKyd 0€30MacHOCTH.

[Tpobsiembl 0OecrieueHrs HOpPMAaTUBHO-TIPABOBOIO MPOCTPAHCTBA.

Pa3zpaboTka mpritoxeHuit Ipu MPOSKTUPOBAHUH TIOJUTUKH 0€301TaCHOCTH

TIPEATPUSTHSI.

10.TeopeTuko-TipuKIaAHBIC OCHOBBI CTPAXOBaHUS MHPOPMAIIMOHHBIX PHUCKOB
B 00BEKTaX.

11.Knaccudukaius atak v MOCTPOSHUE MOJUTUKN HHPOPMAITMOHHON
0€30MacHOCTH ¢ YU4ETOB Pa3TUYHBIX BUOB aTak.

12. AnexBaTHOCTh MEXAHU3MOB 3aIUTHL. Y IPABJICHHE puckamu. MeTonka
OLIEHKH PUCKOB.

13.TTonuTHKA CUCTEMHOTO aIMUHUCTPUPOBAHUS.

14 TIporokomast TCP/IP.

15.Knaccel ceteil.

16.KoHTpoas hu3nueckoro A0CTyIa U MPOTOKOJIbI CETEBOM O€30MAaCHOCTH.

17. ABTOMATHU3UPOBAHHBIE CPEICTBA OE30MTACHOCTH.

18.I1po6ema nHDOPMaIIMOHHONW BOMHBI B COBPEMEHHBIX YCIOBHUSX.

bk w

© 0~
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19.NudopmarmoHHOe OpyKHE B COBPEMEHHOU CUCTEME 00EeCTICUCHHUSI
nH(pOpMaITMOHHOM 6€30IaCHOCTH.

20.Kpunirorpadus u e€ MecTo B OJUTHKE HHPOPMAITMOHHOMN 6€3011aCHOCTH
NPEInpUITUS U OOBEKTOB PETHOHA .

21.TIpoBeneHue paccieIoOBaHus U aHAIN3 €T0 PE3yJIbTaTOB.

22.PearupoBaHue Ha HapyIIeHHE 0€30MMacHOCTH.

23.MeTo0I0OTHIECKUE OCHOBBI OPTaHU3AI[MOHHOTO 00eCTICUeHUS
uHGOPMaIMOHHON 0€30MaCHOCTH PETMOHA HA YPOBHE KPYITHBIX
MOCTABIINKOB 3aMUIIEHHBIX HH(OOPMAITMOHHBIX CUCTEM.

24 . MeTo0TI0OTUYECKUE OCHOBBI Pa3BUTHUS TOCYIaPCTBEHHO-PETHOHATILHOTO
YIPABJICHHS HTHPOPMALIMOHHON 0€30MaCHOCTBIO).

25.TecTrupoBaHue MPOLEAYP U MEXaHU3MOB 0€30MIaCHOCTHU TIPH pa3paboTKe
MOJINTUKU OE€30MaCHOCTH.

26.TeopeTUKO-TNPUKIIaTHbIE OCHOBBI PA3BUTHUSI MEHEKMEHTA
uH(OPMAITMOHHON 0€30MTaCHOCTH Ha YPOBHE PETHOHAIBHBIX
MPEANPUSITUN.

27.MeToa0J0THYeCKre OCHOBBI MOCTPOCHUS YHUbUIIMpoBaHHOM KoHIenmu
(monmuTuKK) HHOOPMAITMOHHON O€30MACHOCTH MPEANPUATHS U OOBEKTOB
pervoHa.

28.0cHoBHbBIE TpeOOBaHUS K MOJUTUKE UHPOPMAITMOHHOM 0€3011aCHOCTH.

29.YpoBeHb cpencTB OE30MacHOCTH.

30.AnropuT™ MeToa: "UCCICIOBaHUE CBEPXY BHU3'.

Tunosblie BOIIPOCHI, BLIHOCUMBbIC HA 3a9€T

1. TIpeamer, 1iens U 33244 MOJTUTHUKNA UHOOPMAITMOHHON OE30MTACHOCTH.

[Tpo6iiema nHGDOPMAIIMOHHONW BOMHBI B COBPEMEHHBIX YCIOBHUSX.

3. MadpopmanmnonHOE OpYyKHE B COBPEMEHHOM CHUCTeMe 00ecIIeueHUs
MH(OPMAIMOHHOW O€3011aCHOCTH

4. Pa3BuTHE MOJXOJ0B K OpraHU3alni HHPOPMAIMOHHOM 0€3011aCHOCTH B
MUpE (MCTOPUYECKUH acleKT).

5. PazButue u ctaHoBieHHe oOecrieueHus] HHPOPMAIIMOHHON 0€30MacHOCTH B
Poccuiickon @enepanum.

6. CoBpeMeHHas TOCTAHOBKA IIeJIeH 1 3a/1a4 10 00€CTICYEHHUIO
nH(OPMAITMOHHON O€30MaCHOCTH U pa3padOTKa MOJUTUKHA 0€3011aCHOCTH.

7. Ompenenennie, MPUHITUIIBEI B METOJOJIOTUUECKHM 0a3uc (opMUPOBAHUS
OCHOB TEOpHH HH(GOPMAIITMOHHON OS30ITaCHOCTH.

8. PazButue HepopMaIBLHBIX TEOPETUKO-TIPUKIIAIHBIX TIOJIX0/I0B aHATN3a
MIPOIIECCOB 10 MHGOPMAIIMOHHON O€30MTaCHOCTH B COBPEMEHHBIX YCIIOBHSIX.

9. Teopernueckre OCHOBBI MOJICTUPOBAHMSI COBPEMEHHBIX MPOIIECCOB
MH(OPMAIMOHHOW 0€30MaCHOCTH MPHU Pa3pabOTKU MOJUTHUKA
nH(pOopMaIIMOHHOM 6€30MaCHOCTH.

10.ba3zoBoe copaepkaHue OCHOB T€OpUH MHGOPMAIIMOHHON O€30MTaCHOCTH.

11.TToHsiTHE M cUCTeMHas Kjaccu(pUKaIUs COBPEMEHHBIX HH(POPMAITMOHHBIX

yIpo3.

N
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12.OcHOBHBIE TEOPETUKO-TIPUKIIATHBIE TOKA3aTENN YSI3BUMOCTH 3aIUIIAEMOTO
MH(OPMAIMOHHOTO pecypca.

13.MeTo/1010TH4eCKHuEe OCHOBBI JJOCTOBEPHOCTH MPOTHO3UPOBAHUS
ySI3BUMOCTH MH(OPMALIMOHHBIX 00BEKTOB NP pa3paboTKe MOTUTHKU
nH(pOpMaITMOHHOM 6€30IaCHOCTH.

14. TeopeTuko-TIpuKIaAHbIE MOJICIIN OIIEHKH yillepOa OT pean3aiuu
UH(OPMAIMOHHBIX YTPO3.

15.TTocTaHOBKa 3a71a41 ¥ OCHOBBI METOJIOJIOTUH OTIpEIeNIeHUsT TpeOOBaHUM K
oOecrieueHN0 MHPOPMAITMOHHOW 0€30MMaCHOCTH.

16.0OcHoBHBIE MapamMeTpbl 0e30macHOCTH HHPOopMaIuH (MH(OOPMALIMOHHOTO
pecypca).

17.OCHOBBI METOJI0JIOTUU OLIEHKH OCHOBHBIX (JaKTOPOB, BIUSIOUIUX HA
TpeOyeMbIil ypoBeHb oOecrieueHrs HHPOPMAIMOHHON 0€30M1acCHOCTH.

18.MeTtoaoa0ruueckre OCHOBBI OIPEIETICHHS BECOB U KJIACCU(PUKALIUU
BO3MOXKHBIX YCJIOBUH o0ecrnieueHus: UHPOPMaMOHHON 0€30MaCHOCTH.

19.CucTtemHbIi TOIX0/] KAK OCHOBA OCTPOEHUSI COBPEMEHHBIX KOMIUIEKCOB
obecnieueHus: MHPOPMAITMOHHON 6€30TTaCHOCTH.

20.Omnpenenenyie, TUMUA3AIMS U CTAaHIAPTU3AIMS COBPEMEHHBIX CHCTEM
obecnieueHuss MHPOPMAITMOHHON 6€30TTaCHOCTH.

21.CoBpeMEHHbBIE METOJOJIOTUYECKUE OCHOBBI IPOEKTUPOBAHNS KOMILIEKCHBIX
cucteM obecreyeHus: MH(PpOPMAMOHHOW O€30MaCHOCTH.

22.MeTo10I0OTHYECKUE OCHOBBI COBOKYITHOM OIEHKH ()YHKITMOHUPOBAHHUS
KOMILJIEKCHBIX CUCTEM MH(POPMALIMOHHON 0€30MacHOCTH.

23.0OcHOBHBIC HAyYHBIC TTPUHIIMIIBI K 0011as 3a7a9a yIpaBICHUS
COBPEMEHHBIMH CUCTEMAMH HH(POPMALIMOHHOM 0€30MMacCHOCTH.

24.TuroBast MOZIETb W BUJIBI yIPABJICHHS HHPOPMAITMOHHOMN
0€30I1aCHOCTHIO (KpaTKOCpPOYHOE; CPETHECPOUHOE U JI0JITOCPOYHOE).

25.MeToa0I0THYECKHE OCHOBBI BBIPAOOTKH M ONITUMU3AINH YIIPABIECHYECKUX
pereHuit o nHGOpMaAITMOHHOM 6€30MACHOCTH (XapaKTEPUCTHUKA OCHOBHBIX
ATANOB MPUHATHS U PEATU3alUN PEIICHUN ).

26.MeToa05I0TUYeCKHEe OCHOBBI OPTaHU3AIMU U TIPOBEJICHNUS KOHTPOJBHBIX
MEpOTIPUATUIN 110 THPOPMAITMOHHON 0€30MacCHOCTH.

27.0OcHOBBI OpraHu3aiyy ooecrneueHus HHGOPMAITMOHHON OS30ITaCHOCTH
MPEANPUATHAS U OOBEKTOB PETHOHA.

28.OyHKIMH, 33/1a4U, CTPYKTYypa U OpraHu3aiusi padboThl CIy>KObI
UHGOPMAITMOHHON 0€30MaCHOCTH MPEINPHUITHS U 00BEKTOB, PETHOHATBHBIX
IIEHTPOB MHPOPMAITMOHHOM 0€30MacHOCTH.

29.AHanu3 COCTOSTHUS ¥ IPOTHO3 Pa3BUTHSA TEOPUH UHPOPMALITMOHHOM
0€30MacHOCTH.

30.ITepcrieKTUBBI pa3BUTHS MEKBEIOMCTBEHHOM CUCTEMBI TIOJITOTOBKU U
MEPETNoIrOTOBKHU KaJpOB B 00acTu oOecrieueHrsi HHPOPMAITMOHHOMN
0€30MacHOCTH.

*Umoeosoe Hauucienue 6aiioe no ducuunﬂlme ocywecmessiemcst 6 coomeemcmeuu  C
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PA3pabomanHnoll u 6HeOpeHHOU OALILHO-PEeUMUH2080U CUCTNEMOU KOHMPOSL U OYEHUBAHUSL YPOBHS 3HAHUL
U 6HeyUeOHOU CO3UOAMENbHOU AKMUBHOCTU 00YUAIOUUXCSL.
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IIpunoxenue 2

MeToauyeckue yKazaHusl J1J1s1 00yYAIOIIMXCS 110 OCBOECHUIO UCIUIINHBI
(MoayJin)

UHCTUTYT NH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UI

KA®EJIPA UHOOPMALIMOHHOM BE3OIIACHOCTHU

METOINYECKHUE YKA3ZAHUA JJIAA OBYYAIOIIIUXCA 11O
OCBOEHHIO JMCHUAIIJIMHBI (MO Y JIA)

«PA3PABOTKA MMOJINTUKA HH®OPMAIIMOHHOM
BE3OITACHOCTHU B UHTEPHET-CUCTEMAX)»

Hanpasiaenue noarorosku: 10.03.01 «MadopmannonHas 6e30MacHOCTD)
Ipodpuiab: Opranu3anus U TEXHOJOTUM 3AINUTHI HHOPMALIMH
YpoBeHb BbICHIEro 00pa3oBaHus: 0akajaBpuat

dopma o0yUeHHsI: OUHAS, OYHO-320THAS

Kopones
2023
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1. OO0ume moJIoKeHUs

Heasimu u3yyeHus: TUCUUTUIMHBI SABIISIECTCS:

- dbopMupoBaHHEe y CTYIEHTOB 0a30BbIX 3HAHUM U MPAKTUYECKHUX
HaBBIKOB B 00JIACTH pa3pabOTKU MOJUTUKU UHPOPMAIMOHHON 0€30TTaCHOCTH .

- @®opMUPOBAHKE y CTYICHTOB CHELUATU3UPOBAHHONW Oa3bl 3HAHMI IO
OCHOBHBIM TIOHSTHUSM B 0OJACTH BBIPAOOTKH TIOJUTHKA WHOOPMAIIMOHHON
0€30MacHOCTH.

3agayamMu IUCLUIUIMHBL SBIISIOTCSA:

1. Teopernyeckue OCHOBBI pPa3padOTKU MOIMTUKH HH(GOPMAIMOHHOM
0€30IIaCHOCTM Ha OCHOBE JEHCTBYIOLIETO POCCHMCKOIO 3aKOHOAATENIBCTBA C
IIOMOIIBIO COBPEMEHHBIX MPHUHIMIIOB, METOJIOB, CHJI M CPEACTB B Pa3IUYHBIX
OpPraHU3alMOHHBIX CTPYKTYPAX;

2. [TpakTHueckue acmeKkThl pa3padOTKH MOJIUTUKH HH(GOPMAIMOHHOM
Oe3omacHOCTH 1O  0a30BbIM  HAIPAaBICHUSAM  3alIUThl  FOCYIapCTBEHHOM,
po(ecCuOHAIBHON, KOMMEPUYECKON TallHbl U KOHPUACHIMAIBHOW UH(POPMaLUU U
(dbopMHUpOBaHUEM y 00YHAIOUIUXCA CUCTEMBI 3HAHUU.

2. Yka3aHus 1o NMPOBCACHNIO IPAKTUICCKHUX 3aHATHH

IIpakTnueckoe 3ansarue 1-4.
Bua npakTUyecKoro 3aHiATHS . HO020M068KA 00K1a0a.
OOpazoBaTeNbHbBIE TEXHOJIOTUU: 2PYRNOGAA OUCKYCCUA.
Tema u conepkaHue MPAKTUUYECKOTO 3aHATHS:

Tema: CoBpemeHHbIe 1IPoOIeMbl MHPOPMALIMOHHOM 0€301IaCHOCTH
Bun npaktuueckoro 3aHATUA: cMeUwantas hopma npaKmuiecko2o 3aHsamusl.
Tema u conepkaHue NPAKTUYECKOTO 3aAHITHS:
Llenv pabomwr: O3HAKOMJIEHHE CTYAEHTOB C COBPEMEHHBIMH IpoOIeMaMu
nH(OPMAITMOHHON 0€30TTaCHOCTH.
OcHogHble nonodiCeHUs meMbl 3aHAMUSL
1. WcTtopuyeckuii aCIeKT pa3BUTHS U CTAHOBJICHUE O0CCIICUCHHS
MH(OPMAIIMOHHON 6€30MacHOCTH B MUPE.
2. Pa3BuTHe u cTaHOBICHHUE oOecTieueHUs] H(POPMaIIMOHHON
oe3omacHoctu B Poccun.
Bonpocwl 0ns 0b6cyscoenust:

=

IIpenmer u 3agaum Kypca.

3HayeHue U MECTO B MOATOTOBKE CTYAEHTOB.

3. XapakTepucTuka CyHIECTBYIOIIMX Tpo0ieM 1o  uH(OpMalMOHHOU
0€30MaCHOCTH.

4. AHanM3  WCTOPUYECKOTO  pPa3BUTHS  NOAXOAOB K  0OECIIEUEHHIO
uH(GOPMAITMOHHOM 0€30MacCHOCTH B MUPE.

5. AHanu3  UCTOPUYECKOTO  pa3BUTHS  TOAXOAOB K  0OECIEUEHHIO

N
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uHpopMamonHoil 6ezonacHoctu B Poccuiickoit denepanumn.
6. CoBpeMeHHasi IMOCTAaHOBKA 3aJauyd IO OOCCICUEHUIO HHOOPMAIMOHHON
0E30IIaCHOCTH.
[TponomkuTenbHOCTD 3aHATHS: 4/4 4.
IIpakTuyeckoe 3ansitue S-7.
Bu mpakTH4uecKoro 3aHsITHS . HOO20MOB8KaA 00K1aoa.
OO6pazoBaTelibHbIC TEXHOJIOTUH: 2PYHHOBAA OUCKYCCUSL.
TeMa u coaepkaHue MPAKTUIECKOTO 3aHATHSL:

Tema: Cy:x6a ungopMaunoHHON 0€30MaCHOCTH OPraHU3aLMId.

Bux npakTrueckoro 3aHATHS: CMEUAHHAS hopMa NPAKmMu4ecko2o 3aHamusl.

Tema u comepkaHue MPAKTHIESCKOTO 3aHSITHS:

Llenv pabomui: TlonydyuTh TEOPUTUYECKUE OCHOBBI, 3aJla4d W TPUHIIUIIBI
OpraHu3aIuy Cyk0bl HGOPMAITMOHHON 0€30MaCHOCTH.

OcHOBHble NONONHCEHUS MeMbL 3AHAMUSL:

1. Mexanu3mbl UHPOPMAITMOHHON OE30MTACHOCTH.

2. Cosznanue ciyx0bl HH()OPMAIMOHHON OE301TaCHOCTH.

Bonpocwi ons o6cysicoenus:
O61uue nousTust tHGOPMAITMOHHON O€30ITACHOCTH.
Onpenenenue u 1eau nHPOPMaIMOHHON O€30MTaCHOCTH.
Tunosasg MoIelL HalTaIeHUS.
NuBenTapuzanus u kinaccuduranus HHGOPMAIMOHHBIX CUCTEM.
Monenb HHPOPMAIIMOHHBIX TOTOKOB.
JlokanbHbIC U yOaNEHHBIC aTaKH.
ATaky Ha IIOTOK JAaHHBIX.
[IponomxuTenbHOCTD 3aHATHS: 3/3 u.

NoakrowdE

IIpakTnueckoe 3ansaTue 8-11
By npakTUyecKoro 3aHsITHS: HOO20H08KA 00K1a0a.
OO0pazoBaTeIbHBIC TEXHOJIOTUU: 2PYRHOGAS OUCKYCCUSL.
TeMa u conepkaHue MPAKTUUYECKOTO 3aHATHUSL:

Tema: ATeKBaTHOCTH MEXaHM3MOB 3aIUThI.

Bu npakTHUECKOTO 3aHITUS: CMEUWAHHAS (hopMA NPAKMULECKO20 3AHAMUSL.

Tema u comeprkaHne MPAKTHUECKOTO 3aHITHS

Lenv pabomor: [omydnTh NMPAKTHYECKUE HABBIKA aHAIN3A U WCTIOJIL30BAHHUS
MEXaHHU3MOB 3aIlHTHI.

OcHo8HbLe NONOHCEHUS MEeMbL 3AHAMUSL:
1. VupaBieHHE U METOIUKH OICHKH PHCKOB.
2. O0GoCHOBaHUE TEIECO00PA3HBIX MEXaHU3MOB 3AIIUTHI.

Bonpocwt ons oocyscoenusi:
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VYrpasieHne puckamu.

MeTtouKka OIlEeHKH PUCKOB.

Mojenu kauecTBEHHON OIIEHKH PUCKOB.

Mogenmn KoJIM4eCcTBEHHOM OLIEHKH PUCKOB.

Mopaenb 06001EHHOTO cTOMMOCTHOTO pe3ynbTaTta Muopsl (GCC).
BBICOKO BEpOATHBIEC aTaKH.

[TponomxkuTenbHOCTD 3aHATH: 3/3 d.

IIpakTHyeckoe 3ansaTue 12

Tema: OcHOBHbBIE NPUYMHBI M NpUHIKMNBI co3aanus [TUB.

abhwpnE

o

7.

Bun npakTuueckoro 3aHATUS: CMeuwanHas popma npaKmuyecko2o 3aHAmusl.
Tema u conepkaHue MPAKTUIECKOTO 3aHATHS:
Llenv pabomoer: 1loyduTh MPAKTUYECKHE HABBIKM BBIOOpA U peaiu3alluu
BbIPAOOTKHY MOJIMTUKH HUH(POPMALIMOHHOM 0€30M1aCHOCTH.
OcHo6Hble NON0JNCEHUS MeMbl 3AHANUA
1. OcHoBHble npuuuHbl coznanus [1UB.
2. OcuoBnble npuHLUIel cozaanus [TUB.

Bonpocs! 115 o6cyxieHust:
AHanu3 0TEeUeCTBEHHOTO PHIHKA CPEJICTB 3aIIUTHI HH(GOPMAIIUU.
Tpynnoctu BHeapenus [1IUb.
3auHTEpPECOBAHHOCTh B MOJIUTHUKAX OE30MAaCHOCTH.
CocraB rpyrmrbl o pa3padoTKe MOJIUTHK O€30MaCHOCTH.
Tenmenuuu pa3BUTHA CTAaHAAPTOB H  TOJUTUK  HMH(POPMAITMOHHOU
0€30MacHOCTH.
OOmast  MeTomoNorusi  OLEHKM  0e30MacHOCTH  MH(POPMALMOHHBIX
TE€XHOJIOTH.
Peanuzanus nonuTuku HHPOPMAITMOHHONW O€30aCHOCTH.

[TponomKuTeIbHOCTD 3aHATHS: 6/2 U.

3. Yka3aHus 10 NPOBEICHUIO CAMOCTOATEIbHOI padoThl CTYICHTOB

HaunmenoBanue 0Jio0ka

i (pa3nena) Buasr CPC
JTACIUILTNHBI
1. | Tema 10.  Crannpaptel ¥ | J[T0020mo6Ka 00K1A008 NO MeMam:

cnenuuKanuy B 001aCTH ||
uHpOPMATHOHHOT )
0e30MacHOCTH B

[Tonxoap! 3apyOeKHBIX KOMITAHUM K pa3padoTKe
NOJIMTUK UHPOPMAITMOHHOM 0€30MaCHOCTH.

pa3paGoTKH NOJHTHKH 2. Ilpumepsl nonuTHK MHGHOPMALIMOHHOMN
HH(pOPMaNHOHHOH 0€30IaCHOCTH 3apy0eKHBIX KOMITAHHIA.
0e3omacHOCTH
3. Ilpakruka komnanuu IBM B o61acT 3aluThl
uH(pOpMaIuu.

4. CtpyKTypa JOKYMEHTOB 0€30MacHOCTH
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5. CTpyKkTypa MOJIUTUKU O€30MaCHOCTH.

Tema 11 Hpouece | J[Tpozomoska 00K1a006 no memam:
ﬂig’::;;‘:;o“ﬂ;;mm““ 1. TlpuMep MONUTHKU GE30MACHOCTH.
6€301ACHOCTIL 2. OmnwmcaHue MOJUTHKU O€30MAaCHOCTH.
3. Tlopsmok pa3pabOTKH CETEBOM MOTUTHKU
0€30MacHOCTH.
4. TlpoBeneHue aHanu3a pUCKOB
MH(}OpPMAIIMOHHON 0€30MaCHOCTH.
5. Ompexenenre cocTaBa U CTPYKTYPbI TPYIIIbI
ceTeBoil 0€30MacHOCTH.
6. IlpemynpexmeHue HapyIIeHUN TTOTUTHKH
0€30MacHOCTH KOMIIaHUH.
Tema 12.  Poccuiickasi | ITod2omoexka 00K1a006 no memam:
;r;i':lﬂ)z:a Pa3padoTKH | 1 [Thaxryka kommnanuu Cisco Systems B
HH(OPMAIHOHHO pa3paboTKe CeTeBOM MOJIUTUKHN OE30MMaCHOCTH.
6e30MaCHOCTH 2. Tlomxon xommanuu Cisco Systems.
3. Tlomxox xkommanuu Sun Microsystems.
4. Tlpumep ocoOeHHOCTEN NOIX0/1a K IOCTPOEHUIO
cucTeMbl Oe30macHoCTH B komnanuu IBM
Tema 13. Jdyummme | JTpozomoexka 00Kk1adoe no memam:
gs:;‘;;‘a';“ym c"m?:(';’l‘d | 1. Tlpaxruka KOMITaHHH Microsoft B obnactu
HHbOPMATHOHHO MH(}OPMAIIMOHHON 0€30MacHOCTH
0e30macHOCTH 2. Ilpumep MOAUTHKY CETEBOM OE30MACHOCTH.

3apy0eKHBIX KOMNAHUIi

3. Tloaxon kommanuu Symantec. Onucanue
MIOJIMTUKHU O€30MMaCHOCTH.

4. Tlomxoxn SANS. Onucanue HOIUTUKA
oe3onacHocTH. [Ipumep MoOTUTHUKHM ayuTa
0E€301acCHOCTH.

4. YkazaHus N0 NPOBEIeHUI0 KOHTPOJIBbHBIX padoT
4.1.TpeGoBaHme K CTPYKTYype
CTpykTypa KOHTPOJBHOM pabOThl [OJKHA CHOCOOCTBOBATH PACKPBHITHIO
UMETh THUTYJbHBIA JIMCT, COJAEp)KaHWUE, BBEJICHHWE, OCHOBHYIO YacCThb,

3aKJIIOUEHUE, CIIUCOK JINTEPATYPBHI.

4.2. TpeGoBaHus K cOePKAHUIO (OCHOBHOI YaCTH)

1. Bo BBCACHHNU 00OCHOBEIBACTCS AKTYAJIbHOCTb TCMbI, OIIPCACIIACTCS L CIIb

pa60TBI, 3aJa4u 1 MCTOAbI HCCIICAOBAaHMI.

2. Ilpu ompeneneHuu menel u 3a1a4 UCCIEIOBAHUS HEOOXOMMO MPABUIIEHO

ux (opmynupoBaTh. Tak, B KauecTBe LEIU HE CIEAyeT YNOTPeOsATh Taroi
«cnenathby. [IpaBunbHO OyAET UCTIOIB30BATH TJIAr0JIbl «PACKPBITH, KOMPEACIUTDY,
«YCTaHOBUTBY, IIOKA3aTh», «BBISIBUTH» U T.]I.
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3. OcHOBHas 4yacTh padOThI BKJIKOYAET 2-4 BOMpOCa, KKl U3 KOTOPHIX
HOCBSIAETCS PELICHUIO 33/1a4, CPOPMUPOBAHHBIX BO BBEJICHUU, U 3aKAHUMBAETCS
KOHCTaTalluel UTOTOB.

4. IlpuBercTByeTcs WJUIIOCTpAlUsl COAEpXKaHUS paboTel  Tabauuamu,
rpauyecKuM MaTepuanoM (pUCyHKaMH, CXeMaMH U T.I1.).

5. Heobxoaumo aaBaTh CCHUIKM Ha UCIOJIB3YEMYIO JIUTEPATYPY.

6. 3axitoueHue JOJIKHO COAEpPKaTh CIACIAHHBIE aBTOPOM pabOThl BBIBOJBI,
UTOTY UCCIIEIOBAHMS.

7. Bcien 3a 3aKJIFOYEHUEM UIET CIIHUCOK JUTEPATYPBI, KOTOPBI JOJIKEH ObITh
cocTaBlieH UM O(OpMJIEH C yCTaHOBJIEHHBbIMU TpeOoBaHusMH. Eciu B pabote
UMEIOTCS TIPUIIOKEHUS, OHU O(OPMIISIOTCS Ha OTAEIBHBIX JINCTAX, U IOJKHBI OBITh
COOTBETCTBEHHO MTPOHYMEPOBAHBI.

4.3. Tpe6oBanus Kk 0(popMJIEHUIO
O6bem koHTpoJIbHOM padboThl — 10-15 crpanun popmara A 4, HarreyaTaHHOTO
¢ oiHO# cTopoHbl TekcTa (1,5 uarepBan, mpudt Times New Roman).

4.4. IlpumMepHasi TEMATHKA KOHTPOJbHBIX padoT:

1. Merononornyeckue OCHOBBI ~ Pa3pabOTKM  TOJNUTHKH  HMH(POPMAIOHHOM
0€30MacHOCTH.

2. TeopeTHKO-TIPHKIIAJHBIE OCHOBBI Pa3pabOTKHW TOJIHTHKH HH(POPMAIMOHHOM
0€30MacHOCTH.

3. OcHOBHBIE IPUHIIMIIBI KpUNITOTpApUu.

4., 3agauM W TPUHLIMIBI  OpPraHM3alMd  CIOYyKObl  WH(OPMAIMOHHOMN
0€30MacHOCTH.

5. Metononorus paboThl ¢ aBApUHHBIM TLTIAHOM.
[IpoBenenue paccieaoBaHUM.
PearupoBanue Ha HapyiieHre HHPOPMAITMOHHON OE30TaCHOCTH.
TecTupoBaHue MpoOEAYp U MEXaHU3MOB O€30MTaCHOCTH.
. Kapra unpopmaninoHHoi cucTemsl.

10. O0mast  METOJMOJIOTHsI  OIIEHKM  O€30MacHOCTH  WH()OPMAIMOHHBIX
TEXHOJIOTH.

11. Peanu3zanus MOJUTUKH UHOOPMAITMOHHON 6€30TTaCHOCTH.

12. O6mue KpUTEpHUH OLICHKH 0€30MaCHOCTU UH(POPMAITMOHHBIX TEXHOJOTHIA

13. ®yHKUMOHANBHBIE TPeOOBaHUS OE30MACHOCTH.

14. TpeboBanus g0BepHs 0€30MACHOCTH.

15. Tlpodwunu 3amuTel, pazpaboTaHHbIe HA OCHOBE «OOLINX KPUTEPUEBY.

16. IlpakTrueckoe NpPUMEHEHHUE MEXIYHAPOJHOTO CTaHIapTa 0e30macHOCTH
uHpopmarmoHHbIX cucteM [SO 17799.

17. OcHoBHBIE TPeOOBaHUS K MOJTUTHKE HHPOPMAITMOHHOM 0€30MacHOCTH.

18. YpoBeHb cpeAcTB OE30MaCHOCTH.

19. IIpomecc pa3paOOTKH MOMUTUKY HHPOPMAIIMOHHON O€301acHOCTH.

20. CuctemMbl OLEHKM TEKylIell cHUTyalluu B 00JacTd WHGOPMALMOHHOM
0€30MMacCHOCTH Ha NMPEATNPUATHH.

© oo~

5. IlepeyeHb OCHOBHOI U 10NOJIHUTEJIbHON yU4eOHOM JINTEpPaTyphbl,
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HCOﬁXOIlI/IMOﬁ AJIFd OCBOCHUSA JUCIHUIIIINHBI

OcHoBHas IuTEpaTypa:
1.bapnakos, C. A. Mozenu 1 METO/ibl B yNPABIEHUU U YKOHOMUKE C TPUMEHEHUEM
nH(OPMAIMOHHBIX TeXHOJorui : yueOHoe mocobue / C. A. bapnakos, C. W.
Moucees, B. JI. [lopsinuna. — Cankr-IlerepOypr : Uatepmenus, 2016. — 264 c. —
ISBN 978-5-4383-0135-6. — TekcT : anexkTpoHHbI // JlaHb : 3JIEKTPOHHO-
omOimoreunas cucrema. — URL: https://e.lanbook.com/book/103198 (mata
obpamenwns: 28.11.2022). — Pexxum mocTyma: 115l aBTOPHU3. MOIH30BaTEIICH.
2.I'pumaeBa, C. A. MHbOopMamonHas 0e30IaCHOCTh B CHCTEMaX MEHEIKMEHTA
KadecTBa : yueoHoe nocodbue / C. A. I'pumaeBa. — Mocksa : MAU, 2021. — 63 c.
— ISBN 978-5-4316-0804-9. — TekcT : »neKTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubmmoreunass cucrema. — URL: https://e.lanbook.com/book/256274 (nata
oOpamenus: 28.11.2022). — Pexxum noctyma: Juist aBTOPU3. MOJIb30BATENCH.
3.Uepemyxuna, FO. FO. CucteMbl MeHEKMEHTa KadecTBa : yueOHoe nocodue / 1O.
0. Yepemyxuna. — MockBa : PTY MHUPDIA, 2019. — 95 c.— Tekcr:
ANEKTPOHHBIN //  Jlanp : onekTpoHHO-OMOMMoTeyHass cucrema. — URL:
https://e.lanbook.com/book/171525 (nara obOpamenuns: 28.11.2022). — Pexum
JIOCTYyTIA: JJIsl aBTOPU3. MOJIb30BaTENEH.
4 Kupeea, H. B. Ayaut undbopmanroHHON O€30MaCHOCTH : METOJUYECKHE
ykazanus / H. B. Kupeesa, U. C. Ilo3gnsik, O. A. Kapaynosa. — Camapa : [II'YTU,
2019. — 21 c.— Texkcr : anektpoHHbi // JlaHb : 37ME€KTPOHHO-OMOIMOTEUHAs
cucrema. — URL: https://e.lanbook.com/book/223223 (mata oOpareHus:
28.11.2022). — Pexwum ocTyna: Ijis aBTOPHU3. TOJIb30BaTEIICH.

JlomotHUTEILHASA JIMTEpaTypa:
5.IMo3ansik, M. C. DkcniepTHBIE CUCTEMBI OLICHKU MHGOPMAIMOHHON 0€301MacHOCTH
: meronuueckue ykazanusi / . C. Ilo3gusik, H. B. Kupeera, O. A. KapaynoBa. —
Camapa : I[II'VTH, 2019. — 23 c. — Tekcr : 251eKTpoHHBIN // JIaHb : 3JIEKTPOHHO-
oubnuoteunass cucrema. — URL: https://e.lanbook.com/book/223304 (mara
obOpamenus: 28.11.2022). — Pexxum moctyma: Juisi aBTOPHU3. MOJIb30BATEEH.

7. IllepeyeHnn pecypcoB HHGPOPMANUOHHO-TEJICKOMMYHUKANUOHHOM CeTH
«AHTEpHET», HEOOXOAMMBIX /IJI51 OCBOEHMSI AU CIIUTIIUHBI

HNuTepHeT-pecypcenl:

2. www.fstec.ru — Odunmansusiii caiit ®CTIOK Poccun.

3. www.securityforum.org - (Jydimne NpakTUKH, UCCIACTOBAHUS, OTUETHI,
METOJIOJIOTHH ).

8. Ilepeyens HH(pOPMALHOHHBIX TEXHOJIOIHH, HCIOJIb3YEMBbIX NPH
OCYLIECTBJICHMH 00Pa30BaTeIbHOIO NMPOLecca Mo JUCHUILIMHE (MOAYJII0)
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http://www.fstec.ru/
http://www.securityforum.org/

Ilepeuenb nporpammuoro odecneuenusi: MSOffice, PowerPoint.

NudopmanmoHnbie cCipaBoYHbIe CUCTEMBI:

1. DnexTpoHHBIE peCypChl 00pa30BaTeIbHOM Cpellbl YHUBEPCUTETA

2. YueOHBII MOPTaJ C AIEKTPOHHO-METOINICCKUMH KOMILIEKCAaMHU
(do.kimes).

3. YuuBepcanmpHas oubnmmoteka oryaia (Www.biblioclub.ru).

4. Polpred.com www.polpred.com.

5. Eamnoe okHO goctyma (WwWw.window.edu.ru)

Pecypcbl mnHGPOPMAIMOHHO-00pa30BaTeIbHOM Cpebl YHUBEPCUTETA!
Pabouas mporpamMma u Metogudeckoe odecriedyeHue mo kypey «Pazpaborka
MOJIMTUKY UH(POPMAIIMOHHOM 0€301MaCHOCTH B UHTEPHET-CUCTEMAX)
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http://www.window.edu.ru/
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