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PaGoyast mporpamma siBJII€TCS COCTAaBHOH YacTbIO OCHOBHOH MpodecCHOHANb-
HOMH 00pa3oBaTe]bHON MpOrpaMMbl B IPOXOIUT PElleH3HPOBAaHHE CO CTOPOHBI paboTo-
naTened B cocTaBe OCHOBHOM IpodeccHoHanbHOM 00pasoBaTelbHON nporpaMMel. Pa-
Oodas mporpamMma aKTyaTH3HupPYeTCs U KOPPEKTHPYeTCs eXXeroiHo.

Agptop: Prrkxenxo C.B. Pabogasi nporpaMma JHCIHILIMHBL: «3amuTa KoHpH-
AeHUHAJILHOH uHopMamuHu oT HecaHKIHOHHpoBaHHOro octyna (000 «IIBH»)». —
Kopoaes MO: «TexHonornueckuii ynnepcure, 2023,

Penenzent: Coasnoii B.H.

Pabouas nmporpamMma cocTaBiieHa B COOTBETCTBHH ¢ TpeOoBaHUAMH (eepanbHo-
ro TrocyJapCTBEHHOro o0pa3oBaTesibHOTO CTaHJapTa BBICHIEr0 00pa3oBaHHS IIO
HaIlpaBJIeHHIO IoAroroBkH OakanmaspoB 10.03.01 «Mudopmaimonnas 6e30macHOCTEY

1 YueOHOro Iiiana, yTBepXIeHHOTo Y4eHbIM coBeToM YHuBepcurtera. [Iporokona Ne 9
ot 11.04.2023 roxa.

Pabouasi nporpamMma paccMOTpeHa H oJo0peHa Ha 3aceJaHHH Kadeapbl:
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Pabouas nporpaMmma corjiacopana:

PykoBoaurens OIIOITI BO Cyxorepun A.M.

Pabouasi nporpamMma pexoMeHA0BaHa Ha 3acefannn YMC:

Ton yrBepsknenus (nepe- 2023 2024 2025 2026
YTBEPHKACHHS)
Howmep u nara npoTokona 3a- /4 » o
cenarms YMC r &% 2022




1. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH MO0 AMCHMILINHE,
COOTHECEHHBIX € INIAHUPYEMBIMH pe3yiabTaraMu ocBoenust OIIOII

Henasimu u3yyeHus TUCUUTIINHBI SBIISICTCS:
1. dbopMHpoOBaHUE Y CTYACHTOB CIEIUAIU3UPOBAHHON 0a3bl 3HAHUI MO OC-

HOBHBIM IOHATHUSAM B 00JIACTH CHUCTEMHBIX M MPUKIIAIHBIX BOIIPOCOB 3alUTHl UHPOP-
maruu oT HC/I;

2.  YCOBEpILIEHCTBOBaTh HABBIKM MO OCHOBAM MPAKTUYECKOTO OOOCHOBAHUS
TpeOOBaHUIl K cucTeMe 3amuThl KoHbuAeHnansHoi nHpopmaruu ot HCJI, uro mos-
BOJIUT CTY/IEHTY OPUEHTUPOBATHCS HA PBIHKE CPEICTB MH(POPMALIMOHHON 3aIUTHI IIPU
BbIOOPE ONTHUMAJIBHOTO PEIICHHUS.

B nporiecce 00yueHus CTyA€HT MPUOOPETAET U COBEPIICHCTBYET CIEAYIOIIHE KOM-
METEHIINU:

[1IK-2. CnocoOHOCTh MPUHUMATh YYacTHE B MPOBEIECHUU SKCIIEPUMEHTAIbHBIX
MCCJIEI0BAHUI CHUCTEMBI 3aIIUThl HHPOpMaLUU

ITK-3. CiocoGHOCTh OCYIIECTBIISITh YIIPaBICHHUE C pa3padOTKON OpraHu3aIuoH-
HO-PACHIOPAIUTENBHBIX JTOKYMEHTOB M PEaIu3alii0 OpraHu3aluoOHHBIX Mep 1o 31 B

AC

OCHOBHBIMH 3agavyaMM JUCIHHUIIIIMHBI ABJIAIOTCA:

1. HAay4YUTh CTYAEHTOB CAMOCTOSTENIBHO pEIIaTh MOCTABJICHHBIE 33Ja4d B
00JIaCTH CUCTEMHBIX M MPUKIATHBIX BOMPOCcOoB 3amuThl nHGopmaruu oT HCJl Ha oc-
HOBE JEHCTBYIOUIETO POCCHICKOTO 3aKOHOJATEIhCTBA C IOMOULIBIO COBPEMEHHBIX
MPUHIIUIIOB, METO/IOB, CHJI M CPEJICTB B PA3JIMUHBIX OPTaHU3ALUOHHBIX CTPYKTYpaXx, MO
0a30BbIM HaIPaBJICHUSIM 3alTUThHI TOCYIAPCTBEHHON TaliHbl U KOH(PUIESHIIUATIBHOU UH-
dbopmanuu;

2. (dopmHpoBaHre y 00y4YarOIIMUXCA MPABOBOM CUCTEMBI 3HAHHMM, YMEHUI U
HaBBIKOB 110 3aimuTe uapopmaiuu ot HCJI;

3. obecrieueHU0 WH(POPMAIIMOHHOW O€30MaCHOCTH TpaKJaaH, OOIIECTBa W
rocyapcTBa, B YaCTHOCTU PACKPBITHE OOLIUX MOJOKEHHUM MO 3aIlUTe HHPOPMAIIUUA OT
HCJ;

4, HAay4YUTh CTYAEHTOB CAMOCTOSITEJIbHO pEIIATh MOCTABJICHHbIC 3aJayd B
00J1aCTH 3aIUIIEHHOCTH KOHMUICHIIMATBHOM HWH(POPMAIIUU C IPUMEHEHUEM CHCTEM
U cpeAcTB 3amuThl nHpopmaruu ot HCJI;

S. 03HAKOMUTH CTYJACHTOB C MEPCIEKTUBHBIMU TEXHOJOTHSIMU U METOJAMU
3amuThl nHGopmarmu ot HCJL;

6. U3YYUTh COBPEMEHHbIE METOJIUKU MPUMEHEHUS U UCIOJIb30BaHUSI BCTPO-
€HHBIX MeXaHU3MOB 3amuThl nHPopmaru ot HC/J;

1. HAy4YUTh CTYJEHTOB, MOPSAJIKY TPUMEHEHHS TEXHUUYECKUX CPEACTB 3alllU-
Tbl uHpopmanuu ot HC/I.



[Toka3arenb OCBOCHUSI KOMIIETEHIIUN OTPaXXalOT CIEIYIOIINE UHIUKATOPHI:
Heo0xoaumble 3HAHNS:
- PYKOBOJSIIME U METOJAMYECKHE JOKYMEHTBI MPUHIIMUIIBI OPTaHU3ALMU 10 MPOBE-
JIEHUIO YKCTIEPUMEHTATBLHOM AesTeTbHOCTH B 00nactu 3U;
- OCHOBHbIE HOPMATHBHO-TIPABOBBIE aKThl, METOJbI YIPABICHUS ACATEIbHOCTHIO,
yrpo3bl b u HapymuTenu cuctem 0€301macHOCTH HHGOPMAIIHH;
TpynoBbie geiicTBUsA:
- pa3pabarbIBaTh MOJICNIU, MPOEKTHI U MPEJIOKEHUS B XOJI€ MPOBEIACHUS dKCIIEPU-
MEHTOB JIESITEJIbHOCTH IO COBEPIIEHCTBOBAHUIO CUCTEMBI 3U;
- aHAJIM3UPOBATH BO3JCHCTBUE Ha 3allMIAEMYI0 CUCTeMY HH(OpMaIuu, OleHU-
BaTh MOCJEICTBUS U BhIpA0AThIBATh MPE/JIOKEHUS 10 €€ COBEPUICHCTBOBAHMIO;
Heo0xoaumblie yMeHuUs:
BrBISIBISATE 1 OllEHUBATh UCTOYHUKH U TIocsieicTBUs nHmaeHToB b (3N);
- IPUMEHSTH JACHCTBYIOLIYI0 HOPMATHUBHYIO 0a3y BBIOMpATh I€1ecO000pa3HbIe MOo-
TpeOHBIC CPEACTBA U OMPEIETATh CTPYKTYPY CUCTEMBI 3V B X0/1€ TPOBENCHHMS DKC-
MIEPUMEHTOB;
- OIICHUBATh MH(POPMAIIMOHHBIE PUCKH pa3padaThIBaTh MPEIJIONKEHHUS 1O COBEpP-
meHcTBoBaHuto CY (MB) u npuMeHsTh cpeacTBa KOHTpoJis dddextuBHocTr 31,

2. Mecto nucuuminubl B crpykrype OIIOI

JNucuuminHa «3murta KoHpuaeHumansHo wuHbpopmanuu ot HCJ[ (OO0
«IBW»)» OTHOCUTCS K IUCLUMILUIMHAM 1O BBIOOPY BapUMATMBHOM YaCTH OCHOBHOW MpO-
dbeccroHAIbHOM 00pa30BaTEIbHON MPOrpaMMbl MOATOTOBKH OakallaBpOB IO HaIlpaB-
nenuto 10.03.01 «MupopmanionHas 6€301aCHOCTD.

HucruminHa peanusyetcs kKadeapoit nHhOpMaIMOHHON 0€30MaCHOCTH.

W3yyenne naHHOW AMCIMIUIMHBI 0a3UpyeTCs HAa paHEe M3YUYEHHBIX AUCIUILIH-
Hax: «OcHoBbl MH(pOpMaIMoHHOM Oe3omacHocTy, «MHpopmaTukay, «OCHOBBI mpa-
Ba», «OCHOBBI yMpaBICHUYECKON HesTeapHoCcTH» U Kommerennusx: OIIK-1,6,7,8,9,13;
YK-5,6,9.

3HaHUsl U KOMIIETEHIIUH, TTOJTyYEHHBIE TTPU OCBOCHUU JUCITUILTUHBI, SBIISIFOTCS Oa-
30BBIMH JUTS M3YUEHHSI MTOCTCTYIONMX AUCHUIUIHH: «OpraHu3anus 3aluThl IepCoOHab-
HBIX TAaHHBIX Ha TpeAnpuiTHm», «IIpaBoBas oxpaHa pe3yJbTaTOB HHTEIIICKTYaIbHOM Jie-
ATeNbHOCTHY, «Opranuzaiusi CUCTeMbl oOecredeHus] MH()OPMAIIMOHHOW 0€30MacHOCTU
(cmyx0a UB)», «JlunensupoBanue u ceprudukanusi B 001aCTH 3alUThl HHDOpMALUN,
MIPOXOXKJICHUS TIPAKTUKH, TOCYIaPCTBEHHOW WTOTOBOW ATTECTAIIMA W BBIMIOJTHEHUS BbI-
MYCKHOM KBaJIM()MKALMOHHON paboThl OakaaBpa.



3. O0beM IMCUMIIMHBI (MOAYJIA) U BU/bI y4eOHOH padoThI
OOm1as Tpy10eMKOCTh TUCIIMIUTUHBI JJIs1 CTYJICHTOB OYHOM (POPMBI COCTABIISIET 3
3a4eTHBIX enuHUIlBl, 108 9acoB, It CTYZICHTOB OYHO-3a09HOUN (POPMBI COCTABIISET 3

3a4eTHRIX eaUHMITI, 108 gacos.

Taoannmal
Buab1 3ansTuii Bcero Cemectp | Cemectp | CemecTp | Cemectp
4acoB 5 7
OO0mas Tpy10eMKOCTh 108 108 108

OYHASA ®OPMA OBYYEHMUA

AyIUTOpPHBbIE 3aHATHS 28 28
Jlexuunu (JI) 12 12
ITpaktuyeckue 3ansatus (I13) 8 8
JlaGopaTopHbie paboTsI (JIP) 8 8
CamocTosiTe1bHas1 padoTa 80 80
Jlpyrue Buibl KOHTAKTHOH pado- 10 10
ThI
IIpakTHYecKkasi MOAT0OTOBKA 8 8
KypcoBbie pa6oThl (IPoEeKTHI) - -
PacueTrHo-rpadpuueckue padoTsl - -
KonTpoabHnasi pabora, + +
JAOMallIHee 3a/IaH1e
Texymmii KOHTPOJIb 3HAHUH T1; T2 T1; T2
(7 - 8, 15 - 16 nenenn)
Buja uTOroBOro KOHTpOJIst 3ader ¢ | 3aderc
OLICHKOH | OLICHKOM
OYHO-3AOYHASA ®OPMA OBYYEHUA
AyIMTOPHBbIE 3aHATHS 48 48
Jlextum (JI) 16 16
[Tpaktryeckue 3ansatus (I13) 16 16
JIaGopartopusbie pabotsl (JIP) 16 16
CamocroniTejibHasi paboTa 50 50
Jlpyrue Bubl KOHTAKTHOH pado- 10 10
ThI
IIpakTuyeckasi HOArOTOBKA - -
Kypcosbie padoThI (IPOEKTHI) - -
Pacuyerno-rpadguyeckue padoTsl - -
KonTtpoabsnas pabdora, + +
JAOMallIHee 3a/IaH1e
Buja nToroBoro KOHTpoOJst 3auer ¢ 3auer ¢
OLICHKOM OLICHKOM

1100 Opyeumu euoamu KOHMAKMHOU padbOmMbl NOHUMAEMCsL: 2PYNNOGble U UHOUBUOYANbHbIE KOHC)lb-
mayuu, mecmuposanue




4.

Conep:kanue TMCUUININHBI

4.1. TeMbl TUCHMILJIMHBI U BUABI 3AHATHI

Taoauna 2
HaumeHoBaHue Jlek- | Ilpaktuue- | JlaGopa- 3ansitusa | MNpaKTtu- Kon
TeM HHH, CKHe 3aH- TOPHbIE B HHTEP- | yeckKas KOMIIe-
gac. THS, 3aHATHS, | AKTHBHOH | nopro- TeHIHH
Ounoe/ yac. yac. dopme, TOBKa,
3a04- Oumnoe / Ounoe / yac. yac
Hoe(04 3a04- 3a04- Oumnoe /

HO- HOe(0YHO- | Hoe(04HO- 3a204-

3a04- 3a04HAas) 3a04YHasi | HOe(O4YHO-

Has) 3a04Hast)
Tema 1: Texno- 313 1/3 1/3 2/uer 2/net MK-2
JIOTHSI KOHTPOJIsi
CAHKIIMOHUPO-
BAHHBIX COObI-
Trii. [lapoabHas
ayTeHTH(UKAINS
Tema 2: MeToasl 3/3 2/3 2/3 2/uer 2/Het MK-2
OHoOMeTpHYecKoil
HIeHTUPUKaAMHU
u aHaJam3 d3pPek-
THUBHOCTHU UX HC-
M0J1b30BaHUSA
AJIS1 OTpaHuyYe-
HUS J0CTYyma.
AyTeHTH(puKa-
HHsl C IOMOIIbIO
OMOMeTPHYECKHUX
XapaKTePUCTUK
Tema 3: Ayren- 3/3 2/3 2/3 2/uer 2/nert MK-2
THPUKALMA C T0-
MOIIbLIO OTHOPA-
30BbIX NIAPOJICH
Tema 2/3 2/3 2/3 2/uer 1/wer MK-3
4:Kpunrtorpadus
€ OTKPBITHIM
KJII04Y0M
Tema 1/4 1/4 1/4 2/uer 1/Het MK-3
S:IIpoToxkonbl
ayTeHTHPUKAIUMN
B JIOKAJILHOM ce-
™

12/16 8/16 8/16 10/uer 8/Het
Hroro:




4.2. Copep:xkaHue TeM JUCHUTLTUHBI

Paznen 1. OGecnieuenne 6€30MaCHOIO A0MYCKA K HH(POPMALMOHHBIM pecypcam
Tema 1. TexH0JI0THSI KOHTPOJISI CAHKIMOHMPOBAHHBIX coObITHI. IlapoJb-
Hasl ayTeHTUQUKALUA

Bosmoxnoctu C31 HCJI. M3MeHeHHEe YpOBHS 3allMIIEHHOCTA BO BPEMEHHU.
MeToa KOHTPOJIsl CAaHKIIMOHUPOBAHHBIX COOBITUI. TEXHONOIHUsSI KOHTPOJISI CAHKLIMOHU-
pOBaHHBIX COOBITUIH. JIOMOJIHUTENBHBIE BOZMOKHOCTH MeXaHu3Ma. Pacuimpenue BO3-
MO’KHOCTEH, MEXaHW3Ma KOHTPOJIS IIEIOCTHOCTH (PailyIoBBIX 00BEKTOB. JIByXypoBHE-
Basi MOZIEJIb AyAUTA.

OcHoBHbIE NOHATHS U onpezeneHus. Ponb u 3agaun ayreHTugukauuu. Mecto
ayTeHTU(UKALUU B CTPYKTYpPE OCHOBHBIX HallpaBiIeHUH 3aiiuTel uHGopmaruu. dax-
TOpBI ayTeHTU(PHUKAIIMH. AYTCHTU(PHUKAIMS C MOMOIIBIO 3allOMUHAeMoro napois. Me-
TONIbI TapojbHOU ayTeHTH¢uKauuu. [laponmpHbie monuTuku. HemoctaTkum MeTo0B
ayTeHTU(PUKALUU C 3aIIOMUHAEMBIM MTaPOJIEM.

Tema 2. AyrenTudukanus ¢ HOMOIBI0O OMOMETPHYECKUX XAPAKTEPUCTHK
buomerpuyeckue xapaktepucTuku. Kak paboTaroT OMOMETPUYECKUE CUCTEMBI.
Aytentudukanus 1 OMOMETpUUECKOe pacno3HaBaHue. Peanusanus 6uomerpu-

yeckux cucreM. HepoctaTku ayTeHTU(UKALMU C TIOMOIIBIO OMOMETPUYECKUX XapakK-
TEPUCTUK. BO3MOKHBIE aTaKu.

Tema 3. AyrenTndukanus ¢ nOMOIbI0 OAHOPA30BbIX MAPOJIei
AmnmapatHo — nporpammubie OTP - Tokensl. Kak paborator OTP — TokeHsI.
Meronanl ayrenTudukanuu ¢ nomoibio OTP — tokenoB. CpaBHenue meto10B OTP —
ayreHTu(duKanuu. CucteMbl OJHOPA30BBIX Maposiel. Hegoctatku MeTO0B ayTEHTH-
¢ukarmu ¢ nomonibto OTP. Bo3mokHbIe aTaku.

Tema 4. Kpunrorpadgusi ¢ OTKpPbITHIM KJIY0M

OO6mue cBeneHUss 0 Kpuntorpad@uu ¢ OTKPBITBIM KIHOYOM. ABTOpHU3alUsi U
obecrieueHne IPUINYECKON 3HAUNMOCTH 3JIEKTPOHHBIX JOKyMeHTOB. Konpuaenuu-
aJbHOCTh U KOHTPOJIb LETOCTHOCTH NepenaBaeMoil nuHpopmanuu. AyTeHTUUKaLUs
CBS3BIBAIOIINUXCSI CTOPOH. YCTAHOBJIEHHWE AyTEHTUYHOI'O 3allMUIIAEMOI0 COEIHHE-
Hus. Uadpactpykrypa oTkpbiThix kitoueir (PKI). Ayrtentudukanus ¢ moMoIiso
OTKPBITOI'O KJIIOYa Ha OCHOBE cepTu(dukaroB. OpraHuzaius XpaHEHHUs 3aKpbITOTO
Kitoua. VHTeNnneKkTyanbHble yCTPOUCTBA U ayTEHTH(UKAIUSA C TOMOILBIO OTKPBITO-
ro kmwoua. HepoctaTku ayTeHTHPUKAIMU C MOMOIIBIO OTKPBITHIX Kitouen. Bo3-
MOYHBIE aTaKH.

Tema 5. IIpoToxkosbl ayreHTHGUKAIMA B JIOKAJIBHOM CETH
ITporokonsr LAN Manager u NT LAN Manager. ITpotokon Kerberos. IlpoTo-
xon Kerberos + PKINIT.



5. IlepeueHb yueOHO-METOAMYECKOI0 O0eceYeHHs VISl CAMOCTOSITEIbHOM
padoThHI MO0 AUCHHUILJIMHE

((MCTOI[I/I‘ICCKI/IG YKazaHuAa OJId CaMOCTOSITEIbHOM pa6OTI>I O6yanOHIHXCH I10
OCBOCHHIO NUCHHUIIIIMHBID) ITPCACTABJICHLI B HpI/IJ'IO)KGHI/II/I 2.

6. q)OHI[ OLHCHOYHbBLIX CPEACTB 1JIsl MPOBCACHUA HpOMe)I(yTO‘IHOﬁ
aTrecranmmn oﬁyqammuxm o AMCIOMIIJINHE

Crpykrypa ¢GoHAa OIEHOYHBIX CPEACTB, JJIsI MPOBEACHUS MPOMEXKYTOUHOM at-
TeCTaIMU O0YyJaIOIIUXCs M0 JUCIUIIINHE «3anuTa HHOOpMalui OT HeCaHKIIMOHUPO-
BAaHHOTO JOCTYIa» npuBeacHa B [Ipunoxxerun 1.

7. IlepeyeHb OCHOBHOI U JONOJHUTEIbHOH Y4eOHOM JTUTEPATYPBHI,
HE00X0AMMOM 115l 0CBOCHUS AMCUHMILIMHBI

OcHoBHas JauTeparypa:

1. MoaenupoBanue cucTeMsbl 3amuThl nHGopManuu: [Ipaktukym: YdueOHoe 110-
cooue / E.K.bapanora, A.B.ba6am - M.: U1 PUOP: HUL] UH®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Hom. mat. znanium.com). - (Beiciiee oOpazoBanue: bakanasp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread?2.php?book=549914

2. KommiekcHas 3ammuTa nHGOpManud B KOPHOPATUBHBIX CHCTEMax: Y4eOHOE
noco6ue / B.®. lllanerud. - M.: U]l ®OPYM: HULl UHOPA-M, 2013. - 592 c.: un.;
70x100 1/16. - (Beicmiee oOpaszoBanue). (meperuier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonoiHMTEILHAA JIUTEpPaTypa:

1. 3amura uadopmanuu: Yuednoe nocooue / A.Il. Kyxk, E.Il. Kyk, O.M. Jle-
nemkuH, A.W. TumomkuH. - 2-¢ uza. - M.: U1 PUOP: HUL] UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Beiciiee obpazoBanue: bakanaBpuat; Marucrtparypa). (meperier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Ckpuntauk, JI.A. OOmme BOIPOCH TEXHUYSCKOM 3aIuThl HH(pOpMaruu /
J.A. Ckpunnuk. - 2-¢ u3f., uctp. - M. : Haunonanbueiii OTKpBITEI YHUBEPCUTET
«MHTYUT», 2016. - 425 c. : ui. - bubnauorp. B kH. ; To ke [DIeKTpoHHBIN pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=429070

8. Ilepeuennb pecypcoB HH(POPMAITMOHHO-TEJIEKOMMYHUKALIMOHHOM CeTH
«HTEpHET», HEOOXOAMMBIX /1151 OCBOCHMS M CIIUTIIUHbI

HNuTepHeT-pecypesi:
1. http://eup.ru/catalog/all-all.asp — nayuno-oOpa3zoBarenbHBIN TOPTA;

2. http://informika.ru/ — obpa3oBaTeNbHBI TOpTAT,
3. www.wiklsec.ru - DOHnukmonenus WHOOPMANMOHHONW OE30MACHOCTH. —
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http://znanium.com/bookread2.php?book=402686
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[Tybnmukamum, cTaThu;

4. www.biblioclub.ru - YauBepcansaast 6nbnroTeka oHaiiy,

5. www.rucont.ru - 9bC «PykoHT»;

6. http://www.academy.it.ru/ — akagemus AUTH:

7. http://www.minfin.ru - Odunmanbubeiii caiit MuHHcTEepcTBa (DUHAHCOB
Poccuiickon @enepannu;

8. http://lwww.gov.ru/ - OdunuansHblii cepBep OPraHOB TOCYIapPCTBEHHOM
Biactu Poccuiickont denepanmy;

9. http://www.fsb.ru/ - Od¢unuaneaeiii  caiit  DenepanpHori  Ciry)ObI
be3zonacHocTy,

10. http://lwww.fstec.ru/ - Odunmaneabii caiit DenepanbHoit CiyKOBI 110
Texunueckomy DxcrioptHOMy KoHTpoITHO;

11. http://www.minfin.ru - OdunmaneHeni cadT MwuHHCTEpCTBA (HUHAHCOB
Poccuiickon denepanuy;

12. http://www.gov.ru - OdurmansHblii cepBep OPraHOB T'OCYIapCTBEHHOMN
Biactu Poccuiickoit @enepanuy;

13. http://www.fsb.ru/ - Odunmaneueii  caiit  denepanbHoit  CiryKObI
be3onacHocTH,

14. http://www.fstec.ru/ - Od¢unmansueiii caiit denepanbHoit CirykObl 110
TexHuueckoMy DKCIIOPTHOMY KOHTPOJTIO.

9. MeToanueckue yKa3aHus s 00yYAKOLIUXCsl, 10 OCBOECHHUIO UCITUIINHBI

Metoauueckue ykazaHus JJisi 00y4JaronIuxcs, 0 OCBOCHUIO JAUCIUILIMHBI TIPU-
BeJieHbI B [Ipunioxkenun 2 k HacTosIIe padodeit mporpaMme.

10. TIlepeyeHb HUH(POPMAUMOHHBIX TEXHOJOTHi, HCHOJIb3yeMbIX MPH
OCYIIeCTBJIEHMH 00Pa30BaTeJIbLHOIO Mpolecca Mo TUCHUILTHHE

Ilepeuens nporpammuoro odecneuennsi: MSOffice.
NupopmanuoHHbIe CIPABOYHbIC CUCTEMBbI:

1.91eKkTpoHHbIE pecypchl 00pa30BaTebHON Cpeibl Y HUBEPCUTETA.
2.MadopmanmonHo-cipaBounbie cuctemsl (Koncynbrant+; ["apanT).

Pecypchl nHpopMannoHHo-00pa3oBareabHoil cpeast MI'OTY:
Pabouas mporpamMma u MeToAMYECKOE oOecTiedeHUe 10 Kypcy 3amuTa KOH(UICH-
nmansHou nHopmaruu oT HCI[ (OO0 «HOBO», OO0 «11bN»)

11. Onucanue MaTepuaJbHO-TeXHNYECKOH 0a3bl, HEOOXOAUMOI 117
OCylIeCTBJIEHUS 00Pa30BaTEJIbHOI0 MPOLECCA MO ANCIUIJINHE
JIeKIIMOHHBbIE 3aHSITHSA.
— ayJauTOpHsi, OCHAIICHHAs MPE3EHTAlMOHHON TEXHUKOU (MPOEKTOp, IKPaH);
— KOMIUIEKT 3JIEKTPOHHBIX MPE3EHTAINH / CIIali/TOB HA TEMBI:
— IIpakTnyeckue 3aHATUA:


http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/%20–
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/

— KOMIIBIOTEPHBII KJIacC C MPOEKTOPOM JJisi HMHTEPAKTUBHOTO OOY4YeHHS U
npoBefeHUsT Jiekuud B dopMe  clalA-Tpe3eHTauui, 00O0pYyJOBaHHBIN
COBPEMEHHBIMH JIMIIEH3MOHHBIMH IPOrPAMMHO-TEXHUYECKUMH CPEJICTBAMM:
ornepanonHas cucrema He Hike WindowsXP; oducuasie mporpammber MSOffice
7

— pabouee MecTO MNpenojaBaTreisi, OCHAIIEHHOE KOMIIBIOTEPOM C JOCTYIOM B
HNnTeprer;

— paboune MecTa CTYACHTOB, OCHAIIEHHBIE KOMIIbIOTEpaAaMHU C JIOCTYIIOM B
HNuTtepHer.
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IIpunoxenue 1

DoH/1 OLIEHOYHBIX CPEICTB /IJIs MPOBeIeHHusI POMEKYTOUHON aTTecTalNu
o0y4yaromuxcsi Mo JUCUMIIHHE

UHCTUTYT MHO®OKOMMYHUKALMOHHBIX CUCTEM "
TEXHOJIOI'UI

KA®EJIPA UHOOPMALIMOHHOM BE3OIACHOCTHU

®OH/I OIEHOYHBIX CPEJICTB JJISI MPOBEJEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOILMXCS 11O
JTUCLUIIJIMHE

3AIIIUTA KOHOUJEHIINAJIBHON
NH®OPMAIIUU OT HECAHKIITMOHUPOBAHHOI'O JIOCTYIIA
(000 «I1BbN»)»

Hanpasaenue noarorosku: 10.03.01 «MudopmannonHas 6e301acHOCTb)
Ipoduns: Opranusanus U TEXHOJIOIMH 3AIUTHI HHpoOpMauu
YpoBeHb BbIcHIEro 00pa3oBaHus: 0aKajJaBpuaT

dopma o0yUeHHsI: OYHAS], OYHO-320THAS

Kopones
2023
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1. IlepeyeHb KOMIETEHIMI C YKa3aHUEM 3TANOB UX (popMHUPOBaHUSA B
npouecce 0CBOCHHs 00pa30BaTebHON IPOrpaMMbl

Ne | HMn- Conep:xanue Pa3nen nuc- B pe3yabTaTe u3yueHust pasjiea IuCHMILITHHBI,
n/n HEKC KOMIICTEHIINH IUIIJIMHBI, oﬁecneanammero (bopanOBaHne KOMIICTCHIINH,
KOM- * ol0ecreynBa- o0yyarouuiicsi npuodperaer
ne- omuii pop- | Tpynosbie Heob6xonn- Heo0xogumbie
TEH- MHpPOBaHUE HeﬁCTBHﬂ MbI€ YMECHUSA 3HAHUA
JIRs050 KOMIIETECHIINH
1. | TIK-2 | CnocoGHOCT | Tema:1,2,3,4, | - Pa3pabathl- | - NPUMEHATH | - PYKOBOIAIIME M
MIPUHUMATh 5 BAaThb MOJEIIH, | IEUCTBYIO- METOIMYECKHE
ydacTue B MPOCKThl U | Y0 HOpPMa- | JOKYMEHTBI
MIPOBEACHUU MpeIoxKe- TUBHYIO 0a3y | MIpUHIUIBI Opra-
JKCIEPUMEH- HUS B XOJIe | BEIOMpATh HU3AIUU 10 MPOo-
TaJbHBIX  HC- MPOBEJCHUS | LIeIeco00- BEJICHUIO  JKCIe-
CJIEJOBaHUM AKCIIEPUMEH- | pa3Hble I10- | pPUMEHTAJIbHON
CUCTEMBI  3a- TOB JIeSTENb- | TPEOHbIE JEATEIbHOCTH B
Tl THPOP- HOCTH TIO CO- | cpenctBa U | obmactu 3U;
Maluu BEpPUICHCTBO- | ONPEACIATH
BaHUIO  CH- | CTPYKTYPY
cremsbl 3U; cuctemel 3U
B XOJie Ipo-
BEJICHUS DKC-
MIEPUMEHTOB;
2. | TIK-3 | CnocoOHOCT | Tema:1,2,3,4, | - @HAIM3NPO- | - OLEHMBATH | - OCHOBHBIE HOP-
OCYILLECTBIIATh | § BaTh BO3/eil- | nH(OpMaLU- | MaTUBHO-
YIpPaBIIEHUE C CTBUE Ha 3a- | OHHBIE PUCKH | IIPABOBbIE  aKTHI,
pa3paboTKoit HIMIIAEMYyI0 | pa3padaThi- METO/bl yIpaBJe-
OpraHu3alu- CUCTEMYy UH- | BaThb  TMpEeI- | HUA  JIeATEIbHO-
OHHO- dbopmarumy, JIO)KEHHUsI 1O | CThro, yrpo3sl Wb
pacrnopsau- OLICHUBATh COBEpIICH- U HapyIIUTEIH
TENbHBIX J10- MOCJIEACTBUS | CTBOBAHUIO cucteM Oesormac-
KYMEHTOB U u Beipabatel- | CY (Mb) wu | Hoct uH(OpMa-
peann3anuio BaTh Mpea- NPUMEHSATH L1Y;
OpraHu3aly- JIO)KEHUS IO | Cpe/CTBa
OHHBIX Mep I10 €e coBep- KOHTPOJISI
31U B AC HIEHCTBOBA- | 3 (HEeKTUBHO-
HUIO ctu 3U;
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2.0nucanue nokasareseil 1 KpuTepueB OLCHUBAHUSI KOMIIETEHIIUIT HA
pa3IM4YHbIX dTanax ux GopMUpoOBaHMs, ONNMCAHME KA OLCHUBAHUS

Koo komne- UHCcmpymeHm, Amanel U NoKasa- Kpumepuu oyeHusaHusA Kom-
meHyuu oyeHusarowuli mesb OyeHUBAHUA nemeHyuu Ha Pa3AUYHbIX
chopmuposaH- KomMmnemeHyuu amanax ¢popmupoeaHus u
HOCMb Komne- WKasbl OyeHuUe8aHus
meHyuu
11K-2,3 Aoknad A) noaHocmeto | Hanpumep:
cshopmuposaHa Mposodumca e nucomeHHOU
(komnemeHyua oceo- | u/unu ycmnoii gpopme.
eHa Ha ebicokom | Kpumepuu oyeHKu:
yposHe) — 5 6annos
) vacmuuHo cqhop- 1. Coomeemcmeaue codepa-
mupoeaHa: Hus OoKknada 3aseneHHoll
memamuke (1 6ann).
y KoMReMEHUUA | 5  Kauecmeo ucmounukos u
0C80eHa Ha npodeu- ux Kosu4yecmeo npu mnoozo-
Hymom ypoeHe - 4| 0 e pa6omei (1 6ann).
6anna; <
3. BnadeHue uHgppopmayueli u
° KomMnemeHyusa | cnocobHocms omeevyams Ha
oceoeHa Ha 6a3080M | gonpocer  aydumopuu (1
yposHe — 3 6anna; 6ann).
B) He cqpopmupoeaHa | 4. Kayecmeo camoii nped-
(komnemeHyus __ He | cmaenenHoii pabomer (1
cpopmuposaHa) — 2 u | ggan).
meHee 6annoe 5. OpuauHanbHocmo nodxoda
U ececmopoHHee pacKpsimue
8blbpaHHol memamuku (1
6ann).
MakcumanbHasn cymma
6annoe - 5 6annos.
IK-2,3 BeinonHeHue A) noaHocmeoro | Mpu onpedeneHuu cgopmu-
KOHMpobHoli chopmuposaHa poeaHHOCmMu KomnemeHyuli
pabomeoli (KomnemeHyua oceo- | Kpumepuamu  OyeHUeaHus
€Hd Ha  BbICOKOM | ebicmynaom memoou4yecKue
yposHe) — 5 6annos pekomeHOayuu, paspabo-

B) uacmuuyHo cghop-
mMuposaHa:

° KomnemeHyus
oceoeHa Ha npodsu-
Hymom ypoeHe — 4
6anna;

° KomnemeHyus
oceoeHa Ha b6azoeom
ypoeHe — 3 banna;

B) He chopmuposaHa
(komnemeHyua __ He
cchopmuposaHa) — 2 u
MeHee bannoe

maHHble no ducyunauHe 0na
0aHHO20 8uda
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3. TunoBbie KOHTPOJIbHBIE 32/IaHUS WIH HHbIE MAaTEePHUAJIbI, HE00OX0AUMbIE
MJISE OLEHKHM 3HAHUH, YMEHHMH, HABBIKOB M (MJIHM) ONbITA JIeATeJIbLHOCTH,
XapaKTepPU3yKIIHUX 3TAnbl (POPMUPOBAHUA KOMIIETEHUMH B IpoLecce 0CBOCHUSA
00pa3oBaTeJIbHON NPOrPaAMMBI

HpI/IMepHaﬂ TEMAaTHKA JOKJIAad0B B Hpe3eHTa]_[I/lOHHOI71 (l)OpMe:

1. Hndopmanmonnas 6e3onacHoCcTh cuctembl «KimeHT — 6aHK» Ha OCHOBE TeX-
HOJIOTHH «TOJICTOTO KITUEHTa»

2. Hudopmarmonnas 6e3omacHOCTs Moz MHTepHeT - GaHKHUHTA.

3. HudopmarnmonHas 0e30MacHOCTh pacyeToB OaHKOBCKUMHU KapTamu B WH-
TEepHETE.

4. Mecro DUII B psaay kpunrorpadguueckux MexaHusmMoB. McTopust BO3SHUKHO-
Benust OLII B Poccun. OOmee mpaBuinio cozpanus DI Obuee mpaBuiio Bepudu-
karuu DL,

5. CxeMa 3allMIIEHHOTr0 HWH(POpPMAIMOHHOTO OOMEHa MPU HCHOJIH30BAHUU
CHUMMETPUYHBIX METOJ0B 3alUTHl HHPOPMAIIHH.

6. Cxema 3amuiieHHOro WH(HOPMAIMOHHOTO OOMEHa TpPH HCIOJIH30BaHUHU
KPUNITOTPAPUIECKUX aITOPUTMOB C OTKPBITHIMU KITFOYaMH.

7. llpumeHeHnue u HHPOpPMaLIMOHHAS 6€30MACHOCTh PEXUMA IJIEKTPOHHOHN KO-
N0BOM KHUTH. Pexuma cuerieHus 0710koB mu@porekcTa. Pexxuma oOpaTtHOl CBA3U
1o MUMPOTEKCTY.

8. Pexum cuerunka (counter). @yHKuus XEMIMPOBAHUS U ACUMETPUYHbBIC ajl-
TOPUTMBI.

9. HudopmarnmonHass 0€30MacHOCTh M 3alllUTa HJIEKTPOHHBIX TPaH3AKIUN
npoTtokout (SSL). Cxema pabotsl mpoTokosa SET.

10. UudpopmanmonHast 6€30mMacHOCTh U MpaBuiia OOMEHa AIEKTPOHHBIMU JOKY-
MeHTamu. O61me TpedoBanus, npeabspiasieMmbie kK J/] (maketam D]1).

11. UudopmanimonHas 06e30MacHOCTh MPU COCTABICHUE M HampasiieHue O]
YYaCTHUKOM — OTIIPABUTEIIEM.

12. UapopmanmornHass 6€30MacHOCTh M MOPANOK KOHTpoJss DJI, MOTydeHHBIX
OT y4acTHUKOB — oTnpaButeneil. [lopanok opopmiienus 3], moaTBEpKAAIOUUX KC-
nojHeHue D/ yyacTHUKOB.

13. Undopmanmonnas 0€30MaCHOCTh W TOPSJAOK IMpUeMa K HCHONHEHUI0 /]
Y4aCTHUKOM — nony4dateseM. [lopsanok xpanenus u yauatoxxkenus J/1.

4. MeToauyecKkue MaTepHuaJibl, ONpeaesaoine Mpoueaypbl OLeHUBAHMS
3HAHUH, YMEHHWH, HABbBIKOB M (MJIHM) ONbITA  [JeATEJbHOCTH,
XapaKTePU3YIIHUX 3TANbl GOPMHUPOBAHUS KOMIIETEHIU

@opMOIl KOHTpPOJI 3HAHUHM MO AUCIHUIUIMHE «3aluTa HHPOpMALMKU OT HECaHK-

MUOHUPOBAHHOTIO OOCTYIIa» ABJIAIOTCA ABC TCKYIIHMC aTTCCTAalMM B BHUAC TCCTOB U
HUTOroBass arrecranuda B BUAC 3a4cCTa.

14



Kon xomme-

Henens .
TCHIINIA, Kpurepuu oreHkn
TEKy- ConepxaHue Cpok cmauun
Bun onenou- OILICHUBAIO- TpebGoBanus K 110 COJICPKAHUIO U
1ero N OLICHOYHOTO (nemenst ce-
HOTO CPE/ICTBA | LIWiA 3HAHUS, BBIIIOJIHEHHIO KauyecTBY C yKa3a-
KOH- cpexcrTea MecTpa)
YMEHUS, HHeM 6ajiioB
TpoJISE
HABBIKH
tectupoBanue | I1K-2,3 20 BompocoB Kommnsroteproe | PesynbraTs Ilpenooasamens
TECTUPOBAHME ; | TECTUPOBAHUS yKazvigaem
BpEMs OTBEICH- | IPEIOCTABIISI-
Kpumepuu
HOE Ha Ipolie- IOTCS B JICHB
aypy - 30 mu- [POBEICHHUSI OUeHKU OaHHO20
HYT TIPOLETYPBI 6U0a KOHMPOA.
Mposo- Hanpumep,
oumca Kpumepuu
6 cpo- OyeHKU onpede-
Ku, JAAOmMCA nPo-
ycma- UECHMHBIM CO-
HoeneH OmMHOWEeHUEM.
neH- Hesexa — 0.
Hble
Heyooenemeo-
epagu-

Kom pumebHo — me-
o6pa- Hee 50% npa-
308a- GUJILHBIX OMEe-
meno- moe
Hozo Yooenemeopu-

npo- menvHo - om

ecca
4 51% npasunvnuix
omeemoe.
Xopowio - om
70%.
Omauuno — om
90%.
tectupoBanue | I1K-2,3 20 BompocoB Komnetoreproe | Pesynbraret Ilpenooasamens
TECTUPOBAHKE, | TECTHPOBAHMUS yKazvigaem
BpeMsi OTBEACH- | IPEIOCTaBIIsI-
Kpumepuu
HOE Ha IpoIIe- IOTCSI B IEHb
aypy — 30 mu- HPOBEAEHUS OUEeHKU OaHHO020
Mposo- HYT IPOLELYPbI 6U0a KOHMPOJA.
oumcsa Hanpumep,
8 cpo- Kpumepuu
Ku, OoyeHKu onpeoe-
ycma- JAAIOMmMCA npo-
HoeneH UEHMHbIM CO-
H-
ne OMHOULEHUEM.
Hble
Hesaegxa — 0.
epagu-

Kom Heyooenemeo-
06pa- pumenvHo — me-
306a- nee 50% npa-
mene- BUJIbHbIX Omee-

Ho20 moe

fpo- Yooenemeopu-
yecca

menbHo - om
51% npasunvnuix]
omeemoe.
Xopowio - om
70%.
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Omauuno — om
90%.

lpoeo-
dumcsa
8 cpo-
Ku,
ycma-
HoesneH
fneH-
Hble
epagu-
Kom
obpa-
308a-
meneo-
Ho20
npo-
yecca

3a4éT ¢ oleH-
KoM

IK-2,3

3 Bompoca

3auéT ¢ oleH-
KO IPOBOJUTCS
B ITNCHMECHHOM
¢dopme, myTem
OTBETa Ha BO-
TIPOCHI.

Bpewms, otBe-
JIEHHOE Ha Tpo-
nenypy — 30
MHHYT.

Pesynbratsl
TIPEIOCTABIIA-
IOTCS B ICHD
TIPOBEICHUS
3agera C
OILICHKOH

Kpurepuu oneHku:

«OTAUIHO»:

o 3HaHUE
OCHOBHBIX
TIOHATUN
npeaMeTa;

o yYMEHHE
WCTOJB30BaTh U
TIPUMEHSTh
MOJTy4YeHHBIE
3HAHUS Ha
TIPAaKTHKE;

o pabora Ha
TIPAKTHICCKIX
3aHATHUSIX;

. 3HaHHE
OCHOBHBIX
HAyYIHBIX
TeopuH,
H3y4aeMbIX
MPEeIMETOB;

o OTBET Ha
BOTIPOCHI
Ounera.

«Xopouo»:

. 3HAHUE

OCHOBHBIX TOHSTHH

peaMera;

. yYMEHUE

HCTIOB30BaTh u

MPUMEHATh  TOTY-

YeHHBIC 3HAHWS Ha

MIPaKTHUKE;

. pabota Ha

NpPaKTHYECKUX  3a-

HATHAX;

. 3HaHHE

OCHOBHBIX Hay4HBIX

TEOpHi, U3ydaeMbIX

MPEIMETOB,;

. OTBETHl Ha

BOTIPOCHI OHMIIeTa

* HEMpPaBWIBHO pe-

IIEHO MPaKTHYECKOe

3ajlaHue

«YnoBjerBopu-

TeJbHO»:

o JIEMOHCTPH
pyeT 4acTU4HbIC
3HAHMS 110
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TeMam
JCLUILINH;

HEe3HaHHe
HEYMEHHE
HCIIONB30BaTh |
MPUMEHSTh
HOJTyYeHHBIE
3HAHMS Ha
MIPaKTHKE;

He paboTan
Ha
NPaKTHYECKUX
3aHATHSAX;

«Heynosaersopu-
TeJbHO»:

JIEMOHCTPH
pyeT uYacTHYHbIE
3HAHUSA o
TeMaMm
JACLUILINH,

HE3HaHUE
OCHOBHBIX
MOHSATHI
TpeaMeTa;

HEYMEHHE
HCIIOJIb30BaTh U
MIPUMEHSATh
MOJTyYeHHBIE
3HAHUS Ha
TIPAaKTHKE;

He paboTan
Ha
TIPAKTHICCKIX
3aHATHIX;

HE
OTBEYAET Ha
BOTIPOCHI.

IIpumepHoe coaepkaHue TECTOB VI TEKYILIEeH ATTeCTAlUM:

3AJAHUE HA BBIBOP O/THOI O IIPABH/IBHOI' O BAPHAHTA OTBETA

[Ipeamer, uenp U 3a7a4u KpUOTOrpaPuu.

HcTtopust kpunrorpadum.

Kpatkue cBeneHus 0 KpUIToaHaIn3e.

[Ipocreiimme mudpsl ¥ UX CBOWCTBA.

CucTtembl HIMPPOBAHUS C OTKPHITHIMU KIIFOUAMHU.
BupryanbHble YaCTHBIE CETH.

DnexTpoHHbBIC ITU(POBBIE MOAMUCH (JIEKTPOHHBIC MTOATHCH).
OcHoBHBIE MTOJX0AbI K peanu3anuu PKI.

KoMnoHeHThI 1 cepBUCH THPPACTPYKTYPHI OTKPBHITHIX KITIOUEH.
10 Apxutektypa u tonosnorus PKI.

11. Cranpaptsl B obsnactu PKI 50.

LCoNoaRrwdDE
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12.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.

Cranmaptser Internet X.509 PKI (PKIX).
CepTtudukatsl OTKpBITHIX KiTr04eit X.509.

Criucku aHHYJTUPOBAHHBIX CEPTU(DUKATOB. ATpUOYTHBIE CEPTUPHUKATHI.

OcHoBHbIe TpeOoBanus K noautuke PKI.
[TonuTHka npUMEeHEHHUs CEPTUPHUKATOB U PETIAMEHT.
Kparkas xapakrepuctuka nmoautuku PKI.
Ha6op nonoxxenuit monutuku PKI.
[Tpo6semsr popmupoBanus nmonutuku PKI.
CHUMMETpUYHBIE KPUIITOCUCTEMBI.

OcHoBbl Teopuu K. [lleHHOHA.
CuMMeTpUYHBbIE METOIbI IIU(POBAHUS.
ANTOpUTMBI OJIOYHOTO MIMGPOBAHUS.
AcCHUMMETpUYHBIE CUCTEMBI TMGPOBAHUS.
[IpuMeHeHnEe aCHMMETPUYHBIX aJITOPUTMOB.
Xpanunuiie ceptuduratoB OC MS Windows.

TecToBBIE 3aJaHUA JJI KOHTPOJIA 0OCTATOYHBIX 3HAHMM

Bapuant Ne 1

1. Kak Ha3bIBaeTCsl HayKa O crocobax mpeoOpazoBaHusi HHPOpPMAIIMU C LETBIO €€ 3a-
IIATHI OT HE3aKOHHBIX ITOJIB30BaTEIIEH?
eKpunrosorus
eKpunrorpadus
oKpunrocToiikocTs
eKpunromeronomorus

2. Kpunrosnorus BKiIro4aeT B ceOs:
eKpunroananus
eKpumnrorpadus
eKpunrocepsuc
oKpunroctonkocrs

3. CucrteMbl KUPPOBAHMS, B KOTOPBIX Ui IH(PPOBAHUS U Uil paciinpoBaHus Hc-
MOJIB3YETCSl OJJUH U TOT K€ KJIFOY OTHOCSITCS K:
*CHUMMETPUYHBIM CHCTEMAaM IH(PPOBAHUS
*aCHUMMETPUYHBIM CHCTEMAaM IHU(PPOBAHUS
*OHOKJIFOYEBBIM CHCTEMaM IH(PPOBAHUS

*KJIFOUHBIM CUCTEMaM

4. TIpocTenmmm u3 MHUQPPOB 3aMEHBI SIBISICTCS:
e0THOAI(hABUTHAS TTOJCTAHOBKA
eMHOTOAJI(haBUTHAS 3aMEHA
eromMooHnuecKuil mudp
eMasioasipaBUTHAS 3aMEHA
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5. CKOJIbKO 3TAIllOB MOKHO YCJIOBHO BBIICIUTH B HCTOPUU KpUITOrpaduu?
o4
o3
40
o/

6. Jlnst HauBHOM kpuntorpaduu (10 Hadana XVI B.) xapakTepHO KUCIIOIb30BaHUE:
oJIIO0BIX, OOBIYHO TNPUMUTHUBHBIX, CIIOCOOOB 3aIyThIBAaHUS MPOTUBHUKA OTHOCH-
TEJIBHO COJEp>KaHUsl IU(PYEMBIX TEKCTOB
e(hopMaTM30BaHHBIX U OTHOCUTEIHFHO CTOMKUX K PYYHOMY KPUNITOAHAIN3Y U POB
*KPUIITOCUCTEM CO CTPOTUM MAaTeMaTHUYE€CKUM 0OOCHOBAaHMEM KPUIITOCTOMKOCTU
*BBIUHCIIUTENIBHBIX CPEACTB C MPOU3BOJMUTEIIBHOCTBIO, JOCTATOUHOW [IJISl peanu3a-
[IUU KPUIITOCUCTEM, 00ECTICUNBAIONINX MPU OOJIBIION CKOPOCTH MHU(PPOBAHUS HA HE-
CKOJIBKO TIOPSIIKOB 00Jiee BBICOKYIO KPHUIITOCTOMKOCTh, YeM "pyuHble" U 'MexaHuye-
ckue" mudpsl

7. Koraa Bo3HUKJIA KOMITBIOTEpHAsE KpUNITOrpadus?
oc 1970-x 1T.
oc 1980-x rT.
oc 1990-x rT.
ec 2000-x rT.

8. B cucreme mepenaum JaHHBIX MEX1y aOOHEHTAMHM C KOMMYTAllME€H MaKeTOB HC-
NOJIB3YIOTCS IBa crioco0a nepeaayu:

eJICITArPAMMHBIN

*BUPTYIbHBIN

erapajuieIbHbIN

IIEPIICHINKYJISIPHBIN

9. CkonbKO ypoBHEH B 3TaioHHON Moaenu OSI?
ol
013
010
o/

10. B kakoMm roiy NMpUHSTHI ONpPEAENAIONIMe HOPMATUBHBIE MPABOBbIE aKThl Poccuii-
ckoit deneparnun: Konuenmus HarmoHaabHOM 6e3omacHoCcTH Poccuiickort deneparu
u Jloktpuna nndopmarmonHoii 6ezonacuoctu Poccuiickoit deneparun?

«2000

«1967

«1998

«2008

11. TlopnexuT 1 AESITEIBLHOCTh MO PACIPOCTPAHEHUIO MU(PPOBATBHBIX (KPUITOTpa-
(buyeckux) cpesiCTB 00s3aTEeTLHOMY JIMIIEH3UPOBAHUIO?
eJld
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®HET
JIJI1 TOCYJAPCTBEHHBIX YUPEXKACHUN HET, a U1 KOMMEPUYECKHUX MPEANPUATAN 1a
*TOJIBKO VIS UTHOCTPAHHBIX KOMITAHUU, IEUCTBYIOIIMX Ha Tepputopun Poccrun

12. Kaxoit ypoBens mozenu OS] obecrieuuBaeT co3iaHue, nepeaady u nprueM KajapoB
JTaHHBIX? (DTOT YpOBEHb OOCTYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCHOJIB3YET Cep-
BUC (PU3UYECKOTO YPOBHS JUIsl PUEMA U TIepEeIaun MMaKeTOB)

eKAHAJIbHBIN

e[IpE/ICTaBICHUS

SIIPUKJIATHOU

*CCaHCOBBIN

13. B kakom 'OCT-e nano omnpeneneHue TepMuny "ciykeOHas TaiiHa"?

['[OCT P 51624-2000 “3amura mHbpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3aIuUIeHHOM uenoigHeHur. Oomue TpeboBanms’”

o['OCT P 51583-2000 “3ammra nnpopmanuu. [lopsaok coznanus aBTOMaTU3UPO-
BaHHBIX CUCTEM B 3aIUIIEHHOM UCTIOJIHEHUU. OOII1E MOJI0XKEHUST

«['OCT P UCO\MDK 15408

«Common Criteria

14. B Jloktpune nHpopmarmoHHoi 6e3onacHocTy P BakHOE 3HaueHHE TIPUAAHO CH-
creMam U ceTaMm Poccun, B TOM 4HCIIE MO CIEAYIOIIAM HAITPABJICHUSIM
eI[IpEIOTBpAIllEHHE TTepexBaTa HHGOPMAIIMK 13 MOMEIICHUH U ¢ OOBEKTOB, a TaKKe
uHpopMaru, nepeaaBaeMon 1Mo KaHajaaM CBS3U € TIOMOIIBI0 TEXHUUECKUX CPEJICTB
eI[IpEIOTBpAIllEHHE YTeUKH MH(GOPMAIIUU 10 TEXHUYECKUM KaHajaM, BO3ZHUKAIOIIEH
IIPH DKCIUTyaTallui TEXHUYECKUX CPEACTB € 00pabOoTKH, XpaHCHHS U TIepeaaun
e[IPEIOTBPALICHUE CHEHHATBHBIX MPOTrPAMMHO-TEXHUYECKUX BO3JICMCTBUM, BBI3bI-
BAIOIIUX PA3pYIICHUE, YHUYTOKECHHE, UCKaKeHUE MHopManuu win coou B padbote
CpeACTB UH(pOpMaTU3AIIUU
epa3BUTUIO CBOOOIbI cI0Ba B MIHTEpHETE

15. OCHOBHBIMU MEPOINPHUATUAMHU IO 3alIUTe UHPOPMALKU B OOIIErOCY/1apCTBEHHBIX
MH(POPMAILIMOHHBIX U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaX SIBIISIOTCS:

*3aKPBITHE BCEX MHTEPHET-Kade

*JIUIIEH3UPOBAHUE JCATEIHHOCTA OpTraHU3alli B 001aCTH 3aUTHl HH()OPMAITUU

ecepTU(UKAIMS CPEACTB 3aUTHI HH(POPMAITUU U KOHTPOJS YOPEKTUBHOCTU UX HC-
MOJIb30BAHUS, a TAKXKE 3alTUIIICHHOCTH MH(OPMAIIUK OT YTEUYKH MO TEXHUYECKUM Ka-
HajaM CHCTEM M CPeICTB MH(MOpPMATH3AIIUN U CBI3U

*BBCICHUC TEPPUTOPHAIIBHBIX, YaCTOTHBIX, SHEPTCTHUCCKUX, MPOCTPAHCTBEHHBIX U
BPEMEHHBIX OIPAaHMYCHUN B PEKUMAX HCIOJIB30BAHMS TEXHHUECKUX CPEJCTB, MOJJIC-
JKaIMX 3aIIuTe

Bapuant Ne 2

1. Kak Ha3pIiBaeTcst Hayka o croco0ax mpeoOpa3oBaHusi HHGOPMAIMH C IIENIBIO €€ 3a-
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IIUTHI OT HE3AKOHHBIX M0JIb30BaTENEH?
eKpunrosorus
eKpunrorpadus
oKpunroctoiikocts
eKpurnromeronosorus

2. Kpunronorus BKJItO4aeT B ceOs:
eKpunroananus
eKpunrtorpadus
eKpunrocepsuc
eKpunrocroitkocTh

3. Cucrembl mM(poBaHusi, B KOTOPBIX I MK(poBaHUs U A pacmindpoBaHus Uc-
NOJIB3YETCS OJJUH U TOT )K€ KJIKOY OTHOCSITCS K:

*CHUMMETPUYHBIM CUCTEMaM MIHU(POBAHUS

*aCUMMETPUYHBIM CHCTEMAaM IHU(PPOBAHUS

*OJHOKJIFOYEBBIM CHCTEMAaM IIH(YPOBAHUS

*KJIFOUHBIM CUCTEMaM

4. TIpocTelmum U3 MHUQPPOB 3aMEHBI SIBJISICTCS:
e0iHOAJI(haBUTHAS TIOJICTAHOBKA
eMHOTOAJI(haBUTHAS 3aMEHA
eroMooHnuYECcKH mudp
eMasnioasipaBUTHAS 3aMEHA

5. CKOIIBKO 3TAIlOB MOXHO YCIOBHO BBIIEINTH B HCTOPHU KPUIITOTrpaduu?
o4
o3
40
o/

6. [{ns nHauBHOM Kkpuntorpadguu (10 Hauana X VI B.) xapakTepHO UCIIOIb30BaHUE:
*JTI00BIX, OOBIYHO MPUMHUTHUBHBIX, CIIOCOOOB 3alyThIBaHHUSI MPOTUBHUKA OTHOCH-
TEJBbHO COJEPKaHUs MHUPPYEMBbIX TEKCTOB
e(hOpMaTM30BaHHBIX U OTHOCUTEIBHO CTOMKHUX K PYYHOMY KPUIITOAHAIU3Y MN(POB
*KPUIITOCUCTEM CO CTPOIMM MaTeMaTHUYECKHUM 0OOCHOBAaHHEM KPUIITOCTONKOCTH
*BBIYHMCITUTENIbHBIX CPEJICTB C MPOU3BOAUTEIBHOCTBIO, JOCTATOYHOW Ui peanu3a-
IIUU KPUIITOCUCTEM, 00ECTICUNBAIOIINX MPU OOJIBIION CKOPOCTH IMHU(PPOBAHUS HA HE-
CKOJIBKO TOPSAKOB 00Jiee BBICOKYIO KPHUIITOCTOMKOCTh, YeM "pyuHble" U '"MexaHuue-
ckue" mudpsl

7. Koraa Bo3HUKJIA KOMITbIOTEpHAst KpunTorpadus?
ec 1970-x rT.
ec 1980-x rT.
ec 1990-x rT.
oc 2000-x rT.
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8. B cucreme mepemaun JaHHBIX MEX]y A0OOHEHTaMH C KOMMYTALME€l NAKeTOB HC-
MOJIB3YIOTCS IBa cTIoco0a nepeaayu:

e ICUTArPAMMHBIN

*BUPTYaJIbHBIN

erapajuieIbHbIN

IICPIICHANKYJISIPHBIA

9. CkonbKo ypoBHEN B 3TasioHHOM Moaenu OSI?
el
13
10
o/

10. B xakoMm roay NpHHSATHI ONPENEIAIONIME HOPMATUBHBIE MPABOBBIE akThl Poccuit-
ckoit @enepanuu: Konuenius HarmoHanbHO#M 6e3omacHocTH Poccuiickoit deaeparnu
u JlokTpruHa nHopmanmoHHou 6e3onacuoctu Poccuiickoit denepanun?

2000

«1967

«1998

»2008

11. [MoayiexxuT U AeATEeIbHOCTh MO PACTIPOCTPAHCHUIO MIUGPOBATBHBIX (KPUIITOTPA-
(buyeckux) cpeacTB 00s13aTeILHOMY JTUIICH3UPOBAHUIO?
eJ[d
®HET
11 TOCYJAPCTBEHHBIX YUPEKACHUN HET, a ISl KOMMEPUYECKUX MPEANPUATHN 1a
*TOJIBKO JJIs1 UTHOCTPAHHBIX KOMITAHUU, IEUCTBYIONINX Ha Tepputopun Poccrn

12. Kaxkoit ypoBens monenu OSI obecrieuyuBaeT co3iaHue, nepeaady u npueM KajapoB
JTaHHBIX? (DTOT YpOBEHb OOCTYKMBAET 3alPOChl CETEBOT0 YPOBHSI M MCHOJIB3YET Cep-
BUC (PU3UYECKOT0 YPOBHS JJIsl TpUEMa U Mepeiauu MaKeTOR)

eKAaHAJIbHBIN

eIIPE/ICTABIICHUS

*IIPUKJIATHOU

*CCaHCOBBIN

13. B kakom 'OCT-e nano omnpenenenue TepMuny "ciuykeOHas TaiiHa"?

['OCT P 51624-2000 “3ammra nHpOpManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIIeHHOM ucToHeHuu. O0mue TpedoBanus’

['OCT P 51583-2000 “3ammra undopmanuu. [lopsaok cozganusi aBTOMaTU3UPO-
BaHHBIX CUCTEM B 3alIUIEHHOM UcnoJHeHUU. OOIIHe MOJI0KEHUS

o['OCT P ICO\MDK 15408

«Common Criteria

14. B Jloktpune nHpopmarmoHHoi 6e3omacHocTr PD BakHOE 3HAaUCHHE TTPUAAHO CH-
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creMam M ceTsaM Poccum, B TOM 4KCIIe 1O CIAEAYIOIIMM HANPABICHUSAM:
e[IpEeIOTBpAILEHUE NepexBaTa HHPOPMAIIUU U3 MIOMEIICHUN U ¢ 0OBEKTOB, a TAaKKe
uHbopMaIny, epeaaBaeMoi 0 KaHajlaM CBSI3U C TIOMOIIIbIO TEXHUYECKHUX CPEICTB
IIPEIOTBPAIIEHUE YTECUKH MH(POPMAINH 110 TEXHUYECKUM KaHaJlaM, BO3HUKAIOIICH
IIPU 3KCIUTyaTallud TEXHUYECKUX CPEACTB €€ 00pabOTKH, XpAHEHHS U IIepeIadn
*[IPEOTBPALICHUE CHELHAIBHBIX MPOrPaMMHO-TEXHUYECKUX BO3JAECHCTBUM, BBI3bI-
BAIOLUX pa3pylLICHUE, YHUUTOXKEHUE, UCKaXeHHe MH(popMauuu win coou B pabote
CpeICTB HH(POpMaTU3aALUU
epa3BUTHIO CBOOO/IBI cil0Ba B IHTEpHETE

15. OCHOBHBIMHM MEpONPUATUSAMH IO 3alIUTe UHPOPMALUU B OOLIETOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAX SIBIISIOTCA:

*3aKpBITHE BCEX MHTEPHET-Kade

JIMIICH3UPOBAHUE ICATEIHLHOCTH OPraHU3alid B 00JaCTH 3aIIUThI HH()OpPMALIUU

ecepTU(UKAIUS CPEJICTB 3AIUTH HHPOPMAIIUN U KOHTPOJIS 23PPEKTUBHOCTH MX HC-
MIOJIb30BaHUs, a TAKXKE 3aITUIICHHOCTH WH()OPMAIMKA OT YTEUKH M0 TEXHUYECKHM Ka-
HaJIaM CHUCTEM M CPe/ICTB MH(OPMATH3ALINN U CBSI3U

*BBEJICHNE TEPPUTOPUAIBHBIX, YACTOTHBIX, YHEPIrETHUECKUX, POCTPAHCTBEHHBIX U
BPEMEHHBIX OTPaHUYCHHUNA B PEKUMaX MCIIOIB30BAHUS TEXHUYECKHX CPENICTB, MOJJIe-
KaIlKX 3aIIuTe

Bapuant Ne 3

1. Kak Ha3bIBaeTcsa Hayka 0 criocobax npeoOpazoBaHusi HHGOPMAIIMK C LIETBIO0 €€ 3a-
IIUTHI OT HE3aKOHHBIX MOJIb30BaTENCH?

eKpunrosorus

eKpunrorpadus

oKpunrocToiikocTs

eKpunromeronomorus

2. Kpunronorusi BKJIIO4aeT B ceOs:
eKpunroananus
eKpumnrorpadus
eKpunrocepsuc
oKpunroctonkocrs

3. CucteMbl mH(ppPOBaHUs, B KOTOPBIX U MU(PPOBAHUS U JUIs pacmiipoBaHus Hc-
MOJIB3YETCS OJTUH M TOT YK€ KJTFOY OTHOCSITCS K:

eCHMMETPUYHBIM CHCTEMaM IH(PpPOBaHUS

*aCHMMETPHUYHBIM CHCTEMaM IH(PpOBaHUS

*OTHOKJTFOYECBBIM CHCTEMaM IH(PpOBaHUS

*KJIFOYHBIM CHCTEMaM

4. TlpocTeHmum 13 MHUQPPOB 3aMEHBI SABIISIETCS:
e0THOAI(hABUTHAS TTOJACTAaHOBKA
23



eMHOTOQJI(paBUTHAS 3aMEHA
eroMOo(OHNYECKUN PP
eMasioasiaBUTHas 3aMeHa

5. CKOJBKO 3TAroOB MOXKHO YCIIOBHO BBIJICJIUTH B UCTOPUH KpUNTOrpaduu?
o4
3
40
o/

6. {1 nauBHOM Kpunrorpadguu (10 Havana X VI B.) xapakTepHO UCIIOIb30BaHUE:
oJIIO0BIX, OOBIYHO TNMPUMUTHUBHBIX, CIIOCOOOB 3aIMyThIBAaHUS MPOTUBHUKA OTHOCH-
TEJIBHO COJEpKaHUsl U(PYEMBIX TEKCTOB
e(hopMaTM30BaHHBIX U OTHOCUTEIBHO CTOUKHUX K PYYHOMY KPHUITOAHAINU3Y MIH(PPOB
*KPUIITOCUCTEM CO CTPOTUM MAaTEMATHYECKHUM OOOCHOBAHUEM KPUITOCTOMKOCTH
*BBIUHCIIUTENIBHBIX CPEACTB C MPOU3BOJMUTEIBHOCTBIO, JOCTATOYHOW IS peanu3a-
MU KPUIITOCUCTEM, O0ECIICUUBAIOIINX MPU OOJBIION CKOPOCTH MIMU(PPOBAHUSA HA HE-
CKOJIBKO MOPSAKOB 00Jiee BBICOKYIO KPHITOCTOMKOCTh, YeM "pyuHble" U "MexaHuye-
ckue" mudpsl

7. Korna BO3HUKIIAa KOMITbIOTEpHAsT KpunTorpadus?
oc 1970-x T.
oc 1980-x IT.
oc 1990-x T.
oc 2000-x T.

8. B cucreme mepenaun JaHHBIX MEX]y A0OOHEHTaMH C KOMMYTAlME€l NMAKeTOB HC-
NOJIB3YIOTCS ABa crioco0a nepeayu:

eICTArPAMMHBIN

*BUPTYaJIbHBIN

erapajuieIbHbIN

IIEPIICHINKYJISIPHBIN

9. CkonbKO ypoBHE# B 3TasioHHOM Moaenu OSI?
ol
013
010
o/

10. B xakoMm roay NpUHSATHI ONPENEIAIONIME HOPMATUBHBIE MPABOBBIE aKThl Poccuii-
ckoit denepanuu: KoHnenius HanmoHnaasHOM O0e3omacHocTu Poccutickoit deneparuu
u JloktpuHa nndopmanuonHoi 6ezonacuoctu Poccuiickoit denepanun?
»2000
«1967
«1998
2008
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11. [MomyexXuT MU AeATeILHOCTh MO PACTIPOCTPAHCHHUIO MUGPOBATHHBIX (KPUIITOTPA-
dbuyeckux) cpeacTB 00s13aTeTLHOMY JTUIICH3UPOBAHUIO?
ella
eHET
oJ[JIs1 TOCYTApPCTBEHHBIX YUPEKICHUHN HET, a ISl KOMMEPUYECKUX MPEIIPHUATHH /12
*TOJILKO JIJISI ”HOCTPAHHBIX KOMITAaHUH, IEHCTBYIOIUX Ha Tepputopuu Poccun

12. Kako#i ypoBenb mozaenu OSI obecnieunBaeT co3ianue, nepeaady u npueM Kajapos
naHHBIX? (DTOT ypoBEeHb OOCTY>KHMBAET 3alPOChl CETEBOTO YPOBHS M MCIOJIB3YET Cep-
BUC (PU3UYECKOTO YPOBHSA IS IpUEMa U Mepeaadn MaKeToB)

eKaHAJIbHBIN

IIPE/ICTABIICHUS

SIIPUKJIATHOU

*CEAHCOBBIN

13. B xakom 'OCT-e nano onpeneneHre TepMuny '"cinyxeOHas TaitHa'"?

['OCT P 51624-2000 “3ammra nHpopMauuu. ABTOMATU3UPOBAHHBIE CHCTEMBI B
3alUIIEHHOM HcTioiHeHuu. O0mue TpedboBaHus”

['OCT P 51583-2000 “3ammra undopmaruu. [lopsaok co3nanusi aBTOMaTU3UPO-
BAaHHBIX CHCTEM B 3alIUIIEHHOM HUCTIOTHEHUH. OOIIUe MOM0XKEHUS

«['OCT P UCO\MDK 15408

«Common Criteria

14. B Jloktpune napopmarmonHoit 6e3omacHocTu PO BaxkHOE 3HAUCHHE TIPUIAHO CH-
creMam U ceTam Poccuu, B TOM 4uCIIE€ MO CIAEIYIOIIAM HAITPABJICHUSIM
e[IpEIOTBpAIllEHHE MepexBaTa UHPOPMAIIUK W3 TIOMENICHUN U C OOBEKTOB, a TaKkKe
uH(popMalu, nepeaaBaeMon 1Mo KaHajaam CBSA3U € MTOMOIIBI0 TEXHUUECKUX CPEJICTB
e[IpEIOTBpAIIEHUE YTEUKH MH(GOPMAIIUU 10 TEXHUYECKUM KaHajaM, BO3ZHUKAIOIEH
MIPU DKCIUTyaTalluu TEXHUYECKUX CPEACTB € 00pabOTKU, XpaHEHUS U TIepeaaun
e[IPEIOTBPALICHUE CHEUHATBHBIX MPOTrPAMMHO-TEXHUYECKUX BO3JICMCTBUM, BBI3bI-
BAIOIIUX PA3pYIICHUE, YHUUTOKECHHUE, UCKaKeHHEe MHpOopMauu Wi coou B padbote
cpencTB HHpOpMAaTU3AITUU
epa3BUTHIO CBOOOIBI c10Ba B IHTEpHETE

15. OCHOBHBIMHM MEpONPUATUSAMU IO 3alIuTe UHPOPMAIUU B OOLIETOCYAapCTBEHHBIX
UH(POPMAILIMOHHBIX U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaX SIBISIOTCS:

*3aKpBITHE BCEX MHTEpHET-Kade

JIMIICH3UPOBAHUE IEATEILHOCTH OPraHU3aluid B 00JaCTH 3aIUThl HH(OpMaLUU

ecepTU(UKAIMSA CPEACTB 3aIIUTHI HH(DOpMAUU U KOHTPOIs A3(P(PEKTUBHOCTU UX HC-
MOJIb30BAHUS, a TAKXKE 3alIUIICHHOCTH MH(OPMALIMK OT YTEUYKU MO TEXHUYECKUM Ka-
HajaM CHCTEM M CPEACTB MH(OpMATU3ALUU U CBA3U

*BBEJICHUE TEPPUTOPHUAIIBHBIX, YACTOTHBIX, SHEPIeTUUECKUX, MPOCTPAHCTBEHHBIX U
BPEMEHHBIX OFPAHMYEHUN B PEKHUMAX UCIOJIb30BAHUS TEXHUYECKHX CPEACTB, MOJJIE-
KaIUX 3allIuTe
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OoONoOTRwNE

4.2 TunoBbie BONPOCHI, BLIHOCHMbIE HA 3a4eT ¢ OLleHKOil

[Tpenmer, nens 1 3a1a4u Kpunrorpapuu.

HcTopus kpunrorpadpumu.

Kpatkue cBeneHus 0 KpUIToaHaJIn3e.

Knaccudukanus MeTo10B Kpuntorpadpuyeckoro 3aKpbITUs HTHPOpMAIU
Knaccuueckue mmdpsl.

udper raMmMupoBaHUS U KOJJOHHOHN 3aMEHBI.

[Tpocreitmue mm@psl 1 UX CBOKUCTBA.

Kommozummn mmdpos.

CucremMbl IMPPOBAHUS C OTKPHITBIMU KIIFOUAMHU.

. Kpunirorpaduueckast ctoikocTs mu@pos.

. Moaenu mudpos.

. OcHOBHBIE TpeOOBaHUS K mHU]pam.

. Bonpocsl mpakTM4eCcKOM CTOMKOCTH.

. UMUTOCTOMKOCTh U MOMEXO0YCTOMUYMBOCTH MIU(POB.

. [IpuHIUIIBI MOCTpOCHMS KpUNTOTpadhUIECKUX AITOPUTMOB
16.

AHHapaTHBIG CpCaACTBaA. HpOFpaMMHBIG CpCACTBA, IIPOIrpaMMHBIC PCATIU3AIINH

¢ pos.

17,
18.

Kpurnro cepsuc nposaiigepst (CSP).
Oco0eHHOCTH UCTIONIB30BAHMS BEIYUCIUTEIHHON TEXHUKH B KPUTITOTpaQUH BOIIPO-

Chbl OpraHn3anuu ceTen 3acerequH0171 CBA3H, KIIFOUCBBIC CUCTCMBI.

19.
20.
21,
22,
23.
24,
25,
26.
217,
28.
29.
30.
31.
32,
33.
34,
35.
36.
37.
38.
39.
40,
41.
42.
43,

BupryanbHble YaCTHBIEC CETH.

CkpemOepsbl.

Kpunrorpaduueckne napaMerpsl y3710B U 0J0KOB UG PATOPOB.
Cunre3 mu@pos.

MeToapl NOTydeHUs CIIy4alHbIX U MICEBAOCIYYANHBIX ITOCIE0BATEIbHOCTEN.
DJIeKTPOHHBIE LIUGPOBBIE MOAMKUCH (IJIEKTPOHHBIC MOIHCH).
Kpunrorpaduueckue xemi-GhyHKINM.

Kpunrorpaduueckne npoToKOJIbI.

OcHoBHBIE TOX0/bI K peanu3aimu PKI.

KoMmnoHeHTHI 1 cepBUCH HHPPACTPYKTYPHI OTKPHITHIX KITIOUESH.
Apxutektypa u tonosnorus PKI.

CrangapTtsl B oosactu PKI 50.

Crannaptsl Internet X.509 PKI (PKIX).

Ceptudukatsl OTKpBITHIX KiTr04eit X.509.

Crucku aHHYJTUPOBAHHBIX CEPTUPUKATOB. ATpUOyTHBIE CepTUDUKATHI.
OcHoBHbIe TpeOoBanus K noiautuke PKI.

[TonmuTuka nprUMeHEHUs CepTU(PUKATOB U PETITAMEHT.

Kparkas xapakrepucrtuka noautuku PKI.

Ha6op nonoxxenuit monutuku PKI.

[TpoGnemsr popmuposanust monutuku PKI.

CUMMeTpUYHBIE KPUIITOCUCTEMBI.

OcHoBsl Teopuu K. [lleHHOHA.

CuMMeTpUYHBIE METO bl IIU(POBAHHUS.

AJTOpUTMBI 0JI0YHOTO MH(PPOBAHMSL.

PexxuMbl mpuMeHeHwus OJI0YHBIX MU(POB.
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44. TlorokoBbie MUGPHIL.

45. KoMOMHHpPOBaHHBIE METO/IBI.

46. OgaocTopoHHHE QYHKIUU U PYHKIIMU JTOBYIIKH.

47. AcuMMETpHUYHBIEC CUCTEMBI MIU(PpPOBaAHUSI.

48. IIpuMeHeHrnEe aCUMMETPUYHBIX aITOPUTMOB.

49. CpenctBa  KpUNTOTpaQUUecKo  3alIUThl,  pa3paOOTaHHbIE  KOMITAHUSIMH:
HNudotexc, Kpunro-Ilpo, OKb Canp, Anaanun u Adobe, MS Windows, Cisco.

50. Xpanunuie cepruduxkaroB OC MS Windows.
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IIpunoxenue 2

MeToauueckune YKazaHudA AJ1dA oﬁyqamnmxca 0 OCBOCHHIO JUCIUIIIIMHBI

HHCTHUTYT HH®OKOMMYHHUKAITHOHHBIX CHCTEM H TEXHOJIOTHH

KA®EJPA HH®OPMAIIHOHHOH BE30ITACHOCTH

METOIUYECKHUE YKA3ZAHUA JJIAA OBYYAIOIIUXCA 11O
OCBOEHUIO IUCIUITJIMHBI

GAIIUTA KOHOUJEHIIMAJIBHON
NHO®OPMALIUU OT HECAHKIITMOHUPOBAHHOI'O
JOCTYIIA (OO0 «I1BW»)»

Hanpasaenue noarorosku: 10.03.01 «MudopmanmonHas 6e3011acHOCTb)
IHpoduas: Opranusanus U TEXHOJOIMH 3AIUTHI HHpOpMauuu
YpoBeHb BbIcHIEro 00pa3oBaHus: 0aKajJaBpuaT

®opma 00y4YeHHUA: OYHAS, OUHO-3204YHAS

Kopones
2023
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1. O0mume MOJI0KEHUSA

HenssmMu u3yyeHus: AUCUUTIINHBI SBISETCS

—  (QopmupoBaHue y CTYJICHTOB CIELMATU3UPOBAHHON 0a3bl 3HAHUIT MO OC-
HOBHBIM NOHATHSAM B 00JIACTH CHUCTEMHBIX M NMPUKIAJAHBIX BOIIPOCOB 3aIMUTHI HHPOP-
Manuu oT HC/I;

—  YCOBEpLICHCTBOBATh HAaBBIKM 110 OCHOBaM IPAKTHYECKOIO OOOCHOBAHMS
TpeOOBaHUl K cucTeme 3aiuThl KoHpuaeHansHo napopmanuu ot HCJI, uro nos-
BOJIUT CTY/ICHTY OPUEHTHUPOBATHCS HA PHIHKE CPEICTB MH(POPMAILIMOHHON 3aIUTHI MIPH
BBIOOPE ONTHUMAIBHOTO PEIICHHUS.

3anaann JUCHUIUINHBI SIBJISIOTCA .

1.  Hay4YWTh CTYJCHTOB CaMOCTOSITCILHO peIlaTh ITOCTABJICHHBIC 3a/Jadd B
00JacTH CHUCTEMHBIX W MPUKIIAJTHBIX BOMPOCOB 3amuThl nHpopmammu ot HCJ Ha oc-
HOBE JICHCTBYIOIIETO POCCHICKOTO 3aKOHOJATEIIbCTBA C ITOMOIIBI0 COBPEMEHHBIX
NIPUHIIUIIOB, METOJIOB, CHJI M CPEJICTB B Pa3IMYHBIX OPTraHU3alMOHHBIX CTPYKTYpPaX, O
0a30BBIM HAITPABJICHUSM 3aIUTHI TOCYIapCTBEHHON TallHBI M KOH(MDHUIECHITNAIEHON WH-
dbopmanuu;

2. dbopmupoBaHre y 00ydYarOIMUXCA MPABOBOM CUCTEMBI 3HAHHUM, YMEHUHN U
HABBIKOB 110 3anuTe nHpopmanuu ot HC/I;
3. obecrnieyeHn0 MH(POPMAIIMOHHOM O€30MacHOCTU TpaxKJdaH, OOIIecTBa U

rocyJ1apcTBa, B YACTHOCTU PACKPHITHE OOIIKX MOJOKEHUH MO 3aiuTe HHHOpMaU OT
HCI;

4, HAY4YUTh CTYJCHTOB CAMOCTOSITEJIbHO PENIaTh MOCTABJICHHBIE 33Ja4d B
00JIacTH 3alUIIEHHOCTH KOH(MDUACHIIMATBLHON HWHQPOpMAIIUU ¢ IPUMEHEHUEM CUCTEM
U cpeAcTB 3amuThl uHpopmaruu ot HC/J;

S. 03HAKOMUTH CTYJACHTOB C MEPCIEKTUBHBIMU TEXHOJOTHSIMU U METOAAMU
3amuthl nHGopmarmu ot HCJ;

6. U3YyUYUTh COBPEMEHHBIE METOJMKHA ITPUMEHEHHS U UCIIOJIb30BaHUS BCTPO-
CHHBIX MEXaHU3MOB 3aimuThl nHGopmarmu ot HC/I;

7. HAay4YUTh CTYIACHTOB, MOPSAAKY IPUMEHEHUS TEXHUYECKUX CPEACTB 3allu-
ThI uHpopmanu ot HC/I.

2. Yka3aHus N0 NPOBeJEeHUIO MPAKTHYECKUX 3aHATHI

[IpakTueckoe 3anstue 1.

Bua npakTH4YecKoro 3aHITHS . HOO20M068KA 00K1a0a.
OOpazoBaTeNbHbBIE TEXHOJIOTUU: 2PYRNOBAA OUCKYCCUAL.
Tema u conepkaHue MPAKTUUYECKOTO 3aHATHS:

Tema 1. TexHoJ10THsI KOHTPOJIAA CAHKIIMOHUPOBAHHBIX coObITHI. [lapoab-
Hasl ayTeHTU(PUKALMS
IIpakTnueckoe 3ansartue 1.
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Bun npakTuueckoro 3aHATHS . cMewanHas opma npakmuyecko2o 3aHsamusl.
Tema u coneprkaHre IPaKTHUECKOTO 3aHATHUS:
Lenv pabomei: 1lonyuuTh NpakTHUECKHE 3HAHUS U HABBIKA MOJEIMPOBAHUS OC-
HOBHBIX YTp03 06€30MacHOCTH i1 HH()OPMALIMOHHOTO O0BEKTA.
OcHosHble nonodCenUs. membl 3aHAMUSIL.
e 0a30BbIE COCTABJISIONINE KOHIENIIMN HH(POPMAIIMOHHOW O€30MacHOCTH
HH(POPMAITMOHHOTO 00BEKTA.
® OCHOBHbIE HallpaBlieHUs1 oOecreueHrs HHPOPMAITMOHHOM 0€30MTaCHOCTH.
Bonpocw 0nsa 06¢cyarcoenus:
a) OcHoBHOU Aoxman (pedepar) mo TemMe 3aHATHUS.
VY4eOHbIe BOITPOCHI:

1. KondunenmumansHocth. llenmoctHocTs. [lommuanocts. HeoTpekaemocts (He-
BO3MOYHOCTb OTKa3a). J{oCTynmHOCTh. AHOHUMHOCTb.

2. OyHIaMeHTaJIbHbIE YIpo3bl — yTeuKa WMH(OpMaIuu, HapylIeHUE IEJIO0CTHO-
CTH, OTKa3 B 00CIIy’KUBaHUU, HE3AaKOHHOE UCIOJIb30BaHue. [lepBUUHbBIE YyTPO3bI — IIPO-
HUKHOBEHHE (Mackapaji, 0O0XOJl 3alllUThl, HApPYyIICHHUE MOJHOMOYMI) W BHEIPECHHE
(TpOsTHCKHE MPOTPaMMBbI, ITOTAWHBIE XObI).

3. [udposanue. [udbporas noanuck. Xam-pyHkius. Bzaumocs3p ycnyr 6e3-
OMAaCHOCTU, MEXaHU3MOB U aJITOPUTMOB.

[TpomomkuTensHOCTH 3aHsTHA:8/6 YacoB

[IpakTrueckoe 3ansTue 2.

By npakTruecKkoro 3aHATUS . HO020MO08Ka 00K1aoa.
OO0pa3oBaTenbHbIE TEXHOJIOTUU: 2PYRNO6AA OUCKYCCUA.
Tema u coziep>kaHue MPaKTUYECKOTO 3aHATHUSA:

Tema 2. AyreHTHGuUKANNS C TOMOIIbI) OMOMETPUYECKHX XaPAKTEPUCTHK
IIpakTnyeckoe 3ansaTne 2.
Bun npaktuueckoro 3aHATHS: cMeUWAHHAs hOpMa npaKkmuiecko2o 3aHamus.
Tema u conepkaHue NPaKTUUYECKOTO 3aHATHUS:
Lenv pabomei: [lony4nTh IpaKTUYECKUE 3HAHUS M HABBIKK MOJICIIMPOBAHUS OC-
HOBHBIX KpUNITOTpaQUueCKX METOAO0B 3aIIUTHI HH(DOPMAITUH.
OcHo8Hble non0dCeHUs. meMbl 3AHANUSL.
e (a30BbIE COCTABIIAIONINE KPUNTOrPAPUUECKON 3alIUThI MH(DOpMALUY.
® KPUNTOCUCTEMBI U OJIOUHBIE U(PHI.
Bonpocwi 0ns 06¢cyorcoenus:

a) OcHoBHOU foknan (pedepar) mo TemMe 3aHATHUS.

OcHoBHOI1 noKIa7 (pedepar) mo TeMe 3aHsITHS.

VYueOHbIC BOIIPOCHI:
1. ba3oBas monenb (OTIPABUTEND <> 3JII0YMBILUICHHUK <> MOIyYaTenb). Tepmu-
HOJIOTHSI: CEKPETHBIN/O0IIEIOCTYHBIA KIIFOUM, OTKPBITHIM TEKCT, UGPTEKCT, KPHUII-
TOAITOPUTM, IUp, KpUnrocucrema, ataka. OJHOKIIOYEBas (CUMMETpPUYHAsI) KpUII-
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TocucTema. J[ByxkiodeBasi (aCHMMETPUYHAS) KPUNTOCUCTEMA MM KPUIITOCUCTEMA C
obmenocTynHbIM KirodoM. [Ipsimoe kpunrorpaduyeckoe nmpeodpazoBanue (3ammdpo-
Banne). OOpaTHoe kpunTorpaduyueckoe mpeodpazoanue (pacmudpoBanue). Beraumc-
JeHue u nposepka nudposoit moanucu. Kox ayrearnanoctu coodmenns (MAC). Me-
To11 1 poBoro KoHBepra. [laccuBHble u akTUBHBIEC aTaku. Knaccudukaius aTax.

2. Omnpenenenne Omounoro mmudpa. [lpunnun wurepupoBanus. KoncTpykiwus
@eiictens. Pexumbl mudposanus. (ECB, CBC, CFB, OFB, PCBC). Cranmaptsl
omounoro mudpoBanus — AES, TOCT-28147-89. Ilotounsie mudpsl (Ha mpumepe
RC4). Cxema ogHopasoBbix naposeit (OTP). MunumaneHas JiivHa KiIo4a CUMMET-
PUYHOM KPUNTOCUCTEMBI. DKCIIOPTHBIE OTPaHWYECHHUS Ha JJUHY Kiroda. Meroj pac-
HIMPEeHUs] KJII0YEBOTO TMpocTpaHcTBa. [lpuHuun HecenapabenbHOro mudpoBaHusl.
MHuoroypoBHeBas Kpunrtorpadusi.

3. Kpunrocucrema RSA. IIpaktuueckast kpuntoctoikocth RSA: oneHku u mpo-
rHo3bl. Kpuntocucrtema Onblamans. IIporokon cormacoBanus kmoua [duddu-
Xoannmana. CpoiictBa nudpoBoii moanucu (MOUIMHHOCTD, LEIOCTHOCTh, HEOTpEKae-
MocTh). DPenepanbhble cTanmaptel udposoi moamucu — DSS, T'OCT P 34.10 2001
(rpyrmma TO4YeK JUTMITUYECKON KPUBOK).

4. CaoiicTBa X3I-PyHKIM. PYHKIUS CKATUA, KAK OCHOBHOM METOJ] IOCTPOEHUS
xam-pynkiuii. KiroueBsie u OeckmtoueBslie xami-pyHkiuu. Anroputm HMAC. @ene-
panbHbie cTanaapTsl Xami-pyukauit — SHS, TOCT P 34.11-94. MDS — de facto cran-
napt Internet. [Tapagokc «Hel poxxaeHUsD». ATaKd Ha OCHOBE IapajioKca «JIHEH POx-
TCHUS.

[IpogomxkuTensHOCTh 3aHATHA:8/6 YacoB

3. Yka3aHus 110 IPOBEACHUIO JIAa00pPaTOPHbIX padoT

Jlabopamoprnas paboma I.  Hcnonv3zosanue Kiaccuueckux Kpunmodaizo-
PUMMOB HOOCHAHOBKU 0J151 3AU{UI bl MEKCM 060l UHpoOpMauuu

Ilenv pabompl: N3ydeHNe KIACCHUECKUX KPUNITOTPA()UUECKUX aITOPUTMOB MO-
HOQI()aBUTHOM TMOACTAHOBKH, MHOTOQI(DABUTHON IMOJACTAHOBKU M TEPECTAHOBKH IS
3aIUTHl TEKCTOBOW MH(popManmu. Vcnonb30BaHue rUCTOrpamMM, OTOOpaKAIOIIMX Ya-
CTOTY BCTPEYAEMOCTH CUMBOJIOB B TEKCTE JUIsl KPUNITOAHAIM3A KIIACCHUYECKUX MU(POB.

Y4eOHbIe BONPOCHI

. O3HAaKOMUTKCS C OMUCAHUEM Ja00OPATOPHOUN padOThI U 3aJaHUEM.
. Jlnst onHOAnhaBUTHOTO METO/1a C (PUKCUPOBAHHBIM CMEIICHUEM OIPEICIUTh YCTaHOB-

JICHHOE B TIporpammMme cMmetenue. J[is atoro cnemyer:

®IIPOCMOTPETH TMPEABAPHUTEIIEHO CO3JaHHBIM C MOMOIIBIO PEIaKTopa CBOH TEK-
CTOBBIN (paili;

® BBITIOJTHUTH JIJIs1 ATOTO (paityia mudppoBaHue;
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®[IPOCMOTPETH B peIaKkTOpe 3auInppoOBaHHbIN (Daii;

® [IPOCMOTPETH TUCTOTPAMMbI UCXOAHOTO U 3aIIM(PPOBAHHOTO TEKCTOB;

®OIUCaTh TUCTOIPAMMBI (B YEM MOXO0XKH, YEM OTJIMYAIOTCS) U OMPENeNuTh, C Ka-

KHM CMEIIIEHHEM ObLIO BBIMIOJHEHO MHU(PPOBaHKE

epacundpoBaTh 3aIMPPOBAHHBINA TEKCT:
» C MOMONIBIO POTPAMMBEI, TIOCJIE YETO MPOBEPUTH B PEIAKTOPE MPABHIb-
HOCTb pacu(ppoBaHusl.
» BPYUYHYIO C IOMOIIBIO TUCTOTPAMM; OIHCATh U OOBSICHUTH MPOIIECC JIe-
mppoBaHUsL.

B ortuere mis kaxaoro meroia mU(GPOBAHUS OMUCHIBACTCS MOCIEAOBATEIb-
HOCTbH BBITIOJIHAEMBIX JCHCTBUM, MMEHA BCEX MCIOJIb30BAHHBIX (DailJIOB U MOJTyUYECHHbIE
TUCTOIPAMMBbI, YKa3bIBae€TCAd HalWJIEHHOE CMEIEHUE, OMUChIBAETCS Mpoliece Aemudpo-
BaHMUS.

[IpenoiaBarento MpeaoCTaBIsACTCS OTYET O MPOJIeTaHHOW paboTe M BCe MCIOIb30BaH-
HbI€ U CO3JIaHHbIE (aliIbl.
. st onHoangaBuTHOrO METO/1a C 3a1aBaeMbIM cMmelieHueM (mudp Llesaps) cnenyer:

®BBLINIOJIHUTh IU(POBAHUE C MPOU3BOJIBHBIM CMEIIEHUEM I CBOETO BXOJHOIO
TEKCTa,

®[IPOCMOTPETH U ONHUCATh TUCTOrPAMMBbI UICXOAHOTO U 3alllM(POBAHHOTO TEKCTOB,
ONPEIEIUTh CMEIICHHUE JIJIS1 HECKOJIBKUX CUMBOJIOB;

epaciindpoBaTh TEKCT C TOMOIIbIO IPOTPaMMBb;

e nemrdpoBaTh 3amMPpoBaHHbId mUppoM Llezaps TeKCT ¢ NOMOIIBIO IPOrpaM-
MBI METOJOM IMOJ00pa CMEIICHUs; yKa3aTh, ¢ KaKUM CMeEIIeHueM Obul 3amudpoBaH
Gait.
. JJis MeTosa mepecTaHOBKM CUMBOJIOB Jemn(poBaTh 3ammm@poBaHHbId (aiin. s
ATOr0 HEOOXOJMMO OMNPEEIUTh 3aKOH MEPECTAHOBKH CHUMBOJIOB OTKPBITOIO TEKCTA.
Co3znmaiite HeOONMBIION (hailyl JIMHOW B HECKOJIBKO CIIOB C M3BECTHBIM BaM TEKCTOM,
3amnpynTe ero, MPOCMOTPUTE TUCTOIPAMMBbI (OMUILIUTE UX; OTBETHTE, MOKHO JIH U3-
BJICYh M3 HUX MOJE3HYI0 s aemmudpannuu uHpopmainoo). CpaBHUTE (C MTOMOIIBIO
penaxkTopa) Ball UCXOAHBIN U 3ami(pOBaHHBINA TEKCThI U ONPEEIUTE 3aKOH MepecTa-
HOBKH CHMBOJIOB.
Hemmdpyiite daitn:

®BPYUHYIO (OOBSICHUTE BaIlll ICUCTBUS);

C [TIOMOILIbIO IPOTPAMMBI.
J1y1st ”HBEpPCHOTO KOMPOBaHUs (TI0 TOTIOTHEHUTO 110 255):
BBITMOJIHUTE MIN(PPOBAaHUE AJIsi CBOETO NMPOU3BOJILHOTO (paiina;
IPOCMOTPUTE TUCTOTPAMMBI UCXOAHOTO U 3alTM(POBAHHOTO TEKCTOB, OMUIINTE FUCTO-
IpaMMBbl U ONIPEJEIUTE CMEIIEHNE ISl HECKOJIBKUX CUMBOJIOB;
nemudpyiTe 3amudpoBaHHBIN TEKCT, MPOBEPHTE B PEIAKTOPE MPABHIBHOCTD e (-
pOBaHMUS.
. s MHoroandaBuTHOro mupoBaHusi C (PUKCUPOBAHHBIM KJIIOYOM ONpEETUTE,
CKOJIKO OJHOQJI(PaBUTHBIX METOJIOB M C KAKUM CMEIICHHUEM HCIOJIb3YEeTCs B MPO-
rpamme. [ 3TOro Hy»HO co3AaTh CBOM (paiii, COCTOSIIUN M3 CTPOKU OJMHAKOBBIX
CHUMBOJIOB, BBIMIOJHUTH JJIs1 HETO MKU(POBAHUE U TIO TUCTOIPAMME OIPEAEIUTH CIOCO0
mrdpoBaHus 1 HAOOP CMEIIECHU.
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7. Jlns mHOTOan(paBUTHOTO MIK(POBAHUS C KIHOYOM (PUKCUPOBAHHOMW JJIUHBL:
® BHLITIOJTHUTE MIU(PPOBAHUE U OMPEIEIUTE IO TUCTOTPAMME, KaKOe CMEIICHHE T0-
Jy4aeT KaXkJblii CHMBOJ JUIsl (paiisia, COCTOSAIIETrO U3 CTPOKU OJIMHAKOBBIX CHMBOJIOB;
® BLITIOJTHUTE MU(POBAHUE U paciIu(ppoBaHue Ajs ¢ailina mponu3BOILHOTO TEKCTA;
®[I[POCMOTPUTE U OMMILUTE TMCTOTPAMMbl MUCXOJHOTO M 3alIM(PPOBAHHOIO TEK-
CTOB; OTBETHTE, KaKyt0 MHPOPMAIMIO MOYKHO MTOJIyYUTh U3 TUCTOIPAMM.
8. s MmHOTOAN(haBUTHOTO MK(POBAHUS C TPOMU3BOIBHBIM MAPOJIEM 3a/I1aHUE TTOTHOCTHIO
aAHAJIOTUYHO II. 7.
9. [IpuBecTn B OoTYeTE OTBETHI HAa KOHTPOJbHBIE BOMPOCH B COOTBETCTBUU C HOMEPOM
BapHaHTa, yKa3aHHBIM MPENOJaBATEIIEM.

Ilpumeuanue: 1O KaxXaoMy ydeOHOMY BOINPOCY oOydaeMble U3y4arOT TEOpe-
TUYECKUN MaTepua, MPOBOIAT UCCICAOBAHUA U (POPMYIUPYIOT BBIBObI, OOPMIISIOT
OTYETHI U 3ATUIIAIOT MTOJYyUYCHHBIC Pe3yJbTaThl (OTYETHI).

YueOHass Jjgureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPABOBBIE TOKYMEHTHI [1,3,4,5], ayekTpoHHass OMOIMOTEKa TOCOOUM Ha
kommnakt auckax, OO0 «M3npatensckuit JJom « AOGMHAY, r. Cankrt — [lerepOypr. CD:
[IpaBOoBO€ M HOPMATHUBHO-METOJAMYECKOE OOECIeUeHHEe CICIHAINCTa 10 3alluTe HH-
dbopmariuun Ne A50346, CD: OGecnieueHre 0€30MaCHOCTH MEPCOHABHBIX JTaHHBIX No
A50346, CD: 3amura koHpuaeHuansaoi uapopmanuu Ne A50348, s5eKTpoHHOE
yuebHoe nmocobue [1].

[MpomomkuTensHOCTD 3aHsTHA:4/3 YacoB

Jlabopamopnas paboma Ne 2 Hccnedoeanue pa3iuuHblx Meno006 3auiunol mekK-
CMOGOoI UHGOpMaYUU U UX CHOUKOCHU HA OCHOGe n00Dopa Kiruei

Illenv  pabomwi:  u3ydyeHHe  METOJOB  mmdpoBaHus/pacnppoBaHus
MEPECTAaHOBKOM CHMBOJIOB, TOJICTAHOBKOM, TaMMHPOBAaHHUEM, HCIOJIb30BAHHEM
Tabnuipl Biskenepa. VccnenoBanue M CpaBHEHHE CTOMKOCTH Pa3IMYHBIX METO/IOB Ha
OCHOBE aTak MyTeM repedopa BCeX BOZMOKHBIX KITFOUESH.

B nmaGoparopnoii pabote paccMaTpuBaeTcs crnocod BCKPBITUS —IHQpa,
OCHOBaHHBIM Ha Tepedope BCeX BapHaHTOB Kiroda. Kpurepwem MpaBUILHOCTH
BapHaHTa CIIY)KUT HAJIMYME B TEKCTE «BEPOSATHOTO CiIOBay. [lepedupaercs MHOKECTBO
BCEX BO3MOJKHBIX KItOUeH, MU(pPOBaHHBIN TEKCT pacmm(poBBIBaCTCS Ha KaXIOM
KITto4e. B momyuuBIieMcst «IceBIOOTKPHITOMY TEKCTE MILETCS BEPOSTHOE CIOBO. Ecrm
TAKOTO CJIOBAa HET, TEKYIIMH TEKCT aTaKyeTcsl M OCYIIEeCTBIACTCS TMEpPeXo] K
clenyromeMy Kirody. Ecnu Takoe CI0BO HailieHO, Ha DKpaH BBIBOAMTCS BapHaHT
KJTI04a. 3aTeM mepedop KItoUel mpooiiKaeTcs A0 TeX Mop, MOKa He UCUepIiaeTcs Bee
MHO>KECTBO BapruaHTOB. BO3MOXXKHO OOHapy)eHNE HECKOIBKUX KIIFOUEH, TTPH KOTOPHIX
B «TICEBJOOTKPBITHIX TEKCTAX» UMEETCSI BEPOSTHOE CIIOBO.

[Tocne 3aBeprieHust mepedbopa HEOOXOAMMO paciuppoBaTh TEKCT HANWIEHHBIX
kitouax. «IICeBIOOTKPBITHIA TEKCT» BBIBOAWTCS Ha JKpaH BU3YaJIbHOTO KOHTPOJIS.
Ecnu omeparop mpu3HaeT TEKCT OTKPHITHIM, paboTa MO BCKPBITHIO 3aKaHYMBACTCS.
WNuaye pmaHHBIA BapuaHT KiOo4a OpakyeTcs U OCYIISCTBIISIETCS TIEPEeXOoa K
CJIeIYIOLEMY KITIOUY.
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YyeOHbIE BOIIPOCHI

1. O3HaKOMUTBCS C ONMHMCAHUEM JTA00PATOPHOM PaOOTHI U 3aTaHUCM.
2. BBIMOTHUTE HACTPOIKY MPOrPpaMMBI: BEIOPATh METOA MU(POBAHMUS, BBECTH KITFOUH
JUTSI BCEX METOJIOB, BBECTH BEPOSTHOE CIIOBO, OCYIIIECTBUThH BCE OCTAHHBIC CHCTEMHBIS
HACTPOUKH.
3. s Metona 3amMeHsbl (01H0a1(haBUTHOTO METOIA):

®BBLIOPATh IAHHBIN AITOPUTM B CIIMCKE JOCTYITHBIX METO/I0B IU(POBAHUSL:

®yCTaHOBUTH HEOOXOJIUMOE CMEIICHUE;

® OTKPBITh IPOU3BOJIBHBIN (aiin:

®IIPOCMOTPETH COJICPKMUMOE UCXOTHOTO (haiina;

® BBLITIOJTHUTH JIJIs1 ATOTO (paitina mudpoBanue (Ipu HEOOXOTUMOCTH HO 3a/1aTh UM
3amu@poBaHHOrO (haiia);

®[IPOCMOTPETH B pelakTope 3amudpoBaHHbIi ¢aiin;

®BBECTH BEPOSITHOE CJIOBO;

®BBECTHU BEPOSITHYIO JUTMHY KJI04a (KpOME METO/1a 3aMEHBI);

®110/100paTh KJIIOY;

® BBITTOJTHUTH paciiu@poBaHUE CO BCEMH HAWICHHBIMU KITFOUaMH,

®HAWTH B  KAKOM-TMOO M3  pacmM(ppoBaHHBIX  (AWJIOB  MPaBUIBHO
pacidppoBaHHOE KIIFOUEBOE CIIOBO;

epactdpoBaTh Gaitil UCXOIHBIM KIIOUOM;

®[IPOBEPUTH PE3YJIbTAT.
4. Jlia MeTo1a MEpECTAaHOBKH:

®BBIOPATH METO] TIEPECTAHOBKH;

®B OTKPBIBIIEMCS OKHE BBOJIa KJII0Ya MEPECTAaHOBKU CUMBOJIOB YKa3aTh CHayaia
JUIMHY STOTO KJII04Ya, a 3aTE€M M3 MOSBUBIIUXCS KHOIMOK COCTaBUTh HEOOXOAUMYIO
KOMOUWHAITMIO JIJIs1 KJIF0Ya, HAKUMAasi Ha KHONIKU B 33JJaHHOM TOPSIZIKE; TIPH ITOM YKe
WCIIOJIb30BAHHBIE KHOIMKH CTAHOBSITCS HEIOCTYIMHBIMU I TMPEIOTBPAIICHUS UX
MTOBTOPHOTO BBOJIA;

e jajiee ICUCTBUS TIOJHOCTHIO COOTBETCTBYIOT M3JI0’KEHHBIM B T1. 3.
5. [Ins Mmerona raMMUpOBaHUS:

®BLIOpATH METO/T;

®BBECTH KJTIOY;

®[I0JITHOCTBIO TOBTOPHUTH 1. 3.
6.lns Tabmuubsl BukeHepa Bce JACHCTBHUS TMOBTOPSAIOTCA W3 1. 5  (MeTOx
raMMUpPOBaHUS).

B otuere mns kaxmoro merona mm@poBaHUS OMHCHIBACTCS MOCIIEI0BATEIHLHOCTD
BBITIOJIHSCMBIX JICHCTBHM, YKa3bIBAIOTCS HMMEHA BCEX HCIOJIB30BAaHHBIX (HaJIoB,
WCXOJTHBIC W HAWICHHBIE KITIOYH, OMMCHIBAETCS MPOIIeCC MU(POBaAHUS.

[IpenonaBarento MPeAOCTABISAETCS OTYET O TMPOJACIIAHHONW paboTe u  BCe
UCITOJIb30BaHHBIC (haiiibl.

10.[lpuBecTr B OTYETE OTBETHI HA KOHTPOJHHBIE BOMPOCHI B COOTBETCTBHU C HOMEPOM
BapUaHTa, YKa3aHHBIM MPETojaBaTelIeM.

34



Ilpumeuanue: 1O KaxaoMy ydeOHOMY BOTIPOCY oOydaembie M3ydarOT TEOpe-
TUYECKUNA MaTepHall, MPOBOAAT UCCIEAOBAHUS U (POPMYTUPYIOT BBIBOABI, O(DOPMIISIIOT
OTYETHI U 3aUIUIIAIOT MOJYYEHHBIE PE3yJIbTaThl (OTYETHI).

YueOnas Jsaureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMATHBHO-TIPABOBEIE MOKyMeHTHI [1,3,4,5], anexTpoHHass OmOimMoTeka mocoouii Ha
komnakt auckax, OO0 «M3gatensckuit JJom « AOMHAY, r. Cankr — [letepOypr. CD:
[IpaBOBO€ M HOPMATUBHO-METOJAMYECKOE OOEcCIedeHHe CIEeIHAINCTa 10 3alluTe WH-
dopmarn Noe A50346, CD: Obecnieuenrie 6€30MacCHOCTH MEPCOHANIBHBIX JaHHBIX Ne
A50346, CD: 3amura koHpuaeHmanpaor nadopmaruu Ne A50348, ayekTpoHHOE
yaebHoe mocobue [1].

[TpogomxkuTensHOCTh 3aHATHA: 4/ 3 YacoB

Jlabopamopnas paboma 3. I'enepauyus npocmulx duces, UCnOIb3YEMbIX 8 AC-
CUMEMPUYHBIX CUCHEMAX WMUPPOsaHU
Ilenv pabomwi: n3yueHrne METOOB T€HEPALIUN MTPOCTHIX YUCEN, HCIIOIb3YEMBIX B CH-
cTeMax MU(POBaHUS C OTKPBITHIM KIIFOUOM.

Y4eOHbIC BONIPOCHI

1. IIpoBepuTh Ha MPOCTOTY J[Ba MPOU3BOJIBHBIX IIEJBIX YHCA PA3PSATHOCTHIO HE MEHEE

5.

2. Pacnipenenenue npoCcThIX YHUCEIL.

2.1. 3aman unTepBan Buaa [X, X + L]. Beraucnuts konudectBo [7(x, L) IpoCThIX YrCe

B MHTEpBaje U cpaBHUTH ¢ BermuuHo# L/IN(X). TIpu xakux ycnosusx [1(x, L)/L 6au3ko

K 1/In(x) mpu 3aganubix x = 2000, L = 500, Koau4ecTBO MPOCTHIX YUCE JJIs ACICHUS

5—15, koandecTBO OCHOBaHUM 1—27

2.2. Haiitu B unrtepBasie (1000, 1000 + 300) Bce mpoctbie umcna. Ilycte L(1)) —

Pa3HOCTh MEXIY IBYMS COCEIHUMHU MPOCTHIMU unciaMu. [IoCTpouTh rucrorpamMmy

st L(i). Berauciuts BeiOOpouHoe cpennee Lepen. CpaBHUTH ¢ BenmmuuHoOH In(X), e x

— cepearHa WHTEpBaNa. 3aaHO: KOJWYECTBO MPOCTHIX dwces s neneHus 5—20,

KOJIMYECTBO OCHOBaHUN 1—3.

2.3. Jlna 3amanHoro HaOopa uyucen {K} OIICHUTH OTHOCHTEIBHYIO MOTPEIIHOCTb

dopmystbl 11 K-20 mpocToro yucha:

p(k) = k/ln(k),k = {10, 15,20,30,35}.

3. MeTopl TeHepaluy MPOCThIX YHCET.

3.1.B untepnane (500, 500 + 200) nmoctpouth rpadvk OTHOCUTEIHLHOTO KOJUYECTBA

HATypaJbHBIX YHCEN, MPOXOMSIIUX «peneTo DparocheHay, T.e. HE ACIAIUXCS Ha

nepBbie K IpOCThIX.

Pacuet nmpousBoautcs s Beex K <= 10.

3.2. 1ns uaTepBana (1500, 1500 + 300):

a)  paccyuTaTh TOYHOE KOJUYECTBO Po TMPOCTBIX YWCEI B HMHTEpBAJE, T.C. TPH

MPOBEpPKE 3a7aTh TOJHKO TECT Ha JEIMMOCTh. KOJIMUECTBO MEPBBIX MPOCTHIX YHCET

JUTSL JISJICHUST OTIPENIeNIIeTCS M3 pacueTa MaKCHUMAaJIbHOE YHWCIIO IS JCICHHS PaBHO

KBaIPaTHOMY KOPHIO M3 MAaKCHMAJIbHOTO 3HAYCHHS MHTEPBAJIA;

0)  cOCTaBUTHh TECT C HEOONBIIMM KOJIMYECTBOM NPOOHBIX JEJACHUH W OJHHUM

ocHOBaHHEM B Tecte @epma. Beruncnuth konndectBo Pl, BEpOATHO MPOCTHIX YHCEIL,
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YAOBJIETBOPSIONINX 3TOMY TECTY;
B)  COCTaBHTh TECT C OOJBIIMM, 4Ye€M B NPEABIAYIIEM Ccliydae, KOJIMYEeCTBOM
MPOOHBIX JCICHUA W JABYMsI WM TpeMsi OCHOBaHUS MU B Tecte Depma. Brraucauts
KOJIMYECTBO P2 BEpPOATHO TMPOCTHIX YHCEI, YAOBIECTBOPSIOUIUX HOTOMY TECTY.
[Ipoananu3upoBaTh NOJyYEHHBIE JaHHBIE.

3.3. M3BecTHO, 4TO B 3aJaHHOM MHTEpBajie umeroTcs uncna Kapmaiikina. Haiitn ux.
BapuaHnThl HHTEpBAJIOB:

(1050, 1050 + 100);

(1700, 1700+ 100);

(2400, 2400 + 100).

4. TlpuBecTy B OTYETE OTBETHI HA KOHTPOJIbHBIE BOMPOCHI B COOTBETCTBUHM C HOMEPOM
BapHaHTa.

Ilpumeuanue: 1O KaXJIOMY ydeOHOMY BOIPOCY oOydaeMble U3y4darOT T€Ope-
TUYECKUNA MaTepHall, MPOBOAAT UCCIAEAOBAHUSA U (POPMYITUPYIOT BBIBOABI, O()DOPMIISIIOT
OTYETHI U 3aIIUIIAIOT MOJYYCHHBIC PE3yJIbTaThl (OTYETHI).

YueOHas Jureparypa: ocHoBHas [1,3]; momomnurensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPABOBbIE JOKyMEHTHI [1,3,4,5], anmekTpoHHass OubIMoTEeKa mocoOuil Ha
kommnakT auckax, OO0 «M3gatensckuit JJom « AOMHAY, r. Cankt — [lerepOypr. CD:
[IpaBOBO€ U HOPMATUBHO-METOAMYECKOE OOECIEYEHUE CIENHAINCTa MO 3alUTe WH-
dbopmariuun Ne A50346, CD: ObecnieueHne 0€30MaCHOCTH MEPCOHABHBIX JTaHHBIX No
A50346, CD: 3amuta koHpunennuansuoit napopmanun Ne A50348, snaexkTpoHHOE
yaebHoe mocobue [1].

[TpogomkuTensHOCTh 3aHATHA:4/3 YacoB

Jlabopamopnas paboma 4. Inekmpounnasn yugpoeas noonucs

Ilenv pa6ompr: o3HAaKOMIIEHHE C TPUHIMIIAMHU 3aLIUIIEHHOTO 3JIEKTPOHHOIO JIOKY-
MEHTO000POTa B TEIEKOMMYHHMKAIIMOHHBIX CETAX W aNTOPUTMaMU IMOCTAHOBKH JJICK-
TpoHHOU 1uppoBoit mognucu (DLIT).

Y4eOHbIe BONIPOCHI
1. O3HaKOMUTBCSI C OCHOBHBIMU HaIIpaBJICHUAMHU padoOT B pamkax (eaepaibHOi 1erne-
BOH Iporpammel «NEKTpOHHAs Poccusiy, a Takke cO CBEIEHUAMHM O MOPSAIKE MCIOIb-
30BaHUS W JICUCTBYIOIIMX aJTOPUTMAX MOCTAHOBKH JJEKTPOHHOU IMGPOBOM, U3IO-
’KCHHBIMH BbIIIIe. 3anycTuTh nporpammy labWork6.exe, npenHasHadeHHYO IS Jie-
MOHCTpAIMH MOPSIIKA TOCTAHOBKH U MTPOBEPKHU AJIEKTPOHHON IIU(PPOBOI MOANHCH.
2. CreHepupoBaTh U MepeciaTh ydacTHUKaM oOMeHa KIIIOUM JUIsl U POBAaHUSA UCXO/I-
HOTO JOKYMEHTa W KJIIOYH JUIsSl TIOJNMUCaHus TOKyMeHTa. IcXOmMHbIN TeKCT st mmd-
pOBaHUsI HAOUPAETCSI HEMOCPEACTBEHHO B OKHE IPOTPAMMBI.
3. 3ammdpoBaTh UCXOJHOE COOOIIEHHE U TIOJINKUCATh €r0 Ha CEKPETHOM KJIt0Ue OTIpa-
BUTETIS.
4. Tlepecnars 3ammu@poBaHHOE W MOAMUCAHHOE COOOIIEHUE TTOJTydaTes 0. BeIMOIHUTS
npoBepky npaBuiibHOCTH DI 1 BOCCTaHOBUTH MCXOIHBIN TEKCT COOOIICHHUS.
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5. CoxpaHUTh B OTUYETE IKpaHHBIE (POPMBI, TEMOHCTPHUPYIOIIUE MPOIECC TEHEPAIUU U
pactpoCTpaHEeHHUsT KIIIOYEH; mpoiece Mu(poBaHUS MCXOIHOTO JOKYMEHTAa U MOCTa-
HoBku OIII.

6. [IpuBecTu B OTYETE OTBETHI HA KOHTPOJIbHBIE BOMPOCHI B COOTBETCTBUU C HOMEPOM
BapUaHTa

Ilpumeuanue: 10 KaxaoMy ydeOHOMY BONpOCYy oOydaemble M3y4daloT Teope-
TUYECKUI MaTepHall, MPOBOAAT UCCIAEAOBaHUS U (OPMYIUPYIOT BBIBOABI, ODOPMIISIOT
OTYETHI U 3aIUINAIOT MOJYyUYECHHbIE PE3YJIbTAThI (OTYETHI).

YueOHass Jgureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPAaBOBbIE JOKyMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMoTeka mocodui Ha
koMmakT auckax, OO0 «M3narensckuit Jom «ADUHAY, r. Cankr — IletepOypr. CD:
[IpaBoBOE M HOPMATUBHO-METOJIMYECKOE OOecleueHre CrenuaiiucTa Mo 3alluTe WH-
dopmarmmn Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX No
A50346, CD: 3amuta koHpunennmmansaoi nHpopmarmu Ne A50348, snexkTpoHHOE
yuebHoe nmocobue [1].

[MpomomkuTensHOCTD 3aHsTHA:4/3 YacoB
4. Yka3aHus M0 NMPOBeJIEHHI0 CAMOCTOSATEIbHOI padoThI CTYI€HTOB

Bonpocsl, BBIHOCUMBIE HA CAMOCTOATEIbLHOE U3YYeHHE:
JI1 O4HOM OopMBbI 00yUEeHUA:

HaumenoBanue 6710ka

Ne
i (pa3nena) TUCIUILIH- Buner CPC
HBI
1. | Tema 2: Meroanl 6uo- | IToozomoexka 00K1a008 no memam:

MeTpU4YecKOi HAeHTH-
(puxanumn u anaaus

3¢ PeKTUBHOCTH UX
HCIOJIb30BAHUS AJIs

1. Nudopmarmonnas 6e€30MaCHOCTh CHUCTEMBI
«KnueHTt — 6aHK» Ha OCHOBE TEXHOJIOTUU «TOJICTOTO
KITUEHTa»

OrpaHHYeHHs 10CTYNA. 2. Nudopmarmonnas 0e30MacHOCTh  MOJACIH
AyTrenTuduKanus ¢ HNutepHeT - GaHKUHTA.

MOMOIBI0 GHoMeTpH- | 3, NudopmarmonHas 0e30MacHOCTh PAcCUYETOB
HECKHUX XapaKTepu- 0aHKOBCKMMHM KapTamu B MIHTepHeTe.

cruK 4. Mecto DUII B psiny kpunrorpaduyeckux

Mexanu3MoB. Mctopusa Bo3HukHoBeHus: DLIII B Poc-
cun. O6mee mpaBuio co3ganus DI, Ob6mee npa-
B0 Bepudukammu I1II.

o. Cxema 3amuIeHHOTO WH(POPMAIMOHHOTO
oOMeHa MpH WUCIOJIH30BAHUM CHUMMETPUYHBIX Me-
TOJIOB 3aIIUTHl HH()OpPMAITHH.

6. Cxema 3alllMIIEHHOTO HWH(QOPMAIMOHHOTO
oOMeHa MpHU HCIOJIb30BAHUHU KpUNTOrpaduyecKkux
AJTOPUTMOB C OTKPBITHIMU KJIFOYaAMH.

37



7. [Ipumenenne u wuHPOpMannoHHas 0e3-
ONIACHOCTh PEXUMA JIEKTPOHHOM KOJIOBOM KHUTH.
Pexxuma cremnnenust 610koB mudporekcra. Pexu-
Ma 0OpaTHOMU CBSI3H MO MHU(POTEKCTY.

8. Pexxum cuetuuka (counter). dynkius xe-
IIMPOBAHUS U ACCUMETPUYHBIE aJITOPUTMBI.

Tema 3: Ayrentuduxa-
Hs C IOMOUIBIO OJTHO-
Pa30BbIX MapoJiei

Iloozomoeka 00K1a006 no memam:

1. NudopmarimonHas 0€30MacHOCTh M 3alllUTa
AJIEKTPOHHBIX TpaH3akuuil nmporokoi (SSL). Cxema
paboTsl nmpotokoia SET.

2. HadopmanuonHas 06€30MacHOCTh M IIpaBuUiia
oOMeHa »JJEKTPOHHBIMH JOoKyMeHTamu. OOmue
TpeboBanus, peabsaBiasieMmbie Kk D/ (makeram D/1).

3.  Huadopmanmonnas 0e30MacHOCTb MpPHU CO-
CTaBJICHWE W HampaBieHue DJ[ ydacTHHUKOM — OT-
MIPaBUTEIIEM.

4.  HudpopmanuoHHas 0€30MacCHOCTb M MOPAIOK
KOHTpOJsi D/, MOJIy4eHHBIX OT yYaCTHHUKOB — OT-
npasuteneit. [lopsnok opopmienus 3]1, moarsep-
KIAIOIMMX UCTIOTHEHUE D] y4acTHUKOB.

5.  HudopmarnumonHas 6e€30MacHOCTb U MOPSAIOK
npueMa K UCHOJHEHUI0 D]l y4acTHHUKOM — MoJTy4a-
teneM. [lopsimok xpaneHust u yuuutoxenus /1.

Tema 4:Kpunrorpapus
€ OTKPBITHIM KJII04Y0M

Iloozomoexka 00k1a006 no memam:

[Ipeamer, uenp U 3aJa4u KpUnTorpapuu.

Hcropus kpunrtorpadumu.

Kpatkue cBeeHust 0 KpUNToaHaIU3e.

[Ipocreiimre mmdpsl U KX CBOMCTBA.

Cucrembl mUQPPOBAHUS C OTKPBITBIMH KIFOYa-

MHU.

BupryanpHble 4acTHBIE CETH.

7. DJIEeKTpOHHbIE udpoBkIe MOANUCH

(9TIEKTPOHHBIC TTOATHICH).

OcHoBHbI€ OX0bI K peanu3anuu PKI.

9. KommnoHeHThI U CepBHUCH HUHOPACTPYKTYPHI
OTKPBITBIX KIIFOYEH.

10. Apxwutektypa u Tononorus PKI.

11. Cranpaptel B o0nactu PKI 50.

12. Crangaptsl Internet X.509 PKI (PKIX).

13. Ceptudukarsl oOTKpbITHIX Kitoueh X.509.

14, Choucku  aHHYJIMPOBAaHHBIX  CEPTU(PHUKATOB.
ATpuOyTHBIE CEpTUPUKATHI.

15. Ocuosubie TpeboBanus k monutuke PKI.

16. Ilonmtmka mnpuMeHeHUs cepTuuKaToB U
pEryIaMeHT.

17. Kparkas xapakrepuctuka nonutuku PKI.

Ok E

o

oo
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18. Hab6op monoxenuii mommtuxu PKI.

19. IIpo6nemsr popmupoBanus noautuku PKI.
20. CuMMeTpUYHbBIE KPUIITOCUCTEMBI.

21. Ocnossl Teopuu K. Illennona.

22. CuUMMETpUYHbIEC METObI IIH(PPOBAHUS.

23. AnropuTmbl 6J104HOTO MIKU(PpPOBAHUS.

24. AcuMMeETpUYHBIC CUCTEMBI IITM(POBAHMUS.

25. IlpumeHeHHE aCHMMETPUYHBIX AITOPUTMOB.
26. Xpanunuuie ceptuduraroB OC MS Windows.

4 | Tema S:IIpoTokont Iloozomoeka 00K1a008 no memam:
aYTEeHTHQUKAUMK B J10- | | ByyTpeHHHUE aNlapaTHbIE CPEICTBA MEPCOHANBHO-
KaJIbHOM CeTH r'o KOMIIbIOTEpa

2. Buemnue nepudepuitHbie ycTpoicTBa nepco-
HaJIbHOTO KOMIIBIOTEpA

5. Yka3aHus 110 NPOBEICHUI0 KOHTPOJIbHBIX PadoT
5.1. TpeGoBanusi K CTPYKType
CtpykTypa KOHTPOJBHOM pabOThI JOJDKHA CIIOCOOCTBOBATH PACKPBITUIO TEMBI:
MMETh THUTYJIbHBIN JIUCT, COJIEp’KaHUE, BBEJICHHME, OCHOBHYIO YacTh, 3aKJIIOUYCHHE,
CIIMCOK JIUTEPATYPHI.
5.2. TpeGoBanusi K coaep:kaHnI0 (OCHOBHOM YaCTH)

1. Bo BBeneHHMM OOOCHOBBIBAETCS AaKTYyaJbHOCTb TEMBI, ONPEIEIACTCS IIelb
paboThI, 3a1a49M U METOJIbI UCCIICIOBAHMUS.

2. OcHoBHas 4acTh PabOTBHI PACKPBHIBAET MPOIIECC MPOCKTUPOBAHUS 3aTaHHOTO
amnmapaTHOro yCTPOWCTBAa M JIOJKHA COJIEpaTh COOTBETCTBYIOIIME TaOJUIbI WU
BpPEMEHHBIC JHarpaMMBbl, KOTOpbIE JOJDKHBI (POpMHUPOBATHCA pa3padaThbIBa€MbIM
YCTPOMCTBOM, IPUHIMIHAIBHYIO CXEMY YCTPOMCTBA U OIKMCAHUE €r0 PadOTHI.

3. B mpomecce wu3nokeHUs MaTepuajia HEOOXOIWMO J1aBaTh CCHUIKM Ha
UCIIOJIB3YEMYIO JINTEPATYPY.

4, 3akiroueHue JOJDKHO COJCpP)KaTh CJHIeJIaHHBIE aBTOPOM palOOTHl BBIBOBI,
WTOTH HUCCIICOBAHUS.

5. Bcraen 3a 3akimodeHHEM HIET CIHUCOK JIMTEPATYPhI, KOTOPBIN JOJKEH OBITh
COCTaBJICH B COOTBETCTBUH C YCTAHOBJICHHBIMH TPEOOBAHUSMH.

5.3. TpeOoBanus k opopMIIEeHUIO
O0BEM KOHTPOJBHON pabOThl — 5-6 cTpaHull popmara A 4, HalleyaTaHHOTO C
o/IHOM cTopoHbI TekcTa (1,5 narepsan, wpudt Times New Roman).
5.4. IlpumepHasi TeMATHKA KOHTPOJIbHBIX padoT:

1. CyuHOCTh ¥ OHATHE UHPOPMALTMOHHOM 0€30MacCHOCTH
2. 3nayeHue MHGOPMAILIMOHHON 0E€30MacHOCTH U €€ MECTO B CHUCTEME Haluo-
HaJbHOM Oe3omacHocTh. JJokTpruna uHdopmalmoHHon 6e3omacHocT PO
3. CyIIHOCTh ¥ TEOPETUKO-KOHIIETITYaIbHbIE OCHOBBI 3aIUTHI HHPOPMAIIH
4. XapakTepucTuKa 3aluinaeMon nHdopmarmm
5. Kputepuu, ycioBus U MPUHLMITBI OTHECEHHS UH(DOPMALIUU K 3allMIIaeMOH.
6. CocraB u knaccudukanus 31 u ux HocuTeneu
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7. OCHOBBI 3aIUThl KOMMEPYECKOM TailHBI

8. OCHOBBI 3aIlITUTHI TOCYJAPCTBEHHOMN TailHbI

9. OCHOBBI 3aITUTHI TUYHON TAHHBI

10. OcHOBBI 3a1IUTHI TPO(HECCHOHATIEHON TaWHBI

11.VcnoBus, onpeaensioniie HeoOX0MMMOCTh 3aIUThl HTHGOPMAITHH

12. JlecTraOunm3upyromniiue BO3ACHCTBAS Ha 3allUIACMbIi HH(POPMAITMOHHBIHN
pecypc.

13. KanaJpl IpoTUBONPABHBIX JICHUCTBUIM B HH(POPMAIIMOHHOM 0€30MacHOCTH

14. MeTo1bl NPOTUBOMPABHBIX ACHCTBUN B UHPOPMAIIMOHHON 0€30M1acHOCTH

15. Xapakrepuctuka AesTeIbHOCTH Pa3BEbIBATEIBHBIX CIYXKO MO0 HECAHKIIUO-
HUPOBAHHOMY JOCTYIY K 3alIUIIIaEMOMY HH(POPMAITMOHHOMY PECYpCy.

16. O0mast xapakTepuCTHUKa OCHOBHBIX Mep Mo 3amute uHbopmanuu (uHbOp-
MaIlMOHHOM 0€30TMacHOCTH)

17. OcHoBHBIE BUABI OOECIICUEHUE, CHCTEMBI M CPEACTBA 3aITUTHI HHHOPMAITIH
(mHpOPMAITMOHHON 6€30TTaCHOCTH)

18. OcHoBHBIE BUABI OOecreueHue 3aumThl nHpopManuu (MHGPOPMALMOHHON
0€30MacHOCTH)

19. OcHoBHBIE BUABI CHCTEMBI 3alUTHl HHPOpMAIH (MHGOPMAITMOHHON Oe3-
OTaCHOCTH)

20. Knaccuduxamnus cpeactB 3ammThl nHopmanuu (MHGOPMAIMOHHON 0e3-
OTTACHOCTH)

21. OcHoBBI ynpaBiieHUs] THPOPMAIIMOHHOM 6€30MacHOCTH

22. OcHOBBI O1IeHKH 3D PEKTUBHOCTHU 3aIUTHI UHGOPMAITHH

6. IlepeyeHb OCHOBHOI U JOMOJHUTEIbHOI YU4eOHOH JTUTEPATYPbI

OcHoBHas JauTeparypa:

1. MopenupoBanue cucTemsl 3amuThl HHpopmaruu: [Ipaktukym: YueOHoe 1mo-
cooue / E.K.bapanoBa, A.B.ba6am - M.: U1 PUOP: HUI] UHD®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Jom. mat. znanium.com). - (Beicmee oOpa3oBanue: bakanasp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914

2. KommiekcHas 3ammuTa nHGOpManud B KOPHMOPATUBHBIX CHCTEMax: Y4eOHOE
nocobue / B.®. llansrun. - M.: U] ®OPYM: HUL UHDPA-M, 2013. - 592 c.: un.;
70x100 1/16. - (Bsicmiee oOpasoBanue). (mepermier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonoiHMTE IbHAA JTUTEpPaTypa:

1. 3amura uadopmanuu: Yuednoe nocooue / A.Il. Kyxk, E.IT. Kyk, O.M. Jle-
nemkuH, A.W. TumomkuH. - 2-¢ uza. - M.: U1 PUOP: HUL] UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Beiciiee obpazoBanue: bakanaBpuat; Maructparypa). (mepermier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Cxpunnuk, J[.A. OO6mye BONpOCHl TEXHUYECKOW 3aluThl MH(OpManuu /
J.A. Ckpunuuk. - 2-e u3f., ucnp. - M. : Hanmonanbubiii OTKpBITHIA Y HUBEPCUTET
«MHTYUT», 2016. - 425 c. : ui. - bubauorp. B kH. ; To xe [DIeKTpOHHBIN pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=429070
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7. IlepeyeHb pecypcoB HHGPOPMANUOHHO-TEICKOMMYHHMKALIMOHHON CeTH
«HHTEpHET»
HNHTepHeT-pecypcesl:
1. http://eup.ru/catalog/all-all.asp — HayuHo-00pa3oBaTeIbHBIN MOPTAIL.
2. http://informika.ru/ — o6pa3oBarenbHbIi TOPTAIL.

3. www.wiklsec.ru - DHnukmonenus WHGOPMANUOHHONW OCE30MACHOCTH. —

[TyGnukanuu, cTaThH.
4. www.biblioclub.ru - YausepcanbHast O6MOIMOTEKA OHITAKH.
5. www.rucont.ru - 9bC «PykoHT».

6. http://www.academy.it.ru/ - akagemus AUTH.

7. http://www.minfin.ru/ - OdunuaneHelii caiit MuHHCTEpCTBA (HUHAHCOB
Poccuitickon denepanmnu

8. _http://www.gov.ru/ - OdunmanbHbIii CepBep OPraHOB TOCYAapPCTBEHHOM
Biactu Poccuiickon denepannu.

9. http://lwww.fsb.ru/ - Odunmaneaeiii  caiit  @eaepanphoit  CiryKObI
be3onacHoctn

10. _http://www.fstec.ru/ - Opunmansubrii caiit @enepansroii Coyx0s! 0 Tex-
HAYECKOMY DKCIIOPTHOMY KOHTPOJIIO

8. [lepeuenb uHGOPMAMOHHBIX TEXHOJIOTHI, HCIOJIL3yEMbIX MPH OCYILIECTBJIE-
HHMH 00pa30BaTeJIbHOIO NMPoLecca Mo TUCHUILIHHE (MOIYJII0)

Ilepeuenn nporpammuoro odoecneyenns: MSOffice, Multisim.

HNudopmanuoHHbie CIpaBOYHbIE CUCTEMbI:

1. DnexTpoHHBIE PeCYpChl 00pa30BaTEIBHON CPEIbl Y HUBEPCUTETA.

2. UndopmarmonHo-cripaBounbie cuctemsbl (Koncynsrant+; ['apanr).

3. PaGouas mporpamMma U METOIUYECKUE PEKOMEH AU TI0 KypCy «3aluTa KOH-
dunennmansaon uapopmanuu ot HCI (OO0 «I1BW1»).

41
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