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1. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH MO0 AMCHMILINHE,
COOTHECEHHBIX € INIAHUPYEMBIMH pe3yiabTaraMu ocBoenust OIIOII

He.]IﬂMI/I H3YUYCHHUA JUCHUILIMHBI SABIACTCS.

1. @®opMHUpPOBaHUE Y CTYAECHTOB CHEIMAIN3UPOBAHHON Oa3bl 3HAHUM 1O OcC-
HOBHBIM MOHATHUSAM B OOJIACTH CHUCTEMHBIX M MPUKIATHBIX BOIIPOCOB 3aLIUTHI HHPOP-
maruu oT HC/I;

2. YCOBEpIICHCTBOBATh HABBIKM MO OCHOBAM MPAKTHUYECKOTO OOOCHOBaHUS
TpeOOBaHUIl K cucTeMe 3amuThl KoHbuAeHnansHoi nHpopmaruu ot HCJI, uro mos-
BOJIUT CTY/IEHTY OPUEHTUPOBATHCS HA PBIHKE CPECTB MH(POPMALIMOHHON 3aIUTHI IIPU
BbIOOPE ONTHUMAJILHOTO PEIIECHHUS.

B nponecce oOydeHus: CTyJeHT MPUOOPETAET U COBEPIICHCTBYET CIEAYIOIINE
KOMITETECHIIUHU:

ITK-1. CrtocoOHOCTh MPOBOJIUTH UCCIIEIOBAHUS 3AIUIIICHHOCTH NH()OPMaIIMOH-
HBIX 00BEKTOB Ha COOTBETCTBHE TPEOOBAHUSIM HOPMATHBHO-TIPABOBBIX aKTOB U CTaH-
JapTOB B 001aCcTH MH(OPMALIMOHHOW 0€301MacHOCTH

I[IK-3. CnocoOHOCTh  OCYIIECTBISATH  yHOpaBIeHUE C  pa3pabOTKou
OpraHU3AMMOHHO-PACTIOPSIANTEIBHBIX JOKYMEHTOB M PEaM3alldi0 OpTraHu3allMOHHBIX
mep o 31 B AC;

[1K-5. Cioco6eH npoBOAUTH aHAU3 UCXOIHBIX JIAHHBIX JIJIS1 TPOEKTUPOBAHUS
MOJICUCTEM U CPEACTB o0ecreueHus: HHHOPMAITMOHHONW O0€30MaCHOCTH M Y4acTBOBATh B
MIPOBEICHUH 0OOCHOBAHMS COOTBETCTBYIOIIUX MPOEKTHBIX PEIICHUM;

OCHOBHBIMH 3agavyaMu JUCIHHUITIIMHBI ABJIAIOTCA:

1. HAay4NUTh CTYACHTOB CaMOCTOSTEJIBHO PEIIaTh ITOCTABJIEHHBIE 3aJa4d B
00JIaCTH CUCTEMHBIX M MPUKIATHBIX BONPOocoB 3amuTsl nHPpopmanuu ot HCJ[ Ha oc-
HOBE JIEWCTBYIOLLETO POCCHUMCKOTO 3aKOHOAATENBCTBA C IMOMOLIBIO COBPEMEHHBIX
IIPUHLHIIOB, METOJ0B, CUJI M CPEICTB B PA3JIMYHBIX OPTaHU3ALUOHHBIX CTPYKTYpax, IO
0a30BbIM HaIPaBJICHUSAM 3aIUThI TOCYIAPCTBEHHON TallHbI U KOHPUIECHIMATBHON UH-
dbopmanuu;

2. dopmupoBaHre y 00y4YarIIMUXCA MPABOBOM CUCTEMbI 3HAHHMM, YMEHUI U
HaBBIKOB 110 3aimuTe uapopmaiuu ot HCJI;

3. obecrieueHU0 WH(POPMAIIMOHHOW O€30MaCHOCTH TpaKJaaH, OOIIECTBa W
rocy/1apcTBa, B Y4aCTHOCTH PACKpbITHE OOLIUX MOJIOKEHUH 10 3aluTe HHPOpMaluu OT
HCJ;

4, Hay4YHUTh CTYIAEHTOB CaMOCTOATEJIBHO pEIIaTh IMOCTABJICHHBIE 3aJauyd B
00J1aCTH 3aIUIIEHHOCTH KOHPUICHITMATBHOM HWH(POPMAIIUU ¢ IPUMEHEHUEM CHCTEM
U cpeAcTB 3ammThl nHpopmaruu ot HCJI;

S. O03HAKOMUTH CTYJIEHTOB C MEPCIEKTUBHBIMU TEXHOJIOTHSIMU U METOJAMHU
3amuThl nHGopmarmu ot HCL;
6. U3YYUTh COBPEMEHHbIE METOJUKHU MPUMEHEHUSI U MCIOJIb30BaHUS BCTPO-

€HHBIX MeXaHU3MOB 3amuThl nHGopmanuu ot HC/J;



[/.  HAy4YUTh CTYJCHTOB, MOPSAKY MPUMEHEHHS] TEXHUUECKUX CPEACTB 3alllu-
Tl uH(opmanuu ot HC/I.

IToka3aTens OCBOCHUS KOMIICTCHIOWH OTPAXKAIOT CIICAYIOINC NHANKATOPHI:

Tpynossie neicTBus:

- BBINOJIHATH OOHApy’>K€HUE, UICHTU(PUKALUIO U YCTpaHEHUuEe MHIUAEHTOB b
(31);

- aHAJIM3UPOBATh BO3/CICTBUE HA 3ALIUIIAEMYIO CUCTEMY MH(POPMALIUU, OLICHU-
BaTh MOCJEACTBUA U BbIpa0aThIBATh NPEJIOAKEHUS 110 €€ COBEPILIEHCTBOBAHUIO;

- aHAJIM3UPOBATh 3AUIUIIEHHOCTh MH(MOPMALMOHHOW HMH(PACTPyKTypHl ¢ (op-
MHUpPOBaHUEM cHucTeMbl TpeboBaHui no 31 u yyacTBoBaTh B 0OOCHOBAHUU KpU-
TepueB 3 HEKTUBHOCTH GYHKIIMOHUPOBaHUS NpoekTupyembix cucteM Ub (3N1)
Heo0xoaumblie ymeHus:

- BBISIBJISITH M OIICHUBATh UCTOUYHUKH U TocheAcTBus nnuuaeHTos Ub (31);

- OLEHUBATh HMH()OPMALMOHHBIE PUCKU Pa3padaThIBATh MPEIIOKEHUS IO CO-
BepuieHcTBOBaHUIO CY (MB) u nmpumeHsTh cpeacTBa KOHTPOIsS 3(PpPEeKTUBHOCTH
3U;

- Y4acCTBOBATh B pa3padOTKE MPOEKTHBIX TOKYMEHTOB Ha CO3/IaHHUE MOJICHCTEMBI
Wb ¢ pa3paboTkoil MOAENU MPOEKTUpYEeMbIX cucteM 31 U OCyIIEeCTBIATh TEX-
HUKO-3KOHOMHYECKOE 00OCHOBAHUE;

Heo0xoaumbie 3HaAHMA:

- HOPMaTUBHO-TIPAaBOBbIE aKThl U CTaHJAAPThI B obsacty Wb u npuHIuns! npose-
JI€HUS AUArHOCTUKH cucTteMsl 3U;

- OCHOBHBIE HOPMAaTUBHO-TIIPABOBBIE AKThl, METO/IbI YIIPABICHUS 1€ATEIbHOCTBIO,
yrpo3sl Ub u HapymuTenu cucreM 06e30mnacHocTd HHGOpMaluy;

- IOKYMEHTalMOHHOE 00ecredeHne o pa3padoTKe MPOEKTHBIX perienuii no 3U,
MPUHIUIBI U OCOOEHHOCTH OPTaHU3alMU POEKTHO-TEXHOJIOTMYECKOU JesATeNb-
HOCTH;

2. Mecto nucuuniaunbl B crpykrype OIIOIT BO

HucrunnHa «MeTobl U cpeicTBa 00eCIIeUeHHs 3aUIIEHHOCTH UHHOpMAITHH
oT HecaHKuroHupoBaHHOTO aoctyna OO0 «IIbW»)» OTHOCUTCS K AMCHUIUIMHAM 10
BBIOOpPY BAapUMATMBHOM 4YacTH OCHOBHOW MpodeccHoHaIbHOM 00pa3oBaTebHOM MpO-
rpaMMbl TOJATOTOBKHM OakanaBpoB no Hampasienuto 10.03.01 «MudopmanumonHas 6e3-
OTIACHOCTB.

N3ydenne NMaHHOW MUCHMIUIMHBI 0a3upyeTcs Ha paHee WM3YyUCHHBIX JAUCIUTLIN-
Hax: «OcHOBBI MHpOPMAIMOHHON Oe3omacHocTny, «MHpopmaTukay, «OCHOBBI Mpa-
Ba», «OCHOBBI YIIPABICHUYECKOMN aesTenbHOCT» U komrneTeHuusx: OIIK-2,3,4,11; VK-
4.

3HaHUS U KOMITETEHIIUH, TTOJTyYSHHBIE TTPH OCBOCHHUU JTUCITUTUINHBI, SBIISIOTCS Oa-
30BBIMH ISl M3y4eHUs Tocienyromux auciuiumi: «Madopmanmonnas 0e30macHOCTb
ABTOMATH3UPOBAHHBIX CHCTEM», «MOJIETMpPOBaHNE MPOIIECCOB M CHUCTEM 3aIllUThI WH-
dbopmarn», «HopMaTuBHBIE aKThl U CTAHIAPTHI M0 MHPOPMAIIMOHHON OE30MaCHOCTH,
«KomrmiekcHoe obecrniedueHre 3anuThl HHGOpManuu 00bekTa MH(pOpMaTH3aIuu (IIpe-
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TPUSTHUSA )», IPOXOXKACHHS MPAKTUKHU, TOCYJAPCTBEHHOW MUTOTOBOM ATTECTAIIMU U BBITOJI-
HEHUs BBITYCKHOW KBaMU(UKAIIMOHHOM paboThl OakasaBpa.

3. O0beM TMCUMIIMHBI (MOAYJISA) U BU/bI y4eOHOMH padoThI

OO611ast Tpy10€MKOCTh JUCITUIUTMHBI JIsI CTYJICHTOB OYHOM M OYHO-3a04HOM (hopm

cocTaBiseT 3 3aueTHhIX equHull 108 gacos.

Taoaumal
Buabi 3ansituii Bcero yacoB | Cemectp | Cemectp | Cemectp | Cemectp

5 9

OO01ast TPy10eMKOCTh 108 108 108
OYHASA ®OPMA OBYUYEHUSA
AyIUTOpPHBbIE 3aHATHS 48 48
Jlexuuu (JI) 16 16
[Ipaktuueckue 3ausarus (113) 32 32
JlaGopaTopHbie paboTsI (JIP) - -
CamocrosiTejibHasi paboTa 50 50
Jlpyrue BHABI KOHTAKTHOI 10 10
padoThI
IIpakTHyeckas MOAroTOBKA HET HET
KypcoBbie paGoThI (IIPOEKTHI) - -
PacyerHo-rpajdpuyeckue pa- - -
00TBI
KonTpoabHnasi pabora, + +
JAoMalllHee 3a/1aHue - -
Texymmii KOHTPOJIb 3HAHUH T1; T2 T1; T2
(7 -8, 15 - 16 nexenn)- 2u.
Buja utoroBoro KOHTpoOJIst 3auer 3auer
OYHO-3A0YHAS ®OPMA OBYUYEHUA

AYIUTOPHBIE 3aHATHS 28 28
Jlexrum (JI) 12 12
[Tpaktryeckue 3ansatus (I13) 16 16
Jlaboparopusie paboTs (JIP) - -
Jlpyrue BHABI KOHTAKTHOM 10 10
padoThI
CamocroniTejibHasi paboTa 80 80
Kypcosbie padoThI (IPOEKTHI) - -
PacyerHo-rpadpuueckue pa- - -
00THI
KonTtpoabHnas pa6ora, + +
JAOMAallIHee 3a/IaHHe - -
IMpakTHyeckasi MOAroToBKAa HET -
Bua uTOoroBoro KOHTpoOJIA 3auer 3aueTt

1100 Opyeumu euoamu KOHMAKMHOU padboOmsbl NOHUMAEMCsL. 2PYNNOGble U UHOUBUOYANbHbIE KOHC)lb-

mayuu, mecmuposarnue



4, Conep:kanue IMCUUININHBI

4.1. TeMbl TUCHMILJIMHBI U BUABI 3AHATHI

Taoauna 2
Jlekunu, ([IpakTuveckue | 3aHATUA B MH-
gac. 3aHATHS, TEePAKTHBHOM Kon
HaumeHoBaHnue TeM 04YHO0€/3204HO0¢€ qac. dopme, yac. KoMmeTeHUMiIt
0YHO€/3209HO0€E | 0YHOE/3209HO0E

Pa3nen |. OGecneuyenue 6e30MacHOrO 10NMycKka K HH(OPMAIIMOHHBIM pecypcam

Tema 1:MexaHu3Mbl ayTeHTH-
(uxanum npu ocymecTBIeHUH
MOAKJIIOYEeHUI

212

4/1

-1

IK-2

Tema 2:AyTeHTH(IHKAIHSA B
3aLMIIEHHBIX COEIMHEHUsX

212

4/5

-1

K-2

Tema 3:IlpumMeHeHue MeTOAA
AUMEH3MOHAJbLHOW OHTOJIOTHH
NpH BeIOOpe CPeICTB TeXHNYe-
CKO#i 3a1IMThI MH(OPMALMH OT
HEeCAHKIIMOHUPOBAHHOTO /10-
cryna. [Ipumenenue annapar-
HBIX CPEACTB ayTeHTUPHKAUHT
U XpaHEeHUsl KJIK4YeBoil UH-
t¢opmanun

4/2

8/3

MK-4

Pa3nes |l. Yuer cy0ObekTOB 10cTyna. Peanu3zanusi MexaHu3MOB 3a1UTHI

Tema 4. [IpakTnueckas pea-
JU3AL A MEXaHU3MOB 100a-
BOYHOM 3alIIUThI

4/2

8/3

-3

MK-5

Tema 5. Pazpadorka u on-
THMH3ALHUA MEXaHU3MA
YPOBHEBOI0 KOHTPOJIA,
KaK MeXaHH3Ma PeaibHOro
BpeMeHHU

4/4

8/4

-3

IIK-5

Hroro:

16/12

32/16

-/10

4.2. Conep:kaHue TeM JUCHUININHBI

Paznen I. OGecnieueHue 6€30MacHOIO A0NMyCKa K MHPOPMAMOHHBIM pecypcam
Tema 1. MexaHu3Mbl ayTeHTH(PUKALUH NPU OCYLIECTBJICHUM MOAKII0OYe-

802.1x B onepanmonnbix cucremax Microsoft. Cisco NAC.

HUN

[Tpotoxon PPP PAP. IIporokon PPP CHAP. IIporoxon PPP EAP. Ilporokoin
TACACS+. IIporokon RADIUS. Cranmapt IEEE 802.1x u mporokon EAPOL. Ilpo-
Tokonl EAP- TLS ¢ ucnons3oBanueM poccuiickoit kpuntorpaduu. Crangapt |EEE

Tema 2. AyrenTnduKanus B 3alMIIEHHBIX COeIMHEHUAX

ITpotoxonsl SSL, TSL. Ilporokon

SSH. IIporokonsr S- HTTP. IlpoTokon
SOCKS. IIpotokon IPSec. IIpoTOKOJIBI 3alIMIIIEHHOTO B3aUMOACHCTBUS U ayTEHTH-
(bUKaIuu 151 KOPIIOPATUBHBIX OCCIIPOBOJIHBIX JIOKAIBHBIX CETCH.




Tema 3. IlpumeHeHne MeTo1a TUMEH3MOHAJIBHOM OHTOJIOTUM NIPU BBIOOpE
CPeACTB TEXHUYECKOM 3alUThI MHPOPMALKMH OT HECAHKIIMOHMPOBAHHOIO 10CTY-
na. llpyMeHenne annmapaTHbIX CPeACTB AYTEHTU(PUKALUN U XPAHEHUS KJII0YeBO

uHpopManuu

[IpuMeHeHne MeToAa TUMEH3MOHAIBHOW OHTOJIOTMH MPH BBIOOPE CPEICTB TEX-
HUYECKOU 3alTUThl THPOPMAIIUU OT HECAHKIITMOHUPOBAHHOTO JIOCTYTIA.

AnmapaTHbie cpeacTBa 3amuThl B coBpeMeHHbIX PKI pemenusix. Heobxomu-
MOCTh MPUMEHEHHUS amllapaTHbIX CPEACTB ayTEeHTHU(PUKAIMK U XPAHEHHUS KIIOYEBOU
uHpopmaruu. Tunossie TpeOOBaHUS K CPEACTBAM ayTEHTU(DHUKAIIUN U XPAHEHUS KITIO-
yeBoil nH@opmanuu. OCOOEHHOCTH KOPIOPATUBHOTO UCIOIB30BAHUS MEPCOHAIBHBIX
CpelCTB ayTeHTU(UKAIMK U XpaHEeHUs KiItoueBol mHbopmarmu. lleHTpanuzoBaHHas
CUCTEMa yIpaBJIeHUs CPEICTBAMU ayTeHTU(UKAIIMKY U XpPaHEHUsI KITt0ueBOM nHpopma-
MU MoJb30Bareneld. TumnoBbie TpeOOBaHUS K CUCTEME yrpaBlieHus TokeHamu. Token
Management System (TMS) xommnanuu Aladdin. [IpakTuka: KOMITIEKCHas cUCTEMaA
Ha 0a3e eMHOr0 MEPCOHAIBFHOTO CPEJCTBA ayTEHTU(UKAIIMU U XPAHEHHs KIIOYEBOU
uH(popMauu.

Paznea II. Yuer cy0ObekTOB g0ocTyna. Peajusanus MeXaHM3MOB 3alIUThI

Tema 4. IlpakTHyeckasi peaju3anusi MeXaHU3MOB A00ABOYHOM 3alIUTHI
Pexxum xpanenus KJI. Iopsinox obpamenus ¢ KJI. Haznauenue, BUJIbI U MPUHIIUATIBI
npoBeaeHus npoepok Hamuuusg K/I. [IpoBepku MmpaBUIBHOCTH NMPOCTABJIEHUS PETH-
CTPAIIMOHHBIX JTAHHBIX KOH(DHICHIIMAIBHBIX HOCUTENCH, JOKYMEHTOB, JIe] U YUYETHBIX
KYpPHAJIOB (KapTOYEK).

Tema 5. PazpaboTka u onTUMH3aIUsA MEXaHNU3Ma YPOBHEBOI0 KOHTPOJIS,
KaK MEeXaHU3Ma PeaibHOI0 BpeMeHH

[IpoBepkn MpaBUILHOCTHA MPOCTABICHUSI OTMETOK O ABMkeHuU K/I, nem u Hocu-
tenei. KBapranbubeie npoBepku (aktuyeckoro Hamuuus K u qoxkymenrtoB. ['ogoBas
npoBepka Hamuuus K[, TOKyMEHTOB BBIICJICHHOTO XPAHECHUS U YYETHBIX >KYPHAJIOB
(kapTouek). He permaMeHTHbIE MPOBEPKH HAMYUS KOH(DHUICHLIHMATBHBIX HOCUTEJEH,
JOKYMEHTOB U JIE]L.

5. IlepeyeHb y4eOHO-METOAUYECKOTO O0ecriedeH s IJIsl CAMOCTOSITEIbLHOM
padoThI O TUCHHUILTHHE

«Meronnyeckue ykazaHUs Ui CaMOCTOSTENBHOM pabOThl OOydaroluxcs I0
OCBOEHHUIO JUCUUIUIMHBD NpeacTaBieHbl B [Ipunoxenun 2.

6. DOoHI OLIEHOYHBIX CPEACTB /JIsl MPOBeAeHUS TPOMEKYTOYHOM
arrecTauuu 00Y4YAKOUIUXCS 10 AUCHUIIMHE

CrtpykTypa (oHIA OLIEHOYHBIX CPEACTB, IJIS MPOBEACHUS MPOMEXYTOUHOU aT-
TecTaluu OOy4arouIuxcs Mo AUCLHMIUIMHE «3amuTa HHHOpMaIMi OT HECAHKIIMOHUPO-
BAHHOTO J0CTYyIa» npuBencHa B [Ipunoxenun 1.



7. IlepeyeHb OCHOBHOI U JONOJHUTEIbHOH Y4eOHOM JTUTEPATYPBHI,
He00X0AMMOi1 VIS OCBOCHUS JUCHUIIIMHBI

OcHoBHas JauTEparypa:

1. MonenupoBaHHE CUCTEMBI 3aluThl HHGopMaruu: [Tpaktukym: YueOHOE IM0-
cooue / E.K.bapanosa, A.B.ba6amr - M.: U] PUOP: HUL] UH®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Jlom. mat. znanium.com). - (Bpicmee obpa3oBanue: bakamagsp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread?2.php?book=549914

2. KommuiekcHas 3amuTta uH(GOpManuu B KOPIIOPATUBHBIX CHCTEMax: YueOHOe
rmocooue / B.®. lllanerun. - M.: U] ®OPYM: HUL] UHOPA-M, 2013. - 592 c.: un.;
70x100 1/16. - (Beicmiee oOpa3zoBanue). (meperuier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonosHuTeIbHAS JIUTEpPaTypa:

1. 3amura undopmanuu: Yuednoe nocooue / A.Il. Kyxk, E.Il. Kyk, O.M. Jle-
nemkuH, A.W. Tumomkus. - 2-¢ uza. - M.: UL PUOP: HUL] UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Beiciiee obpazoBanue: bakanaBpuat; Maructparypa). (meperier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Ckpunnuk, J[.A. OOmme BONMPOCH TEXHUYECKOW 3almuThl WHPOpMarmu /
J.A. CkpunHuk. - 2-¢ u3f., uchp. - M. : Haunonanbueiii OTKpBITEIN YHUBEPCUTET
«HTYUT», 2016. - 425 c. : ui. - bubnauorp. B kH. ; To xe [DIeKTpoHHBIN pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=429070

8. [lepeyeHb pecypcoB HH()OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTH
«/HTEpHEeT», HEOOXOAUMBIX [IJISI OCBOCHMS TUCIUIIINHBI

HNHuTepHeT-pecypcsl:
1. http://eup.ru/catalog/all-all.asp — HayuHo-00pa3oBaTeIbHBIN MOPTAI;

2. http://informika.ru/ — oOpa3oBaTeNbHBII OPTAT,

3. www.wiklsec.ru - DHuukmonenus WHOOPMALMOHHONW OCE30MACHOCTH. —
[TyOnukanuu, cTaThy,

4. www.biblioclub.ru - Yuusepcanbnas 6uOIHOTEKA OHIIANH;

5. www.rucont.ru - 9bC «PykoHT;

6. http://www.academy.it.ru/ — akagemus AUTU;

7. http://www.minfin.ru - Od¢unmaneHelii cadT MuHUCTEpCTBA (PUHAHCOB
Poccuiickon ®@enepaunu;

8. http://lwww.gov.ru/ - OdunmansHbii cepBep OPraHOB TOCYIapPCTBEHHOM
Bi1actu Poccutickon @enepanuu;

9. http://www.fsb.ru/ - Odunuaneaeiii  caiit  DenepanpHort  Cory)ObI
be3zonacHocty,


http://znanium.com/bookread2.php?book=549914
http://znanium.com/bookread2.php?book=402686
http://znanium.com/bookread2.php?book=474838
https://biblioclub.ru/index.php?page=book&id=429070
http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/%20–
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/

10. http://lwww.fstec.ru/ - Odunmanpapii caiit denepanbHoit CiyKOBI TIO
Texanueckomy DkcnnopTHOMY KOHTpOIO;

11. http://www.minfin.ru - OdurnmaneHeiidi caiit MwuHHCTEPCTBA (UHAHCOB
Poccuiickon ®enepanuuy;

12. http://www.gov.ru - OdurmansHblii cepBep OPraHOB T'OCYIapCTBEHHOMN
Biactu Poccutrickon denepanuy;

13. http://www.fsb.ru/ - Odunuaneueiii  caiit ®DenepanbHoit  CiryKObI
be3zonacHocTy,

14. http://lwww.fstec.ru/ - Odunmansaeiii caiit DenepambHoit CirykObI TI0
TexHHnYeCcKOMY DKCIIOPTHOMY KOHTPOJIIO.

9. MeTOIlI/I‘leCKI/Ie YKazaHuda OJast Oﬁy‘lalOllll/IXCﬂ, 10 OCBOCHMHIO JUCHUIIINHDBI

Mertoauueckue ykazaHus [l 00y4YaroIuXxcs, 0 OCBOCHUIO JAUCIUILIMHBI TIPU-
BesieHbl B [Ipuioxkenun 2 k HacTosIe padboyeit mporpaMmme.

10. TIlepeyeHb HH(POPMANMOHHBIX TEXHOJIOTHIi, HCHOJIb3yeMbIX TMPH
OCYLLeCTBJICHHH 00pa30BaTeJIbHOI0 NPoLecca Mo JUCHUIIMHE

Ilepeuenn nporpammuoro odecnevennsi: MSOffice.
HNudopmanuoHHbie CIPpaBOYHbIE CUCTEMbI:

DIEeKTPOHHBIE PECYPChl 00Pa30BATEIBHOM Cpe/ibl Y HUBEPCUTETA.
Nudopmarmonno-cipaBounsie cuctemMbl (Koncynbrant+; ['apanT).

Pecypchbl uHpOpMaLIMOHHO-00pa30BaTEILHOM CPeAbl Y HUBEPCUTETA!
Pabouas mporpamMma u MmeToandeckoe odbecredeHue mo Kypcy «MeToJibl u cpej-
CTBa 00ecIeueHUsl 3alUIEHHOCTA UH(POpMAITUU OT HECAHKIIMOHUPOBAHHOTO J10-
ctyna OOO «LIBN»)»

11. Onucanue MaTeprabHO-TEXHUYECKOI 0a3bl, HEOOXOAUMOM 115l
OCylIeCTBJIEHHS 00Pa30BaTeJIbHOI0 MPOLECCa MO AMCIUIINHE
JleKuMOHHbBIE 3aHATHS:

— ayJauTOpHsi, OCHAIICHHAs MPE3EHTAIIMOHHON TEXHUKOU (MPOEKTOp, IKPaH);

— KOMIUJIEKT 3JIEKTPOHHBIX MPE3eHTAINH / CIIali/IOB HA TEMBI:
IIpakTHyeckue 3aHATHS:

— KOMITBIOTEPHBIA KJIACC C TMPOEKTOPOM JUIsi HMHTEPAKTHUBHOTO OOy4YeHUS U
MpoBeJeHUsT JIeKuuid B Qopme  craiig-mpe3eHTanuii, 000pyaOBaHHBIN
COBPEMEHHBIMM JIUIIEH3UMOHHBIMU MPOTrPaMMHO-TEXHUUYECKUMU CPEACTBAMU:
omnepanuonHas cucrema He Hmke WindowsXP; oducubie nporpammber MSOffice
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— pabodee MeECTO MpEmNojaBarelisi, OCHAIEHHOE KOMITBIOTEPOM C JIOCTYIIOM B
WNuTtepHer;

— paboume MecTa CTYACHTOB, OCHAICHHBIC KOMITBIOTEPAMH C JIOCTYIIOM B
HNuTepHer.


http://www.fstec.ru/
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/

IIpunoxenue 1

@DoH/1 OLIEHOYHBIX CPEICTB /JIs MPOBeIeHHsI POMEKYTOUHON aTTecTAlNU
o0yyaromuxcsi Mo JUCUMILIHHE

HHCTUTYT HH®OKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UH

KA®EJIPA HHO®OPMAIIMOHHOM BE3OITACHOCTH

®OH/I OIEHOYHBIX CPEJICTB JJISI MPOBEJEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOILMXCS MO
JUCLUIIJIMHE

«METOIbI U CPEJICTBA OBECIIEHEHUSA 3AIIMIIIEHHOCTH
NH®OPMAIIUUA OT HECAHKIITMOHUPOBAHHOI'O JIOCTYIIA
000 «1BbN»)»

Hanpasiaenue noarorosku: 10.03.01 «MadopmannonHas 6e30MacHOCTb)
Ipodpuiab: Opranu3anus U TEXHOJOTUM 3aIHUTHI HHPOPMALIMH
YpoBeHb BbICHIEro 00pa3oBaHus: 0akajaBpuat

dopma o0yUeHHsI: OYHASI, OYHO-320THAS

Kopones
2023
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1. IlepeyeHb KOMIETEHIMI C YKa3aHUEM 3TANOB UX (popMHUPOBaHUSA B
npouecce 0CBOCHUS 00pa3oBaTeIbHOM NIPOrPaMMbl

HOI Oe3ormac-

OoBaHUil MO

2.
Ne | HUn- | Copepxanue | Pasnen nuc- | B pesyabTare n3ydeHus pasjelia JMCHMILIMHBI,
n/m | JAeKC | KOMIETEeHUHH | IUIUIUHBI, o0ecnieyuBaouero GopMupoBaHue KOMIETEH-
KOM- obecneyn- MU, 00y4arLuiicsl mpuodperaer
ne- BaIOLIMii TpynoBbie Heo0xoau- Heo0xonumble
TeH- ¢opmupo- | neiicTBus Mble yMeHHS | 3HAHUSA
107071 BaHUe KOM-
neTeHnu
1. | IIK-1 | CocoOHOCTh | Tema:1 -6 - BBINOJHATH | - BBISIBJISATh U | -  HOPMAaTHUBHO-
IIPOBOAUTH oOHapyxe- OLICHUBATh MpaBOBBIE aKThl U
UCCJIEIOBAHUS HUE, WJCH- | HICTOYHUKHU U | CTaHJapThl B 00-
3aLIHIIEHHO- tudukanuo | mociencTeus | mactu Wb wm
cTH uHdopma- U YCTpaHe- | MHUUACHTOB | MPUHIMIBI  IPO-
[IUOHHBIX 00b- nue  uHuu- | Ub (3N); BEJICHUS JUarHo-
€KTOB Ha Co- nentos  Ub CTUKH  CHUCTEMBI
OTBETCTBHC (BN); 3U;
TpeOOBaHUAM
HOPMAaTUBHO-
MIPABOBBIX aK-
TOB M CTaH-
JIapTOB B 00-
nactu uH}OP-
MAaIMOHHOH
0€30MacHOCTH
2. | TIK-3 | CocoGHOCTE | Tembl 1 -6 - aHAJIM3UPO- | - OICHUBATH | - OCHOBHBIC HOP-
OCYIIECTBIISATH BaTh BO3/eil- | nH(OpMalu- | MaTUBHO-
yIpaBJIeHHUE C CTBUE Ha 3a- | OHHBIE PUCKH | IIPABOBBIE  AKTHI,
pa3paboTKoii HIMIIAeMyl0 | pa3padaThi- METOJIbl yIIpaBJie-
OpraHu3aly- CUCTEMY UH- | BaTb  MpeA- | HUd  JIeATeNbHO-
OHHO- dbopmanuu, JIO’)KEHHUsI 1O | CThio, yrpo3sl b
pacrnopsiau- OLICHUBATh COBEpIICH- U HapyluTelu
TEbHBIX JI0- MOCJIE/ICTBHSI | CTBOBAHUIO cucreM Oe3omac-
KYMEHTOB U u Beipabateli- | CY (Mb) wu | Hoctn  uHOpMa-
peann3anno BaTh Ipe/I- IPUMEHSITh U Y;
OpraHu3aly- JIO)KEHUS TI0 | Cpe/IcTBa
OHHBIX M€p 10 €€ coBep- KOHTPOJISI
31U B AC IIEHCTBOBA- | 3 (HEeKTUBHO-
HUIO ctu 31
3. | IK-5 | CriocoGHo- Temer 1 -6 - - y4acTBO- | - JOKyMEHTAIH-
CTBIO  TIPOBO- aHaM3upo- | BaTb B pas3- | OHHOe obecrneue-
TUTh  AHAJIN3 BaTh 3alu- | paboTke HUE TI0 pa3spa-
MCXOJIHBIX HIEHHOCTh MPOEKTHBIX 00TKE  MPOEKT-
JAHHBIX ISt nHdopma- JIOKYMEHTOB | HBIX PEIICHHUH IO
IIPOEKTUPOBa- LUOHHOMN Ha co3nanue | 33U, mpuHIUIBI U
HUAS  TIOJICH- uH(pa- MOJICUCTEMBI | OCOOEHHOCTU Op-
CTEM u cTtpyktypsl ¢ | Wb ¢ pa3pa- | ranuzauum mpo-
cpencTtB obec- hopmupo- OOTKOM MO- | €KTHO-
MEYCHUsT WH- BAHMEM CH- | JI€NU TMPOEK- | TEXHOJIOrHue-
dbopmanmon- CTEMBl Tpe- | TUPYEMBIX CKOHl JesiTeNnbHo-

cucteM 31 u

CTH,
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HOCTH 5
y4acTBOBaTh B
MIPOBEJICHUU
000CHOBaHMUS
COOTBETCTBY-
FOIIHX po-
eKTHBIX pelle-
HUH

31 un yuact-
BOBATh B
00ocHOBa-

HUU KpUTE-
pueB -
(heKTUBHO-

ctu  QyHK-
IIMOHUPOBA-
HUSL TIPOEK-
TUPYEMBIX

cucreM Wb
(31)

OCYIIIECTB-
JIATh TEXHH-
KO-
SKOHOMHYE-
ckoe o00oc-
HOBaHHE;
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2.0nucanue nokasareseid 1 KpuTepueB OLCHUBAHUSI KOMIIETCHIIHIT HA
pa3IM4YHbIX dTanax ux GopMUpPoOBaHMs, ONMCAHME KA OLCHUBAHUSA

Koo komne- UHcmpymeHm, Amanel U NoKasa- Kpumepuu oyeHusaHusa
meHyuu oyeHusarowuli mesb OyeHUBAHUA KomMnemeHyuu Ha pasnuy-
chopmuposaH- KomMmnemeHyuu HbIX amanax ¢popmupoeaHus
HOCmMb Komne- U WKanol oyeHueaHusa
meHyuu
I1K-1,3,5 Aoknad A) noaHocmeto | Hanpumep:
cshopmuposaHa Mpoeodumca e nucomeHHOIi
(komnemeHyua oceo- | u/unu ycmHolii popme.
eHa Ha ebicokom | Kpumepuu oyeHKu:
yposHe) — 5 6annos
) vacmuuHo cqhop- 1. Coomeemcmeue codep-
mupoeaHa: HAHUA 00Knaoa 3asaesneHHoll
memamuke (1 6ann).
y KOMNEMEHUUA | > Kauecmeo ucmounukoe u
0C80eHa Ha npodeu- UX Kosau4yecmeo npu nod2o-
Hymom ypoeHe —= 4| . ope pa6omei (1 6ann).
6anna; »
3. Bnaderue uHgpopmauyueii u
° KomnemeHyusa | cnocobHocmb omeeyame Ha
oceoeHa Ha 6a3080M | gonpocer  aydumopuu (1
yposHe — 3 6anna; 6ann).
B) He cqpopmupoeaHa | 4. Kauecmeo camoii nped-
(komnemeHyusa __ He | cmaenenHoii pabomor (1
cpopmuposaHa) — 2 u | Ggan).
meHee 6annoe 5. OpuzuHanbHocmob nodxoda
U 8cecmopoHHee pacKpbimue
8blbpaHHOll memamuku (1
6ann).
MakcumaneHasa cymma
6annoe - 5 6annoe.
IK-1,3,5 BeinonHeHue A) noaHocmeoto | Mpu onpedeneHuu cgopmu-
KOHMponbHoli chopmuposaHa poeaHHocmu KomnemeHyuli
pabomoi (komnemeHyua oceo- | Kpumepuamu  OyeHuUeaHus
€Hd Ha BbICOKOM | ebicmynaom memoodudyecKue
yposHe) — 5 6annos pekomeHdayuu, pa3pabo-

B) uacmuuHo cehop-
mMuposaHa:

° KomnemeHyus
oceoeHa Ha npodsu-
Hymom ypoeHe — 4
6anna;

° KomnemeHyus
oceoeHa Ha b6azoeom
yposeHe — 3 banna;

B) He chopmuposaHa
(komnemeHyua __ He
cchopmuposaHa) — 2 u
MeHee bannoe

maHHsbie no ucyunauHe 019
0aHHO20 8uda
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3. TunoBbie KOHTPOJIbHBIE 32]aHUS UM UHbIe MAaTePUAJIbI, HEOOXOAUMbIE
MJISE OLEHKHM 3HAHUH, YMEHHMH, HABBIKOB M (MJIHM) ONbITA JIeATeJIbLHOCTH,
XapaKTepPU3yKIIHUX 3TAnbl (POPMUPOBAHUA KOMIIETEHUMH B IpoLecce 0CBOCHUSA
00pa30oBaTeJIbHON MPOrPAMMBI

HpI/IMepHaﬂ TEMAaTHKA JOKJIAad0B B Hpe3eHTa]_[I/lOHHOI71 (l)OpMe:

1. Hndopmanmonnas 6e3onacHoCcTh cuctembl «KimeHT — 6aHK» Ha OCHOBE TeX-
HOJIOTHH «TOJICTOTO KITUEHTa»

2. Hudopmarmonnas 6e3omacHOCTs Moz MHTepHeT - GaHKHUHTA.

3. HudopmarnmonHas 0e30MacHOCTh pacyeToB OAaHKOBCKUMH KapTamu B WH-
TEepHETE.

4. Mecro DUII B psaay kpunrorpadguueckux MexaHusmMoB. MlcTopusi BOZHUKHO-
Benust OLII B Poccun. OOmee mpaBuinio cozpanus DI Obuee mpaBuiio Bepudu-
karuu DL,

5. CxeMa 3allMIIEHHOTr0 HWH(POpPMAIMOHHOTO OOMEHa MPU HCHOJIH30BAHUU
CHMMETPUYHBIX METOOB 3aIIUTHI HH()OpPMAITHH.

6. Cxema 3amumeHHOT0 WHHOPMAIMOHHOTO OOMEHAa TPH HCIOJIH30BaHHUHU
KPUNITOTPAPUIECKUX aITOPUTMOB C OTKPBITHIMU KITFOYaMH.

7. llpumeHeHnue u HHPOpPMaLIMOHHAS 6€30MACHOCTh PEXUMA IJIEKTPOHHOHN KO-
N0BOM KHUTH. Pexuma cuerieHus 0710koB mudporekcTa. Pexxuma oOpaTHOl CBA3U
1o MUMPOTEKCTY.

8. Pexum cuerunka (counter). yHKIus XEMIUPOBAHUS U ACUMETPUYHBIC aJl-
TOPUTMBI.

9. HudopmarnmonHass 0€30MacHOCTh M 3alllUTa HJIEKTPOHHBIX TPaH3AKIUN
npoTtokout (SSL). Cxema pabotsl mpoTokosa SET.

10. UudpopmanmonHast 6€30mMacHOCTh U MIpaBuiia OOMEHa AIEKTPOHHBIMH JTOKY-
MeHTamu. O61me TpedoBanus, npeabspiasieMmbie kK J/] (maketam D]1).

11. UudopmanimonHass 0e30MacCHOCTh IMPU COCTaBjleHUE W HampasiieHue O]
YYaCTHUKOM — OTIIPABUTEIIEM.

12. UapopmanmornHass 6€30MacHOCTh M MOPANOK KOHTpoJss DJI, MOTydeHHBIX
OT y4acTHUKOB — oTnpaButeneil. [lopanok ohopmuenus I/, noATBEpKIAOIINX U C-
nojHeHue D/ yyacTHUKOB.

13. Undopmanmonnas 0€30MacHOCTh W TMOPSAIOK MpHeMa K HUCHOJHEeHHIo ][
Y4aCTHUKOM — nony4dateseM. [lopsanok xpanenus u yauatoxxkenus J/1.

4. MeTtoanueckne MaTepuaJibl, ONpeaessiionue npoueaypbl OllecHUBAHUSA
3HAHUI, YMEHHUI, HABBIKOB U (MJIM) ONbITA AeSATEJIbHOCTH,
XapaKTepu3yluXx 3Tanbl GopMHUpPOBaHHUSA KOMIIETEHIIUI

@opMOil KOHTpPOJI 3HAHUHM MO AUCIHUIUIMHE «3almTa HHPOpMALMKU OT HECAaHK-

MUOHUPOBAHHOTIO OOCTYIIa» ABJIAIOTCA ABC TCKYIIHMC aTTCCTAalMM B BUAC TCCTOB U
HUTOroBass arrecranuda B BUAC 3a4cTa.

14



Konx xom-

Hene- .

s MEeTeHIUH, Kputepun
Texy- Bun oue- OLICHHBa- Conepxanne | TpeboBanuss | Cpok caaud | OIICHKH IO CO-
ero HOYHOTO IOLU I OLICHOYHOTO | K BBINOJNIHE- | (Hezdens ce- JEpKaAHUIO U
<OI- cpeiacTBa 3HaAHUS, cpeicTBa HUIO MecTpa) KauecTBY C yKa-

YMEHHUS, 3aHHEM OaJlJIoB
TpOJIs
HAaBBIKU
tectupoBa- | [1K-1,3,5 | 20 BonpocoB | Kommbtotep- | Pesynbta- Ilpenooasa-
HUE HO€ TECTUPO- | Thl TECTU- meinb yKas3viea-
BaHUE ; Bpe- | POBAaHUSA em Kpumepuu
Ms OTBEJIEH- | IIPEOCTaB- | OUEHKU OAHHO-
Ilpo- HOE Ha IIPO- | JISIOTCSA B 20 6U0a KoH-

60- uenypy -30 | meHs mpo- mpoins.
oum- MUHYT BEJICHUS Hanpumep,
ca6 POLEAYPHI Kpumepuu
cpo- OUyeHKu onpe-

Ku, oensromces
ycma nPOUEHMHBIM
HO6- COOmMHOWEeHU-
J1eH- em.

Hble Hesexa — 0.
zpagu Heyooenemeo-
du- pumenbHo — Me-
KoM nee 50% npa-
oopa- 6UIbHBIX OMEe-
306a- moe
meinb Yooenemeopu-
HO20 meibHO - om
npo- 51% npasunv-
uecca HbIX OMEemos.
Xopowo - om
70%.
Omauuno — om
90%.
Ilpo- | tectupoBa- | [1K-1,3,5 | 20 BompocoB | Kommbrotep- | Pe3ynbrarsr Ilpenooasa-

60- | HUE HOE TECTUPO- | TECTUPOBA- | Me/ib YKa3vlea-

oum- BaHUE; BpeMsI | HUS MIPENIO- | em Kpumepuu
ca 6 OTBEJICHHOE | CTaBJISIOTCS | OUEHKU OAHHO-
cpo- Ha Tpollely- | B JICHB MPO- 20 6u0a Kon-

Ku, py — 30 mu- BEJICHUSA mpos.
ycma HYT IPOLIEAYPHI Hanpumep,
HO6- Kpumepuu
J1eH- OUeHKU onpe-

Hble oenaromcs
2pagu npOUEHMHBIM
du- coomHowenu-
Kom em.
oopa- Hesaexa — 0.
306a- Heyooenemeo-
menb pumenvHo — me-
HO20 nee 50% npa-
npo- 6UIbHBIX OMEe-
uecca moe
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Yooenemeopu-
menvHo - om
51% npasup-
HbIX OMEemos.
Xopowo - om
70%.
Omauuno — om
90%.

Ilpo-

oum-
ca6
cpo-
Ku,
ycma
HO6-
J1eH-
Hble
epaghu
du-
Kom
oopa-
306a-
menb
HO020
npo-
uecca

3auer

I1K-1,3,5

20 Bompocos

Komnbrorep-
HOE TEeCTUPO-
BaHHE; BpeMs
OTBEJIEHHOE
Ha Ipoueay-
py — 30 mu-
HYyT

Pe3ynbTaThl
TECTHUpPOBa-
HUS MPeo-
CTaBJISIFOTCS
B JICHb IPO-
BEJICHUS
010101 (S 4% 0} 8

Kpurepun
OILICHKM:
«3auTeHo»:

1. 3HaHUE JIEK-
CHYECKOI0 U
rpaMmaTrye-
CKOI'0 MaTepua-
Ja;

2. yMEHHE Uc-
MOJIL30BAaTh U
MIPUMEHSATH T10-
JTy4eHHbIE 3Ha-
HUS Ha TIPaKTH-
Ke;

3. paboTta Ha
MPaAKTHYECKHUX
3aHATUSX B TE-
YEHHUE CEMECTPA;
4. OTBET HA BO-
MPOCHI 3aUeTa.
«He 3auTeno»:
1. nemoHCTpH-
pyeT YaCTUUYHBIC
3HaHMA 110 Te-
MaM JIACIU-
IUIMH;

2. He3HaHUE
JICKCHYECKOTO U
rpaMMaTHiye-
CKOT'0 MaTepua-
JIa;

3. HeyMeHue
HCIIOIL30BaTh U
MIPUMEHSATH T10-
JTy4YeHHbIE 3Ha-
HUS,

4. He paboTtan Ha
MPaKTUYECKHUX
3aHATHAX;

5. He oTBEUaeT
Ha BOIIPOCHI 3a-
yera.
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IIpuMepHoOe coaep:xkaHKMe TECTOB JAJIs TEKyIIeH aTTecTalum:

3AJAHUE HA BBIBOP O/THOI O IIPABH/IBHOI' O BAPHAHTA OTBETA

[Ipeamer, uenp U 3aa4ul KpUOTOrpapuu.

HcTopus kpunrorpadumu.

KpaTkue cBeieHHs 0 KpUIITOAHATU3E.

[Tpocreitmue mm@psl 1 UX CBOHCTBA.

Cucrtembl IUPPOBAHUS C OTKPHITHIMH KIIFOUaAMHU.
BupTtyanbHbie YacTHBIE CETH.

DnexTpoHHBIC TU(POBBIC MOAMUCH (JIEKTPOHHBIC ITOITUCH ).
OcHoBHBIE NTOX0AbI K peanu3zanuu PKI.

KoMrioHeHTsI 1 cepBUCH THOPACTPYKTYPbI OTKPBITHIX KITFOUEH.
10. Apxutektypa u Tonosorus PKI.

11. Crangaptsl B o61actu PKI 50.

12. Crangaptsl Internet X.509 PKI (PKIX).

13. Ceptudukarsl OTKpBITHIX KiTt04eit X.509.

14. Cnucku aHHYJTMPOBAHHBIX CEPTUPUKATOB. ATpHOYTHBIE CEPTU(UKATHI.
15. OcHoBHbIe TpeOoBaHus k nonutuke PKI.

16. Tlonutuka nmpuMeHEHHs CEPTUPUKATOB U PETITAMEHT.

17. Kpatkas xapakrepuctuka nonutuku PKI.

18. Ha6op nonoxxernii moautuku PKI.

19. TIpoGnemsl popmupoBanus nonmutuku PKI.

20. CuMMeTpUYHBIE KPUTITOCUCTEMBI.

21. OcuHossl Teopuu K. lllenHoHa.

22. CUMMETpUYHbIE METO/IBI IU(POBAHUS.

23. AATOpUTMBI 0JI0YHOTO MIU(PPOBAHMS.

24. AcuMMETpUYHBIE CUCTEMBI IIU(PPOBAHMUS.

25. [IpumeHeHne aCHMMETPUYHBIX AITOPUTMOB.

26. Xpanwnuie ceptudukatroB OC MS Windows.

CoNoaRrLDNDE

TecTOoBBIE 3alaHUA ISl KOHTPOJIA OCTATOYHBIX 3HAHMM

Bapuant Ne 1

1. Kak Ha3pIiBaeTcst Hayka o crocofax mpeoOpa3oBaHusi HHGOPMAIH C IIEJIbIO €€ 3a-
IIMTHI OT HE3aKOHHBIX MOJIb30BaTENCH?

eKpunrosiorus

eKpunrorpadus

eKpunrocToiikocTs

eKpunromeronomorus

2. Kpunronorus BKJItO4aeT B ceOs:
eKpunroananus
eKpumnrorpadus
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3.

eKpunrocepsuc
eKpunroctoiikocts

Cucremsbl mudpoBaHus, B KOTOPBIX A MIUGPOBAHUSA U TSI pacuInppOBaHUs HC-

MMOJIB3YCTCS OAWH U TOT JKC KIIFOY OTHOCATCA K:

6.

*CHUMMETPUYHBIM CUCTEMaM MIU(POBAHUS
*QCUMMETPUYHBIM CUCTEMaM IIU(POBAHUS
*0/IHOKJIIOYEBBIM CUCTEMAM IIHU(POBAHUS
*KJIFOYHBIM CUCTEMaM

. [Ipocreiimium 13 mmdpoB 3aMeHbI SBIISETCS:

e0/1HOAJI(paBUTHAS IOJICTAHOBKA
eMHOTOAJI(paBUTHAS 3aMEHA
eroMO(OHNYECKUN (P
eMasioasaBUTHas 3aMeHa

. CKOJIbKO 3TaIrioB MOKHO YCJIIOBHO BBIICJIUTH B UCTOPUH KpUNITOTpaQUu?

o4
o3
40
o/

Jlist HauBHOM kpuntorpaduu (10 Hadana XVI B.) xapakTepHO UCIIOIb30BAHUE:
eJIIO0BIX, OOBIYHO TNPUMUTHUBHBIX, CIIOCOOOB 3aIlyThIBAaHUS MPOTUBHUKA OTHOCH-

TCIBbHO COACPKAHUA HII/I(i)pyeMI)IX TCKCTOB

e(hopMaTM30BaHHBIX U OTHOCUTEIHFHO CTOMKUX K PYYHOMY KPUIITOAHAIN3Y UG POB
eKPUINITOCUCTEM CO CTPOTUM MaTEMAaTUUYECKUM 0OOCHOBAaHUEM KPUITOCTOMKOCTH
®BBIUUCIIUTEIBHBIX CPEACTB C MPOU3ZBOAUTEIIBHOCTHIO, JOCTATOUHOM JJIsl peaan3a-

MU KPUIITOCUCTEM, 00ECTIEUNBAIOIINX MPU OOJIBIION CKOPOCTH IMIH(POBAHUS HA HE-
CKOJIBKO MOPSAKOB 00Jiee BBICOKYIO KPHUIITOCTOMKOCTh, YeM "pyuHble" U "MexaHuye-
ckue" mudpsbl

7.

8.

Korna Bo3HUMKIIa KOMIIBIOTEpHAS KpUriTorpadus?
oc 1970-x T.
oc 1980-x IT.
oc 1990-x T.
oc 2000-x IT.

B cucreme nepenaum NaHHBIX MEXIy aOOHEHTaAMHM C KOMMYTAallME€ MaKeTOB HC-

IMOJIB3YIOTCA 1Ba criocoba nepecaadu:

eJICTATPAMMHBIN
*BUPTYaJIbHbIN
erapaJlyICIIbHbIN
e[ICPIIECHAUKYIISIPHBIN

. CxosbKO ypoBHEi B 3TasIoHHON Moaenu OSI?
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ol
e13
10
o/

10. B xakoMm roay NpHUHATHI ONPENEIAIOIIME HOPMATUBHBIE NPAaBOBBIE akThl Poccuit-
ckoit deneparun: Konuenmus HarmoHaabHOM 6e3omacHocTH Poccuiickort deneparuu
u JloktpuHa nH@popmarmonHoi 6e3onacHoctu Poccuiickoit deneparun?

«2000

«1967

«1998

«2008

11. TMoasmexuT aU AEATENHHOCTh O PACIPOCTPAHCHUIO MHU(PPOBATBHBIX (KPUITOTpa-
(buyeckux) cpeacTB 00s13aTeILHOMY JUIICH3UPOBAHUIO?
(DIt}
eHET
oJIJI51 TOCYJIJAPCTBEHHBIX YUPEKICHUMN HET, a 1711 KOMMEPUYECKUX MPEANPUATUN J1a
*TOJIBKO VIS UTHOCTPAHHBIX KOMITAaHUM, IEUCTBYIOIIUX HA Tepputopun Poccun

12. Kakoit ypoBens monenu OSI obecrieunBaeT co3paHue, mepeaady u nprueM KajapoB
JTaHHBIX? (DTOT YpOBEHb OOCTYKHBAET 3alIPOCHl CETEBOT0 YPOBHS M MCIOJIB3YET Cep-
BUC (PU3UYECKOTO YPOBHS JIs IIpUEMa U Mepeiauu MaKeTOB)

eKAaHAJIbHBIN

IIPE/ICTABIICHUS

*[IPUKJIATHOU

*CCaHCOBBII

13. B xakom 'OCT-e nano onpeneneHne TepMunHy "ciayxxebHas TaitHa'"?

['OCT P 51624-2000 “3ammra uHpopMauuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIEHHOM HcnojdHeHuu. O01mue TpeOoBanus”

o['OCT P 51583-2000 “3amura undopmanuu. [Topsiaok co3paHuss aBTOMaTU3UPO-
BAaHHBIX CUCTEM B 3aIUIIEHHOM UCHOJHEHUH. OOIIME ITOJI0KEHUA

«['OCT P UCO\MDK 15408

«Common Criteria

14. B Jloktpune nHpopmarmoaHoi 6e3omacHocTy P BakHOE 3HaUCHHE TTPUAAHO CH-
creMam U ceTam Poccun, B TOM 4uCIIe MO CIAEIYIOIIAM HATPABJICHUSIM

elIpEIOTBpAIllEHHE TTepexBaTa HHGOPMAIIUA U3 TTOMEIICHUH U ¢ 00BEKTOB, a TaKKe
uHpopMalu, nepeaaBaeMon 1Mo KaHajaam CBSA3U € MTIOMOIIBI0 TEXHUUECKUX CPEJICTB

e[IpEIOTBpAIllEHHE YTeUKH MHGOPMAIIUU 10 TEXHUYECKUM KaHajaM, BO3ZHUKAIOIIEH
MIPU DKCIUTyaTallMi TEXHUYECKUX CPEACTB € 00pabOTKH, XpaHEHUS U TIepeaaun

e[IPECIOTBPALICHUE CHEUHATBHBIX MPOrPAMMHO-TEXHUYECKUX BO3JICMCTBUM, BBI3bI-
BAIOIIUX pPa3pyIlICHUE, YHUYTOKECHHE, UCKaKeHUE MHopManuu win coou B padbote
CpeACTB UH(pOpMaTU3AIIUU

*pPa3BUTHIO CBOOOIBI clioBa B IHTEpHETE
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15. OCHOBHBIMH MEpONPUATUSIMU TIO 3aIIUTe UHPOPMAIUU B OOIIETOCYAapCTBEHHBIX
UH(POPMAIIMOHHBIX U TEJIEKOMMYHHUKAIMOHHBIX CUCTEMAaX SBISIOTCS:

*3aKpBITHE BCEX HHTEpHET-Kade

JIMIICH3UPOBAHUE ICATEIHLHOCTH OPraHU3alid B 00JaCTH 3aIIUThI HH()OpPMALIUU

ecepTU(UKAIMSA CPEACTB 3aIUTHI HHPOpMAIIUU U KOHTPOIs A3(H(PEKTUBHOCTU UX HC-
MOJIb30BAHUS, a TAKXKE 3alUIICHHOCTH UHPOPMALUUA OT YTEUKU MO TEXHUYECKUM Ka-
HajaM CHCTEM M CPEICTB MH(OpMATH3aLMU U CBI3U

*BBEICHUE TEPPUTOPHUAIIBHBIX, YACTOTHBIX, SHEPTETUUECKUX, MPOCTPAHCTBEHHBIX U
BPEMEHHBIX OIFPAHMYCHUN B PEKHUMAX UCIOIb30BAHUS TEXHUYECKUX CPEACTB, MOJJIE-
KaIUX 3allIuTe

BapuanTt Ne 2

1. Kak Ha3bIiBaeTCsl HayKa O crocobax nmpeoOpa3oBaHusi MHPOpPMAIMU C LETBIO €€ 3a-
IIIATHI OT HE3aKOHHBIX ITOJIb30BaTEIIEH?

eKpunrosorus

eKpunrorpadus

eKpunrocroitkocTh

eKpunromeronomnorus

2. Kpunronorust BKJIO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
oKpunrocToiikocTs

3. CucteMbl KU(PPOBAHMS, B KOTOPBIX IS IH(PPOBAHUS U Uil paciinpoBaHus Hc-
MOJIB3YETCS OJJUH U TOT 7K€ KJIF0Y OTHOCSITCS K:

*CHUMMETPUYHBIM CHCTEMaM IHU(PPOBAHUS

*aCHUMMETPUYHBIM CHCTEMAaM IHU(PPOBAHUS

*O/IHOKJIIOYEBBIM CUCTEMaM IH(POBAHUS

*KJIFOYHBIM CUCTEMaM

4. IlpocTeitmmm u3 MUQPPOB 3aMEHBI SIBJISICTCS:
e01HOAI(haBUTHAS TTOJICTAHOBKA
eMHOTOAJI(haBUTHAS 3aMEHA
eromMooHnuecKuil mudp
eMasioasi(paBUTHAS 3aMEHA

5. CKOJIBbKO 3TaroB MOKHO YCJIIOBHO BBIICNIUTh B UCTOPUM KpUNITOTpaQuu?
o4
3
40
o/
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6. Jlns HauBHOM kpunTorpaduu (10 Havana XVI B.) XxapakTepHO HCIOIb30BaHHE:
*JTI00BIX, OOBIYHO MPUMHUTHUBHBIX, CIIOCOOOB 3amyThIBaHHS MPOTUBHUKA OTHOCH-
TEJBHO COJIEPKaHUs MHUPPYEMBIX TEKCTOB
e(hOpMaTM30BaHHBIX U OTHOCUTEIBHO CTOMKHUX K PYYHOMY KPHUIITOAHATN3Y MHU(POB
*KPUIITOCUCTEM CO CTPOTUM MATEMATHUYECKHUM OOOCHOBAaHUEM KPUIITOCTOMKOCTH
*BBIYUCIIUTENIBHBIX CPEJCTB C MPOU3BOAUTEIBLHOCTBIO, JOCTATOYHOM IS pean3a-
[IUU KPUIITOCUCTEM, 00ECTICUNBAIONINX MPU OOJIBIION CKOPOCTH IMHU(PPOBAHUS HA HE-
CKOJIBKO TIOPSAKOB 00Jiee BBHICOKYIO KPHUINTOCTOMKOCTh, YeM "pydHble" M '"MexaHuYe-
ckue" mudpsl

7. Korna Bo3HUKIIa KOMITbIOTEpHAsT Kpuntorpadus?
oc 1970-x T.
oc 1980-x IT.
oc 1990-x IT.
oc 2000-x TT.

8. B cucreme mepemaun JaHHBIX MEX]y A0OOHEHTaMH C KOMMYTAlME€l MAaKeTOB HC-
MOJIB3YIOTCS IBa CIIoco0a nepeayu:

eJICITArPAMMHBIN

*BUPTYIbHBIN

eliapajuieIbHbIN

[IEPIIECHAUKYJISIPHBII

9. Cxonbko ypoBHE# B aTanioHHoM Moaenu OSI?
ol
013
010
o/

10. B xakoMm roay NpHUHSATHI ONPENEIAIONIME HOPMATUBHBIE NPABOBBIE aKThl Poccuil-
ckoit denepanuun: Konuenius HarmoHanbHOM Oe3omacHocTH Poccuiickoit deaeparnu
u Jloktpuna nundopmarmonHoii 6ezonacuoct Poccuiickoit denepariun?

«2000

«1967

«1998

»2008

11. [MoayexXuT MU AeATeTLHOCTh MO PACTIPOCTPAHCHHUIO MUGPOBATHHBIX (KPUIITOTPA-
(buyeckux) cpeacTB 00s13aTEILHOMY JIUIIEH3UPOBAHUIO?
eJla
eHET
oJ[JI51 TOCYJAPCTBEHHBIX YUPEKICHHUMN HET, a 111 KOMMEPUYECKUX MPEANPUATAN J1a
*TOJIBKO JIJISi ”HOCTPAHHBIX KOMITAHWM, JEUCTBYIOIIUX HA TeppUTOpUU Poccuun

12. Kakoii ypoBenb mojaenu OSI obecnieunBaeT co3manue, nepeaady u mpueM KajapoB
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JTaHHBIX? (DTOT YpPOBEHb OOCTYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCHOJIb3YET CEp-
BUC (PU3UYECKOTO YPOBHS ISl TIPUEMA U TIepEAadn MaKeTOB)

eKaHAJIbHBIN

eIIPEJICTABJICHUS

*[IPUKJIATHOU

*CEAHCOBBIN

13. B kakom 'OCT-e nano omnpenenenue TepMuny "ciykeOHas taiiHa"?

['OCT P 51624-2000 “3ammra uHpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIIEHHOM ucTioaHeHuu. Oome TpedoBaHus”

o['OCT P 51583-2000 “3amura uadopmaiuu. ITopsaok co3gaHus aBTOMAaTH3UPO-
BAaHHBIX CHCTEM B 3alIUIIIEHHOM UCTIOTHEHUH. OOLIUe NOJ0XKEHUS

«['OCT P UCO\MDK 15408

«Common Criteria

14. B loktpune unpopmarionHoi 0e3onacHoctu PO BaxkHOe 3HaY€HUE MPUJAHO CHU-
creMam M ceTsaM Poccum, B TOM 4HCIIE IO CAEAYIOIUM HANPABICHUSAM:
e[IpEJOTBpAILEHUE NIEpEXBAaTa HH(POPMALIUU U3 MOMEUIEHUI U ¢ 0OBEKTOB, a TAKKe
uH(popMaIuu, NepeJaBaeMon Mo KaHajaaM CBS3H C IIOMOIIbI0 TEXHUYECKUX CPEACTB
IIPEIOTBPALLEHUE YTEUKH UH(POpPMAIMK 110 TEXHUYECKUM KaHajlaM, BO3HUKAIOIIEH
IIPU SKCIUTyaTalluu TEXHUYECKUX CPEJICTB €€ 00pabOTKH, XpaHEHUS U Tiepeadn
e[IPEIOTBPALIECHUE CIIELUAIBHBIX IPOrPAMMHO-TEXHUUYECKUX BO3IEHCTBUM, BBI3bI-
BAIOLUX pa3pylICHUE, YHUUTOXKEHHE, UCKaXKeHHe MHpopMauuu win coou B paboTe
CpelCcTB HH(pOpMaTU3aLUU
epa3BUTHUIO CBOOO/IBI cii0Ba B IHTEpHETE

15. OCHOBHBIMU MEPOINPUATUSAMHU 10 3aIIUTE UHPOPMALMK B OOLIErOCYAaPCTBEHHBIX
MH(OPMAIIMOHHBIX U TEIEKOMMYHHUKAIMOHHBIX CUCTEMAX SBJISIFOTCS:

*3aKpBITHE BCEX MHTEPHET-Kade

*JIMIIEH3UPOBAHUE JAEATEIBHOCTA OpraHU3aliii B 001aCTH 3alUThl HH(DOpMALUU

ecepTU(UKAIMSA CPEACTB 3aIIUTHI HH(POpMAUU U KOHTPOIs 3(P(PEKTUBHOCTU UX HC-
MOJIb30BaHUS, a TAKXKe 3alIMIICHHOCTH MH(OpPMALMK OT YTEUYKU MO TEXHUYECKUM Ka-
HaJlaM CUCTEM U CPe/ICTB MH(OPMATU3ALIUU U CBSI3U

*BBEJICHUE TEPPUTOPHAIBHBIX, YACTOTHBIX, SJHEPTE€THUYECKUX, IPOCTPAHCTBEHHBIX U
BPEMEHHBIX OIPAHMYEHUN B PEKHUMAX HCIIOIb30BAHUS TEXHUYECKHX CPEICTB, MOAJIE-
KaIIUX 3alINATe

BapuanTt Ne 3

1. Kak Ha3bIBaeTcs Hayka O criocobax npeodpazoBanus MHOOPMAILIUK C IENBIO €€ 3a-
IIUTHI OT HE3AKOHHBIX MOJIb30BaTENCH?
eKpunrosorus
eKpunrorpadus
oKpunrocTtoiikocTs
eKpurnromeronosorus
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2. Kpunronorust BKJIIO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
oKpunroctoikocTs

3. CucteMbl mHU(PPOBAHUS, B KOTOPBIX JUIsS MHU(PPOBAHUS U JUIsl paciiipoBaHus HcC-
MOJIB3YETCS OJIUH U TOT 7K€ KJIF0Y OTHOCSITCS K:

*CHUMMETPUYHBIM CHCTEMaM IU(PPOBaHUS

*aCHUMMETPUYHBIM CHUCTEMAaM MIU(ppoBaHUs

*OJHOKJIFOYEBBIM CHCTEMaM IHUPPOBAHUS

*KJIFOUHBIM CUCTEMaM

4. Ipocreiimmm 13 mUpPOB 3aMEHBI SBISIETCS:
e01HOAI(aBUTHAS MTOJCTAHOBKA
eMHOT0aJI(haBUTHAS 3aMEHA
eroMo(poHUYECKHI mudp
eMasioasIpaBUTHAS 3aMEHA

5. CKOJIBKO 3TaIloB MOKHO YCIIOBHO BBIIEIMTH B UCTOPUM KpUnTorpadum?
o4
o3
40
o/

6. [{ns nauBHOM Kpunrorpadguu (10 Hauana X VI B.) xapakTepHO UCIIOIb30BaHUE:
¢TIO0BIX, OOBIYHO MPUMUTHUBHBIX, CITOCOOOB 3aITyTHIBAaHUS MPOTUBHUKA OTHOCH-
TEJIBHO COJCPKaHUS MU(DPYEMBIX TEKCTOB
e(hopMaTM30BaHHBIX U OTHOCUTEILHO CTOMKHX K PYYHOMY KPUNITOAHAIN3Y ITHU(PPOB
eKPUINITOCUCTEM CO CTPOTUM MaTEMaTUUYECKUM 0OOCHOBAaHUEM KPUIITOCTOMKOCTH
®BBIUUCIUTEIBHBIX CPEACTB C MPOU3BOJAUTEIIBHOCTHIO, JOCTATOUHOU JIJIsl peain3a-
IIUU KPUIITOCUCTEM, 00ECTICUNBAIOIINX MPU OOJIBIION CKOPOCTH IMHU(POBAHUS HA HE-
CKOJIbKO TIOPSIAKOB 00Jie€ BHICOKYIO KPHUIITOCTOMKOCTh, YeM "pyuHbie" U "'MexaHuue-
ckue" mudpsl

7. Koraa Bo3HUKIIA KOMITbIOTEpHAs KpUnTorpadus?
ec 1970-x rT.
oc 1980-x rT.
oc 1990-x rT.
ec 2000-x rT.

8. B cucreme mepenaun JaHHBIX MEX]y a0OOHEHTaMH C KOMMYTAallMeil MaKeToB HC-
MOJIB3YIOTCS IBa crioco0a nepeayu:
eJICUTATPAMMHBIN
*BUPTYaJIbHbIN
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erapajuieIbHbIN
IICPIICH INKYJISIPHBIN

9. Ckonbko ypoBHEH B 3TasioHHOM Moaenu OSI?
ol
013
10
o/

10. B kakoM roay HpHUHSTHI ONpPECAOIINe HOPMATUBHBIC MPABOBbIC aKkThl Poccuii-
ckoit deneparun: Konuenmus HarmoHaabHOM 6e3omacHocTH Poccuiickort deaeparuu
u JloktpuHa nH@popmarmoHHoi 6e3onacunoctu Poccuiickoit @eneparun?

«2000

1967

«1998

«2008

11. Tlopnexut 11 AESITEIBbHOCTh MO PACIPOCTPAHECHUIO MU(PPOBATBHBIX (KPUITOTpa-
(dbuueckux) cpelicTB 00A3aTEILHOMY JIUIIEH3UPOBAHUIO?
eJla
®HET
oJJI51 TOCYJJAPCTBEHHBIX YUPEKICHHUIN HET, a 1711 KOMMEPUYECKHUX MPEIPUATHN J1a
*TOJIBKO JIJISl UHOCTPAHHBIX KOMIIAHUMW, IEUCTBYIONIMX Ha Tepputopuun Poccun

12. Kaxkoit ypoBensb monenu OSI obecrieunBaeT co3paHue, mepeaady u mpueM KajapoB
JTaHHBIX? (DTOT YpOBEHb OOCTYKHBAET 3alIPOCHl CETEBOT0 YPOBHS M MCIOJIB3YET Cep-
BUC (PU3UYECKOTO YPOBHS JJIsl IPUEMA U MEepe/lau MaKeTOB)

eKaHAJIbHBIN

eI1PE/ICTABJICHUS

*[IPUKJIATHOU

*CCAHCOBBIN

13. B kakom 'OCT-e nano onpenenenue TepMuny "ciuykeOHas TaiiHa"?

['OCT P 51624-2000 “3ammra nHpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3aIuIeHHOM ucnoiHeHuu. O6mue TpedoBaHus”

['OCT P 51583-2000 “3ammra undopmaruu. [lopsgok co3manusi aBTOMaTHU3UPO-
BAaHHBIX CUCTEM B 3aIlIUIIEHHOM HcHOIHEHHHU. OOIINE TOJIOKEHNUST

«['OCT P UCO\MDK 15408

«Common Criteria

14. B Hoktpune undpopmaronnoi 6e3onacHoctu PO BaxkHoe 3HaUeHUE MPUIAHO CHU-
cremaM U ceTsaM Poccnu, B TOM YHCIIE 11O CIIEAYIOIMM HAIIPaBJICHUSAM:
e[IpEJOTBpALIEHUE TIepeXBaTa MH(POPMALIMU U3 MTOMENIEHUI U ¢ 00BEKTOB, a TaK¥Ke
uH(popMaIuu, nepeJaBaeMon Mo KaHajaaM CBSI3HM C IOMOIIbI0 TEXHUUYECKUX CPEACTB
[IPEJOTBPALIEHUE YTEUKH UHPOPMALIMH 10 TEXHUYECKUM KaHajlaM, BO3HHMKAIOIEH
IIPU SKCIUTyaTalluu TEXHUYECKUX CPEJICTB €€ 00pabOTKU, XpaHEHUS U Mepeaavu
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IIPEIOTBPAILEHUE CHEIUAIBHBIX MPOTPAMMHO-TEXHUUYECKUX BO3JICHCTBUM, BBI3bI-
BAaIOIIUX pa3pylIeHUE, YHUUTOXKEHUE, UCKakeHne nHpopManuu win coou B paboTe
cpeacTB uHGopMaTU3aUU

*pa3BUTHIO CBOOOBI ci0Ba B LIHTEpHETE

15. OCHOBHBIMU MEPOINPUATUSAMH 110 3alIUTEe UHPOPMALUU B OOIIErOCy1apCTBEHHBIX
MH(OPMAIMOHHBIX U TEIEKOMMYHHUKAIMOHHBIX CUCTEMAaX SBJISIFOTCS:

*3aKpBITHE BCEX MHTEPHET-Kade

*JIUIIEH3UPOBAHUE JCATEIBHOCTA OpTraHU3aliii B 001aCTH 3alIUThl HH(DOPMAIUU

ecepTU(UKAIMSA CPEACTB 3aIIUTH UHPOPMAIIUU U KOHTPOJIS 3QPEKTUBHOCTU UX UC-
MOJIb30BAHUS, a TAKXKE 3alIUIICHHOCTH UH(OPMAIIMK OT YTEUYKU MO TEXHUUYECKUM Ka-
HajaM CHCTEM M CPEICTB MH(MOpMATH3ALUU U CBI3U

*BBE/JICHUE TEPPUTOPUAJIbHBIX, YACTOTHBIX, SJHEPIETUUECKUX, TPOCTPAHCTBEHHBIX U
BPEMEHHBIX OFPAHMYECHHUN B PEKMMAaX HCIOJIb30BAHUSI TEXHHUUYECKHX CPEACTB, MOMJIE-
KaIIUX 3alINATe

4.2 . TunoBble BOIIPOCHI, BBIHOCUMBIC Ha 3a4€T

[Ipeamer, uenp U 3a7a4u KpUOTOrpapuu.

Uctopust xpunrorpadum.

KpaTkue cBeieHHs 0 KpUIITOaHAIU3E.

Knaccuduxkaiys MeTog0B KpUNTOrpa@uUIeCcKOro 3aKphITHs HHOpMAITUU
Knaccuueckue mmdpsi.

[ndps raMMUPOBAHUS U KOJIOHHOM 3aMEHBI.

[Ipocreiimme mu@psl 1 UX CBOKWCTBA.

Komnosummn mugpos.

Cucrembl MU(PPOBAHKS C OTKPHITHIMUA KITFOYAMH.

10. Kpunrorpaduueckast CTOWKOCTb MIU(POB.

11. Monenu mmdpos.

12. OcHoBHBIC TpeOOBaHUS K MUBpaM.

13. Bompochl mpakTUYECKOM CTOMKOCTH.

14. UMUTOCTOMKOCTD U MIOMEXO0YCTOMUYUBOCTH ITU(POB.

15. ITpuHIMTIBI TOCTPOSHUS KPUNTOTPAPUUECKUX aITOPUTMOB

16. Anmaparssie cpeactBa. [IporpaMMHbIe CpelicTBa, MPOTPaMMHBIE peaTu3aliu
¢ poB.

17. Kpunto cepuc nposaiiaepsl (CSP).

18. OcoOGeHHOCTH HCTIONBb30BAHMSI BBIYUCIUTEIBHON TEXHUKH B KpUNITOrpaduu BOmpo-
Chl OpraHU3aly CeTel 3aCEKPEUCHHOM CBSI3U; KJIFOUEBbIE CUCTEMBI.

19. BupryanbHble YaCTHBIE CETH.

20. CxpemOuiepsl.

21. Kpunrorpaduueckue napaMmeTpsl y3J10B U 0JI0KOB MG PaTOPOB.

22. Cunre3 mudpos.

23. MeTo/ibl TOJTydeHHUS CIyYalHBIX U MCEBIOCTYYalHbIX TTOCIIEI0BATEILHOCTEH.
24. DnekTpoHHBIE IU(PPOBBIE MOAMUCH (JIEKTPOHHBIC MOITUCH ).

25. Kpunirorpaduueckue xemi-GhyHKINM.

26. Kpunirorpaduueckue mpoTOKOJIHI.

©CoOoNoUTkwhNE
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27. OcHoBHbIE MOAX0AbI K peanu3anuu PKI.

28. KoMIOHEHTHI U CepBUCH HHPPACTPYKTYPbI OTKPBITHIX KITIOUEH.

29. Apxutextypa u Tonoiorust PKI.

30. Crannaptsl B obsactu PKI 50.

31. Crannaprsl Internet X.509 PKI (PKIX).

32. Cepruduxatsl OTKpHITHIX Kitouei X.509.

33. Criucku aHHYJTUPOBAHHBIX CEPTU(DUKATOB. ATPUOYTHBIE CEPTHUPHUKATHI.
34. OcnHoBHble TpeboBanus k nonutuke PKI.

35. IlonuTHka npuMeHeHus: CepTU(UKATOB U PETIIaMEHT.

36. Kpatkas xapakrepuctuka noautuku PKI.

37. Habop nonoxenuii moautuku PKI.

38. [Ipo6aembl popmupoBanus nmoautuku PKI.

39. CuMMeTpUYHBIE KPUITOCUCTEMBI.

40. Ocnossl Teopuu K. lllennona.

41. CuMMeTpHUYHbIE METOABI IHU(POBAHHUSL.

42. AnropuTMbl 6JI0YHOTO TU(POBAHMUS.

43. Pesxxumbl IprMEHEHUS OJIOYHBIX MIUQPPOB.

44. [ToTokoBBI€ MIUDPHI.

45. KoMOMHHUPOBAaHHBIE METOIBI.

46. OgaocTopoHHHE QYHKIIUU U PYHKIIMU JTOBYIIIKH.

47. AcCUMMETpHUYHBIE CUCTEMbI ITM(POBAHUS.

48. IIpuMeHeHrne aCUMMETPUYHBIX aJITOPUTMOB.

49. CpenctBa  KpunTorpaguueckod  3amMThl, pa3paOOTaHHbIE  KOMIIAHUSIMH:
HNudorekc, Kpunro-Ilpo, OKb Camnp, Anagaun u Adobe, MS Windows, Cisco.
50. Xpanunuie ceptuduxkaroB OC MS Windows.

*Umoeogoe mHauucnenue 06ai106 N0  OUCYUNIUHE OCYWECMEIAEMCs 6 COOMBEMCMBUU ¢
PpaspabomanHou U 8HeOPEHHOU OAIbHO-PEeliMUH2080U CUCTEMOL KOHMPOA U OYEHUBAHUS YPOBHSA 3HAHUL U
6HeYUeOHOU CO3UOAMENbHOU AKMUBHOCTU 00YUAIOUWUXCSL.
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IIpunoxenue 2

MeToauyeckue yKazaHusl J1J1s1 00yYaIOIIMXCS 110 OCBOECHUIO UCIUIINHBI

UHCTUTYT NHO®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UI

KA®EJIPA UHOOPMALIMOHHOM BE3OIACHOCTHU

METOINYECKHUE YKA3ZAHUA JJIAA OBYYHAIOIIUXCA 11O
OCBOEHHIO JIUCIUITJIMHBI

«METOIbI U CPEJICTBA OBECIIEHEHUSA 3AIIIUIIIEHHOCTH
NH®OPMAILIUUA OT HECAHKIITMOHUPOBAHHOI'O JIOCTYIIA
000 «IIBbN»)»

Hanpasiaenue noarorosku: 10.03.01 «MadopmannonHas 6e30MacHOCTD)
Ipodpuiab: Opranu3anus U TEXHOJOTUM 3aIUUTHI HHPOPMALIMH
YPpoBeHb BbICHIEro 00pa3oBaHus: 0akajaBpuat

dopma o0yUeHHsI: OYHASI, OYHO-320THAS

Kopones
2023
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1. O0mume MOJI0KEHUSA

HenssMu u3yyeHus: AUCUUTIINHBI SBISETCS

- (dopMupoBaHUE y CTYJCHTOB CHEIMATU3UPOBAHHON 0a3bl 3HAHUI MO OC-
HOBHBIM NOHATHUSAM B 0OJIACTH CHUCTEMHBIX M NMPUKIAJAHBIX BOIIPOCOB 3alUTHI UHPOP-
Manuu oT HC/I;

- YCOBEPILIEHCTBOBAaTh HABBIKM IO OCHOBAM MPAaKTHUYECKOTO OOOCHOBAaHUS
TpeOOBaHUIl K cucTeMe 3aluThl KoHpuAeHInanpHo nHpopmanuu ot HCJI, uro mos-
BOJIUT CTY/ICHTY OPUEHTHUPOBATHCS HA PHIHKE CPEICTB MH(POPMAILIMOHHON 3aIUTHI MIPH
BBIOOPE ONTHUMAILHOTO PEIICHHUS.

3amavamMu JUCUUIUIMHBI SABJISIIOTCS:

1. Hayunuths CTyAEHTOB CaMOCTOATENBRHO PENIATh IOCTABJICHHBIE 3a/1a4d B
00JIaCTH CUCTEMHBIX W MPHUKJIATHBIX BOMPOCOB 3amuThl nHpopmaruu or HCJI Ha oc-
HOBE JICMCTBYIOLIETO POCCUHCKOrO 3aKOHOAATEIbCTBA C IMOMOLIBIO COBPEMEHHBIX
MPUHLIKIIOB, METOIOB, CHJI M CPEJICTB B PA3JIMUHBIX OPraHU3aLUOHHBIX CTPYKTYpaX, MO
0a30BBIM HAIPaBJICHUSM 3aIUTHI TOCYIAPCTBEHHON TalHbI U KOHGUIECHIIUATBHOM UH-
dbopmanuu;

2. dopMupoBaHue y 00y4aroNIuXcsl MPaBOBOM CUCTEMbI 3HAHUM, YMEHUU U
HABBIKOB 110 3anuTe uHpopmanuu ot HC/I;

3. O6ecrnieuennio MHPOPMAITMOHHOW 0€30MacHOCTH TpakK[aH, OOIIecTBa U
roCcyJ1apcTBa, B YACTHOCTU PACKPBITHE OOIIUX MOJOKEHUH IO 3aluTe HH(pOpMaIu OT
HCI;

4, Hayunuths CTyAEHTOB CaMOCTOSTENBRHO PENIATh IMMOCTABJICHHBIE 3a/a4d B
00JIacTH 3alUIIEHHOCTH KOH(MDUACHIIMATBLHON HWHQPOpPMAIIMU C IPUMEHEHUEM CUCTEM
U cpeAcTB 3amuThl uHpopmaruu ot HCJJ;

d. O3HaKOMHTh CTYACHTOB C MEPCHEKTUBHBIMU TEXHOJOTUSIMU U METOAaMU
3amuthl nHGopmarmu ot HCJL;

6. N3yunth COBpEeMEHHbIE METOAUKH MPUMEHEHUS U WUCIIOJIb30BaHUS BCTPO-
CHHBIX MEXaHU3MOB 3amuThl nHGopmarmu ot HC/I;

7. HayuuTh cTyeHTOB, NOPSAAKY MIPUMEHEHUSI TEXHUYECKUX CPEJICTB 3alllH-
ThI uHGopmarmu ot HC/I.

2. Yka3aHus 110 NPOBEACHUIO MPAKTUYECKUX 3aHATHH

Paznen 2. Yuer cy0bekTOB gocTyna. Peaquzanusi MeXaHUu3MOB 3aLUThI

Tema 1. IIpakTHyeckasi peajn3anusi MEXaHU3MOB 100aBOYHOM 3aLUTHI
IIpakTnueckoe 3ansaTue 1.
By mpakTiueckoro 3aHIATUA: BOO20MO8Ka 00Kaoa.
OO6pa3zoBaTenbHBIC TEXHOJIOTUU: 2PYRROBASA OUCKYCCUSL.

BI/II[ IIPAKTHUYCCKOI'O 3aHATHUA . CMEUAHHAA d)OpMCl npakmu4eckKozco 3aHAMuUA.
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Tema u cozepkaHue MPaKTUYECKOrO 3aHATUA:
Lenv pabomei: 1lonyuuTh NpaKTHUECKHE 3HAHUS U HABBIKU MOJICIIMPOBAHUS OC-
HOBHBIX KpUNTOTpaphuUeCKUX MPOTOKOJIOB 3aIIUTH HHPOPMAIIIH.
OcHosHble non0dCeHUs. membl 3aHAMUL.
e 0a30BbIE MPOTOKOJIBI KpUNTOrpahuuecKoil 3amuThl HHGOPMALIHH.
® KBaHTOBAas Kpumnrorpadus.
Bonpocwi 0ns 06¢cyarcoenus:
OcHoBHOI ok (pedepaT) Mo TeMe 3aHATHSL.
VY4eOHbIEe BOITPOCHI:

1. TlpuHIMOBI MTPOEKTUPOBAHUS KPUNTOTpadUIeCKUX MPOTOKOIOB 1o Huaxemy-
[lIpenepy. IIpoToko «3ammpoc-0TBETY.

2. AHOHHUMHOCTb U HEOTCIEKHBAeMOCTh. [IpobieMa «yXHMHAIOMUX KPUITOrPa-
dboB». IIpoTOKOIBI 711 AHOHUMHBIX YEKOB Ha OCHOBE «cjemnoi» moanucu. CBoiicTBa
UJCAIBHONW CHUCTEMBI JJIEKTPOHHBIX HanuuHbIX. [lmarexxneix cucrem Payword wu
Micromint.

3. IIpoTOKOJ 3MEKTPOHHOIO ayKIMOHA, OTBedarolui TpedoBanusM denepaib-
Horo 3akoHa Ne 94 ot 21 urons 2005 roga «O pa3MelIeHnH 3aKka30B Ha MOCTaBKU TO-
BapoOB, BBIMOJIHEHNE PabOT, OKa3aHUE YCIYT ISl TOCYIapCTBEHHBIX M MYHHUITUIATBHBIX
HYXK]D.

4. Ilpunuunel kBaHTOBOM Kpunrtorpaduu. KBaHTOBBIN MPOTOKON pacmpenesie-
HUSI KITFOUEH.

5. O0630p OMoMeTpUYECKUX METOAOB. MeTo OMOMETPUUECKON «BYaIH».

[TpomomkuTensHOCTH 3aHsTHsA: 16/8 yacoB

Tema 2. Pa3zpaborka v onTUMH3ALUSA MEXaHU3MA YPOBHEBOI0 KOHTPOJIA,
KaK MeXaHU3Ma peaibHOr0 BpeMeHH
IIpakTuyeckoe 3ansiTue 2
Bua npakTuueckoro 3aHiITUSL: HO020MO8KA 00K1a0a.
OO6pazoBaTebHbIC TEXHOJOTHH: 2PYHHOBAA OUCKYCCUSL.

By npaktuueckoro 3aHATHS: CMEUWAHHAs hOpMa npaKmuiecko2o 3aHamusl.
Tema u coneprkaHue MPaKTHUECKOTO 3aHSATHSA:
Lenv pabomer: T1onyunuTh MPaKTUYECKUE 3HAHUS M HABBIKM YIIPABJICHUS KITIO-
JaMHu.
OcHogHble NON0JCEeHUS MeMbl 3AHAMUSL.
e VYrpaBlIeHUE KIIOYAMH.
e BizamMmoaerictue ¢ Y1I.
Bonpocwt ons 0bcyscoenus:

OcHoBHOI1 noKIa7 (pedepar) mo TeMe 3aHsITHS.

VY4eOHble BOITPOCHI:
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1. I'enepanus kmrouen. HepaBHocuiibHble kimoun. Pacnipenenenue. [Iposepka. Uc-
nosp3oBanue. OOHOBIeHHE. XpaHEHUE U pe3epBHpOBaHHUE. YHHUUTOXeHUE. KU3HEeH-
HBIM UK KJTF0Ya. pejenenns kouei Baffine.

2. Meton nonnoit matpunbl. [Ipobiema «kBagpaTHOro KOpH». ObMeryeHHas cxe-
Ma mpenaBaputTenabHoro pacnpenenenus kmoued KEDYS. OOneryennas cxema mpen-
BApUTEIILHOTO pachpeiesieHus Kitouen st kiactepHoi apxutektypsl EKSYD. Tlpo-
0JieMa OITMHHOCTH OTKPBITHIX KIIIOUEH — Ha IPUMEPE aTaKU «UEJIOBEK MOCEPETUHE
(man-in-the-middle-attack). I{ludposoii ceprudukar (mo Koundenaaepy).

3. CepTudukar, mOANUCYUK, TOJIB30BaTElb, BBHIYCK CepTU(HUKATA, aHHYJIHPOBa-
HUE OTKpPBITOTO KJIIO0Ya, OT3bIB cepTU(HUKaTa, CIHUCOK OTO3BAHHBIX CEPTU(UKATOB
(COC), npuocraHoBiieHue neucTBus ceprudukara, ¥Yaocrosepstomuii Lentp (YLI),
entp peructpanuu (ILIP), B3aumHas (mepekpectHas) ceptudukamnmsa. Ku3HeHHBIN
nukn ceprudukara. Apxurektypa PKI. Tlonstue ceprudukanmnonnoro mytu. Ilpe-
nmymectsa PKI.

4, HemnocpencTBeHHbIN KOHTAKT. Y JaJICHHBINH HOCTyM. Pa3nenenne GyHKIIMOHATD-
HocTH. Pacimpenue (yHKIIMOHATBHOCTH.

[TpomomkuTensHOCTE 3aHsThs: 16/8 yacoB
2. YKa3aHus 10 NPOBeJAeHNI0 JJa00paTOPHbIX padoT

(He MpexyCMOTPEHO Y4eOHBIM IJIAHOM)

Jlabopamopnasa paboma 1.  Hcnonv3zosanue knaccuueckux Kpunmoanzo-
PUMMOB ROOCMAHOBKU 0J151 3AU{U bl MEKCM 060l UHPopMmayuu

Ileny pabompi: N3yueHne KIACCHUECKUX KPUMITOTPA()UUECKUX aITOPUTMOB MO-
HOAJI(PaBUTHOM MOACTAHOBKM, MHOTOQJI(ABUTHON MOACTAHOBKM M NMEPECTAHOBKH IS
3alMThl TEKCTOBOM MH(opManuu. Vcnoab30BaHHE THCTOIPAMM, OTOOPAXKAIOIIUX Ya-
CTOTY BCTPEYAEMOCTH CUMBOJIOB B TEKCTE ISl KPUNTOAHAIIN3A KIIACCHUECKUX MHU(POB.

Y4eOHbIe BONIPOCHI
. O3HaKOMUTKCS C OMHCAHUEM JIA0OPATOPHOU PabOTHI U 3aJaHUEM.
. Jlns oqHOoanhaBUTHOrO METOa ¢ (PUKCUPOBAHHBIM CMEIIEHUEM OIpPENEIUTh YCTaHOB-
JIEHHOE B POrpaMMe cMelleHue. i 3Toro cienyer:
®[IPOCMOTPETH MPEABAPUTEIBHO CO3JAaHHBIM C MOMOIIBIO PEIAKTOpa CBOM TEK-
CTOBBIN (aili;
® BBITIOJIHUTH JIJ151 ATOTrO (paityia mudpoBaHue;
®[IPOCMOTPETH B PeIakTope 3an(pOBaHHBIN (aiin;
®[IPOCMOTPETH TUCTOTPAaMMbI UCXOAHOTO U 3aIIM(PPOBAHHOTO TEKCTOB;
®OIMCaTh THCTOIPAMMBI (B YEM IOXO0KH, YEM OTJIMYAIOTCS) U ONPENEIUTh, C Ka-
KHM CMEILIEHHEM ObLIO BBINOJHEHO MHU(PpPOBaHKE
epacu@poBaTh 3aUPPOBAHHBIN TEKCT:
» C MOMOUIBIO POTPAMMBI, TIOCJIE YETO MPOBEPUTH B PEIAKTOpPE MPABHIb-
HOCTh pacuudpoBaHusl.
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» BPYUYHYIO C IOMOIIBIO TUCTOTPAMM; OIHCATh U OOBSICHUTH IMPOIIECC JIe-
m(ppoBaHUsL.

B otuere mns kaxaoro meroAa MmU(GPOBAHUS OMUCHIBAECTCSA MOCIEAOBATEIb-
HOCTb BBITIOJIHSIEMBIX JIEHCTBUI, IMEHA BCEX MCIIOJIb30BAHHBIX (DAiJIOB U MOIyUYECHHBIC
TUCTOTPaMMBI, YKa3bIBaeTCsl HalJICHHOE CMEIIEHUE, OMMCHIBAETCS Mpoliece Aemudpo-
BaHUSI.

[IpenoiaBarento MpeaoCTaBIAECTCS OTYET O MPOJIeIaHHOM paboTe M BCe MCIOIb30BAH-
HbIE U CO3/IaHHbIE (aliIbl.
. Jdns onHoangaBuTHOrO MeTO1a € 3a/1aBaeMbIM cMetienrueM (mudp Llesaps) crienyer:

® BBLINIOJIHUTH MIU(GPOBAHUE C MPOU3BOJIBHBIM CMEIIEHUEM JIJIi CBOETO BXOJHOTO
TEKCTa;

®[IPOCMOTPETH U OMKCATh TUCTOIPAMMBI UCXOJHOTO U 3alU(POBAHHOTO TEKCTOB,
OTIPEICNIUTh CMEIIEHUE JIS1 HECKOJIIBKHX CUMBOJIOB;

epacmrdpoBaTh TEKCT C TOMOIIbIO MPOTPaAMMBIL;

o nemmdpoBaTh 3amudpoBaHHbIi mM@pom Lle3apst TEKCT ¢ MOMOIIBIO TPOrpam-
MBI METOJIOM I1000pa CMEILEHUS; yKa3aTh, ¢ KaKUM CMEUICHHEM ObLI 3amu@poBaH
Gaitn.
. JJIs MeTola mepecTaHOBKM CHUMBOJIOB Jeln(poBaTh 3amd@poBaHHbId (aitn. s
3TOr0 HEOOXOIUMO OMPEEIUTh 3aKOH MEPECTAHOBKH CHMBOJIOB OTKPBITOTO TEKCTA.
Coznaitte HeOOJbIION (hailsl JIMHOM B HECKOJIBKO CJIOB C M3BECTHBIM BaM TEKCTOM,
3amupynTe ero, MPOCMOTPUTE TUCTOTPAMMBI (OMUIINTE UX; OTBETHTE, MOXKHO JIU H3-
BJIEYb M3 HUX MOJE3HYI0 [ Aemn@paunn uHPopMmanuo). CpaBHUTE (C MOMOILIBIO
pemaKkTopa) Ball UCXOAHBIN U 3amn(pOBaHHBINA TEKCTHI U ONPEISIUTE 3aKOH MepecTa-
HOBKHU CUMBOJIOB.
Hemmdpyiite dait:

®BPYUHYIO (OOBSICHUTE BaIllM JICHCTBUS);

®C IOMOUIbIO POTPaMMBI.
JI71s1 ”HBEPCHOTO KOAUPOBaHUS (110 JOTOJHEHUIO 710 255):
BBINIOJIHUTE MG POBAHUE JIJIs1 CBOETO MTPOU3BOJIBHOTO (ailna;
IPOCMOTPUTE TUCTOTPAMMBI UCXOHOTO U 3alTM(POBAHHOTO TEKCTOB, OMUIIINTE TUCTO-
TpaMMBbI B OTIPEIEIINTE CMEIICHUE JIs1 HECKOJIBKIX CUMBOJIOB,;
nemudpynTe 3amubpoBaHHBIA TEKCT, MPOBEPHTE B PEIAKTOPE MPABUILHOCTD JIeUTH (-
pOBaHMsL.
. s mHoroandaBuTHOro mUGPOBaHUS C (PUKCUPOBAHHBIM KIIOYOM OMPEIIETUTE,
CKOJIBKO OJIHOAJI()aBUTHBIX METOZOB M C KaKUM CMEIICHHEM HCIOJIb3yeTCs B MpO-
rpamme. {1 3TOro HY»KHO €O3/1aTh CBOM (haiisl, COCTOSIIIMIA U3 CTPOKH OJMHAKOBBIX
CHUMBOJIOB, BBIMOJIHUTD JIJIs1 HErO HIM(PPOBAHUE U MO TUCTOTPaMME OIPEAETUTH CIIOCO0
muppoBaHus U HAOOP CMEILIECHU.
. Jlsia MHOTOan(aBUTHOrO MIM(POBAHUS C KIIOUYOM (PUKCUPOBAHHOM JJIUHBI:

® BBITIOJTHUTE MIHU(PPOBAHUE U OMPEICITUTE IO TUCTOTPAMME, KaKO€ CMEIICHHE TI0-
Jy4aeT KaKIblii CHMBOJ JTsl (paiisia, COCTOSIIETO U3 CTPOKU OJIMHAKOBBIX CHMBOJIOB;

® BBITIOJTHUTE MIM(poBaHue U pacmudpoBanue 1yist aitina MporU3BOILHOTO TEKCTA;

®[I[POCMOTPUTE U OMMILUTE TMCTOTPAMMBbl MCXOJHOTO M 3alIM(PPOBAHHOTIO TEK-
CTOB; OTBETHTE, KAKyI0 HHPOPMAITIIO MOKHO MOJYYUTh U3 TUCTOTPAMM.
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8.

9.

Jlst MHOTOQNI(haBUTHOTO IM(PPOBAHUSI C POU3BOJIBLHBIM IMAPOJIEM 3aaHUE TTOTHOCTHIO
aHAJOTMYHO 1. 7.

[IpuBecTn B OT4ETE OTBETHI Ha KOHTPOJBHBIE BOMPOCHI B COOTBETCTBHH C HOMEPOM
BapUaHTa, YKa3aHHBIM MPENO/IaBaTeIeM.

Ilpumeuanue: 1O KaxaoMy ydeOHOMY BONpPOCY oOydaemble M3y4darOT TEOpe-
TUYECKUI MaTepHall, MPOBOAAT UCCIAEAOBaHUS U (OPMYITUPYIOT BBIBOABI, ODOPMIISIOT
OTYETHI U 3aIUINAIOT MOJYyYECHHbIE PE3YJIbTAThI (OTYETHI).

YueOHass Jgureparypa: ocHoBHas [1,3]; momomnurtensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPABOBBIE TOKYMEHTHI [1,3,4,5], anekTpoHHass OMOIMOTEKa MOCOOU Ha
koMrmakT auckax, OO0 «M3parensckuit Jom «ADUHAY, r. Cankr — IletepOypr. CD:
[IpaBoBOE M HOPMATHMBHO-METOJIMYECKOE OOecleueHre CrenuaniucTa mo 3amuTe UH-
dopmarn Noe A50346, CD: Obecnieuenrie 6€30MaCHOCTH MEPCOHATIBHBIX JAaHHBIX No
A50346, CD: 3amuta koHpunennmmansaoi nHpopmarmu Ne A50348, snaexkTpoHHOE
yuebHoe nmocobue [1].

[TpoAoIKUTENHHOCTD 3aHATHSI: YaCOB

Jlabopamopnas paboma Ne 2 _Hccnedoeanue pa3iuuHblx Memo008 3auiun ol mekK-
CMoGol UHGOpMayUU U UX CHOUKOCHU HA OCHOBE NO0DOpa Kiloueil

Llenv  pabomwi:  u3ydyeHHe  METOJOB  mupoBaHus/pacInppoBaHus
MEPECTAaHOBKON CHMBOJIOB, TOJICTAHOBKOM, TaMMHPOBAaHHUEM, HCIOJIb30BAHHEM
tTabnuibl Biskenepa. VccienoBanue M CpaBHEHHE CTOMKOCTH Pa3IMUHBIX METO/IOB Ha
OCHOBE aTak MyTeM repedopa BCeX BOZMOKHBIX KITFOUECH.

B nmaGoparopHoii paboTre paccMaTpuBaeTcs crnocod BCKpBITHUS —ImHQpa,
OCHOBaHHBIA Ha TMepedope BceX BapuaHTOB Kiouda. Kputepuem mNpaBUILHOCTH
BapHaHTa CIIY)KUT HAJTUYHE B TEKCTE «BEPOSATHOTO CIIOBa». [lepeOupaeTcss MHOKECTBO
BCEX BO3MOJKHBIX KITtOUeH, MU(POBAHHBIN TEKCT pacmm(pOBBHIBACTCS Ha KaXIOM
KITto4e. B momyuuBIieMcst «IceBIOOTKPHITOMY) TEKCTE MILETCS BEPOSTHOE CIOBO. Ecim
TAKOTO CJIOBAa HET, TEKYIIMH TEKCT aTaKyeTcs M OCYIIECTBIACTCS TMEpPeXo] K
clenyromeMy Kirody. Ecnu Takoe CJI0BO HailieHO, Ha DKpaH BBIBOAMTCS BapHaHT
KITI04a. 3aTeM mepedop KItouel MpooiiKaeTcs A0 TeX Mop, MOKa He UCUEpIIaeTcs BCe
MHO>KECTBO BapuaHTOB. BO3MOXXKHO 0OHapy)eHNE HECKOIBKUX KIIFOUEH, TTPH KOTOPHIX
B «TICEBJOOTKPBITHIX TEKCTAX» UMEETCSI BEPOSTHOE CIIOBO.

[Tocne 3aBepiieHust nepedopa HEOOXOAUMO pacHIMppoBaTh TEKCT HAWIEHHBIX
kitouax. «IICeBIOOTKPBHITHIA TEKCT» BBIBOAMTCS Ha J3KpaH BU3YaJIbHOTO KOHTPOJIS.
Ecnu omeparop mpu3HaeT TEKCT OTKPHITHIM, paboTa MO BCKPBITHIO 3aKaHYMBAECTCS.
WNuaye pmaHHbId BapuaHT Kio4a OpakyeTcss W OCYIISCTBIISIETCS TIEPEeXoa K
CIIEyIOIIEMY KITIOUY.

Y4yeOHbIE BOIIPOCHI
1. O3HaKOMUTBCSI C ONKUCAaHUEM JIA0OPATOPHOM PabOTHI U 3aTaHUEM.
2. BBIMOTHUTE HACTPOIKY MPOrpaMMBI: BEIOPATh METOA MU(POBAHMUS, BBECTH KITFOUH
JUUISl BCEX METOJIOB, BBECTU BEPOSITHOE CJIOBO, OCYIIIECTBUTH BCE OCTAIbHBIE CUCTEMHbIC
HACTPOMKHU.
3. lnst MmeTona 3aMeHbl (0HOAI(PaBUTHOTO METOIA):
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®BBIOPATh TAHHBIN AITOPUTM B CIIHCKE JOCTYITHBIX METOIOB MU(POBAHUS:

¢ yCTAaHOBUTH HEOOXOIUMOE CMEIICHUE;

® OTKPBITH MMPOU3BOJILHBIN (haidi:

® [IPOCMOTPETH COJIEPKUMOE UCXOAHOTO (paiina;

® BBITIOJTHUTH JJIs1 3TOTO (aiina mudpoBanue (Mpu HEOOXOAUMOCTH HO 3aaTh UM
3amugpoBaHHOrO (aiina);

®IIPOCMOTPETH B peaKTOpe 3audpOBaHHBIN (aii;

®BBECTHU BEPOSITHOE CJIOBO;

®BBECTHU BEPOSITHYIO JUTMHY KJII04a (KpOME METO/1a 3aMEHBI);

®110/100paTh KJIIOY;

® BBLITIOJTHUTH paciuinpoBaHUE CO BCEMH HAICHHBIMU KIIIOUaMH;

®HAWTH B  KakoM-MOO U3  pacmMppoBaHHBIX  (AWIOB  MPaBUIBHO
pacmuppoBaHHOE KIIFOUYEBOE CIIOBO;

epactmdpoBaTh Gaitl UCXOTHBIM KITFOUOM;

®IIPOBEPUTH PE3YJIbTAT.
4. Jlns MmeTo1a IepecTaHOBKU:

®BBLIOPATH METO/] IEPECTAHOBKH;

®B OTKPBIBIIEMCS OKHE BBOJIa KJIIOYa MEPECTAaHOBKU CUMBOJIOB YKa3aTh CHayaia
JUTMHY STOTO KJII0Ya, a 3aTe€M M3 IOSBHUBIIMXCS KHOIOK COCTABUTHh HEOOXOIUMYIO
KOMOHWHAITHIO JIJIs KJIF0Ya, HAKMMash Ha KHOTIKHA B 33JJaHHOM TOPSJIKE; TIPH 3TOM YKe
WCITOJIb30BAaHHBIC KHOIKH CTAHOBSTCS HEIOCTYIMHBIMHA IS TPEIOTBPAIICHUAS WX
MTOBTOPHOTO BBOJIA;

e jajiee IEUCTBUS MOJHOCTHIO COOTBETCTBYIOT M3JI0’KEHHBIM B II. 3.
5. i meroga raMMUPOBaHUS:

®BBLIOpATH METO/T;

®BBECTH KIJTIOY;

® [I0JIHOCTBHIO TOBTOPUTH . 3.
6. Jns  Tabmuubl Brkenepa Bce JACUCTBUS TMOBTOpSItOTCA #3 M. S5  (MeTon
TaMMUPOBAHMS).

B otuere nns kaxmoro mertonia mu@poBaHUS OMHCHIBACTCS MOCIEIOBATEIHLHOCTD
BBITIOJIHAEMBIX JIEWCTBUM, YKa3bIBAIOTCS HMMEHA BCEX HCIOJIb30BAHHBIX (haIiIIOB,
WCXOJIHBIC M HAWICHHBIE KJTIOYH, OMUCHIBACTCS MPOIIeCC MU(PpOBaHUI.

[IpenomaBarenmo MPEAOCTABISACTCS OTYET O TMPOJACIIAaHHONW paboTe ©  BCe
UCITIOJIb30BAaHHBIE (paiiyibl.

10.IlpuBecTr B OTYETE OTBETHI HA KOHTPOJLHBIC BOMPOCHI B COOTBETCTBHU C HOMEPOM
BapHaHTa, YKa3aHHBIM IIPETIOIaBaTeIIEeM.

Ilpumeuanue: 1O KaxaoMy ydeOHOMY BOTIPOCY oOydaeMble M3ydarOT TEOpe-
TUYECKUA MaTepHall, MPOBOAAT UCCIEAOBAaHUSA U (POPMYTUPYIOT BBIBOABI, O(DOPMIISIOT
OTYETHI U 3aAIIHUINAIOT MOJyYCHHbBIE PE3YJIbTAThI (OTYETHI).

YueOHasi Jureparypa: ocHoBHas [1,3]; momomuutensHas [1,3,4,5,6,8,10];
HOPMAaTHUBHO-TIPABOBbIE NOKyMeHTHI [1,3,4,5], anexTpoHHass OubimoTeka mocoOuid Ha
koMmmakT auckax, OO0 «M3narenbckuit [lom «ADUHAY, r. Cankr — [letepOypr. CD:
[IpaBoBOE M HOPMATHUBHO-METOJIMYECKOE OOECIeueHrne CIEeUaiicTa Mo 3amuTe WH-
dopmarnuu Ne A50346, CD: Obecnieuerne 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX No
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A50346, CD: 3amuta koHpunenmmansaoi napopmarmu Ne A50348, snexkTpoHHOE
yaeOHoe nocoowue [1].
[TpoomKATETEHOCTD 3aHATHS: Yaca

./]a6opamopHaﬂ pa60ma 3. Fenepauu}l npocmuslx 4ucesl, uCnojib3yemslx 6 ac-
cumempudHblx cucmemax mud)poeanuﬂ
lle./lb paﬁombl: HU3YyUCHUC MCTOHOB I'CHCPALINU IIPOCTBIX YHUCCII, UCIIOJIb3YCMBIX B CHU-
CTCMax HII/I(I)pOBaHI/IH C OTKPBITBIM KJIFOUOM.

Y4eOHbIe BOPOCHI

1. TIpoBepuTh Ha MPOCTOTY JBa MPOU3BOJIBHBIX LIEJIBIX YHCIA PA3PSAIHOCTHIO HE MEHEe
S.
2. Pacnipeenenre npoCThbIX YUCEIL.
2.1. 3agan uHTEepBaN BUaA [X, X + L]. Berauciauts konmmdectBo 71(x, L) IpOCTBIX YHCEN
B MHTEpBaJIe U cpaBHUTH ¢ BeamunHou L/IN(X). [Tpu kakux ycnosusx [1(x, L)/L 6nu3ko
K 1/In(x) mpu 3amarsasix x = 2000, L = 500, KoIM4ecTBO MPOCTHIX YUCET JUTS JCTCHUS
5—15, koan4uecTBO OCHOBaHUM 1—27
2.2. Haiitu B unrtepBasie (1000, 1000 + 300) Bce mpoctbie umcna. Ilycte L(1)) —
Pa3HOCTh MEXIy IBYMSI COCEJHUMHU MPOCThIMU uyuciaMu. [locTpouth rucrorpamMmmy
s L(i). Berauciuts BeiOOpodHOe cpentee Lepen. CpaBHUTH ¢ BenmnuuHOM In(X), e x
— cepeauHa MHTEpBaia. 3aJaHo: KOJWYECTBO MPOCTHIX uucen s neneHust 5—20,
KOJIMYECTBO OCHOBaHUM 1—3.
2.3. Jlns 3amanHoro HaOopa uwmcen {K} OIICHUTh OTHOCHTEIBHYIO MOTPEUIHOCTh
dopmysibl 11 K-20 mpocToro yucia:
p(k) = k/ln(k),k = {10, 15,20,30,35}.
3. MeToapl reHepaluy TPOCThIX YHUCEN.
3.1.B unaTeprane (500, 500 + 200) moctpouTh rpadvk OTHOCHTEIHLHOTO KOJHMYECTBA
HaTypaJIbHBIX YHUCEN, MPOXOASANINX «pemeto JpaTtocheHa», T.e. He ACNSAIIMXCS Ha
nepBbie K IpOCTHIX.
Pacuer nmpomsBoautcs mis Beex K <= 10.
3.2 . 1ns uatepBana (1500, 1500 + 300):
a)  paccyuTaTh TOYHOE KOJUYECTBO Po MPOCTBIX YUCE]I B HMHTEpBaJE, T.€. NPH
MPOBEPKE 3aJaTh TOJBKO TECT Ha JEIMMOCTh. KoJMUecTBO MEPBBIX MPOCTHIX UYUCET
JUTSL JIEJICHUST OTpeNeNsieTCs U3 pacueTa MaKCUMAaJbHOE YHWCIIO IS JCJICHUS PaBHO
KBaIpaTHOMY KOPHIO U3 MaKCUMAJIbHOTO 3HAUCHUSI HHTEPBAJIA;
0) COCTaBUTh TECT C HEOOJBIIUM KOJUYECTBOM IPOOHBIX JEICHUNH H OIHUM
ocHOBaHHEM B Tecte @epma. Beruncnuth konndectBo Pl, BEpOATHO MPOCTHIX YHCEIL,
YIOBJIETBOPSIONINX 3TOMY TECTY;
B)  COCTaBHTh TECT C OOJIBIIMM, YeM B NPEABIAYIIEM Ccliydae, KOJIMYECTBOM
NPOOHBIX ACICHUA W JABYMsI WJIM TpeMsl OCHOBaHHUS MU B Tecte depma. Berauciauth
KOJMYECTBO P2 BEPOATHO TPOCTHIX YHCEN, YAOBICTBOPSIONIUX O3TOMY TECTY.
[TpoaHanmu3upoBaTh MOTYYCHHBIC TaHHBIC.
3.3. M3BecTHO, 4TO B 3aJJaHHOM MHTEpBaje uMmerorcs unucina Kapmaiikina. Halitu ux.
BapuaHTbl HHTEPBAJIOB:
(1050, 1050 + 100);
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(1700, 1700+ 100);

(2400, 2400 + 100).

4. TlpuBecTy B OTYETE OTBETHI HA KOHTPOJIbHBIE BOMPOCHI B COOTBETCTBUHM C HOMEPOM
BapUaHTAa.

Ilpumeuanue: 1O KaxaoMy ydeOHOMY BOIPOCY oOydaeMmble M3ydarOT TEope-
TUYECKUNA MaTepHall, MPOBOAAT UCCIAEAOBAHUSA B (YOPMYITUPYIOT BBIBOABI, O()DOPMIISIOT
OTYETHI U 3aIUINAIOT MOJYyYECHHbIE PE3YJIbTAThI (OTYETHI).

YueOHass Jjureparypa: ocHoBHas [1,3]; momomnurtensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPAaBOBbIE JOKyMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMoTeka mocoOuii Ha
koMmakT auckax, OO0 «M3narensckuit Jom «ADUHAY, r. Cankr — IletepOypr. CD:
[IpaBoBOE M HOPMATHUBHO-METOJIMYECKOE OOecleueHre CrernuaniucTa mo 3amuTe UH-
dopmann Noe A50346, CD: Obecnieuenre 6€30MaCHOCTH NMEPCOHANBHBIX JaHHBIX No
A50346, CD: 3amura koHpuaeHmanpaor uadopmaruu Ne A50348, ayekTpoHHOE
yuebHoe nmocobue [1].

HpOI[OJ'DKI/ITeJ'IBHOCTB 3aHATHA: 9aca

Jlabopamopnas paboma 4. Inekmpounasn yugppoeas noonucsy

Ilenv pabompr: 03HAKOMIICHWE C TPUHIMIIAMHU 3alUIIEHHOTO 3JIEKTPOHHOTO JOKY-
MEHTO000pPOTa B TEICKOMMYHHUKAIIMOHHBIX CETSIX U aJTOPUTMaMU MOCTAHOBKH JJICK-
TpoHHOH 1udpoBoit moganucu (SLIT).

Y4eOHbIe BOPOCHI
1. O3HaKOMHUTHCSI C OCHOBHBIMU HaNpPABJICHUSIMHU PabOT B paMKax ¢e/iepaibHON 11elie-
BOU MporpamMMmsbl «DJEeKTpoHHAs Poccusiy, a TakkKe cO CBEJICHUSAMHU O MOPSIKE HUCTIOb-
30BaHMS W JIEHCTBYIOLIMX aJrOPUTMax MOCTAHOBKHU 3JEKTPOHHOW LHU(PPOBOM, H3J0-
KCHHBIMH BBIIIe. 3anmycTuTh nporpammy labWork6.exe, npennasHadeHHyO ISl Jie-
MOHCTpALIMH MOPSAAKA TOCTAHOBKU U IPOBEPKH 3JEKTPOHHOU LU(PPOBOI MOIHUCH.
2. CreHepupoBaTh U MepeciaTh ydacCTHUKaAM OOMEHa KJIFOYH ISl U POBAHUS UCXO/I-
HOTO JIOKYMEHTa W KJIFOYM JUIsl TIOAMUCAaHUS JOKyMeHTa. MIcXoaHbIi TeKCT jyuis mud-
pOBaHUsI HAOUPAETCSI HEMOCPEACTBEHHO B OKHE IPOTPAMMBI.
3. 3ammdpoBaTh UCXOJHOE COOOIIEHHUE U TIOJIIKUCATh €T0 Ha CEKPETHOM KIt0Ue OTIIpa-
BUTETIS.
4. Ilepecnath 3amm@ppoBaHHOE U MOANUCAHHOE COOOIIECHUE MOTy4YaTesN 0. BhIMOIHUTD
npoBepky npaBuiibHOCTH DLIT 1 BOCCTaHOBUTH MCXOIHBIN TEKCT COOOIICHHUSI.
5. CoxpaHHTbh B OTYETE IKPAHHbIE (POPMBI, TEMOHCTPUPYIOIINE IPOLIECC TeHEPALUU U
pacmpocTpaHeHusl KJII0Yel; mporecc Mu(ppPOBaHUS HCXOJHOTO JOKYMEHTa M TOCTa-
HoBku OIIL.
6. [IpuBecTu B 0TYETE OTBETHI HA KOHTPOJIBHBIE BOIPOCHI B COOTBETCTBUM C HOMEPOM
BapuaHTa

Ilpumeuanue: 10O KaxaoMy ydeOHOMY BONpPOCY oOydaemble M3y4dalOT Teope-
TUYECKUN MaTepuas, MPOBOIAT UCCIIEAOBaHUA U (POPMYIUPYIOT BBIBObI, 0OPMIISIOT

OTYETHI U 3aLIUILIAIOT MOJYyYE€HHbIE PE3YJIbTAThI (OTYETHI).
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Y4ueOnas aureparypa: ocHoBHas [1,3]; momomnutenwsHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPaBOBbIE NOKyMeHTHI [1,3,4,5], anexkTpoHHas Oubnmnorexa mocoOuil Ha
koMmrmakT auckax, OO0 «M3marenbckuii [lom «ADUHAY, r. Cankr — [letepOypr. CD:
[IpaBoBO€ M HOPMATHBHO-METOAMYECKOE OOECIEUEHHE CHEIHATUCTa MO 3alUTe WH-
dopmarmm Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX No
A50346, CD: 3amuta koHpunennmmansaoi nHpopmarmu Ne A50348, snaexkTpoHHOE
yaebHoe mocobue [1].

HpOI[OJI}KI/ITeJII)HOCTB 3aHATHA: Haca

4. YKa3zaHus 10 NMPOBEJAECHUI0 CAMOCTOSITE/IbHOI padoThl CTYIEHTOB

HammenoBanme 0110ka
No
W (pa3nena) IUCIUILIH- Bunwsr CPC
HEBI
1. | Tema2:Ayrentudurauns | ITo0zomoexka 00K1a006 N0 MeMaMm:

. ;2:‘"“‘“'“”" COCMMHE= | 1. COBpPEMEHHBIE KOMILIEKCHI KOHTPOJIS
3aIIUIICHHOCTH WH(POPMAIIMOHHBIX 00BEKTOB 110
aKyCTUYECKOMY KaHaIy;

2. COBPEMEHHBIC KOMILJIEKCHI KOHTPOJIS
3aIUIICHHOCTH WH(POPMAIIMOHHBIX 0OBEKTOB I10
BUOPOAKyCTHUECKOMY KaHAIY;
3. COBPEMECHHBIC KOMIUICKCHI KOHTPOJIS
3alUIIIEHHOCTH MH(POPMAIIMOHHBIX OOBEKTOB T10
PagMO3IEKTPOHHOMY KaHATY.
4. MPUHITUIIBI 3aMMUCU U CheMa UHPOPMAIINH ¢
€€ HOCUTEIS;
5. METOBI M CPEJICTBA MOCTYIIHNBAHHNS;

2. | Tema 3:llpumenennue Me- | J19020mo6Ka 0OKIA006 NO MeMaAM:

TOAA MMEIBHOHAIBUOR | 4 © \jeponpl ¥ cpefcTBa HAOTIONCHHS;

OHTOJIOTMH NPHU BbIOOpE )

cpeicTB Texumueckoii sa- | 2. METOJIBI M CPE/ICTBA [IEPEXBATa;

WUTLI HHGOPMALHH OT 3.  MeTojbl U cpencTBa GUBUKO-XUMHUIECKOTO

HECAHKIIMOHMPOBAHHOI'O aHaJInuz3a:

9

aocryna. Ilpumenenue
4.  THMOBas CTPYKTypa TEXHUUYECKOTO KaHaja

alnmapaTHbIX CPEACTB

ayrenTugukanuu u xpa- | YTCUKH MH(OpMALIUH;

HeHus! KIo4eBoil uagop- | 5. OCHOBHBIEC IMOKA3aTEIN TEXHUYECKUX KaHAJIOB

MatHH yTeuKHu UHGOpPMAlIUH;

3 | Tema 4. Ilpaktuyeckasi | [Ip0zomoexka 00K1a008 no memam:

Peaﬂmg“"ﬂ MeXaHM3- | ] [{poCTbI€ U COCTaBHbIE KaHAJIBI yTEUKH

:4:13 100aBOYHOI 3a11M- HH(OPMATHL
2.  aKyCTMUYECKUU KaHaJ YTeYKH MH(POPMAIINH;
3.  BHU3yaJIbHO-ONTHYECKUM KaHAT YTEUKHU
uHpopmanmy;
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4.  paguolNEKTPOHHBIN KaHAJ yTEUKU

uHpopmanuu;
5.  marepuanbHOOBEIIECTBEHHBIA KaHAT YTCUKH
uHdopmaruu;
4 | Tema . Paspaborkau | [Io020mo6Ka 00K1a008 no memam:
OnTUMM3AINS MeXa- 1. MeToapl U cpeacTBa 3alUThl UHGOpPMAITUU OT
fosgnpﬂ‘:“emm MOJICTyIIIUBAHUS;
Al MEXAHIIMA PeaTb- 2.METOABl M CpEACTBA 3alIUThl WH(OpPMAIUU OT
HOIr'0 BpeMeHH HaOJIOCHNS;
3.METOABI W CpEICTBa 3alUThl WHQOpPMAIUA OT
nepexBara;

4.MeTobl M CpENCTBAa KOHTPOJS 3alUIIEHHOCTH
uH(pOpMaIUU OT YTEUKH 1O TEXHUYECKUM KaHaJIaM.
5.MeToapl MOMCKAa M JIOKAIU3alUW{ H3Iy4arolnx
3aKJIQHBIX YCTPOUCTB.
6.MeTonpl MoMcKa U JTOKAIU3AIUU HEU3TyJaroInX
3aKJIaJHBIX YCTPOUCTB.
7. CpencrTBa moucKa M JIOKaJU3aluy U31y4Yarolux
3aKJIaHBIX YCTPOUCTB.

8.Cpencta IIOHMCKa 51 JIOKAJIM3AIiHU
HEU3JIYyYaroIUX 3aKJIaJHbIX YCTPOUCTB.
9.MeToauka MPOBEJCHUS CHelHaJIbHBIX

UCCJIE0BaHUH 3aIUIIEHHOCTH HUH(GOPMALIMOHHOTO
00BeKTa OT MOJACIYIINBAHUS

10.MeToauka NPOBEICHUS crelHaIbHbIX
MCCIIEIOBAHUM 3alIMIIEHHOCTH MH(POPMAIMOHHOIO
00BEKTa OT YTEUKH 10 PAIUONIEKTPOHHOMY KaHAILY

5. Yka3aHus 1o NpoBeIeHNI0 KOHTPOJIbHBIX PadoT
5.1. TpebGoBanusi K CTPYKTYype
CTpyKTypa KOHTPOJIbHON pabOThl JOKHA CIIOCOOCTBOBATh PACKPBITUIO TEMBI:
UMETh TUTYJIBHBI JIMCT, COAEpP’KaHWE, BBEICHHE, OCHOBHYKO YacCTbh, 3aKJIIOYECHUE,
CIIMCOK JIUTEPATYPHI.
5.2. TpeOoBaHuS K COAEPKAHUIO (OCHOBHOM YaCTH)

1. Bo BBeneHMH OOOCHOBBIBAETCS AKTYyalbHOCTh TEMbI, ONpPENENsAeTCs LeJb
paboThl, 337]a41 U METOAbI UCCIIETOBAHMS.

2. OcHOBHas 4acTh pabOTHI PacKpbIBaeT MPOIECC MPOCKTHPOBAHUS 3aJaHHOTO
anmapaTHOro yCTPOMCTBAa M JIOJDKHA COJEPKaThb COOTBETCTBYIOIIME TaOIUIbl WM
BPEMEHHbIE JUarpaMMbl, KOTOpbIE JOJKHBI (POPMUPOBATHCSA pa3padaThIBAEMbIM
YCTPOMCTBOM, IPUHIIMIHAIBHYIO CXEMY YCTPOMCTBA U OMKMCAHUE €r0 PadOThI.

3. B nmpomecce wuznoxeHus Marepualia HEOOXOJUMO JaBaTh CCBhUIKHM Ha
UCITIOJIB3YEMYIO JINTEPATYpYy.

4. 3axiioueHue JOJKHO COJEp)KaTh CHEJTaHHbIE aBTOPOM pabOThl BBIBOJBI,
UTOTHY UCCJIETOBAHMUS.

5. Bceren 3a 3akiroueHUEM HIET CHHCOK JIMTEPaTyphl, KOTOPBIA JOKEH OBITh
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COCTAaBJICH B COOTBCTCTBUU C YCTAHOBJICHHBIMHA Tpe6OBaHI/I$IMI/I.

5.3. TpeGoBanusi K 0(popMJIEHHIO
O0BEM KOHTPOJIBHOU paboThl — 5-6 cTpanul; popmara A 4, Halle4aTaHHOTO C
omHOM cTopoHbI TekcTa (1,5 uarepsan, mpudt Times New Roman).

5.4.IlpuMepHasi TeMATHKA KOHTPOJbHBIX padoT:

1. CyuHoCTh ¥ OHATHE UHPOPMAITMOHHOM 0€30M1aCHOCTH

2. 3nayeHue MHGOPMAIIMOHHON OE€30MacHOCTH U €€ MECTO B CHUCTEME Haluo-
HaJIbHOM Oe3omacHocTH. JlokTpuHa nHbOopMallMoHHON 6e3omacHoCTH PO

3. CymHOCTh U TEOPETHKO-KOHIIENTYaJbHbIE OCHOBBI 3alllUThl MUH(POpPMALIUU

4. XapaKTepucTHKa 3aliuinaeMon nHdopmauu

5. Kpurepuu, ycnoBust 1 NpUHIUIBI OTHECEHUS MH(OPMAIH K 3aIAIIAEMO.

6. CocraB u knaccudukanus 31 u ux HocuTeneu

7. OCHOBBI 3aIUTHl KOMMEPYECKOM TailHBI

8. OCHOBBI 3alITUTHI TOCYTAPCTBEHHOMN TaHbBI

9. OCHOBBI 3aITUTHI TUYHON TAHHBI

10. OcHOBBI 32U THI TPO(HECCHOHATEHOMN TalHBI

11.VYcnoBus, onpeensionue HeoOX0AMMOCTb 3allUThl HTHGOPMAIUH

12. JlecTaOuau3HpyIOIIKEe BO3JCHCTBUS Ha 3allUIacMblii MH(POPMAITMOHHBIHN
pecypc.

13. Kanassl mpoTUBOIPABHBIX JIEUCTBUI B MHGOPMAIIMOHHON 6€30MacHOCTH

14. MeTo1bl MPOTUBONPABHBIX ACHCTBUIN B MH(POPMAITMOHHOM 0€3011aCHOCTH

15. XapakTepucTuKa IeaTeIbHOCTH Pa3BeIbIBATEIBHBIX CIYKO MO HECAHKIIHO-
HUPOBAHHOMY JOCTYITY K 3alIUIIIaeMOMY HH(DOPMAITMOHHOMY PECYpPCY

16. OOmias xapakTepuCTHKa OCHOBHBIX MEp MO 3amuTe uHpopmaruu (uHpop-
MaIlMOHHOU 0€30MacHOCTH)

17. OcHoBHBIE BUJIbI 00ECIICUEHHUE, CUCTEMBI U CPEJCTBA 3allUThl HHPOPMAITTU
(nH(pOpMALIMOHHON OE30MACHOCTH)

18. OcHoBHBIE BUBI ObecrieueHne 3ammThl nHMopManun (MHGOPMAITMOHHON
0€30MacHOCTH)

19. OcHoBHBIE BUJIBI CUCTEMBI 3alIUThl MHMDOpManuu (MHPOpMAIMOHHON 0e3-
OTTACHOCTH)

20. Knaccuduxkarnus cpeactB 3ammThl uHpopmaruu (MHGOpMAIIMOHHON Oe3-
OTTACHOCTH)

21. OcHoBbI yripaBiieHUs] HHPOPMAIIMOHHOM 6€30MacHOCTH

22. OcHOBBI O1IeHKH d(DPEKTUBHOCTHU 3aIUTH HHPOPMAITHH

6. IlepeyeHb OCHOBHOM U JONOJHUTEIbHON YU4eOHOM JTUTEPATYpPbI

OcHoBHas JuTEparTypa:

1. MoaenupoBanue cuctemsbl 3amuThl nHGopManuu: [Ipaktukym: YueOHoe 1o-
cooue / E.K.bapanora, A.B.ba6am - M.: U1 PUOP: HUI] UHD®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Hdom. mat. znanium.com). - (Beiciiee oOpaszoBanue: bakanagp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914
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2. KommutekcHas 3amurta wHGOpMaMU B KOPIIOPATUBHBIX CHCTEMax: YdeOHOe
nocobue / B.®. Hlanprux. - M.: UJI ®OPYM: HUILl UHD®PA-M, 2013. - 592 c.: ni.;
70x100 1/16. - (Beicmee oOpa3zoBanue). (meperuier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonoJiHUTeIbHASI JIMTEpaTypa:

1. 3amumra unpopmanuu: Yuebnoe nocooue / A.Il. Kyxk, E.IT. Kyk, O.M. Jle-
nemkuH, A.W. Tumomkus. - 2-¢ uza. - M.: U1 PUOP: HUL] UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Beicmiee obpa3oBanue: bakamaBpuar; Maructpatypa). (epemner)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Cxpunauk, J[.A. OO6miye BONpPOCHl TEXHUYECKOW 3amuThl WHPopMauuu /
J.A. Ckpunnuk. - 2-e u3f., ucnp. - M. : Harnmonanbubiii OTKpBITHIA Y HUBEPCUTET
«MHTYUT», 2016. - 425 c. : un. - bubnuorp. B kH. ; To ke [DneKTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=429070

7. IlepeyeHbp pecypcoB HHGPOPMANUOHHO-TEJICKOMMYHHUKALIMOHHON CeTH
«HHTEepHET»
HHTepHeT-pecypchl:
1. http://eup.ru/catalog/all-all.asp — HayuHo-00Opa30BaTeNbHBIH TOPTAIL.
2. http://informika.ru/ — oOpa3oBarenbHbIi TOpPTAIL.

3. www.wiklsec.ru - Duuukioneaus HWHPOPMAIMOHHONH O€30IMaCHOCTH. —

[TyGinkanuu, CTaThH.
4. www.biblioclub.ru - YauBepcanbHast OMOIMOTEKA OHITAKH.
5. www.rucont.ru - 9bC «PykoHT».

6. http://www.academy.it.ru/ - akagemus AUTHU.

7. http://www.minfin.ru/ - Odunmaneheiii caiit MuHHCTEpCTBA (HUHAHCOB
Poccniickon @enepanun

8. _http://www.gov.ru/ - OdunmansHbii cepBep OPraHOB TOCYIAaPCTBEHHOU
Biactu Poccuiickoit @enepanum.

9. http://www.fsb.ru/ - Odunmaneaeiii  caiit  ®enepanphoit  CityXObI
be3onacHoctn

10. http://lwww.fstec.ru/ - Odpunmansubiii caiit @enepanshoit Ciyx0b! 0 Tex-
HUYECKOMY DKCIIOPTHOMY KOHTPOIIIO

8. Ilepeyenb nHpOPMAHOHHBIX TEXHOJIOT Wil

Ilepeuens nporpammuoro odecnevennsi: MSOffice, Multisim.
NupopmanuoHHbIe CIPABOYHBIE CUCTEMBI:
1. DnexTpoHHBIE pecypchl 00pa30BaTENbHON Cpe/ibl Y HUBEpCUTETA
2. UndopmarmonHo-crpaBounbie cuctemsbl (Koncynerant+; ['apanr).
3. Pabouas mporpamma u MeToJInyeckoe odecreueHue no kypey «Metossl u

CpelcTBa 0O0ecTieUeHHsI 3alTUIIIEHHOCTH WH(OPMAITUU OT HECAHKITMOHHUPOBAHHOTO
noctyna OO0 «LIBW»)»

39


http://znanium.com/bookread2.php?book=402686
http://znanium.com/bookread2.php?book=474838
https://biblioclub.ru/index.php?page=book&id=429070
http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/
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