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Pabodas mporpamMma sIBIsSeTCS COCTABHOM 4acThIO OCHOBHOH npodeccuo-
HaJLHOH 00pa30BaTeNbHON IPOrpaMMEI B IIPOXOIUT PEIleH3HPOBAaHUE CO CTOPOHBI
paboTofaTeneii B cocTaBe OCHOBHO# mpodeccruoHanbHOH 00pa3oBaTellbHOH Ipo-
rpammel. Pabodas nporpaMMa akTyalu3upyeTcs i KOPPEKTHPYETCS €XKETOIHO.

Agtop: Poikenko C.B. Padouas nporpamma aucnummnbl: «Texnuyeckue
Kkanansl yreukn uagopmanun (OO0 «BWU»)». — Kopones MO: «Texnonoruye-
CKHil yHHBepcHTe?, 2023,

Penenzent: Conanoii B.H.

PabGouas mporpamma cocraBieHa B COOTBETCTBHU ¢ TpeboBaHmsIMHU (dere-
PaITBHOTO TOCYAapCTBEHHOTO 00pa30BaTeNbHOTO CTaHIapTa BhICHIEro 00pa3oBa-
HES 110 HampasleHuo noaroToeku Oakamaspos 10.03.01 «Mudopmannonnas Ges-
OIIACHOCTH» M Y4eOHOro IiaHa, yTBep)KISHHOr0 YUeHBIM COBETOM YHHBEpCHTe-
ta. [IpoToxon Ne 9 ot 11.04.2023 rona.

Pabo4yas nporpamma paccMoTpeHa H oJ00peHa Ha 3acelaHHH Kajdeapsl:

3apemyrommii kaheapoi
(PHO, yaenas CTeNcHb, 3Ba-
HHE, TIOATHCE)

Ton yreepxneHns (nepe- 2024 2025 2026
YTBEPIKLCHNA)
HoMep 1 mata NpOTOKOJIa 3a- 4/ C.P o7 }
cezlanus kadeapst 28 883 2023
Patouan nmporpamma corjiacoBaHa:
PykoBogurens OITIOII BO ; Cyxotepur A.H.

PaGouas nporpaMmma pekoMeH10BaHa Ha 3acefannd YMC:

I'on yrBepxneHus (nepe- 2023 2024 2025 2026
YTBepIkISHHS)
Homep u para npoTokoa 3a- B o
cenanus YMC AL za:‘__{g




1.IlepevyeHs MIAHMPYEMBIX Pe3yJbTATOB 00y4eHHS 10 AUCHUILIHHE,
COOTHECEHHBIX € IVIAHNPYeMbIMH pe3yjbTaTaMu  ocBoeHusi OIIOII

HensamMu u3ydeHUs] TUCIHUIUIMHBL SBIsSETCS (OPMUPOBAHUE y CTYJECHTOB
CHEIUANTM3UPOBAHHON 0a3bl 3HAHUH MO TeXHUYECKUM KaHanaM yteuku KU uH-
dbopmMaImoHHBIX 0OBEKTOB M MOJYyUYECHHE MEPBUYHBIX HABBIKOB IO aHAIHU3Y IEp-
CIEKTHB Pa3BUTUS MOJOOHBIX CHUCTEM 3aIUTHI, TEOPETUUYECKAs U MPAKTUYECKas
MOJIFOTOBKA CTYJEHTOB MO BOMPOCAM 3aIUThl HH(OpPMALIUK OT YTEYKU MO TEXHU-
YeCKMM KaHaJlaM (TeXHHUYECKas 3aiuTa uHopMaimn) Ha o0beKkTax uH(OOpMaALUH
U B BBIJICJICHHBIX TTOMEIICHUSX.

B nporecce o0yueHus CTyA€HT NPUOOPETAET U COBEPUICHCTBYET CIEAYIO-
1[1Me KOMIETEHIIUH.

[1K-4. CnocobeH oCyIIecTBIsATh TUATHOCTUKY U OIEHKY oOecredeHus: pa-
06orocniocobHoCcTH cucTeMbl 3 py BO3BHUKHOBEHUW BHEIITATHBIX CUTYAIIHI;

[TIK-5. CriocobeH mpoBOAUTH aHAIU3 MCXOJHBIX JTaHHBIX ISl TPOCKTUPOBA-
HUS TOJCUCTEM M CpPEICTB oOecreueHuss MHQPOPMAIMOHHON 0€30MacHOCTH U
y4acTBOBaTh B MPOBEJACHUH OOOCHOBAHMS COOTBETCTBYIOIIUX MPOEKTHBIX pellie-
HUI;

OCHOBHBIMH 3a/1a4aMHU JUCLUIIIMHBI SABJIFOTCS:
1. N3ydyeHue TEXHMYECKUX KaHAJOB YTeUKH MH(MOpMalu, oopadaThl-

BacMoOM cpeacrBamMu BBIUMCIIUTCIILHOM TEXHUKH M ABTOMAaTU3NPOBAHHBIMHU CH-
CTEMaMU.

2. N3ydyeHue TEXHUUYECKUX KaHAJIOB YTEUKHM aKyCTHYECKOU (peuyeBoi)
uH(popmanuu.

3. N3ydenue crnoco0OB U CPEeACTB 3alIuThl MHMOpMAIUU, 00padbaThI-
BaeMOM TEXHUYECKUMU CPEJICTBAMU.

4, N3ydenue cnocoOOB U CPEJCTB 3alIUTHI BBIICICHHBIX (3allUINae-
MBIX ) TTOMEIIEHUI OT YTEUKH aKyCTUUECKON (peueBoit) nHpOpMaIIUH.

d. OcBoeHUE METOJIOB U CPENCTB KOHTPOJS 3(HPEKTUBHOCTH 3AIIUTHI
uH(pOpMAaIMU OT YTEYKH MO TEXHUUYECKUM KaHaIaMm.

6. OcBoeHHE OCHOB OpraHU3allUM TEXHUYECKOUN 3amuThl HHPOPMALIUH

Ha 00beKTax MH(poOpMaTU3aAIUU.

ITokazaTens OCBOCHHUSI KOMIIETCHIINHU OTpaXaroT CJICAYIOMNE NHAUKATOPLI:

Heobxoaumble 3HaHUA:

- 3HaTh HOPMATHBHO-METOIAMYCCKHE, PYKOBOMISIINE U METOAMYSCKHE TOKYMEHTHI,
OpraHM3AIlMOHHBIC MEpbI, KPHUTEPUH OICHKH 3alIUIICHHOCTH U PETJIaMCHTHI
obecrnieuenus paborocriocodHocTr cuctem 3U;



- IOKyMEHTallMOHHOE 00ecrevyeHue Mo pa3padoTKe MPOEKTHHIX perneHuit no 3U,
OPUHIMIBI U OCOOGHHOCTHM  OpraHU3allud  MPOEKTHO-TEXHOJOTUYECKOMN
NEeSITEBHOCTH;

Heo0xoaumblie yMeHuUs:

- ONpEAeNATh W OLIEHUBATh MCTOYHUKHU, TMPUYMHBI U TOCIEICTBUS BO3HUKAIOIINX
UHIUCHTOB BBISIBJIATH U YCTpaHATh HapyleHus B oonactu Ub (3N);

- Y4acTBOBATh B pa3pabOTKe MPOEKTHBIX TOKYMEHTOB Ha co3/laHue nojcucteMsl b
C pa3pabOTKON MOJIEIN MPOEKTUPYEMBIX CUCTeM 3M M OCYIIECTBISATH TEXHUKO-
HKOHOMUYECKOE 0OOCHOBAHHE;

Tpynosble geiicTBUA:

- MPUHUMATDH YIaCTHE B OPTAHU3AIMN U TIPOBEICHUN KOHTPOJBHBIX MPOBEPOK
pabotocnocoOHOCTH U A(HEKTUBHOCTH MPUMEHSIEMBIX MPOTPAMMHBIX, IMPOTPAMM-
HO-aNMapaTHBIX U TEXHUYECKUX CPEICTB 3alUThl HHPOPMAIINH;

- aHaTU3MpOBATh  3alIUIICHHOCTh HH(POPMAIMOHHOW HHPPACTPYKTYpPHI €
dbopmupoBaHueM cucteMbl TpeboBanmii mo 3M u ydacTBOoBaTh B 0OOOCHOBAaHUU
kpuTepueB 3GHEKTUBHOCTH (PYHKIIMOHUPOBaHUS MpoeKkTupyembix cuctem b (31)

2. Mecto nucuuninnbl B cTtpykrype OIIOII BO

Hucrumnaa « Texanueckue kaHanbl yreuku uHpopmarmu (OO0 «LIbU»)»
OTHOCHUTCSI K 00s3aTeIbHON YacTH OCHOBHOHM MpodeccHoHalbHOM 00pa3oBaTelib-
HOI MporpaMMbl NOArOTOBKM OakanaBpoB 1o HamnpasieHuto 10.03.01 «Mudopma-
[IMOHHAsI 0e30MacHOCThY, Mpoduiib: «OpraHu3anus U TEXHOJOTHM 3alIUThl WH-
dbopmanumn.

HucrumuinHa peanusyetcs kadeapoit tHGOpMaIMOHHON 6€30MacHOCTH.

W3yyenne maHHOW AMCIHUILUIMHBI 0a3uUpyeTCs Ha paHee U3YYCHHBIX JUCIIHU-
winHax: «OcHOBBI HHGOPMAIIMOHHON Oe3onacHOCTHY, «HbopmaTkay, « OCHOBBI
npaBa», «OCHOBBI YIPABJICHUYECKOM AesATenbHOCTH» U KommereHuusax: OIIK-

1,6,7,8,9,13; YK-5,6,9.

3HaHHUS U KOMIIETEHIMH, MOJYYEHHbIE NPU OCBOCHUMU AUCLMIUIMHBI, SIBJIS-
I0TCSl 0a30BBIMU JIJISI M3YUCHHS TOCIEAYIOMMNX TUCHUIUINH: «OpraHu3aius 3aiiu-
Thl MIEPCOHAJIBHBIX JAHHBIX Ha npeanpustun», «lIpaBoBasg oxpaHa pe3yibTaTOB
VHTEJUIEKTYAJIbHOU JEATEIIBHOCTUY», MPOXOXKACHUSA NPAKTHKH, FOCYIapCTBEHHOU
WUTOTOBOM aTTECTAIlMM ¥ BBIMOJHEHUS BBITYCKHOM KBaTM(DUKAIMOHHONW PabOTHI
OakanaBpa.



3. O0beM qMCUMIIMHBI (MOAYJIA) U BU/bI y4eOHOH padoThI
OOwias Tpy10EMKOCTh JAUCUMIUIMHBI JUI CTYJIEHTOB OYHOW M OYHO-3a0YHOU
(opMBI cOCTaBIISET 2 3aYETHBIX €AUHUIBI, 72 YaCOB.

Taoaunnmal
Buabi 3ansituii Bcero yacoB | Cemectp | Cemectp | Cemectp | Cemectp
6 8
OO01ast TPy10eMKOCTh 72 72 72
OYHASA ®OPMA OBYUYEHUSA
AYIUTOPHBbIE 3aHATHUS 32 32
Jlexumnm (JI) 16 16
[Tpaktrueckue 3ansatus (I13) 16 16
JlaGoparopHsbie pabots! (JIP) - -
CamocrosiTesibHas padora 30 30
Jlpyrue BHIbI KOHTAKTHOM 10 10
padoThI
IIpakTHYeckasi MOATOTOBKA 12 12
KypcoBbie pabGorbl (mpoek- - -
Thbl)
PacyerHo-rpadpuueckue pa- - -
00TBI
KonTpoabHnasi pabora, + +
JAoMalllHee 3a/1aHue
Texkymuii KOHTPOJIb 3HAHUI T1;T2 T1;T2
(7 - 8, 15 - 16 nexenn) — 24
Buja utoroBoro KOHTpoJIst 3auer 3auer

OYHO-3A0OYHASA ®OPMA OBYYEHUA

KOHCYynbmayuu, mecmuposarue

AYyIUTOPHBIE 3aHATHUS 20 20

Jlextum (JI) 8 8

[Tpaktuueckue 3ausarus (I13) 12 12

Jlaboparopusbie pabots (JIP) - -

Jlpyrue BHIbI KOHTAKTHOM 10 10

padoThI

CamocTosiTesIbHAsi padoTa 52 52

KypcoBbie pabGorbl (mpoek- - -

Thbl)

Pacuerno-rpapuuyeckue pa- - -

00ThbI

KonTtpoabnas pabdora, + +

JAoMaIllHee 3a/1aHue

IMpakTHYeckasi MOATOTOBKA HET HET

Bua nToroBoro KOHTpoOJIs 3ayer 3auer
Ilo0 Opyeumu euoamu KOHMAKMHOU pabdomvl NOHUMAEMCA: 2PYNNogvle U UHOUBUOYATbHbBLE




4. Conepxanune TUCHUILTHHbBI

4.1.TeMbl TUCHUILIMHBI U BUABI 3AHATHN

Taoauma 2
HaumenoBanue tem | Jlek- | Ilpakru- | IlpakTuye- | 3ansaTus B Kon
numu, YeCKue CKaf nmoja- HHTEpPaK- KOMIIE-
qyac. | 3aHATHS, rOTOBKA, THBHOM TeHIUH
04H/3 yac yac. dopme, uac
a04 | O4H/3a04 0YH/3204
Tema 1. Texuuueckue 4/2 4/2 3/- 2/2 I1K-4
KAHAJIbI yTE€YKH HH-
dopmanmu.
Tema 2. Cioco0bl 4/2 4/2 3/- 2/2 I1K-4
CpeacTBA 3alMThl HH-
(¢popmanmu oT yreuku
M0 TeXHHYECKHM Ka-
HaJIaM.
Tema 3. MeToabl U 4/2 414 3/- 2/2 [1K-5
cpeacTBa KOHTPOJIS
3¢ PeKTUBHOCTH TeX-
Huveckoii 31U
Tema 4. Opranuzanus 4/2 4/4 3/- 3/2 T1K-5
TEeXHUYECKOU 3aUThI
HH(pOpPMALIUH
Hroro: 16/8 16/12 12/- 9/8

4.2. Coaep:kaHue TeM JUCITATIIIMHBI

Tema 1. Texunueckne KaHAJIbI yTeYKH HHPOPMALHH

XapakTepucTuKka MHKCHEPHO-TEXHUYECKON 3amuThl HHPOPMAINH Kak 00-
Jactd uHGOpMaMoOHHON Oe3omacHocTH. (OCHOBHBIE TPOOJIEMBI HHKEHEPHO-
TEXHUYECKOM 3anmuThl nHpopManuu. [IpeacraBienne cuil U CpeCTB 3alUThI UH-
dbopmanyu B BUAC CHCTEMBI.
CamocrosTenbHOe n3ydeHrne. OCHOBHBIEC TTapaMETPbl CUCTEMBI 3alllUThI MH-

dbopmanuu.

[Tonstre u ocobeHHocTH yreuku nHpopmanuu. CTpyKTypa, Kiaccupukarus
1 OCHOBHBIC XapaKTEPUCTUKU TEXHUYECKUX KaHAJIOB yTeuku uHbopmaiuu. [Ipo-
CThI€ U COCTaBHbIC TEXHUYECKHUE KaHaJbl yTeuKu uHpopManmu. CaMOCTOSTEILHOE
u3yueHue. XapakTepUCTUKA U BO3MOXKHOCTU ONTHUYECKUX, aKyCTUUECKUX Paguo-
AJIEKTPOHHBIX U MaTePUATHHO-BEIIECTBEHHBIX KaHAJIOB YTEUKH WH(POpPMAIIUH.

PacnipocTpanenne CUTHAIOB B TEXHMUYECKHX KaHajdaX YTEYKA HH(POPMAIHH
PacnpocTpaHenne akyCTHUECKUX CUTHAJIOB B aTMOcdepe, BOAE U B TBEPAOU Cpejie.

6




Oco0eHHOCTH PACIpPOCTPaHEHUsS aKyCTHUECKHX CHTHAJOB B MoMmeleHusix. Pac-
IPOCTPAHEHUE ONTUYECKUX CUTHAJIOB B aTMocdepe U B cBeTonpoBogax. Pacmpo-
CTPaHEHUE PAMOCUTHAIOB PA3JIMYHbIX IMANla30HOB B IPOCTPAHCTBE U IO HAIIpaB-
JSIFOLIUM JIMHUSIM CBSI3H.

CamocTtosTenbHoe u3ydyeHue. OCHOBHBIE IIOKa3aTelIM Cpeabl pPacIpo-
CTPAaHEHUS] CUTHAJIOB, BJIMSIOIINE HAa JAAJIBHOCTh TEXHUYECKUX KAaHAJIOB YTEUYKH U
KayecTBO MH(OPMALIUU HA €TO BBIXOJIE.

TeMa 2. Cnocodbl u cpeacrea 3allUTHI I/IH('l)OpMaIII/II/I OT YT€YKH M0 TEXHUIECCKUM
KaHaJIaM

OcCHOBHBIE KOHIIENITYaJbHbIE MOJOKEHUS TEXHUYECKOHN 3aluThl MHMOpMa-
nuu. lenu u 3amayun 3ammtel uHPopManuu. Pecypcesl, BbiienseMbl Ha 3alllUTy WH-
dbopmaruu. [IpuHIUNBE 3amUTEl UHPOPMALIUU TEXHUUYECKUMU cpeacTtBamu. Oc-
HOBHBIC HAINPaBJICHUS] NHKEHEPHO-TEXHUYECKOU 3alTUThl HH()OPMAIIUH.

Camocmoamenvrnoe uzyuenue. Ilokazarenn 3Pp(HEKTUBHOCTH WHKEHEPHO-
TEXHUYECKOU 3aluThl HH()OPMAIIUHU.

Ocobennoctu uHopManuu Kak mpeamera 3amurtbl. CBoiicTBa MHGMOpMa-
1MUY, BIUSIONIME HA €€ 0€30MacHOCTh. BUIbl, MCTOYHUKHN Y HOCUTEJIH 3alUIIIaeMON
uH(popmanuu. [lemackupyromue Npu3Haku OOBEKTOB HAONIOAEHUS, CUTHAJIOB U
BEILECTB.

Camocmosamenvnoe usyuenue. IIOHSATHE O TEKylled M ASTaJOHHOW NpHU-
3HAKBOW MOJICIIH.

MopaenupoBaHue ClIy4alHbIX BEJIUYMH. 3aKOHBI PaCIpeAeIeHUsl ClIy4YaHbIX
BeJIMYMH. CTaTUCTUYECKUE OLEHKU U UX TOYHOCTh. ATIITPOKCHUMAIIUSL PE3YJIHTATOB
CTATUCTUYECKOTO MOAECITUPOBAHUSI.

Camocmosamenvroe uzyuenue. OUEHKa KaueCTBa CTATUCTUYECKON MOJIEIIH.

OcCHOBHBIC TIOHATHUSI TEOPUU CIYYaWHBIX MPOLIECCOB, UX Kiaccuukaius u
OCHOBHBIE XapaKTEPUCTUKU. MapKOBCKHE MPOLECChl € JAUCKPETHBIMH CO-
CTOSTHUAMHU. MapKoOBCKHE TMPOLECChl C JUCKPETHBIMU COCTOSIHUSIMM U He-
pephIBHBIM BpeMeHeM. CTallMoOHapHbIE CITydailHbIe MPOIIECCHI.

Camocmosamenvnoe u3zyyenue. OCHOBHbBIE TOJIOKEHHUSI TEOPUU HECTAIMO-
HapHBIX MOMEHTOB MAapKOBCKHX CETEH.

MopenvpoBanue WHXCHEPHO-TEXHUUECKOU 3ammuThl nHMopmarmu. OCHOB-
HBIE ATallbl MPOEKTUPOBAHUS U ONTUMU3AIMU CUCTEMbI MHKEHEPHO-TEXHUYECKOU
3amuThl nHopmaruu. [IpuHIUTIEI MOAETUPOBAaHUS OOBEKTOB 3aIIUTHl. Moaenu-
poBaHue yrpo3 OeszomacHOCTH HHpopMammu. MeToauueckne pPeKOMEHIAIMU TI0
BBIOOPY paIllMOHAIBHBIX BAPHUAHTOB 3aIIHTHI.

Camocmosmenvroe u3zyuerue CrocoObl ONTUMHU3ALUU MEP HHKEHEPHO-
TEXHUYECKOM 3aIUThl HH(DOpMAIuu.

3agaun 3anmuthel nHGopmanuu TKC B ycnoBusix koHdaukra. [loHsTHE KOH-
dbaukTa. Criocoos! pazpenienus kondumkra B TKC.

CamocmosamenvHoe uzyuenue. OCHOBHbIE TIOHSITHS PePIICKCUBHBIX UTD.

Nudopmarmonnbiii KOHGIUKT (BUIBI, BapuaHThl peanusanuu). Ctpareruu
MPOTUBOOOPCTBYIOIIUX CTOPOH B JIMHAMUKE Pa3BUTUS HMH(OPMAIIMOHHOTO KOH-
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¢muxta TKC ¢ cucremamu Bo3zaeiictus. [lonsaTus cTparerus, TakTuka obecrede-
Hus 3amuThl nHpopmanuu, Bo3aericteua Ha TKC. KondauktHas matpuna peanu-
3alliU CTpaTerui (TaKTUK) 3alUThl U BO3IECHCTBUS.

Camocmosmenvroe uzyuenue. Pazpenienne KOHQIMKTa B yCIOBUAX pediek-
CUBHBIX Urp. Pa3paborka MaTpuiibl KOHQIMKTHOTO B3aUMOAEUCTBUSA JIs1 TUIIOBBIX
TKC.

Tema 3. Meroab! u cpeacTBa KOHTPOIs 3P PEKTHBHOCTH TexHUYecKkoil 3T

Kontpoms  3h(EKTUBHOCTH  MHKEHEPHO-TEXHWYECKOW  3aIUThl  WH-
dbopmanmm.

Bunbr xoHTpOns 3PPEKTHBHOCTH WHKEHEPHO-TEXHUYCCKON 3aIlUThl WH-
dbopmanuu. Busbl 30H koHTpoJist. TpeboBanus 1o 3anmure UHGOPMAIUU OT YTEUKU
M0 TEXHUYECKUM KaHajiaM. BUbI TEXHUYECKOTO KOHTPOJIS.

CamocmoamenvHoe u3yueHue. OCOOEHHOCTH WHCTPYMEHTAJIbLHOTO KOH-
TpoJist 3 (PEKTUBHOCTU MHKEHEPHO-TEXHUUECKON 3aIlUThl THHOPMAIIUH.

[Tokazatenmu 3¢GHEKTUBHOCTH (DYHKIIMOHUPOBAHUS CPEJCTB 3alUThl HH-
dbopmaruu B TKC.

Meroanueckie peKOMEHJAIMU 1O OleHKe 3()(PEKTUBHOCTU 3alUThl HH-
dopmariu. CriocoOsl o1ieHKH d(PPEKTUBHOCTH OXpaHbl 0OBEKTOB 3alUThI. OlleH-
Ka 3()PEKTUBHOCTHU 3alUTHI BUIOBBIX MPU3HAKOB 00BHEKTOB HaOmoaeHus. Crioco-
OBl OLICHKH 0€30MacHOCTH pedyeBod nHdpopmaiuu B nomenieHud. Crnocoosl omnpe-
JIeJICHUSI YPOBHEW OMACHBIX CUTHAJIOB Ha BBIXOJAaX OCHOB-HBIX M BCIIOMOTaTelb-
HBIX TEXHUUYECKUX cpeacTB. CocoObl OlleHKU pa3-mepoB 30H I u 11.

Camocmosmenvroe uzyuenue. OneHKa TaIbHOCTH MEpeXBaTa CUTHAJIOB.

Meronuka oueHku 3¢ hexktuBHOCTH TKC B pa3iauyHbIX yCIOBUAX (PYHKIUO-
HUPOBAHMS.

Tema 4. Opranu3anusi TeXHU4ECKOH 3alIUTHI HHGOpMaLNK

['ocynapctBenHass cuctema 3amuTbl HHpopmanmu. OCHOBHbIE 3aJauH,
CTPYKTYpa U XapaKTepUCTUKA IOCYJapCTBEHHOM CUC-TEMbl MPOTUBOACHCTBUS TEX-
HU4eckoi 3amuTe. OCHOBHbIE PYKOBOASIIME, HOPMATUBHBIE U METOAMUYECKUE J0-
KyMEHTBI TI0 3aIiuTe MHGOPMAIUU W MPOTUBOJCHCTBHUS TEXHUYECKOW pa3BEIKe.
OCHOBHBIE OpPraHNU3alMOHHBIC U TEXHUYECKHE MEPHI 110 3aIIUTe HHPOPMAITIH.

Camocmosmenvroe uzyuenue. Atrtecranusi 00bEKTOB, JIMIIEH3UPOBAHUE [Ie-
ATEJIBHOCTH MO 3aiuTe HHpopMaIu u cepTUGUIIMPOBAHUE €€ CPEICTB.

du3nvyecKkue OCHOBBI 3aIUTHl WHPOPMAIMU OT TEXHUYECKUX Pa3BEIOK.
Knaccudukaius cpencTB TEXHUYECKUX pPa3BElOK MO BUAY HocHTens. TH-TIOBbIC
3aJjaul TeXHUYECKUX pa3BeAoK. [IpuHIHUIBI AeiCTBUS anmaparypbl TEXHUUECKUX
pa3Benok. Kimaccuduxaiyss METO0B U CpeACTB 3aIlIUThl HHPOPMAIUK OT TeXHUYe-
CKUX pa3BeJOK.

Camocmosmenvroe uzyyenue. MeTonndeckuil moaxo/ K orneHke 3¢ exTus-
HOCTH 3aIUThl UHPOPMAIIMU OT TEXHUYECKUX PA3BEIOK.



MeToapl MHKEHEPHO-TEXHUYECKON 3amuThl nHpopmannu. Knaccudpukanms
METOJI0B MH)KEHEPHO-TEXHUUYECKOH 3a1uThl nH(popManuu. HxkeHepHas 3aiura u
TEXHUYECKasi OXpaHa 00beKTOB. [IpocTpaHCTBEHHOE, YHEPIETUUECKOE U CTPYKTYp-
HOE CKpbITUE HMH(popMmanmu U ee Hocutenel. [lesuHdopmupoBaHue, Kak METOJ
ckpeitust. Camocmoamenvroe uzyyenue KoOMIUIEKCHOE IPUMEHEHHE METOJ0B 3111~
TBI.

MatemaTnueckass MOJENb KaHala yTeYKU MH(OpMALUU INPUMEHUTENBHO K
TEXHUYECKUM Pa3BEIKAM.

Camocmosmenvroe usyyenue. MaTtemaTuueckas MOJENb KaHala aKycTHYe-
CKOM yTeuKH HHPOPMAIIIH.

MeTtoasl ckpeiTus nHGOpPMaUU U ee Hocutenei [IpocTpaHcTBEHHOE CKPBI-
THE 00BEKTOB HAOJIIOACHUS U CUTHAIOB. CTPYKTYPHOE U SHEPTE€THYECKOE CKPBITHE
00OBEKTOB HaOMOEHUS. MeTobl TEXHHUYECKOTO 3aKPbITUS PEUYEBBIX CHUTHAJIOB.
3BYKOM3OJISILUSA U 3BYKONOTJIOIIEHNE. DHEPreTUYECKOE CKPBITHE PAIN0 U IJIEK-
TPUYECKUX CUTHAJIOB.

Camocmoamenvroe uzydenue. BUnpl u ycaoBuUs 3alIyMIICHUS.

MeTo bl HHKEHEPHOU 3allUThl U TEXHUYECKON 0XpaHbl 00BEKTOB.

Knaccudukanus MeToI0B MHKEHEPHOM 3alIUThl U TEXHUYECKOW OXpPaHbI
OOBEKTOB 3alUThl. VHXEHEpHble KOHCTPYKUMU. ABTOHOMHBIE M IEHTpa-
JU30BaHHbIE CUCTEMBbI OXpaHbl. Mozenu 3noymbilnuieHHUKa. [loacucremsr oOHa-
PYKEHUS 3J0YMBILIJIEHHUKOB U 1T0Kapa, BUIECOKOHTPOJIS, HEUTPAIU3ALHUHA yTPO3 U
ynpasieHus. CocoObl MOBBIIIEHHUS TOMEXOYCTOMYUBOCTU CPENCTB OOHAPYKEHHUS
3JIOYMBILICHHUKOB U MOXKapa. KOMIUIEKC TEXHUYECKUX CPEICTB OXPAHBI.

CamocmoamenvHnoe uzyienue ABTOMaTU3aLUs [IPOLIECCOB OXPAHBI.

5.IlepeyeHb y4eOHO-MeTOAUYECKOT0 O0ecTiedeHHs IJIS CAMOCTOSITeIbHOM
padoThI MO AUCHHUILTHHE.

«Metoauyeckue yka3aHus JIsl CAMOCTOSTENIbHON pad0Thl 00y4arOIIMXCs 10
OCBOCHMIO JUCLMIUIUHBD NpecTaBieHsbl B [Ipunoxenun 2.

6. @OH/1 OLIEHOYHBIX CPEICTB /IJIs MPOBeIeHUsI POMEKYTOYHOM
arTrecTanuu 00y4arouuxcs No JMCHUIJINHE.
Crpyktypa GoHIa OLEHOYHBIX CPEACTB, JJIs MPOBEACHUS MPOMEXYTOUHOMN
aTTeCTallMM OOydYaroUIuXcsl Mo JAUCHUIUIMHE « TeXHHuYecKue KaHaidbl YTEYKU KOH-
bunennmansHoi nHGopManuu (OAO «<HOBO»)» npuseaena B [Ipunoxenuu 1.

7. TlepeyeHb OCHOBHOI U JONMOJHUTEIbHOU Y4eOHOI JTUTEPATYPBHI,
He00X0MMOH /151 OCBOEHHS JUCIUIIIHHDI

OcHoBHas auTEpaTypa:



1.Mapmakos, /. B. IIporpammHo-anmnapatHbeie CpeACcTBa 3alUThl HHPOPMAIUH :
yaebHoe nocodue / /1. B. Mapmakos, JI. B. ®arxu. — PocTtoB-Ha-/loHy : JloHCKOM
I'TY, 2021. — 228 ¢. — ISBN 978-5-7890-1878-1. — Tekcr : 31eKTpOHHBIH //
Jlanpb : AIEKTPOHHO-OMOIMOTEeUHAs cucrema. — URL:
https://e.lanbook.com/book/237770 (nata ooparuenus: 28.11.2022). — Pexum m0-
CTyIa: JIJIsl aBTOPU3. TOJIb30BATENECH.

2.AnemikuH, A. C. AnnapaTHble U NPOrPAMMHBIE CPECTBA MOUCKA YSI3BUMOCTEN
IPY MOJICTTUPOBAHMH W JKCIUTyaTallud WH()OPMAIMOHHBIX CUCTEM (oOecreueHue
nH(popMaIMoHHON Oe3omacHOCTH) : ydebHoe mocoome / A. C. Anemkun, C. A.
Jleceko, /1. O. XykoB. — Mocksa : PTY MUPDA, 2020. — 152 ¢.— Tekcr :
ANCKTPOHHBIN //  JlaHb : 2JIeKTpOHHO-OMOMoTeuHast cucrtema. — URL:
https://e.lanbook.com/book/167600 (nata oopamenus: 28.11.2022). — Pexum no-
CTYyTIa: JIJIS1 aBTOPHU3. TTOJTH30BaTEIICH.

Cucrema oxpaHbl TOCYJapCTBEHHOM TailHbI : yueOHOe mocobue / coctaButenu E.
3.E. CmbrukoB [u ap.]. — CeBacrtomnodib : CeBl'Y, 2022. — 138 ¢. — TekcT : 37ek-
TpoHHbIM // JlaHb :  dNeKTpoHHO-OMOnMmoTeuHas  cucrema. —  URL:
https://e.lanbook.com/book/261902 (nata obpamenus: 28.11.2022). — Pexum no-
CTyIIa: JIJIsl aBTOPU3. TOJIb30BATEIIECH.

JlonoJHuTeIbHAS JIUTEPaTypa:

4 IlonmukanuH, A. H. Texuuueckue cpeacTBa oxpaHbl U BuicoHaOmoaeHus. Cu-
CTEeMbI BUACOHAOIOACHUS M TEIJIOBU3MOHHOTO KOHTPOJIS : yueOHoe mocooue / A.
H. Iomukannn. — HoBocubupck : CI'VI'uT, 2021. — 46 c. — ISBN 978-5-
907320-92-5. — Texkct : s1ekTpoHHBIN // JIaHb : 3IEKTpPOHHO-OMOIMOTEYHAS] CH-
creMa. — URL: https://e.lanbook.com/book/222380 (mata oOpamenus:
28.11.2022). — Pexwum ocTyna: Ijis aBTOPHU3. TOJIb30BaTEIICH.

8. Ilepeuenb pecypcoB HHGOPMAIMOHHO-TEJIEKOMMYHHUKAIMOHHOM CeTH
«HTEpHET», HEOOXOAMMBIX /1151 OCBOCHUS M CIUTIIUHbI

HNuTepHer-pecypcsl:
1. http://eup.ru/catalog/all-all.asp — Hay4uHo-00pa3oBaTeIbHBIN TOPTAIL.
2. http://informika.ru/ — obpazoBaTenbHBIN OPTAI.

3. http://www.academy.it.ru/ — axanemus AUTH.

9. MeToanueckne yKa3aHus JJisi 00y4arOUXCsl, 10 0CBOEHUIO
JUCHHUILINHBI

Meroanueckue ykazaHusi st OOy4YaroIIMXCs, MO OCBOEHUIO NUCIUTUIAHBI
(Momyns) mpuBeneHs! B [Ipunoskennn 2 K HaCTOSIICH pabouel mporpamMmme.

10. Ilepeyenb MHGOPMANMOHHBIX TEXHOJIOTHIi, HCIIOJb3YeMbIX IPH
OCYlIeCTBJICHHMH 00Pa30BaTeJIbHOIO MPoLecca Mo JUCHHUILIHHE

Ilepeuyenn nporpammuoro odecnedenus: MSOffice, PowerPoint.
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http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.academy.it.ru/%20–

HNHpopMmaniuoHHBIE CIIPABOYHbIC CHCTEMBbI:
1.2nekTpoHHbIE pecypchl HHDOPMAITMOHHO-00pa30BaTeIbHON Cpelibl Y HUBEPCH-
TeTa.
2.MapopmanonHo-cpaBouHblie cuctembl (Koncynbrant+; ["apanT).
Pecypcbl mnHGPOPMAIMOHHO-00pa30BaTeIbHOM Cpebl YHUBEPCUTETA!
Pabouas mporpamMma u MeToanueckoe obecredeHue mno kypey « Texnuue-
CKHUE KaHaJIbl YTeUKH KoHpuaeHmansHon napopmanuu (OO0 «HOBO»)

11. Onucanue MaTepuaJIbLHO-TeXHUYECKOH 0a3bl, HEOOXOAMMOM 1JIA
OCYLLIECTBJICHHA 00pPa30BaTEJIbLHOIO MPOLEcca 0 JUCUHILINHE

JleKIMOHHBbIE 3aHATHSA .

- ayJIUTOpHS, OCHAIlEHHAs TMPE3EeHTAIIMOHHON TEXHHMKOH (MpOeKTop,
JKpaH);

- KOMIUIEKT AJICKTPOHHBIX MPE3EHTALUM / CIIaiiIoB HA TEMBI.

IIpakTHyeckue 3aHATHS:

- KOMITBIOTEPHBIN KJIACC ¢ MPOEKTOPOM JIsl UHTEPAKTUBHOTO 00YyUYEeHUS
W TpoBeleHUs JieKnud B QopMe clai-mpe3eHTauud, 000pyAOBaHHBIN
COBPEMEHHBIMM  JIULICH3UOHHBIMU  IPOTrPAMMHO-TEXHUYECKUMU  CPEACTBAMU:
ornepanuonHas cucrema He Hrbke WindowsXP; opuchsie mporpammer MSOffice 7,

- pabouee MeCcTO MpenojaBareisi, OCHAIIEHHOE KOMIBIOTEPOM C
noctyrnoM B IHTEpHET;

- pabouue MecTa CTyI€HTOB, OCHAIIEHHbIE KOMITBIOTEPAMHU C JIOCTYTIOM
B IHTEpHET.
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IIpunoxenue 1

@DOHJT OIICHOYHBIX CPEACTB JJIS TPOBEICHHS IIPOMEKYTOYHOM aTTEeCTaIlUN
00ydJaromuxcst Mo JUCHUILTHHE (MOIYIIIO)

HHCTUTYT HH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UM

KA®EJIPA UHOOPMALIMOHHOM BE3OINACHOCTHU

®OH/J ONEHOYHBLIX CPEACTB JJIsA IPOBEJAEHUA
MPOMEXXYTOUYHOM ATTECTAIIMA OBYYAIOIIUXCS ITO
JAUCHUITJIMHE

«TEXHUYECKHUE KAHAJIbBI YTEUKHA
NHPOPMAIINA (OO0 «I1BN»)»

Hanpasienue noaroropku: 10.03.01 Mudpopmanuonnas 6e30n1acHOCTb
IIpoduns: Opranu3zanus U TEXHOJOTHH 3AMUTHI HHPoOPMaALIHU
YpoBeHb BbIcHIEro 00pa3oBaHus: 0aKajJaBpuaT

®opma 00y4YeHHUA: OYHAS, OUHO-320YHAS

Koposes
2023
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1. IlepeyeHb KOMIETEHIMI C YKa3aHUEM 3TANOB UX (popMHUPOBaHUSA B

npouecce 0CBOEHHsI 00pa30BaTeJbLHONH MPOrPaMMbI

Ne | Mupexe Conepxanue Paznen aueum- : B pe3ynbrate u3yuenus paszjena IUCHUIUIMHBI,
W | KOMHe- | KOMNETCHIHH | MIMHEL, obecne- | oGecreynBaromero GopMUPOBAHIE KOMIICTCHIUN,
rertu HBATOLLIH oOyyJaronuiics nmpuooperaet
(dopmupoBaHue
KOMITCTEHIIAH Tpev6yeMoe Heob6xonumeie HeobxoauMmele
JCUCTBHUC YMEHUA 3HAHUSI
1. | TIK-4 | Cnocoonocts | Tema 1-4 -IPUHUMATh - - 3HATh
OCYIIECTBIISATh ydacTue B OMpeeNiaTh | HOPMATHUBHO-
JTUATHOCTHKY U oprammsamuy | 1 OUCHUBATH | METOIUYECKHE,
OIIEHKY o0ec- u UCTOYHUKU, | PYKOBOISIIME H
neyeHus pabdo- IPUYUHBI W | METOJIUYCCKUE
TOCTIOCOOHO- TIpOBCIICHHN MOCIEACTBH | JTOKYMEHTHI,
CTH CHCTEMBI KOHTPOJIBHBIX | OpraHU3aIMOHHbI
31 npu Bo3- IIPOBEPOK BO3HUKAWOIL | € MeEpHl,
HUKHOBEHUU paborocroco | HX KpUTEpHUU
BHEIITATHBIX GHOCTH H WHIUACHTOB | OIICHKHU
CUTYyaIui >dextuproc | BPUBIATE M | 3alMIICHHOCTH U
. YCTpaHSATh perJamMeHThl
HapyIICHUS obecrniedeHus
IPUMCHACMBL | 5 oGnacti | paGOTOCIIOCOOHO
X Wb (3N); ctu cuctem 3U;
TIPOTPaMMHBI
X)
MPOTPaMMHO-
anmaparHbIX
u
TEXHHUUECKIX
CpencTB
3aIIUTHI
MH(pOpMaLUN
;
2. | TIK-5 | Cnoco6Ho- Temsr 1-4 - - -
CTBIO  TIPOBO- AQHAIM3UPOB | Yy4YacCTBOBATh | JOKYMEHTAI[MOHH
IUTH  aHaju3 aThb B oe o0ecrneueHune
UCXOHBIX 3alIUIIEHHO | pa3paboTke no  paspaboTke
JTAHHBIX U CTh MIPOEKTHBIX MIPOEKTHBIX
MPOEKTUPOBa- uHpopmanu | JOKYMEHTOB | pemienuit mo 3U,
HUS  TIOJICH- OHHOU Ha CO3JIaHWE | TMPUHITUIIBI "
cTeM u UHOPPACTPYK | TOJCHCTEMBI | OCOOEHHOCTH
cpencTts obec- TYpBI c| Ub C | opraHuzanuu
MEYCHUs  UH- dbopmupoBa | pa3pabOTKO | MPOEKTHO-
dbopMarmon- HUEM H  MOJeNW | TEeXHOJOTHYECKO
HOW Oe3omac- CHCTEMBI MPOEKTUPYe | U JeSATENBbHOCTH,
HOCTHU u TpeOOBaHUI | MBIX CHCTEM
y4acTBOBaTh B no 31 wu| 34U u
IPOBEJICHUU y4acTBOBAaTh | OCYIIECTBIIS
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000CHOBaHUSI
COOTBETCTBY-

IOIIUX  IIPO-
EKTHBIX pelle-

HUH

B
000CHOBaHU
U KPUTEPUCB
3 PEKTUBHO
cTH
(GyHKIMOHH
pOBaHHSA
MPOCKTUPYE
MBIX CHCTEM
Ub (31)

Th TEXHHKO-
SKOHOMUYEC
Koe
000CHOBAHH
e;
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2.0nucanue nokasareseid 1 KpuTepueB OLCHUBAHUSI KOMIIETCHIIUIT HA
Pa3JIHYHBIX 3Tanax ux GopMHUPOBaHMS, ONIMCAHNE IIKAJ OLCHUBAHUS

Kod komne- UHcmpymeHm, 3manesl u noKasa- Kpumepuu oyeHueaHusa Kom-
meHyuu oyeHusarowuli mesb oyeHUBAHUA nemeHyuu Ha Pa3AuUYHbIX
chopmuposaH- KomnemeHyuu amanax ¢hopmupoeaHusa u
HOCMb Komne- WKasnbl oyeHusaHus
meHyuu
I1K-4,5 Aoknad A) noaHocmeto | Hanpumep:
cchopmuposaHa Mpoeodumca e nucomeHHOU
(komnemeHyua oceo- | u/uau ycmuoii gpopme.
eHa Ha ebicokom | Kpumepuu oyeHKu:
yposHe) — 5 6annos
5) uyacmuuro cehop- 1. Coomeemcmesue codepma:
mupoeaHa: Hus Ooknada 3as6aeHHOl
memamuke (1 6ann).
° KomnemeHyusa
2. Kayecmeo ucmoyHuKos u
oceoeHa Ha
ux Kosauyecmeo npu noo2o-
npodeuHymom
moeke pabomel (1 6ann).
ypoeHe — 4 banna; "
3. BnadeHue uHgpopmayueii u
° KomnemeHyusa | cnocobHocms omeevyams Ha
oceoeHa Ha 6a3080M | gonpocor  aydumopuu (1
ypoeHe — 3 banna; 6ann).
B) He chopmupoeaHa | 4, Kayecmeo camoii nped-
(komnemeHyus _ He | cmaenenHoii pabomer (1
copmupoeara) — 2 u | 6aan).
meHee 6ann0e 5. Opuz2uHanbHocmb nodxoda
U ececmopoHHee pacKpbimue
eblbpaHHol memamuku (1
6ann).
MakcumanoHas cymma
6annoe - 5 6annos.
IIK-4,5 BoinosnHeHue A) noaHocmeoto | Mpu onpedeneHuu cgopmu-
KOHMponbHoli cchopmuposaHa posaHHocmu KomnemeHyuii
pabomeoli (komnemeHyusa oceo- | Kpumepuamu  OyeHUBaAHUA
eHd Ha  BbICOKOM | ebicmynaom memoou4yecKue
ypoeHe) — 5 6annos peKomeHOayuU, pa3pabo-

B) yacmuuHo c¢hop-
MUpoeaHa:

° KomnemeHyus
oceoeHa Ha
npodsuHymom

ypoeHe — 4 6anna;

. KomnemeHyus
oceoeHa Ha 6azoeom
ypoeHe — 3 banna;

B) He cghopmuposaHa
(komnemeHyus __ He

chopmuposaHa) — 2 u

maHHbIe no ducyunauHe 01a
0aHHO20 8uda
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\ \ meHee 6annos \

3. TunoBble KOHTPOJILHBbIE 32IaHUS UJIM MHbIE MAaTEPUAJIbI, HEO0X0AUMbIE
JJISL OLlCHKH 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeATeJIbHOCTH,
XapaKTepu3yIIuX 3Tanbl GopMHUpoOBaHHUS KOMIIETEHIUI B Ipolecce

O0CBOCHUSI 00pa30BaTeIbHOM MPOrPaMMbI

HpI/IMepHaﬂ TEMAaTHKA JOKJIA10B B Hpe3eHTalll/IOHHOﬁ (l)OpMeZ

1. Kakue cBolicTBa mH(GOpMAIUH, BIUSIOIINE Ha €€ Oe30MacHOCTh, BBl 3HAETE?

2. Onpenenute BUABI, HICTOYHUKH U HOCUTEIH 3allUIIaeMOl HHPOPMALIUH.

3. OcHOBHBIE HAIIPABIICHHS MHKCHEPHO-TEXHUYECKON 3aIlIUTHI HHPOPMALINH.

4. Kakye OCHOBHBIE XapaKTEPUCTUKU TEXHUYECKUX KaHAJIOB YTEUKH WH(POPMAIMU BbI

3gaete?

5. CtpykTypa, KIaccu(pUKalus U OCHOBHbIE XapaKTEPUCTUKH TEXHUUECKUX KaHAIOB
YTeUKU UH- (OpMaIUH.

6. [Tepeunciute MPUHIUITBI 3aTUTH HHPOPMAIIMA TEXHUYECKUMH CPEICTBAMHU.

7. Yto Takoe MOACIb U MOJICITHPOBaHUE?

8. Uro Takoe aHaIUTHYECKAsI MOJENh CUCTEMBI?

9. MonenupoBaHue cay4yailHbIX BEJIMYUH U UX 3aKOHBI paclpeaeeHusl.

10.
11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

TKC.

24.
25.

Kakue uncnoBble XapakTepUCTUKU CIIy4aliHbIX BEJIMYUH BbI 3HaeTe?
UYro onuchiBaeT HIkenpuBeaeHHas popmyna? [loscHuTe OCHOBHBIE €€ TapaMeTphl.

Kakue cratuctuueckue ornieHku 3Haete? Kak onpeaenuTs X TOUHOCTh?
Annpokcumanus pe3yjabTaToB CTATUCTUYECKOTO MOACITUPOBAHUS.

UYro Takoe ajjeKBaTHas MOJENb?

[TpuHIMIBI MOAETUPOBAHUS O0BEKTOB 3AIIUTHI.

MopenupoBaHue yrpo3 6€30MacHOCTH HH(POPMAIIHH.

Metoanyeckre peKOMEHIAIUH 110 BEIOOPY pallMOHAIbHBIX BAPHAHTOB 3aLUTHI.
OcCHOBHBIE IOHATHUS TEOPUH CIyYalHBIX IPOLIECCOB.

Krnaccugukaiys u 0OCHOBHbIE XapaKTEPUCTUKH CITy4alHBIX IPOIIECCOB.

[aiite onpeneneHne MapKOBCKUX MPOIECCOB.

[lepeuncnure 3agaun 3amuTel nHGopmannu TKC B yclioBusix KOH(IIUKTA.
[Tonsitue konpaukra. Criocobs! pazperienus koHpaukra B TKC.

[TonsiTust cTpaTerus, TakTUKa oOecrieueHus 3auUThl UHGOpPMaIuK, BO3IEHCTBUS Ha

KondnuktHas Matpuna peanu3anuu cTpaTeruil (TaKTHK) 3aIlIUTHI U BO3/IEHCTBUS.
Kakue Buab! KOHTPOIIS 3P PEKTUBHOCTH WHXEHEPHO-TEXHUYECKOH 3aIUThl HHPOP-

MaIlH BEI 3HaeTe?

26.

Kakue npeabsBisioTcst TpeGoBaHuUs 10 3allUTe HHPOPMAIMK OT YTEUKH 110 TEXHUYe-

CKUM KaHaiam?

27.

pa3BeJIoK.

28.

Jaiite kaccupuKalno METOI0B U CPEACTB 3aIIUThl UHPOPMAIIMH OT TEXHUYECKHX

MaremaTrueckasi MOJEb KaHajla yTeUKH HH(POpMAIMN IPUMEHUTENHHO K TEXHUYE-

CKHM pas3BCIKaM.
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4. MeTtoanueckne MaTepuaJibl, Onpeaesiionme npoueaypbl
OLICHUBAHMSA 3HAHM, YMEHHI, HABBIKOB M (WJIH) ONBITA IeATEIbHOCTH,
XapaKTepU3yHIIUX 3Tanbl (POPMHUPOBAHUA KOMIIETECHIUN

dopmoit

KOHTPOJIA 3HAaHUU TI0 JAUCHUIIIINHC «Texauueckas 3aluTa

I/IH(I)OpMaHHH» ABJIAIOTCA ABC TCKYIIHUC aTTCCTAllMHM B BUAC TCCTOB M UTOI'OBaAsd
aTTcCTanusa B BUJC OK3aMCHaA.

Kon xom-
Hene- N
151 Te MNETECHINUH, Kputepun oreH-
KyIe Bup ore- ounennBa- | Conepxkanue | TpebGoanus | Cpok cmadyu | Ku IO coepika-
yro HOYHOT'O FOIM I OLICHOYHOT'O K BBITIONIHE- | (Hexmess ce- | HUIO U Ka4eCTBY
<OH cpencrsa 3HaHUA, CcpeacTBa HHIO MecTpa) C YKa3aHuem
YMEHHSI, 0aioB
TPOJIS
HaBbIKU
tectuposa- | I1K-4,5 20 BompocoB | Kommnbrorep- | Pe3ynbra- Mpenodasamens
HHE HO€ TECTUPO- | TBI TECTHU- yKkasbieaem kpu-
BaHUE ; Bpe- | poBaHUs mepuu oyeHku
11 daHHo20 suda
Iposo- Ms OTBEJICH- | IIPEJOCTaB-
oumcs HOE Ha PO JISIFOTCSA B NOHMPONZ.
6 cpo- 30 Hanpumep, kpume-
xu, Henypy - ACHB IIPO- puu oyeHKu onpe-
yema- MHUHYT BCACHUA denaromca npo-
HOG6- nmpoucaypsl YeHmHoim coom-
JICHHblE HoweHuem.
epagu- Heseka - 0.
Kom Heydoenemeopu-
oopa- mesnbHO — MeHee
306a- 50% npasunbHbIX
menb- omeemoes
Hoco Ydoenemeopumens-
npo- Ho - om 51% npa-
hecca 8U/IbHBIX 0MEemos.
Xopowo - om 70%.
Omau4yHo —om
90%.
tectupoBa- | [1K-4,5 20 BoripocoB | KommbroTep- | Pe3ynbrarhl MNpenodasamens
HHE HOE TECTHPO- | TECTHpPOBa- yKaseleaem kpu-
poso- BaHUE; BPEMs | HUS IIPELIO- mepuu oyeHku
0 daHHo20 8uda
umcsa OTBEJICHHOE CTaBIISIIOTCS
¢ cpo- KOHMpons.
- Ha Ipoueny- | B AeHb Mpo- Hanpumep, kpume-
$
ycma- py — 30 mu- BEACHUA puu oyeHKu onpe-
HOG- HYT Iponeaypsl denaromca npo-
Jlennble yeHmHoIm coom-
epagu- HoweHuem.

Kom Hesaeka — 0.
oopa- Heydosnemeopu-
306a- mesnbHO — MeHee
mensb- 50% npasunbHbIX
Hoco omeemos
npo- Ydoenemeopumenso-
Hecca Ho - om 51% npa-

8U/IbHBLIX OMEemos.

Xopowio - om 70%.
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Omnau4yHo —om
90%.

Ilposo-
oumcs
6 cpo-
Ku,
ycma-
HO6-
JleHHble
epagpu-
KoM
oopa-
306a-
meinb-
HO20
npo-
yecca

3aueT

I1K-4,5

2 TeopeTunye-
CKMX BONpoO-
ca

+ npaKkTnye-
CKoe 3aja-
Hune

3auer npo-
BOOMTCA B
NMUCbMEHHOM
dopme, ny-
Tem oTBeTa
Ha BOMpPOChI.
Bpems, oT-
BeAeHHOoe Ha
npouenypy —
15 MunHyT.

PesynbTta-
Tbl Npeao-
CTaBNAKOTCA
B AEHb
nposepe-
HMA 3a4eTa

Kputepum ouen-
Ku:

«3auTeHo»:

3HaHuMe oc-
HOBHbIX NO-
HATUI Npeg-
MeTa;
yMeHue uc-
no/b30BaThb U
NPUMEHATb
nosly4YeHHble
3HaHMA Ha
NPaKTUKe;

paboTa Ha
CEMUHAPCKUX
3aHATUAX;

3HaHuWe oc-
HOBHbIX
Hay4HbIX
Teopui, usy-
YaemblIx
npeameToB;
OTBET Ha BO-
npocbl 6une-
Ta.

«He 3auTeHO»:

AEMOHCTPU-
pYyeT 4acTuy-
Hble 3HaHWA
no Temam

ANCLUUNANH;

He3HaHue
OCHOBHbIX
NMOHATUMN
npeameTa;
HeymeHue
NCNo/b30-
BaTb U NpU-
MEHATb Nno-
JIy4eHHble
3HaHMA Ha
NpPaKkTUKE;

He paboTtan
Ha ceMuHap-
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CKUX 3aHATH-
ax;
— He oTBevaeTt
Ha

BOMPOCHI.

HpnMepnoe CoACpKaHuE TECTOB 1JIA TeKymeﬁ arTrecranmm:

3AJAHUE HA BBIBOP O/THOI O IIPABH/IBHOI' O BAPHAHTA OTBETA

1-e TecTupoBanme:

1. Yro noHumaercst noja nHGOPMaLUOHHON YTrpO30i?

- COBOKYITHOCTh UCTOYHUKOB MH(pOpMAIUH, YCIOBUH, COOBITHI, Cpelbl U Aeii-
CTBHUIl IepcoHaia, BO3HUKAIOIAsL BCJIEJICTBUE HAPYLIECHUS YCTAaHOBJIEHHBIX Orpa-
HUYEHUH B cepe Mpou3BOICTBA, OOpAILIEHUS U XpaHEHUs HH(OpMaLnu;

- IOJTly4yeHue B 00X0Jl CUCTEMBI 3alIUTHl C TOMOIIbIO MPOTPAMMHBIX, TEXHUYE-
CKUX M JIPYTHX CPENICTB, a TAKXKE B CHIIy CIIy4allHbIX 00CTOSITENILCTB JOCTyNa K 00-
pabaTbiBaeMOii U XpaHUMOUW WH(DOpMAIUY;

- paspymampiiee MHQOPMAIIMOHHOE BO3/CHCTBHE HA CHUCTEMY, CTpeMmsIieecs
HapYIIUTh TpeOyeMyro (QYHKIIMOHATEHYIO B3aMMOCBSI3b MEX/IY BXOIHOW M BBIXOJ-
HOI UH(pOpMaLIHE;

- 9TO MOTEHIIMaJIbHAsI BO3MOXXHOCTh BO3HUKHOBEHUS TAKOW CUTYaIlMU WU CO-
OBITHUS, CIIEACTBUEM KOTOPOM MOXET CTaTh HapylIeHHE O€30MacHOCTH HMH(pOopMa-
U,

2. 1o xapakTepy NposIBICHUS YTpo3bl HHGOPMALIMU MOJPA3ACISIOTCS Ha!
- BHYyTPEHHHUE;
- BHELIHNE;
- ClIy4alHBbIE;
- IpEITHAMEPEHHBIE.

3. Bribepurte Meporpustusi, K KOTOPbIM CBOJMUTCS 3ajaya OIEHKH yrpo3 Oe3omac-
HOCTH MH(popManuu?

- 000CHOBaHHME CTPYKTYPBI M COJIEpKAHUSI CHUCTEMBI MoOKa3zaTesei, HeoOXoau-
MBIX JJIS1 UICCJICJIOBAHMI;

- 000CHOBaHHUE CTPYKTYPHI U COJICPKAHUSI T€X MapaMeTpoB, KOTOPbIE OKa3bIBa-
I0T CYIIECTBEHHOE BIUSHKUE Ha 3HAUYCHHE MOKa3aTeNIe ya3BUMOCTH HH(OpMaIINH;
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- popMupoBaHUE CTPYKTYPHI TPEOOBaHUI MO 0€30MaCHOCTH MH(GOPMAIIMOHHBIX
CUCTEM, KOTOpbIe 00padaThIBalOT HH(POPMALIUIO, COJAEPKAILYIO TOCYAaPCTBEHHYIO
TalHY;

- pa3paboTka KOMIUIEKCOB MOJIENei, 0ToOpaXkaomux (PyHKIIMOHAILHBIE 3aBU-
CUMOCTH TOKa3aTelield 0T mapaMeTpoB YA3BUMOCTU MHGOPMAIIMK BO BCEX YCIOBHU-
X KU3HEEATEIbHOCTH OObEKTOB;

- pa3paboTKa Mojeliel JIJIsl OLICHKHU IOKa3aTesie YSI3BUMOCTH IIPH HCCIIeI0Ba-
HUU ¥ IPAKTUIECKOM PEIICHUN PA3IMIHBIX BOIPOCOB 3aIUTHL;

- pa3paboTKa KOMIUIEKCA MEPOTIPUATHN U TIPOLICTYP TSI COBEPIIICHCTBOBAHMSI
NEATETLHOCTH CYIIECTBYIOIINX CHCTEM 3aIIUTHl HHGOPMAINH H 00HEKTOB.

4. OTHOCUTCA M HECAHKIMOHUPOBAHHBIN JOCTYN K 3alIUIIEHHON MH(OpMAIUU K
OJIHOMY U3 BUJOB MH(POPMAIIMOHHBIX aTaK?

- J1a,

- HET.

5. Ha xakue KaTeropuu JesITCsl KOMITBIOTEPHBIC B3JIOMIIUKH?
- OymepBbl;
- XaKepHl;
- KpaKephl;
- TaMepBHl.

6. UTto noHrMaeTcs NoJi KaHaJIOM YTeukd uHpopManuu?

- COBOKYIMHOCTh MCTOYHUKOB M ToOdyuyaresied uHdopManuu, 0O0beIUHSIONIAT
TaKue CpeACTBa, COOBITHS, Cpely W JACHUCTBUS MEPCOHaa, BO3HUKAIOIIUE BCIEI-
CTBHUE HAPYILICHUS] YCTAHOBJICHHBIX OrpaHUYeHUil B cepe oOpanieHus uHdopma-
WA U CO3JAI0IIME MOTEHUHAIBHYI0 BO3MOXKHOCTh YTPAaThl 3aIUILIEHHBIX CBEJIE-
HUM, IPU KOTOPOH OHU CTAJIM TOCTOSIHUEM ITOCTOPOHHUX JIULI;

- COBOKYIIHOCTb Pa3MENIEHHBIX HA OTPAHUYEHHON TEPPUTOPUM AamIapaTHO-
MPOTPAMMHBIX CPEACTB, (YHKIMOHUPYIOMIMX JIJISI OpTaHU3AIMH COBMECTHOTO JO-
CTyIla U pacrpeneléHHoN 00paboTku MHGOPMAIIUU B COOTBETCTBUU C MPUHSATOU
CHUCTEMOM MTPOTOKOJIOB;

- TTACCUBHBIA KOMIOHEHT CHUCTEMbI, XPAHAIIUN, MPUHUMAIOIIAN WU Mepeaa-
IOIHUKN KOHDUICHITHATBHYIO0 HH(POPMAIIHUIO;

- BO3MOKHOCTb BO3HUKHOBEHUSI ICCTBUIA, HAIPABJICHHBIX Ha HApYIIIEHUE
KOH(UIECHIIUAIBHOCTH, 1IEJIOCTHOCTH WJIU JOCTYITHOCTH UH(POPMAIIUH, a TAKKE Ha
HeJlerajabHOE UCIOJIH30BAHHUE APYTUX PECYPCOB TOCTOPOHHUMHU JIMIIAMHU.

7. NHAYKIIMOHHBIC KaHAJIBI OTHOCAT K TEXHUYCCKUM KaHalaM yTeUYKH HHpOpMa-
u’?

- na;

- HET.

8. dusznueckre KaHaIbl OTHOCAT K TEXHUYECKUM KaHalaM yTeuku nHpopmanun?
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- Ja,
- HET.

9. 'anbBaHWYEeCKHE KaHAJIbl OTHOCAT K TEXHUYECKUM KaHajaMm yTedku MHDOpMa-
n?

- Aa;

- HET.

10. [TapameTprueckre KaHaJIbl OTHOCAT K TEXHUYCCKUM KaHajiaM YTEYKA HUHQOP-
Maruu?

- J1a;

- HET.

11. Beibepute mapameTpbl, OT KOTOPBIX 3aBUCUT HAIPsHKEHUE HA MPOBOJIC B IIENH
nepexnaTa HHPOpPMaIIUU:

- CHJIa TOKa;

- HAPsKEHUE B CUTHAJIBHOM MPOBO/IE;

- EMKOCTb MEX1Y POBOJAAMU;

- EMKOCTb MEXy ITPOBOJAOM M 3a3EMJIEHHOMN MOJIOKKOM.

12. Kakne Tvmbl 3a3eMJIEHUSL yCTPOUCTB IPUMEHSIIOT?
- pabouee;
- 3alIUTHOE;
- TEXHOJIOTHYECKOE;
- pe3epBHoOE.

13. CornacHo TpeOOBaHUSM JIJTMHA 3a3€MJISIONIUX MPOBOJIOB JIJISI CUCTEMBbI BHYT-
PEHHETO TEJEBUCHUS HE T0JKHA MTPEBBIIIATH!

-5 M,

- 10 m;

- 50 ™m;

- 100 m.

14. BenrunHa CONPOTUBIICHUS 3a3eMJICHUS JIJIsl TIPEOTBPAICHUS TIepexBaTa CUT-
HaJjia He JOJDKHA MPEBHIIATD:

-1 Owm;

-4 Owm;

-50wm;

- 10 Owm.

15. Ha kakue BUABI AETATCS aKyCTUYECKUE KaHAJIbI YTEUKH HHPOpMaIu?
- HapaMeTpUYECKHUE;
- BUOpaIlMOHHbIE;
-ONTHUKO-3JIEKTPOHHBIE;
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- 'paBUTAllMOHHBIC.

16. Uto Takoe paanoCTETOCKON?
- mpuOOP JJISI IEMOTYJISIIIANA ONTHYECKOTO JIyda Jia3epa;
- 3aKJIaJIHOE YCTPOMCTBO JJI MepexBaTa BUOPOAKYCTHUECKUX CUTHAJIOB;
- YCTPOMCTBO JJIsl CYUTHIBAHUS TOIOTpadUUIeCKUX N300paKeHU;
- mpubOp AJIsI HAHECEHUsI KOAUPOBAaHHON MH(OpMaIIMKU HA TIEPCOHATBHBIC
UJCHTU(UKAITMOHHBIC KAPTOYKH.

17. BeiOepute OCHOBHBIE MPUHLIHUIIBI JIJIs1 MPOCKTUPOBAHUS CUCTEMBI (DU3HUECKOM
3aIUTHI:

- 00HapyXeHUE HAPYIIMTEI JOJKHO MPOU3BOAUTHCSA HA BO3MOXKHO OOJIBIIEM
pPacCTOSIHUM OT UENHM HalaJeHus, a »>3JEMEHThl 3aJE€p>KKH JIOJDKHBI OBITh
MaKCHUMaJIbHO MPUOIMKEHBI K HEH;

- TOCTaTOYHOCTb CPEJICTB JUIsl 00ECTIEUeHUs 3aJaHHOTO YPOBHSI 3aIlIUTHI;

- HaJW4YUEe TECHOM B3aUMOCBS3UM MEXAY OOHApy)KEHHEM HapyUIUTeNls Hu
OLICHKOW CHUTYalLlMM OIIEPaTOPOM OXpPaHBbI;

- OopraHusauys HaAEKHOM CBA3M LIEHTPAIBHOIO IIOCTAa OXPaHbl C CUJIAMH
pearupoBaHus.

18. Uto moHnMaeTrcs noj cCUCTeMOU (PU3NYECKOM 3aIUThl 0OBEKTOB?

- COBOKYITHOCTh KOMITIOHEHTOB MO MPOTUBOECHCTBUIO HECAHKIIHOHUPOBAHHOMY
MOJIYYEHUIO KOH(DHIEHINATbHON HHPOPMALIMK U3 3aLIUIIAEMbIX UICTOYHHUKOB;

- OpraHM30OBaHHasi COBOKYMHOCTb JJIEMEHTOB (JtOoJed, Tmpoueayp u
TEXHUYECKUX CPEJICTB), MPEAHA3HAYEHHBIX JIJISl JOCTHXKEHUSI IOCTABIICHHBIX 1IeJIer
O 3alIUTE OXPAHSIEMBIX OOBEKTOB OT HAaJACHUS U NPOSBIECHUS YTPO3;

- MHOXECTBO 3alllUTHBIX JJIEMEHTOB, 00Jajamllee HEKUMH HOBBIMU
CBOMCTBAaMH I10 CPABHEHUIO C UX OTAEJIBHBIMU COCTABJISIIOLIMMU U ¢ OTHOCUTEIIBHO
YCTOMYMBOM CXEMOHW B3aUMOCBSI3U MEXKIYy HUMU;

- OpPraHU3allMOHHO YIOPSAJOYECHHBIH KOMIUIEKC TEXHUYECKHX CpEICTB,
TEXHOJIOTMM M HOcuTesned HuHGOpMaLUK, peanu3yloumnx HWH(QOpMallMOHHbIE
IPOLECCHI JIJIS1 yIOBIETBOPEHHSI MH(GOPMAIIMOHHBIX MOTPEOHOCTEN MOIb30BaTeNeH
Y UX 3aIlHTHI.

19. Beibepute nepBuYHbIE PYHKIIMU CUCTEMBI (PU3NYECKOMN 3alUTHI:
- UHTETpalus JIoAeH, Mpoleayp U TEXHUYECKUX CPEJICTB;
- OOHapyXeHUE HAPYLIUTENS;
- 3a/1ep>KKa HApyIINTES;
- pearupoBaHKe OXPaHbl HA HEIITATHBIE CUTYaIIUH.

20. Beibepute oCHOBHBIC MOKa3aTenu dPGEKTUBHOCTH 11 (QYHKIIMH OOHAPYKEHUS
HAPYIIUTEIS:

- BEPOSITHOCTh OOHAPYKEHUA JCHCTBUI HapYLIUTENS;

- BpeMsi IOBEJICHHsI CUTHAJIa TPEBOTH;
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- BpCM™m4, HCO6XOI[I/IMOG JJI TIOJIYHYCHUA U OICHKH CUT'HAJIa TPCBOTI'H,
- 4aCTOTa JIOKHBIX TPCBOT.

21. Ot 4dero 3aBUCUT KJIacCU(PUKALIKA JIOKHBIX TPEBOT 10 UX UCTOYHUKY?
- OT €CTECTBEHHBIX YCJIOBHIA;
- OT BEPOSTHOCTHBIX (PaKTOPOB;
- OT UHPPACTPYKTYPHBIX yCIOBUH;
- OT TEXHOTCHHBIX (DAKTOPOB.

22. Yto sBisieTcsi OCHOBHBIM TOKazaTeseM 3(dexkTruBHOCTH I QYHKIMN 3aICPKKH
HapyImTens?

- BEpOSITHOCTh OOHAPY>KEHHS HAPYIITHTEIIS;

- BpeMs Ha OOHapyKEHUE MPEATCTBHIA;

- BpeMsl, HEOOX0IMMO€ HapyIIUTENIO Ui TOT0, YTOObI OOOMTH KaXKA0e MpersT-
CTBHUE;

- CpPeIHssl CKOPOCTb MPOABMXKEHUS HAPYIIUTENS K OXPaHIEMOMY OOBEKTY.

23. Beibepure OCHOBHBIE TUIIBI PEATWPOBaHUS JJIs1 BOCIPEISITCTBOBAHUS YCIIEXY JIEH-
CTBHMI HapyLIUTEIIS:

- IPEPBIBAHUE;

- HEUTpanu3arus;

- 00OHAPYKEHHUE;

- pa3BEpPTHIBAHUE.

24. BeiOepuTe OCHOBHBIE MOKa3aTes 3PPEKTUBHOCTH ISl CUJT pEarupOBaHUSL:

- BpeMs MKy IMOJIydeHHUEM COOOIICHHS O JACUCTBUSAX HAPYIIUTESI M MPEphIBa-
HMEM ATHUX JICHMCTBU;

- BEPOSITHOCTh OOHAPY>KEHHS HAPYIIINTEIS;

- BEpOSITHOCTD JOBEICHHUS JIO CUJI pearupOBaHUs COOOIIECHUS O HAPYITUTEIIE;

- BEpOSITHOCTD Y BpeMsI Pa3BEPTHIBAHMSI CUJT PearupOBaHMS;

25. BeiOeprTe OCHOBHBIE XapaKTEPUCTUKH IPPEKTUBHON CHCTEMBI (DU3HMUECKON 3aIIIUTHI
OOBEKTOB:

- HaIEKHOCTh JIICJIOHUPOBAHHOM 3aITHTHI;

- MUHUMAJIBHBIC TTOCTICICTBHS OTKa30B KOMITOHCHTOR,

- U30UPATEIBHOCTD JICUCTBUN KOMIIOHEHTOB 3aIlIUTHI;

- cOATaHCHPOBAHHOCTH JICMEHTOB 3aIIIUTHI.

26. Bbibepute npremiieMble Kputepur 3PQPEKTUBHOCTU MPU NPOEKTUPOBAHUN CUCTEMBI
(U3MIECKOM 3aIIUTHI:

- COOTHOIIEHHE KOJIMYECTBA HEOOXOAUWMBIX 3JEMEHTOB M MPOLEAYP CHCTEMbI
(bu3nYecKon 3alUThl K UX CTOUMOCTH;

- BEIOOD 3JIEMEHTOB U MPOLEYpP B COOTBETCTBUHU C X BKJIAJOM B CYMMapHYIO
3(h(HEKTUBHOCTH CUCTEMBI (PU3NUYECKOM 3aIHTHI;
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- BBIOOp HEOOXOJMMBIX AJIEMEHTOB U MPOIETYyp B COOTBETCTBUHU C TPEOOBAaHUEM
UX HaJIMYUs B CUCTEME;

- obecrieuenue OanaHca BHIOPAHHBIX CPEJCTB U MPOLenyp (PU3NIeCcKO 3alIUThI
C IpyruMu (haKTopamu aBapHiiHONM 0€30MacHOCTH, TPOYHOCTU KOHCTPYKLUH U CTO-
UMOCTH.

27. BbibepuTe OCHOBHBIE MOKa3aTeNn d(GEKTUBHOCTH IS JATYMKOB OXPAHHOW CUTHAJIH-
3alUu:

- BpeMsl Ilepejauy CUrHajia;

- BEpPOSITHOCTb OOHAPY>KEHHSI HAPYILIUTENS;

- YaCTOTa JIO)KHBIX TPEBOT;

- YSI3BUMOCTH IO OTHOILIEHHUIO K TIPEOOJICHUIO.

28. 3aBUCHUT JT BEPOSITHOCTH OOHAPYKEHUSI TATIUKA OT YCIIOBHUM €10 YCTAaHOBKH?
gPAL:
- HET.

29. 3aBUCHUT JT BEPOSATHOCTH OOHAPYKEHUSI TATYUKA OT THIIA 3aIIUIIAEMOr0 00beKTa?
- Ja,
- HET.

30. 3aBUCHUT JI BEPOSITHOCTH OOHAPYKEHUSI IaTUMKA OT HACTPOMKH €r0 4yBCTBUTEIILHO-
cru?

- 11a;

- HET.

31. Beibepute mpuemiieMbie CriocoObl MPEOA0JICHUS CUCTEMBI TATYUKOB:
- 00x0/;
- nesuHdopmarus;
- oOMaH;
- MPOBOKAIIHSI.

32. Beibepute mpuemiieMblie CriocoObl KilacCu(PUKauy BHENTHUX JTaTYMKOB OXPaH-
HOW CUTHAJIU3alHU:

- TACCUBHBIC WJIN aKTUBHBIC;

- CKPBITBIC WJIM BUIUMEIC;

- aBTOHOMHBIC WJIH KOMILUTICKCHBIC;

- IEWCTBYIOIINE B MPECIIax WM BHE TPEIEIOB MPSIMON BUIUMOCTH;

33. JlaTYuK¥ MarHUTHOTO IIOJISI OTHOCSTCS K MOA3E€MHBIM BHEIITHUM JaTUYUKaM?
- Ja,
- HET.

34. BOJIOKOHHO-ONITHYECKNI Ka0EeIb OTHOCAT K ITIOA3EMHBIM BHEIITHUM JaTYUKaM?
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- Ja,
- HET.

35. I[aT‘IHKI/I QICKTPHUYICCKOI'O ITOJIAI OTHOCAT K ITIOA3CMHBIM BHCIITHUM I[aTLII/IKaM?
- Ja,
- HCT.

36. UyBCTBUTENBHOCTh CEMCMUYECKHUX JATYUKOB 3aBUCUT OT IPYHTA, B KOTOPBIH
UX [TOMEINAT?

- 71a,

- HET.

37. CkoJibko KabOesiel MCMOIB3YIOT ISl MPOKJIAJKH KOAKCUAIBHOTO Kabes ¢ OT-
BEpCTUSIMU?

- OJIVH;

- 1IBa;

- YETBIPE;

- HE OTPaHUYEHO.

38. EMKocTHEBIE JaTYUKH OTHOCIAT K AaTYHNKaM, CBA3aHHBIM C OFpa)K,HeHI/ICM?
- Ja;
- HCT.

39. Beibepute ycTpoiicTBa, KOTOpPHIC HCIOIB3YIOT B Kau€CTBE UYBCTBUTEIbHBIX
AJIEMEHTOB HA OTPAXKICHUSAX:

- CEICMONIPUEMHHUKU;

- IbE303JICKTPUUECKUE JATUUKY;

- MUKPOBOJIHOBBIE 3JIEMEHTHI;

- BJIEKTPOMEXAHUYECKUE TaTUYUKH.

40. Kakoe MUHUMAaIbHOE YCUJIME HYXHO NPUJIOKUTH K YyBCTBUTEIBLHOMY OIpaX-
JICHUIO, YTOOBI BHI3BaTh CUTHA TPEBOTH?

- ycuue nopsiaka 1 kr;

- YCUJIME MIOPSJKA S KT;

- ycunue nopsiaka 11 kr

- ycuime nopsiaka 15 kr.

41. JIaTuyuKy JIEKTPUYECKOTO MOl OTHOCIT K MHAUBUIYAJIbHO YCTAHABIMBAEMbBIM
BHCIITHUM JTaTYUKaM?

- J1a;

- HET.

42. OI[HOHOSI/IHI/IOHHBIe MHUKPOBOJIHOBBIC HOATYUKKW OTHOCAT K HWHIAUBUAYAJIBHO
yCTaHaBJIMBACMbIM BHCIITHHUM I[aT‘II/IKaM?
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- Ja,
- HET.

43. Ha xakol JyiiHEe BOJIHBI pab0TalOT aKTUBHBIE HH(ppaKpaCcHbIC JaTUUKHU ?
- 0,1 MxMm;
- 0,5 MKM;
- 0,9 MKM;
- 1,5 MxmMm.

44. BpiOepute mpueMseMbie pa3Mepbl 30HbI 0OHAPYKEHUS JIJIsl aKTUBHOTO MHOTO-
Jy4eBOro MH(PPaKpacHOTO JaTUHKA:

- Im. Ha 1M

- 50cm. Ha 2M.;

- 20cMm. Ha 1,5M.;

- 5cm. Ha 1,8M.

45. Kakoi MOIIIHOCTH SKBUBAJICHTHA U3JIydyaeMas 4eJIOBEKOM TEIlJIOBas SHEPIrus?
-1 BT,
- 10 Br;
- 50 BT;
- 100 Br.

46. Ha xakux yactorax pabortaroT AByxno3unnonusie CBYU-gaTunku?
-1 wmm 5 I'Tn;
-10umm 24 I'T'1;
-15umm 25 I'Tn;
-20 mam 50 I'T'm.

47. Ha kakoM MakKCMMaJbHOM YyIAJICHHH JIPYr OT APYra AOJKHBI pacroiararbCs
aHTeHHbI AByxno3utnoHHoro CBY-garunka?

-20 M;

-50 m;

- 100 m;

- 110 m.

48. Kakyto KOHUENIMIO PUMEHSIOT ITPU MPOEKTUPOBAHUU HECKOJIBKHUX JIMHUM O~
HOPOJIHOTO OOHapy>KEHHUs 110 BCEW JUIMHE IEPUMETPA 0XpaHsAeMOro o0beKTa’?

- KOHUEMIHNIO KOMIUIEKCHOW 3allUThI;

- KOHUEMIMIO SIEJTOHUPOBAHHON 3aLUTHI;

- KOHLETILHIO CKPBITOM 3aILMTHI;

- KOHLETILWIO NHINBUAYAJIBHOU 3aLUTHI.

49. Bribepute cmnocoObl, MO KOTOPHIM KJIaCCU(PULIUPYIOT BHYTPEHHUE AATYUKU
OXpPAaHHOM CUTHAIN3ALIUU:
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- IACCUBHBIC UJIM aKTHUBHBIC,

- IIPOCTPAHCTBCHHBIC UJIN J'IPIHGI?IHI)IG;

- I[CﬁCTBYIOHIHG B IIpcaciiax Uik BHC IIPCACIIOB HpHMOfI BUIMMOCTH,
- ABTOHOMHBIC NI KOMIIJICKCHEBIC,

50. DIIEeKTpOMEXaHUYECKUE JATYMKH OTHOCAT K BHYTPEHHUM JAaTYMKAM BTOPKEHUS
yepes rpaHuily?

- 11a;

- HET.

51. JlaTuuku aBieHUsI OTHOCIT K BHYTPEHHUM JaTUMKaM BTOPKEHHS 4epe3 Ipa-
HULy?

- Ja;

- HET.

52. Mudpa3BykoBble JaTYUKH OTHOCAT K BHYTPEHHUM JaTYUKaM BTOPXKEHHS Yepes
rpaHuy?

- Aa,

- HeT.

53. UTto uCnosb3yeTCss B KA4E€CTBE YYBCTBHUTEJIBHOIO JJIEMEHTA B MHEPIMOHHBIX
TaTIuKax”?

- IWAJIEKTpUYECKas MIacTHHA,

- METAJUIMYECKUN [IAPUK;

- HAMarHM4Y€eHHas MPOBOJIOKA;

- BOJIOKOHHO-ONTUYECKUI MTPOBOJIHUK.

54. Bribepute 4acToTy, ¢ KOTOPOU IMbE30JEKTPUUECKUNM TATYHMK OOHAPYKUBACT
BUOpAIUU TTOBEPXHOCTH:

-1-3KIn;

-5-50 KI'm;

- 70 - 100 KT'z;

-1-51Tm

55. Kakue OCHOBHBIC 3JIEMEHThI BKJIIOUACT YPABHOBEIIECHHBI MarHUTHBINA Tepe-
KJIFOYaTennb?

- IEPEKJIII0YATEIIb C HECKOJIBKUMU PEJI€ U NMPEIOXPAHUTEISIMU;

- METAJUIMYECKUM [IAPUK, YCTAHOBJICHHBIM HAa METAJUIMYECKUX KOHTAKTAX;

- MArHUTHBIN JaTYUK C JOIOJHUTEIBHBIM OCTOSIHHBIM MarHUTOM;

- 3JICKTPOHHBIN MEPEKII0YaTeb 0€3 MEXaHNICCKUX KOHTAKTOB B pelle.

56. Ilpubopsl, ocHOBaHHBIE HA d(dekrTe XoIa, UCTIOIB3YIOT B KaUeCTBE MAarHUT-
HBIX [TEPEKII0YaTENeH?
- Aa;
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- HCT.

57. B AaTYUKaX HCIIPCPBIBHOCTH BMCCTO 3HCKTpH‘ICCKOI>'I ITPOBOJIOKH IMPUMCHAIOT
OIITUYECKOE BOJIOKHO?

- Ja,

- HCT.

58. B kakux gaTdukax Juisi OOHapy>KEHHsI HCIIOIb3YETCSI METOJ] CIEKI-CTPYKTYp?
- BOJIOKOHHO-OIITUYECKUI JaTYUK HENPEPBIBHOCTH;
- IACCUBHBIN HH(PPA3BYKOBOH NaTUHK;
- AKTUBHBIN MUKPOBOJIHOBBIN JIATUHK;
- BOJIOKOHHO-ONITUYECKUN JaTYMK MUKPOU3TUOOB.

59. YbTpa3ByKOBBIC JAaTUUKH OTHOCSAT K BHYTPEHHHM JaT4UKaM OOHapYKCHHS
NIBIDKECHUA?

- Aa;

- HET.

60. B xakoMm jnuama3oHe BOJIH GOpMHUpPYETCS IMojie 0OHAPYKEHUS YIbTPa3BYKOBBIX
TATYUKOB?

-1-5KIg
-10- 15 KT
-19 - 40 KT
-50 - 100 KT,

61. C xako# JJIMHOW BOJIHBI BOCHPUHUMAIOT 3JIEKTPOMArHUTHOE M3JIyYEHHUE Mac-
CUBHBIC HH(PpaKpaCHbIC TaTIYNKU?

- 1-5 MKM;

- 8-14 MKM;

- 15-20 MxM;

- 22-34 MKM.

62. Bribepute ¢dakTopbl, KOTOpble OyAyT BIUSATH HA YYBCTBUTEIBHOCTH EMKOCT-
HBIX JaTYUKOB?

- IepeMeIIeHNEe METAUTMYECKHUX MTPEAMETOB;

- I3MEHCHHE TeMITepaTyphbl OKpYKaloIeh Cpe/Ibl;

- I3MEHCHHUE BIIAYKHOCTH BO3/1yXa;

- OCBEIIEHHOCTH OXPaHsIEMbIX 00BEKTOB.

2-e TeCTUPOBaHHUE:

1. 3aMKHYTBIE TEJIECBU3MOHHBIE CUCTEMBI TPUMEHSIOT JIJIsl OLIEHKU CHTHAJIA TPEBO-
ru?
- Ja,
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- HCT.

2. yCTpOI?ICTBO CUUTBIBAHUA JAHHBIX C IICPCOHAJIBHBIX HHANBUAYAJIBbHBIX KaPpTOYCK
BXOOUT B IIOACUCTCMY OLICHKH CHUTHAJIA TpCBOI‘I/I?

- 1a;

- HCT.

3. YCTpoHCTBO BUIE03AMKMCH BXOJHT B MOJACUCTEMY OLIEHKH CUTHaja TPEBOTH?
- J1a;
- HET.

4. BeiOepuTe TUIIBI KaMep, TPUMEHSICMBIX B 3aMKHYTBIX TEJICBH3UOHHBIX CHCTEMAaX:
- TEIJIOBHU3UOHHEIC,
- C DJIGKTPOHHO-ONTHICCKUM TIpeoOpa3oBaTeiIeM;
- 0apOMETPUYECKHUE;
- TBEpAOTEIIbHBIE.

5. UTo mMoHMMAETCs MOJI YyBCTBUTEILHOCTHIO KaMephl B 3aMKHYTOH TEJIEBU3HOH-
HOH cucteme?

- OTHOIIIEHUE aNepTyphl 00BEKTHUBA K (POKYCHOMY PacCCTOSHUIO;

- KOJIMYECTBO CBETA, HEOOXOUMOTO I (POPMUPOBAHUS TIOJIE3HOTO CUTHAIIA,

- OTHOIIICHHE KOd(PPUIMeHTa yCUIICHNS BUICOCUTHAIA K TI0JIOCE MPOIYCKAHUS;

- MUHHMAaJIbHAsI OCBEIMEHHOCTh, HEOOXOAMMAs! JIJIsT TIOJTYICHHS BBIXOJHOTO CHUT-
Haja ¢ 3aJaHHBIMH XapPaKTEPUCTHUKAMHU.

6. Tun ucTouHMKa UCKYCCTBEHHOTO OCBEIICHUS BIUSET Ha (POPMUPOBAHUE TEICBU-
3UOHHOTO CUTHaJjia?

- Ja;

- HET.

7. CriekTpasibHasi XapaKTepUCTUKA UCTOYHHKA CBETa BIMSICT Ha (POPMUPOBAHHUE TE-
JIEBU3UOHHOIO curuasia?

- 1a;

- HET.

8. AnepTypa 00bEKTHBA TEJICBU3MOHHON KaMmepbl BIUAET Ha (POpMUpPOBAHUE Telie-
BU3HOHHOTO cUTHaj1a?

- Ja,

- HET.

9. BeibepuTe ucnosib3yeMble HCTOYHUKH UCKYCCTBEHHOTO OCBEIICHUSI:
- CBETOIYO/IbI;
- TIOMMHECIICHTHBIE JIaMIIbI;
- OMOXMMHYECKHE CMECH;
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- HAaTPHUCBLIC JIAMIIbI,
- PTYTHBIC JIaMIIbI;
- INIa3MOM JBI.

10. BriOepuTe 3a1aHHBIN HOMUHAJBHBIN peCypc JJIsl PTYTHBIX JIaMIIL:
- 1000 gacos;
- 6000 gacos;
- 12000 gacos;
- 24000 4gacos.
11. Beibepure 3a1aHHBII HOMHUHAJIBHBINA PECYPC I METAJUIOTAJIOT€HHBIX JIAMIT:
- 1000 gacos;
- 6000 gacos;
- 12000 gacos;
- 24000 4gacos.

12. Yto mpencraBisieT coboi cucTteMa cOopa JaHHBIX O TPEBOI'e M UX OToOpaxe-
Hus (CCJI1O)?

- KOMIIOHEHT CHCTEMbI (DM3UYECKOM 3aIlMThI, TEpeaaronuii HHHOPMAIIUIO O
TpeBore Jjisg €€ OLICHKU Ha ICHTPAIBHBIM IOCT YIPABJICHUS M IPEACTABIISIOMINMA
3Ty HHGOPMAIIHIO OTIePaTopy;

- COBOKYITHOCTHh MCTOYHHUKOB JJIs1 OOHAPYKCHHSI HECAHKIIMOHUPOBAHHBIX JEH-
CTBUI HApyIIUTENS ¥ (OPMUPOBAHUS CUTHAJIA TPEBOTH;

- MEXaHHUKO-3JICKTPUIECKHE U TIPOIIETyPHBIE XapaKTepUCTUKH HHTep(etica mpu
nepeaade nHOOpPMAITUU U3 OJTHOTO MECTa B JIPYTo¢;

- mepenaroas cpena sk coopa JaHHBIX O TPEBOTE C MCIOJB30BAaHUEM DJICK-
TPOMATrHUTHBIX CUTHAJIOB, PACIIPOCTPAHSIONIMXCS OT TIEpeIaTInKa K MPUEMHUKY C
3aTAHHBIMHU XapaKTEPUCTUKAMHU.

13. Iloacucrema KOHTpOJISI M oOecrieueHus1 0€30IMacHOCTH JIMHUHN CBSI3W BXOJIUT B
cuctemMy cOopa JaHHbIX 0 TpeBore u ux otroopakenus (CCHO)?

- 1a;

- HET.

14. Tloncuctema uaeHTUPUKAIIMUY WHIWBUAYAJTbHBIX MPU3HAKOB IEpCOHAIa BXO-
JUT B CUCTEMY cOOpa JaHHBIX 0 TpeBore u ux oroopaxenus (CCHO)?

- Aa,

- HET.

15. Iloacuctema OLEHKH pabOTOCIIOCOOHOCTH OOOPYAOBAHMSI BXOIUT B CHCTEMY
cbopa maHHbIX 0 TpeBore u ux otoopaxenus (CCJO)?

- 1a;

- HET.

16. Yto moHMMaeTcs MoJ TEPMUHOM OXpaHa 00bEKTA?
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- COBOKYMHOCTh CPEJICTB, METOJIOB U MPOLEAYP, NPEAHAZHAUCHHBIX JJIsI 3al[1-
Thl HH(OPMALIUU HA OXPaHIEMOM OOBEKTE;

- pa3MeIIEHHBIA Ha OXpaHSIEMOW TEPPUTOPHUH MEepCOHA, OOSI3aHHBIN pearupo-
BaTb Ha KOHKPETHBIE CIIy4au HapyIICHU;

- BECh MEPCOHAJI CIIY)Obl O€30MaCHOCTU, KOTOPBII MOXET ObITh 3aJ€HCTBOBAH
Ha OXPaHIEMOM MPEANPUIATUH, HE3ABUCUMO OT TOTO IJI€ OH HaXOAMUTCS, Ha CAaMOM
00BEKTE UJTU BHE €rO;

- KHOIIKA TPEBOXKHOW CUTHAJIM3ALIUK HA OXPaHsEMOM OOBEKTE.

17. Yto moHUMAETCs MO TEPMUHOM CHJIBI pEarupOBaHMsI OXpaHAEMOro 00beKTa?

- 6oeroroBbie (POPMUPOBAHMS, IPETHAZHAYCHHBIE JUISl PEILICHUS] BHE3AITHO BO3-
HUKAIONIUX 3a/1a4 B Pa3jIM4HbIX pETUOHAX MUPA;

- pa3MeUIEHHBIN Ha OXpaHsIeMON TEPPUTOPUU NEPCOHAI, OOS3aHHBIN pearupo-
BaTh HA KOHKPETHBIE CITy4au HAPYILICHUII;

- BECh MEPCOHAJI CIIY>KOBbI O€30MACHOCTH, KOTOPBI MOXET OBITh 337€1ICTBOBAaH
Ha OXpaHSAEMOM IPEANPUATUN, HE3aBUCUMO OT TOT'O 1€ OH HAXOAMTCS, - HA CaMOM
O0OBEKTE WJIH BHE €T0;

- COBOKYIIHOCTb CPEJICTB, METOAOB U MPOLEAYP, NPEAHA3HAYECHHBIX I 3aIH-
Thl UH()OPMALIUK HA OXPAHAEMOM OOBEKTE.

18. Bribepute OCHOBHBIE KOMIIOHEHTBI, KOTOPBhIE BXOAST B (DYHKIIMIO pearupoBa-
HUSL:

- YIIPEXKIECHHUE YIPO3;

- CBOCBPEMEHHBIN OTBET;

- To100p KaJpoB;

- BO3BpaT MOCT(aKTyM.

19. Beibepute cTpaTeruu qeiCTBUNA, KOTOPHIE UCTIONB3YIOT CHIIbI pearupoOBaHHUS:
- IUIAHUPOBAHUE;
- OJIOKUPOBAHMUE;
- BBDKUIAHUE;
- OTIIOP.

20. BpiOepute BUIbI MIIAHUPOBAHUS JEHCTBUNM CHII pearupoBaHUsI, KOTOPbIE MPHU-
MEHSIOT B UpE3BbIUYANHBIX CUTYyAUSIX HA OXPAHSIEMBbIX OOBEKTAX:

- IPEABAPUTEIBLHOE IUNIAHUPOBAHUE;

- TAKTUYECKOE IIJIJAaHUPOBAHUE;

- OllEpaTUBHOE IIJIAHUPOBAHHUE;

- IETaJIbHOE [UIAHUPOBAHUE.

21. Kakoe MakcuMajabHOE PACCTOSTHUE HAIEKHON CBSI3M OOCCIICUMBACTCS MEXKTY

JBYMsI MaJIOMOIITHBIMU TIEPEHOCHBIMU PallAsIMHU, PaOOTAOIIMMHU Ha Oarapeikax?
-0,5-1,2 km;
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-1,5-5kMm;
-7 -9 KM,
-10-12 km.

22. Boibepure rpyIbl, B KOTOPbIE CBEIEHBI KJIACCHI 3aIUILEHHOCTH aBTOMATU3H-
POBaHHBIX CUCTEM 00pabOTKH MH(POpMAIIMU U TPeOOBaHUS K HUM:

- CUCTEMBI, B KOTOPBIX pabOTaeT OJIMH MOJIb30BATEINb, JOMYIIEHHBIH KO BCEH
oOpabaTeiBaeMOM M XpaHUMON HH(POPMAIHH;

- CHCTEMbI, B KOTOPBIX pabOTaeT HECKOJBKO MOJIb30BaTENEH, KOTOPhIE UMEIOT
OJIMHAKOBBIE MTpaBa JIOCTyIa KO Bceil 00pabaTbiBaeMoil M XpaHUMOW HH(POPMAIINH;

- CHCTEMBbI, B KOTOPhIX HE pabOTaeT HU OJIMH IOJIb30BaTENb, KOTOPHIA HUMEET
npaBa J0CTyna Ko Bcell o0pabaTbiBaeMoOl U XpaHUMOW UH(pOpMaIuy;

- MHOTOIIOJI30BAaTEIhCKNUE CUCTEMBI, B KOTOPBIX OJTHOBPEMEHHO 00padaThiBa-
€TCsl M XpaHUTCSI HHPOpMAIs Pa3HbIX YPOBHEN KOHPUACHIIUAIBLHOCTH, U Pa3Iny-
HBI€ [10JIb30BATEIN UMEIOT pa3HbIe MTpaBa Ha JOCTYH K MH(POpPMAIUH.

23. TpeboBaHus K 3aIuTe CUCTEM OOpPaOOTKH M XpaHEHHUs HMHOOPMAIMH MOTYT
BO3pacTaTh?

- ot kitacca 1A 1o 3b;

- ot kitacca 3b mo 1A;

- HE BO3pacCTaroT.

24. BeiOepute rpyIbl, B KOTOPbIE CBECHBI KJIACCHI 3aIUIIEHHOCTH CPEJICTB BhI-
YUCITUTEIbHON TEXHUKHU OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HH(pOpMALINU:

- rpyIina MUHUMAJIBHOM 3aIlNThI;

- Tpymna u30UpaTeIbHOM 3alUTHI;

- TpyIIIa CUCTEMHOM 3alUTHI;

- TpyIa NOJHOMOYHOM 3alUThI;

- TpyIna BepuGpUIIMpOBaHHON 3aIUTHI;

- TpyIna KOMIUIEKCHOM 3alUThI.

25. BoiGepute OCHOBHBIE METOJOJOTHUECKHUE MOAXO0/IbI K OIICHKE YSI3BUMOCTH MH-
dbopMaruu, KOTOpPbIE CIOKUIUCH B MPOLIECCE PA3BUTHSI TEOPUH U MPAKTUKU 3alllU-
Thl HHPOPMALINH:

- HMIIUPUYECKUM;

- TEOPETUYECKHU;

- KOMILUICKCHBIM;

- TEOPETUKO-IMITUPUIECKUM.

26. BeibepuTe KOMIOHEHTBI, OT KOTOPBIX 3aBUCUT OINpEACIICHUE OKUIAEMbIX IO-
TEpb MIPU IMIIUPUYECKON 3aBUCUMOCTHU:

- K03 (pULIMEHT, XapaKTEPU3YIOLIUI BO3MOKHYIO YaCTOTY BO3SHUKHOBEHUS
COOTBETCTBYIOILIEN YIPO3BI;
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- KO3 (PULIMEHT, XapaKTEpU3YIOLIUil 3HaUeHHE BO3MOXKHOTO yiepOa mpu BO3-
HUKHOBEHUU COOTBETCTBYIOUICH yTPO3bI;

- kK09 uUIMeHT, XapaKTepU3yIOINUNA BO3MOXKHBIE 3aTpaThl Al oOecreueHHs
TpeOyeMoro ypoBHsI 3aIUIIEHHOCTH UH(OPMAIIHIH;

- KOO PUIHMEHT, XapaKTepPU3YIOLIH BO3MOKHYIO YaCTOTY JIOKHBIX TPEBOT MPH
OOHapy>KEHUH HAPYIIUTEIS.

27. Kakast npennocsuika B3aTa 3a UCXOAHYIO IPH IMOCTPOEHUHA MOJEIHN C MOJIHBIM
nepeKpbITHEM?

- cucteMa 00pabOTKU JTaHHBIX, KAK CUCTEMAa MHOXECTBEHHOI'0 JOCTYIIA, JOJIK-
Ha UMETh MEXaHU3MBbI pasrpaHUYEHU JOCTYyIa K OIPEACIEHHBIM €€ pecypcaM;

- B MEXaHWU3ME 3allUTHI JTOJDKHO COIAEPKATHCS, [0 KpauHEN Mepe, OJJHO Cpeli-
CTBO JJIA MEPEKPHITUS JIOO0Tr0 MOTEHIUATBHO BO3MOXKHOIO KaHaja yTeUYKU WH-
dbopmanuu;

- CpEJICTBA 3alllUThI TOJKHBI OKa3bIBaTh KaKoe-IH0O0 MPOTUBOIEHCTBUE MPOSIB-
JICHUIO J1€CTaOMIM3HUPYIOIUX (PAaKTOPOB MPU MX HEXKEJIATEIbHOM BO3ACHCTBUH HA
3alUIIAEMYI0 HHHOPMALIUIO.

- CHCTeMa 3alUThl JOJKHA COOTBETCTBOBATh TPEOOBAHUSAM KOMILIEKCHOTO
IIOJIX0/1a B PEUICHUH 3a]a4 IIPY OPTaHU3ALMH IIOCTPOCHHUS CIIOKHBIX CUCTEM.

28. KonmyecTBeHHass Mepa OTHOIIEHUS COOTBETCTBYIOIIEW YTPO3bl K COOTBET-
CTBYIOILIEMY 3alllMIIAEMOMY OOBEKTY ONPENEISAETCS B METOJUKE ONUCAHUS CUCTE-
MBI C TIOJIHBIM MEPEKPBITHEM ?

- J1a;

- HET.

29. OmnpenensieTcs M Ka4yeCTBO 3allIUIIAEMbIX PECYPCOB, JOCTYI K KOTOPBIM J0JI-
YKE€H OCYIIECTBISATHCS MPHU NPEABSIBICHUNA COOTBETCTBYIOUIMX MOJHOMOYUMN, B Me-
TOJUKE ONMHUCAHUS CUCTEMBI C IMOJTHBIM EPEKPHITUEM?

- 1a;

- HET.

30. BpiOepuTe OCHOBHBIE PEKOMEHJAIIMU IO IPUMCHEHHUIO MOJCICH C IIEIbI0
obOecrieueHUsl pelieHus 3a7a4 aHaJIn3a, CHHTE3a U YIPABJICHUS B CUCTEMaXx 3allly-
Thl HHPOPMALINH:

- MOJIEJIM MOTYT CTPOMTHCSI Ha OCHOBE HECYIIECTBYIOIIUX U HEMPOBEPEHHBIX
METOJIOB ¥ TPUHIIUIIOB UCCIIEAOBAHUS;

- MOJENSIMH JOJDKHBI TI0JIb30BAaThCS KBATU(PUIIMPOBAHHBIC CIEIIUATIACTHI-
npodheCCUOHATBI;

- MOJENIA HAJO0 MCIIOJb30BATh HE MPOCTO ISl MOJTYYEHUsS] KOHKPETHBIX 3HAue-
HUM NOKA3aTesiel yS3BUMOCTH, a [l OLICHKU MOBEICHUS 3TUX 3HAYECHUU NPU Ba-
PBUPOBAHUH CYLIECTBEHHO 3HAYMMBIMU MUCXOJHBIMU JAHHBIMA B BO3MOKHBIX JHUa-
Ma30Hax MX U3MECHECHUI;
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- pPE3yJibTaTbl MOJACINPOBAHUA HC MOT'YT CIYKHUTb OHpeI[eJ'IéHHBIM HHCTPYMCH-
TOM IIPpH IIPOBCACHNHN ACJIOBBIX HUI'D II0 3alIUTC I/IH(bOpMaHI/II/I;

- JJI1 OICHKH aJICKBATHOCTHU MOI[CJ'IGfI, NCXOJHBIX JAHHBIX W IIOJIYHAaCMBIX PC-
IICHUH HaJJl0 KaK MOXHO IIHUPEC IIPHUBJICKATH KBaJII/I(I)I/IHI/IPOBaHHBIX N OIIBITHBIX
9KCIICPTOB,

- A 3(1)(1)6KTHBHOFO HCIIOJb30BaHUA MOI[CJ'IGfI HaJ0 HCIIPCPBIBHO YTOYHATH
HNCXOOIHBIC JaHHBIC OJIS1 MOJACINPOBAHUS U IICPUOAUICCKHU UX OLICHUBATL.

31. B KakOoM pyKOBOASIIEM JTOKYMEHTE COAEPHKHUTCS CUCTEMATU3UPOBAHHBIN KaTa-
Jor TpeboBaHM K 0e30MmacHOCTH MH(GOPMALMOHHBIX TEXHOJOTUH, a TaKKe METO-
JMYECKHe PEKOMEHJAINKM M0 3aJaHui0 TpeOoBaHUU mpu pa3paboTKe, OICHKE U
cepTuPUKaIud 10 TpeOOBAHUSIM OE30MACHOCTH MPOAYKTOB U CUCTEM 00pabOTKU
uH(popmauu?

- KOJEKC YCTAHOBHBIIEHCS MpaKTUKU AJII MEHEIKMEHTa HUH(OpMalMOHHON
0e30I1aCHOCTH;

- 00IIIMe KPUTEPUH;

- 3aKOH 00 aBTOPCKOM IIPAaBE U CMEXKHBIX MPaBax;

- 3aKOH O TEXHUYECKOM PETYJIUPOBAHUH.

32. YUto noHnMaetcs noj 6€301MacHOCThI0 HH()OPMALIMOHHBIX TEXHOJIOTUI?

- obmue TpeboBaHUs Il HEKOTOPOIO TUIIA MPOAYKTOB, CUCTEM M MH(pOpMa-
IIMOHHBIX TE€XHOJOTHH, MPEICTaBICHHBIE B BUAC 000COOIEHHON CTPYKTYpPHI, HMe-
HyeMOU NpoduiIeM 3aiuThl, TPOIIEIIINE OIIEHKY B YCTAHOBICHHOM TMOPSJIKE U
3apeTUCTPUPOBAHHBIC B KaTaiore npoQuiiei 3aiuThl;

- YpOBEHBb CTOMKOCTH CHCTEMBI O€30MaCHOCTH MJIM OOBEKTOB OIIEHKH, Ha KO-
TOPBIX TPENOCTABISIETCA aJleKBaTHAs 3allluTa OT CIy4alHOTO HapylieHwus Oe3-
OMAaCHOCTH HapYLIUTENSAMU C HU3KUM MOTEHLIMAJIOM HalaJeHus;

- COCTOSIHME€ HMH(OPMALMOHHBIX TEXHOJOTHH, OIpeaessionee 3auuiiéH-
HOCTh MH(OPMAIIUU U PECYPCOB OT JACUCTBUS OOBEKTHBHBIX U CYOBEKTUBHBIX,
BHEIIHUX U BHYTPEHHUX, CIy4YailHBIX U MPEIHAMEPEHHBIX YIpo3, a TaKkKe CIoco0-
HOCTb TEXHOJIOTUH BBINOJIHATH MpeanucaHHble (QYHKIMU 0€3 HaHEeCEHUs! HepUeM-
Jemoro yiiepba cyobektaM nH(OOPMAIIMOHHBIX OTHOIICHHIA,

- IpUéMbI, CTIOCOOBI M METOJbl MPUMEHEHHUS] TEXHUYECKUX U MPOTPaMMHBIX
CPEJICTB MPH BHINIOJHEHUU (DYHKIMI 00padOTKH HH(DOpMAIUU.

33. KakoBa cTpykTypa TpeboBaHuii 0e3onacHocT UHGOpMauu U HHGOPMaIUOH-
HBIX TEXHOJIOTHH B BUJIC UEPAPXUU U COACPIKATEIHHBIX HAOOPOB KOHCTPYKIIUNA U3-
BECTHOM MPUTOJAHOCTH, KOTOPHIE MOTYT OBITh MCIOJIb30BaHBI MIPU YCTAHOBJICHUU
TpeOOBAaHUM K EPCIIEKTUBHBIM MPOAYKTAM U cUCTEMaM?

- 3a1aHUE — TPO(PHIIb - DIIEMEHT;

- KJIaCC — CEMEHCTBO - KOMIIOHEHT;

- KaTaJior — CEMEUCTBO - ITIOHATHUE;

- YPOBEHb — y3€Il - DJIEMEHT.
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34. Kako#i TepMUH TpUMEHSIETCS Il HanOoJiee o0IIero rpynmupoBanus TpedoBa-
HUM 6e30macHOCTH?

- KaTaJIoT;

- CEMEHCTBO;

- YPOBEHB;

- KJ1acc.

35. Kakoil TepMuH mpuMeHsieTcs Ui 0003HaYeHHs Tpynibl HAOOpPOB TPeOOBaHMIA
0€30I1acHOCTH, UMEIOLIUX O0IIKe LEH, HO Pa3InYalonIfecs aKIeHTaMH HIId CTPO-
rOCTbIO?

- KaTaJIoT;

- CEMCHCTBO;

- YPOBEHB;

- KJI1acc.

36. Kakoit TepMuH mpuMeHsieTCsl JIsl onucaHus crienuduueckoro Habopa Tpebdo-
BaHUI OE30MACHOCTH, SIBIISIOIIETOCS HAMMEHBIIINM BBIOMpPaeMbIM HAOOpOM Tpedo-
BaHUH JJIsI BKIIFOYCHUS B IPYTUE CTPYKTYPHI?

- DJIEMEHT;

- IOHSITHE;

- KOMITOHEHT;

- Y3€el.

37. Kakoii TepMUH pUMEHSIETCS Ui BBIpAKEHHUsI TpeOOBaHM OE30MacHOCTH Ha
CaMOM HW)XHEM YpPOBHE HEpapXuu, KOTOPBIA MOXET ObITh BEpU(PULUPOBAH NpPH
OILICHKE MPOAYKTOB U CUCTEM?

- BJIEMEHT;

- IOHSATHUE;

- KOMIIOHEHT;

- y3elL.

38. Uto moHMMaeTCs MoJ CTpaTerueit 3amuThl nHGopmarum?

- YCIJIOBUSI, OTIpEIeIsieMbIe YPOBHEM CTPYKTYpPHO-OPTaHU3AIMOHHOTO ITOCTPOe-
HUs 00beKTa 00pabOTKKM MH(POPMALIMH, YPOBHEM OpPTaHU3ALMKM TEXHOJIOTUYECKHUX
cXeM 00pabOTKH, MECTOM U YCIOBUSMH PACIIOIOKEHUS 00BEKTa U €r0 KOMITOHCH-
TOB, @ TAKXKE IPYTHMH ITapaMeTpaMu;

- o0mIas, paccyMTaHHas Ha TIEPCIICKTUBY, PYKOBOSAIIAS YCTaHOBKA TPU Opra-
HU3AMK U 00€CIIeYeHNH COOTBETCTBYIOIIETO BUAA JCSITCIBHOCTH, HaIllpaBiICHHAs
Ha TO, YTOObI HamOoJiee BaKHBIC IICIIM 3TOH JEATCIBHOCTH JOCTHTAIUChH IPHU
HanOoJIee ParOHAILHOM PAaCcX0/I0BAaHUH UMEIOIINXCS PECYPCOB;

- BBIOOp OCHOBHBIX M HanbOoJIee BAXKHBIX 0A30BBIX CHCTEMHO-KOHIIETITYJIbHBIX
MOJIOKEHU W OPUEHTUPOB TP IUIAHUPOBAHWH, Pa3pabOTKe H pean3aIiuu
nH()OPMAITMOHHON e TETHLHOCTH;
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- 00IMii, HEACTATM3UPOBAHHBIN TIJIAaH KaKOW-TNOO JESITEIIbHOCTH, OXBAaThIBA-
IOIIUK JTUTENbHBIN TIepHOo] BPEMEHH WIIH CITIOCO0 JOCTHXKEHHS CI0KHOU IIEITH.

39. Tlouck onTUMaIbHOTO KOMIIPOMHCCA MEXAY MOTPEOHOCTSAMHU B 3alllUTE HH-
dbopmalnuu 1 HeOOXOIUMBIMU JIJISl THX 1IeJIel peCypcaMu MOXKET ObITh OTHECEH K
OpraHu3alliy 3alIuTel HHGOpMaIu?

- 1a;

- HET;

40. Bribepure (GopMyIHpOBKY MPSIMOW ONTHUMH3AIMOHHOW 3a7a4ydl 3alluTHl WH-
dbopmaruu 1 0ObEKTOB:

- 3allIMTa JJOJKHA OBITh OPraHW30BaHa TaK, YTOOBI IPH BBIJIETIEHHBIX pecypcax
o0ecreynBascs MaKCUMaJIbHO BO3MOHBIN YPOBEHB 3aILUTHI;

- 3aIlIMTa TOJDKHA OBITh OPraHMW30BaHa TakK, YTOOBI TPEOYEMBI YPOBEHB 3aIIUTHI
o0ecreyuBacs Mpyu MUHUMAILHOM PACX0/I0BAaHUU PECYPCOB;

- 3aIlUTa JOJDKHA OBITh OPraHW30BaHa TakK, YTOOBI TPU MUHUMAJIBHBIX pecypcax
o0ecIeynBascs MaKCUMaJIbHO BO3MOKHBIN YPOBEHB 3aIIUTHI.

- 3alllMTa JOJDKHA OBITh OpraHMW30BaHa TaK, YTOOBI IPU MAKCUMAJBHBIX PECYyp-
cax obecrieunBasicsi MUHUMAJIbHO BO3MOXKHBIN YPOBEHB 3aIIUTHI.

41. BoiOepute OCHOBHBIE MPOOJIEMBI, 3aTPYAHAOIINE (POPMATBHOE PELICHUE Mpsi-
MOM M 00paTHOW ONTHMM3ALMOHHBIX 33J1a4 3aIUThl UHGOPMAIUU U 0OHEKTOB:

- B3aMMO3AaBUCUMOCTh O0OBEMOB M Ba)XXHOCTH 3aIMIIAEMON HMH(pOpMaluu, a
TaKke yCIOBHM e€ XpaHeHUs, 00pa0OTKU U UCTIONb30BAHUS;

- MpOIIECChl 3aIUThl UHPOPMALMK HAXOJATCA B 3HAYUTEIBHOW 3aBUCUMOCTH
OT OOJIBILIOTO YHCIIa CIYYalHBIX U TPYAHONpPEICKa3yeMbIX (haKTOPOB;

- Cpelli CPEACTB 3aIUTHI BECbMA BECOMOE MECTO 3aHMMAIOT OpraHU3allMOHHbIE
MEpBI, CBSI3aHHBIE C IEHCTBUSIMU YEJIOBEKA,

- HaJIM4Me B3aUMOCBSI3U IIPOLIECCOB OOHAPYKEHUS HApYIIUTENCH C OLEHKOM 1X
JICVCTBHUM CUJIAMU OXPAaHBI.

42. BoibepuTe OCHOBHBIE KPUTEPUH, KOTOPbIE UCTIOIB3YIOTCS TPU MOJCIUPOBAHUU
CUCTEMbI (PU3NYECKOM 3aIUTHI:
- BKJIa/] CPEJICTB 3aILUTHI B OOLIYIO CUCTEMY;
- CTETIEeHb JIOCTHXKEHUS TPeOyeMOoro ypoBHS 3allUThl HHPOpMaLUU U 00bEKTOB;
- CTerneHb CBOOOIbI ICUCTBUI MPU OPTaHU3ALMY 3aUTHI;
- 3(heKTUBHOCTH — CTOUMOCThH CUCTEMBI 3aIIUTHI.

43. PernameHTanusi OTHOCUTCS K CIOCOOAM 3alIUThl HHQOPMAIUU U O0BEKTOB?
- Ja,
- HET.

44. YrapexaeHue OTHOCUTCS K croco0aM 3aliuThl HHPOpMAIMU U 00BEKTOB?
- Aa;
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- HCT.

45. 3akoHO/aTeNbHbIE CPEJICTBA OTHOCIT K (hOPMAJIbHBIM CPEICTBaM 3allUThl UH-
dbopmanuu?

- 1a;

- HeT.

46. dusnueckre CpeACcTBa OTHOCIT K HE(POPMAIbHBIM CPEICTBAM 3aIIUTH HH(DOP-
Manuu?

- na;

- HeT.

47. BoiOepute BakHEHIIee KOHIENTYyalbHOE TPEOOBAHUE K CUCTEME 3alllUThl UH-
dbopmalnuu 1 00BHEKTOB:

- TpeOOBaHNE CUCTEMHOCTH;

- TpeOOBaHME aIalITUPYEMOCTH;

- TpeOOBaHME a/IEKBATHOCTH;

- TpeOOBaHNE SKOHOMUYHOCTH.

48. KoHuenTyanbHOE €IMHCTBO OTHOCUTCS K OOILEMETOJI0JIOTUYECKUM MPHUHIIU-
11aM MOCTPOEHUSI APXUTEKTYPhl CUCTEMBI (PU3UUECKOM 3a1UuThl UHPOpMauu?

- J1a;

- HET.

49. DkcnepTHBIC OIEHKH OTHOCATCS K OOIEMETOI0JI0TUYECKUM MPUHIUIAM TO-
CTPOCHUS apXUTEKTYPhl CUCTEMBI (PU3UYECKON 3aUThl HHGOpMan?

- 1a;

- HET.

50. Beibepute MeXaHWU3MBI 3aIIUTHI, KOTOPHIE BKJIIOYAET B CEOSl apXUTEKTypa CHU-
CTEMBI 3aIUTHl HH(GOPMAIINH C TOYKH 3PEHUSI OpTaHU3AINH €€ TOCTPOCHUS:

- MEXaHU3M KOHTPOJISI CUCTEMbI 3aIlUTHI;

- MEXaHU3M O0eCreYeHUs 3alUThl HHPOPMAIUH;

- YIpaBJICHUE MEXaHU3MaMH 3aIlUThI;

- 0011ast opraHu3aIys padboThl CHCTEMBI 3aUTHI.

51. Jlns yero npeiHa3HAYEeHO PO CUCTEMbI (PU3NUYECKON 3aIIUThI HHPOpMaLIUU?

- ISl arperupOBaHUS CUCTEMBI 3aIUTHI HA COOTBETCTBYIOIINE MOJICUCTEMBI;

- JUIsl IEKOMITO3UIIMM CPEACTB U MPOLEAYp 3allUThl HHPOpMaluu B 001IEeH Cu-
cTeMe (PU3MUECKOM 3alUTHI;

- JUIsl OObEIMHEHHS BCEX MOJACHUCTEM B €AMHYIO LEJIOCTHYIO CUCTEMY, a TaKkKe
JUISL OpTaHU3auU U 00ecTIeYeHHs yIpaBieHus e€ PyHKIIMOHUPOBAHUEM;

- U1 MOJEIHPOBaHUS (PYHKIMHA CHUCTEMbl (PU3NYECKON 3alIUTHl U €€ KOMIIO-
HEHTOB.
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52. Beibepute MOENH, KOTOPbIE TPUMEHSIOT JIJIsl OLICHKU YSI3BUMOCTH CUCTEM (hU-
3MYECKON 3aIUThl THHOPMAIIUU U OOBEKTOB:

- TpEXMEpPHAst MOJIETb KOMIUIEKCHOM 0€30MacHOCTH;

- 00111as1 MOJIeN b BO3/ICHCTBUA Ha HH(OPMAIHIO;

- MOJIeJIb MMOTEHIIUATEHO-BO3MOXKHBIX 3JI0YMBIILICHHBIX JEHCTBUIA;

- ceMUpYOEKHAsI MOJIEIb.

53. YtoObl cuctema Gu3NYECKOil 3auuThl obecreymia 3QPEeKTUBHYIO 3aTEPKKY
HapyluTeas Heo0X0IuMo?

- 4TOOBI BpeMsl peaklMu OXpaHbl ObUIO OOJbIIIE MUHHUMAIBHOTO BPEMEHH 3a-
JIEPKKUA HAPYIIUTEIS;

- 4TOOBI BpEMS PEaKIIMU OXPaHbl OBIJI0O MEHbBIIIE MUHUMAIHHOTO BPEMEHHU 3a-
JEPKKU HapyILIUTES;

- yToOBI BpeMs peaklUUu OXpaHbl ObUIO PABHO MUHUMAJIbHOMY BPEMEHHU 3a-
JEP’KKU HapyIIUTEIS.

54. CornacHoO NPUHLUITY CBOEBPEMEHHOIO OOHapYyX eHUS, 3(PPEKTUBHOCTh CUCTE-
MBI (PU3NUECKOMN 3alIUTHI OTIPEAEIAeTCS?

- CyMMapHOH BEpPOSATHOCTHIO OOHApYXEHHsI HAPYLIUTENs B MOMEHT, KOTJa y
CWJI pearupoBaHus e1é JOCTATOYHO BPEMEHH ISl €0 MepexBara;

- CYMMapHOU BEpOSTHOCTHIO OOHAPYKEHMsI HAPYLIUTENS A0 JOCTUKEHUS UM
€U MPOHUKHOBEHHS,;

- CyMMapHbIM BPEMEHEM MPOXO0KJICHUS MYTHU HAPYIIUTEIEM MPU TOCTATOYHOM
BPEMEHU PEaKLUU CUJI pearupoBaHUs.

55. Yto moHMMaeTCs 1o KpuTHUecKoi Toukoi obHapyxenus (KTO) napymure-
ns?

- TOYKAa, B KOTOpPOH OCTarolleecss Ha IMyTH BpeMs 3aJEpKKU HAPYIIUTENS
MEHBbIIIE BPEMEHHU PEAKIUU CUJI pearipOBaHUS;

- TOYKa, B KOTOPOW OCTAlOIIEecs] Ha MyTH BpeMs 3aJepPKKH HaApPYIIUTENs BCE
enI€ HECKOJIbKO MPEBBIIIAECT BPEMS PEAKIIUU CUJI pearupOBaAHMUS;

- TOYKa, B KOTOPOH 0O0IIee BpeMsl IMyTH HAPYIIUTENS BCE €II€ MPEBBINIACT MU-
HUMAJIbHOE BpEMSI 3a/IEP>KKH, OCTAIOIIEeCs Ha MyTH HapYIITUTEIs;

56. Uto noHnMaeTcst o BEPOSITHOCTHIO MPEPBIBAHUS AECUCTBUM HAPYIIUTEIIS?

- 0011asi cyMMapHas BEpOsITHOCTh OOHAPYKEHUS HapyIIUTES;

- MUHUMaJIbHasi BEPOSITHOCTh OOHAPYKEHUSI JIEMEHTOM 3aIlUThI;

- CyMMapHasi BEpOsITHOCTh OOHApYXEHUsI HAPYILIUTENS OT Hayajia ero ImyTu A0
KpuTudeckon Touku ooHapyxkeHus (KTO);

- BEPOSITHOCTb CBOEBPEMEHHOTI'O Pa3BEPTHIBAHUSI CUJI pEarupOBaHUs.

57. Yto noHUMaeTcs Mo KpUTHYECKUM ITyTEM HAPYILIUTENSA?
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- IIyTh HAPYIIUTENS ¢ HAUMEHBITUM BpeMEHEM 00X0J1a KaXKJ0To JIEMEHTa 3a-
JICPIKKU;

- MIYTh HAPYUIUTEJS, Y KOTOPOTO HAUMEHBIIIAsl BEPOSTHOCTh MPEPHIBAHUS €TO
JICCTBUI;

- IIyTh HAPYUIUTEJISI, Y KOTOPOTO MUHUMAIBLHOE BpeMs JIJIA 3a1€P>KKU HApYIIU-
TEI;

- yTh HAPYLIUTEJIS, 111 KOTOPOTO MPUEMIIEMO CPEAHEE BPEMS pEaKIMU OXpa-
HBIL.

58. Kakue mojenu mpuMeHsIOT B Ka4eCTBE MHCTPYMEHTA KOJIMYECTBEHHOT'O aHa-
au3a cucteM (pU3nuecKon 3auIuThl HHPOPMAIUN U 0O BEKTOB:

- o011as MoJIeTb BO3ICUCTBUS HAa MH(OPMAIIUIO;

- MOJIEJTb OLICHKH BpakJI€OHBIX MPOHUKHOBEeHMI 1 aericTBuid (EASI);

- MOJIeJb I aHaiau3a 3((PEKTUBHOCTU CUCTEMBI B CIIydae CHIJIOBOTO BTOpKe-
HUS U HarmaaeHus HapymuTenei (FESEM);

- TpEXMepHasi MOZIeJIb KOMIUIEKCHON O€30MaCHOCTH.

59. B camoM 001ieM BHA€ Ha IparMaTHYECKOM YpPOBHE OCHOBHOE TpeOOBaHUE K
3aluTe UH(POpMaLUK U OOBEKTOB ONpEEsieTCs Kak?

- IpeJOTBpalleHNUE YyTpo3 HH(POpMaLMK, IO KpallHEel Mepe, TeX U3 HUX, IPOsiB-
JIeHHE KOTOPBIX MOXKET MPUBECTH K CYIIECTBEHHO 3HAYMMBIM HETATUBHBIM IIO-
CIICJICTBUSIM;

- co0Ir0IeHuE 3a/laHHOTr0 00bEMa 0OpabaTeiBaeMoOl HHPOpPMALIMK U XapakTepa
e¢ 00paboTKH;

- TpaBUIbHAS OpraHu3alys WHGOPMAIMOHHO-BBIUNCIUTEIHLHOTO MpoIecca U
TEXHOJIOTUI 00pabOTKM 3amuuiaeMoil nHpopmaluu B cuctemMax oOpabOTKHU AaH-
HBIX;

- o0ecrnieyeHrne COOTBETCTBYIOIIMX BO3MOXHOCTEH CPENCTB 3allIUThl KOHKPET-
HBIM TEXHOJIOTHSIM 00paObOTKH, XpaHEHUsI U 0OMeHa UH(pOpMaIIUU.

60. CtpykTypu3aius noJis MOTEHIIMAJIbHO BO3MOXHbBIX BAPUAHTOB COYETAHUH 3Ha-
yeHUH (DaKTOPOB U YCIOBHUH 3aIUTHI BXOJUT B OOIIYIO MOCJIENOBATEILHOCTh Pe-
IICHUS 3a7a49M 110 ONPEASICHUIO TpeOOBaHUH K 3anuTe HHOOpMaIm?

- J1a;

- HET.

61. Opranuzanusi “HOOPMAITMOHHO-BBIYUCIHUTENBHBIX MPOIECCOB B CUCTEMAxX 00-
paboTku uHGOPMAIMK BXOIUT B OOIIYIO MTOCIEA0OBATEILHOCTD PEIICHUS 3aa4H 110
ornpeeeHnto TpeOOBaHUM K 3aluTe HHPpopMauu?

- 1a;

- HET.

62. [loacucrema ympaBieHus AJOCTYIIOM BXOAUT B cHCTEMY (pusmueckoi Oe3omac-
HOCTU OOBEKTOB?
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- ha;
- HET.

63. IToacucrema GopMUPOBaHKS yrpo3 BXOJHMT B CHCTEMYy (pu3MUYecKor Oe3orac-
HOCTH 0OBEKTOB?

- Ja;

- HeT.

64. TloacucremMa MHXEHEPHO-TEXHUYECKOW 3alUTHI BXOJUT B CUCTEMY (DH3HUE-
CKOHI 0€e30I1acHOCTH 0OBEKTOB?

- na;

- HET.

65. IloacucremMa NMMYHON OE30MACHOCTH IEPCOHANA BXOJUT B CHCTEMY (u3nye-
CKoH 0€3011acHOCTH 00BEKTOB?

- 1a;

- HET.

66. Ha ocHOBe kako# KOHIICHIIUN JIOJDKHO OCYIIECTBIATHCS MPOCKTHPOBAHUE CH-
cTeM (pu3nUecKoM 3auThl 00bEKTOB?

- CUCTEMHO-KOMILIEKCHOM 3aIlUThlI;

- TIOJTHOW M AIICIIOHUPOBAHHON 3aIIIHTHI;

- YaCTUYHO-arperuPOBAHHON 3aIUTHI;

- MPOTPaMMHO-aTTIapaTHON 3aIHUTHI.

67. MexaHnnueckasi CUCTEMA 3alIUThl BXOAUT B UHTETPAJIbHBIA KOMIUICKC 3alUThI
TEPPUTOPUH OXPaAHIEMBIX 00BEKTOB?

- Ja;

- HET.

68. O6opoHUTENbHAS CUCTEMA BXOAUT B UHTETPAIBHBINA KOMILUIEKC 3aIIUTHI TEPPU-
TOPUH OXPAHIEMBIX O0BEKTOB?

- 1a;

- HeT.

69. Cucrtema ycTpaHECHUS TTOCIEACTBUN HANAJACHUS BXOAUT B UHTETPAIbHBIN KOM-
IJIEKC 3alIUTHI TEPPUTOPUU OXPAHSIEMBIX O0BEKTOB?

- 11a;

- HET.

70. Uto aBisieTcs Ba)KHEWIIEW XapaKTEpUCTHKONW MEXaHUYECKOW CHUCTEMBbI 3alllH-
ThI?

- coOupaTenbHbIE MPU3HAKHA CHCTEMBI;

- 4aCTOTAa JIOKHBIX TPEBOT;
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- BpeMsi, KOTOpoe TpeOyeTcs 3TOYMBIIUICHHUKY AJIsl IPEOI0JICHUs BceX (hu3H-
YECKUX MPENATCTBUN;
- BEPOSITHOCTD IIPEOIOJIEHUS IPEIIATCTBUN 3710YMBILIITICHHUKOM.

71. KakoBO OCHOBHOE TpeOOBaHHE K CHCTEME OIOBEIICHHS O IOIMbITKaX BTOpIKE-
HUS HA OXPaHSAEMYIO0 TEPPUTOPUIO?

- o0ecrieueHue 3aJJaHHOT0 YPOBHS 3aITUThI M HAAEKHOCTH HHGOPMAIIUH;

- oOecrneueHrne MaKCUMAaITLHOM MPOITYCKHOM CIIOCOOHOCTH TSl HAPYIIUTEIICH;

- obecrieueHue paloOHaIbHON TEPPUTOPHUATBLHON pacipeAeiEHHOCTH AJIEMEH-
TOB CUCTEMbI OIOBEILICHMS;

- obecreyeHne MaKCHUMaJIbHO BO3MOYKHOW BEPOATHOCTH OOHApYKECHHs Hapy-
MINTEJICH U HAAEKHOCTH CHCTEMBI B COUYCTAHWM C MUHHMAJHLHOM YaCTOTOM JIOXK-
HBIX CpabaThIBAHHA.

72. Uto ABIIsIeTCSI OCHOBOM CHUCTEM OIIO3HABAHMA?
- IUTACTUKOBBIC UJICHTU(HUKAITMOHHBIC KAPTOYKH;
- TEJICBU3MOHHBIC YCTAHOBKHU JIMCTAHIIMOHHOTO HAOIIOICHNS,
- JATYUKH OXPAHHOW CUTHAIU3ALNY;
- ronorpaduuecKrie KOJUPOBOYHBIC CUCTEMBI.

73. BeiOepute nmapameTpbl, KOTOPbIMU ompeenseTcs 3h(HEKTUBHOCT MOACUCTEMbI
BXOJIHOT'O KOHTPOJIA:

- BEpOSITHOCTh OOHAPYKEHUS;

- POITYCKHAasi CIIOCOOHOCTH;

- BpeMms Tiepeiauu CUTHaja TPEBOTH;

- YaCTOTa OUIMOOK.

74. Ha uém ocHoBaHa paboTa aBTOMATU3UPOBAHHOW CHCTEMBI KOHTPOJIS JOCTYyTMa
Ha 00BEKTHI?

- Ha BUPTYaJIbHOM CIIOCOOHOCTH OOHAPYKEHUSI HAPYIIUTEIIS;

- Ha aHaliu3€e UJICHTU(DUKAITMOHHBIX JOKYMEHTOB;

- Ha BO3MOKHOCTH CBOEBPEMEHHOTO JICUCTBUS CHJI PEaripOBaHUS;

- Ha PeaKINH MOCT(HAKTYM.

75. Jlns yero npeiHa3HaA4YeHbl TUTACTUKOBBIE UJIEHTU(DUKAIIMOHHBIE KAPTOUYKHU ?

- U1 OCYIIECTBIICHHS B3aUMOJECHCTBHS YEJIOBEKA C AaBTOMATU3UPOBAHHOMN CH-
CTEMOM KOHTpPOJIA AOCTYyNa B LENAX UICHTU(DUKAIMU CYOBEKTa CUCTEMBI HA OCHO-
BE
uaeHTuGuIUpyonen u apyroi naopmaimy;

- JUUIs. ONIO3HABAHUS HAPYIIUTEIECH ¢ TOMOIIBIO 3aMKHYTOW TE€JIEBU3MOHHOMU CH-
CTEMBI;

- JUIsl OOHApY’KEHUS JeCTPYKTUBHBIX JACUCTBUN HA OXpaHAEMbIX 00BEKTaX;

- JUISI UJCHTU(PUKALUN BPEIOHOCHOTO 3JEKTPOMArHUTHOTO HM3IY4YeHHs U TO-
JEN.
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76. Kakoe xonmuuecTBO MH(POpPMAIIMH MOXKHO 3amucaTh Ha 1 KB. MM. TpEXMEpPHOM
roJIOTpaMMBbl  TIJIACTUKOBOH HMJICHTU(DHKAIIMOHHON KapTOYKW MpU Tojorpadudec-
CKOM CIIOCO0€ KOIUPOBAHHMS?

- 1o 1000 6ut uHbOpMaIuu;

- 1o 100 000 6uT nudopManuu;

- 10 500 000 6uT nHDOpMaLHH;

- 1o 1 mMiH. OuT HOpPMAIHH.

77. UTo mOHUMAaETCs MO MPOIlecCOM IMOOCCHUPOBAHUS?

- HaHECEHHE MITPUX-KO/Ia Ha TNIACTUKOBYIO HJICHTU(DUKALMOHHYIO KapTy;

- HAHECEHHE I0JIONPaMMBbl Ha TUIACTUKOBYIO MACHTH(PUKALIMOHHYIO KApTy;

- TUCHEHHE WJIU BBIIABIIMBAHUE CHMBOJIOB HA TTOBEPXHOCTH MICHTU(PHUKALIUOH-
HOU KapTOYKH;

- HAHECEHHUE MOJOCOK HaMAarHMYEHHOI0 MaTepuaia Ha IUIACTHUKOBYIO HJIEHTHU-
(UKALMOHHYIO KapTYy.

78. Beibepure HanboJee pacnpoCTpaHEHHBIE METOIbI KOAUPOBAHUS MPOIYCKOB:
- C IOMOIIIbK0 MarHUTHBIX MOJIOCOK;
- C IOMOIIIBIO COJIMTOHOB;
- C TIOMOIIIbIO0 UHTETPATBHBIX CXEM;
- C MIOMOIIIBIO MITPUX-KOJIA;

79. Uto nmoHMMaeTcs Mo KOOPLUTUBHOU CHIION?

- CTETIEHb YCTOMYMBOCTH OTKPBITHIX MO3UIIMOHHBIX MIHU(POB;

- ypoBeHb 3(ddekra uHTephepeHIIN MEXKIy ABYMS M 00Jiee KOTePEHTHBIMU
MOJISIMU;

- YPOBEHB PE30HAHCHOW YaCTOTHI TOJIOCOBOIO TPAKTA YEJIOBEKA,

- CTENEHb YCTOWYMBOCTH MArHUTHOTO Marepuaia K U3MEHEHUsM 3alliCaHHON
uH(GOpMaIMU NpU BO3AEHCTBUM MarHUTHOTO MOJIS.

80. B 4ém CcyTh TEXHOJOTMU KOAMPOBAHMS IUIACTUKOBBIX HJIEHTU(PUKALNOHHBIX
KapTOYEK MPH MMOMOIIHN [TPOBoJIoUYeK Buranaa?

- KOJ CO3HAa€Tcsi MOCIEAOBATEIIbHOCTHI0 HAHECEHHBIX IITPUXOB C U3MEHSIO-
LIEHCs INMPUHOU U PACCTOSSTHUEM MEXKIY HUMU;

- KOJ CO3Aa€TCS CEPUSMHU MAPAIIIETbHBIX, BCTPOCHHBIX B MaTe€pUajl KapThl OT-
PE3KOB METANINYECKON TPOBOJIOKU C OCOOBIMH MATHUTHBIMHU CBOMCTBaMU;

- KOJ CO3HAETCs C MOMOIIBIO CIEHUAIBHBIX MOJOCOK HAMarHUYEHHOI'0 Mare-
puasa Ha IJIACTUKOBOM MACHTU(MUKAIIMOHHON KapTOUKe;

- KoJ co3naércs ¢ momoibio dddexra naTepdepeHum Mex Iy 1Byms wind 60-
JIe€ KOT€PEHTHBIMU IOISMH.

1.2. TunoBble BONPOCHI, BBIHOCHMbIE HA IK3aMeH
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1. OcHoBBI Pu3nUecKo 3aUTHl UHHOPMAIIUU Ha Pa3IMYHbIX 00BEKTaX, Ha CPEI-
ctBax ACY (OBT) u B KOMIIBIOTEPHBIX CETSX.
2. OCHOBHBIE UCTOYHUKH YTPO3 U XapaKTEPUCTHKA OOBEKTOB HHPOPMALIMOHHOTO
BO3JIEUCTBUA.
3. XapakTepucTuKa NpoUCcX0oxAeHHUS HHHOPMAIIMOHHBIX YIPO3 U aTaK, UCTOUYHUKHU
yrpo3, IPENOChUIKH UX MOSBICHUSI.
4. Buzapl atak UHQOPMAIMOHHBIM CUCTEMAaM, OCHOBHBIE HAPYIIICHUS 1IEIOCTHOCTU
uH(pOpMaInu.
. XapaKTepucTHKa KaHAIOB yTeUKU HHPOPMAIIUH.
. OcoOeHHOCTH AJIEKTPOMATrHUTHBIX KaHAJIOB YTEUKU HHPOpMAIUH.
. OcoGeHHOCTH aKyCTHYECKUX KaHAJIOB yTeYKH HHGOpMAIUH.
. Kimaccuukanus kanajioB HECAHKIIMOHUPOBAHHOTO TOJy4YE€HHSI HHPOPMALIUU U
BU/IBI TTOTEPb.
9. OcHoBHbIe GyHKIIUU cucTeMbl Gusnueckoit 3amuThl (CP3) u UX 0COOEHHOCTH.
10. OcHoBHBIE XapaKTEPUCTUKHU IP(HEKTUBHOMN CHUCTEMBbI (PU3UYECKOM 3alUTHI U
OCHOBHBbIE KpuTepuu npoektupoBanus CD3, ux xapakTepuCcTUKa.
11. ApxuTeKTypa CUCTEM 3allUThl HH(HOPMAITUN U METOJIbI OIIEHKH 3(PPEKTUBHOCTH
UX IPUMEHEHHS.
12. Ilopaaok NOCTPOEHUS CUCTEM 3alluThl HH(popManuu, siapo CD3.
13. [lonsiTHE peCypcoOB CUCTEMBI 3aLUTHI HH(OPMALIUH.
14. OcHOBHBIE XapaKTEPUCTUKHU U MOKa3aTean 3P(HEKTUBHOCTH TaTYUKOB OXPAHHON
CUTHAaJIN3aIl1H.
15. Knaccudukanusi BHEIHUX JaTYMKOB OXPAHHOW CUTHAIM3ALMU U UX 0COOEHHOC-
TU TIPUMEHEHUSI.
16. Knaccudukanus BHyTpEHHUX JaTYNKOB OXPAaHHOW CUTHAJIM3AIUU U UX OCOOCH-
HOCTH MTPUMEHECHUS.
17. Co0op maHHBIX O TPEBOTE U MOPSJIOK UX OLICHKH.
18. TeneBU3MOHHBIE CUCTEMBI OLIEHKU CUTHajla TPEBOTH M UX XapaKTEPUCTHUKA.
19. XapakTepucTuka CUCTEM OCBEIICHUSI U UX OCOOEHHOCTH.
20. XapakTepucTHKa cucTeM cOopa JaHHBIX 0 TpeBore u ux oroopaxenus (CCHO).
21. XapakTepHucTUKa CUJI pearipoBaHUs U CPEACTB CBSI3H, MOPSIIOK UX IPUMEHEHHUS.
22. OcHOBHBIC TpeOOBaHMS K 0€30IMaCHOCTH HH(OOPMAIIMOHHBIX CUCTEM.
23. Knacchl 3aMIEHHOCTH CPEJCTB BBIYUCIUTEIBHON TEXHUKH OT HECAHKIIMOHU-
POBAHHOTO JOCTYTIA.
24. MeToabl 1 MOJIEITb OIEHKH YSI3BUMOCTH MH(pOpMAITUH.
25. Oco0EHHOCTH HIMIUPHUUECKOTO MOIX0a K OI[EHKE YSI3BUMOCTH MH(POPMALIUH.
26. OCHOBHBIE JIOMYIICHUS B MOJICJISIX OIIEHKH YSI3BUMOCTH MH(pOpMaIIiu.
2. XapakTepUCTUKA CUCTEM C TIOJIHBIM MEPEKPHITUEM.
28. PexomMeHa1iuy Mo UCTIOIB30BAHUIO MOJIEICH OIICHKH YSA3BUMOCTH WH(OPMAIIHH.
29. Kputepun orieHkr 0€301MacHOCTH MH(HOPMAIIMOHHBIX TEXHOJIOTHM, CTpaTETHsI
3aIUTHI HHPOPMAITUH.
30. Opranuzanus TpebOBaHUN K CUCTEMaM 0€30MacHOCTH B paMKax JOKyMEHTa
OO01Me KpuTepuu.
31. CriocoObI 1 cpeacTBa 3amuThl HHPOPMAIIHH, WX KJIacCU(UKAIISI U OCOOEHHOCTH

o N o O1
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32.

33.
34,

35.

36.

37.
38.

39.

40.

41.
42.
43.
44,
45.
46.
47.

48.
49.
50.
51,
52,
53.

MPUMEHECHMUSL.
TpéxmMepHasi MOJIENTb CUCTEMBI 3aIUTHI MH(OpPMAIUH, KaK COCTaBHASI 4aCTh KOM-
MJIEKCHOM CUCTEMBI 0€30MaCHOCTH.

XapakTepucTuka CeMUpPYOEIKHON MOJIENU 3aIUTHI HH(POPMAIIUH.
[TocnenoBaTeabHOCTh aHANIM3A U OLEHKH MPOEKTUPOBAHUS CUCTEM (DU3UYECKON
3aIlUTBHI.

XapakTepucTUKa OCHOBHBIX MOKazatenen a3 pexTuBHOCTH poekTrpyemoit CDO3
VX KOJIMYECTBEHHBIN U KAYECTBECHHBIN aHAJIN3.

OCHOBHBIE HHCTPYMEHTHI JUIsl IPOBEAEHUS KOJM4YecTBEHHOro aHaim3a CP3, xa-
PAKTEPUCTUKA KOMIIBIOTEPHBIX MOJIEIIEH.

MeTozs! onpeaeneHus TpeboBaHuii K Gpu3nueckoi 3ammre nHpopMaIuu.
Knaccudukanus TpeboBanuii K GpU3HMUECKON 3alIUTe HH(POPMALUU B 3aBUCUMOC-
TH OT CPEACTB 3aLIUTHI.

[Topsinok obecnieueHus: 6€301MacHOCTH 0OBEKTOB C MOMOILBIO CPENCTB (hr3HUec-
KOM 3amuThl THGOPMAIIMH, ITOCIEI0BATEILHOCTh PEIICHUS 3a/1a4u.
Oco0EeHHOCTH TEXHUUYECKHUX CPEICTB o0ecriedeHus (hu3nueckoit 0€301acHOCTH
MOJABUKHBIX OOBEKTOB.

XapakTepucTHKa OCHOBHBIX CPEJICTB OXPAHHOM CUTHATM3AINH 17151 GPU3UUECKUX JIUIL.
XapakTepucTUKa TEXHUYECKUX CPEJCTB (PU3NIECKOM 3aIUTHI.

OCOOEHHOCTH MEXaHNYECKUX CUCTEM (PU3NYECKON 3aIUTHI.

XapakTepucTUKa CUCTEM OMOBEUICHHUS.

XapakTepucTUKa CUCTEM ONO3HABAHMSL.

XapakTepucTuka 00OPOHUTENIBHBIX CHCTEM.

OO060py10BaHKE LEHTPAIBHOIO IOCTa IEPCOHAJA OXPAaHbl U KOMILIEKca Ppu3nyec-
KOM 3aIIUTEL.

XapakTepucTUuKa CPeACTB KOHTPOJIS JOCTYNa HA OOBEKTHI.

XapakTepucTuka OMOMETPUUECKUX CUCTEM MICHTU(UKAIINY MIepCOHAA.
XapakTepucTuka npuOOpoB i 0OHAPYKEHUST KOHTpaOaHIbI.

XapakTeprcTHKa U OCHOBHBIE TIOKa3aTenm oxpaHHoi cuctembl “MUKKOM AS 1017
XapaKkTepuCTUKa U OCHOBHBIE MOKA3aTENN CUCTEMBI “YPSIHUK .
XapaKkTepuCcTUKa U OCHOBHBIE MOKA3aTENN CUCTEMBI “@oprocTt”.

*Umocoeoe Hauucienue 0aii08 no ()MCL/{MI/UZMHQ ocywecmeisiemest 6 coomeemcmeuu  C

paspabomanHoi u 6HEOPEHHOU OANIbHO-PEUMUH080U CUCEMOU KOHMPOS U OYCHUBAHUSL YPOGHS
SHAHUL U 8HEYYEOHOU CO3UOAMENbHOU AKMUBHOCU 00Y4AIOUUXC.
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IIpunoxenue 2

MeToauueckue yKazaHus JAJs1 00yYAOIIMXCS 110 OCBOCHUIO IUCIUILINHBI
(MoayJin)

UHCTUTYT NHO®OKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UM

KA®EJIPA UHOOPMALIMOHHOM BE3OIACHOCTHU

METOINYECKHUE YKA3ZAHUA JJIA OBYYAIOIIUXCA 11O
OCBOEHMIO JMCHUAIIJIMHBI (MO Y JIA)

«TEXHUYECKUE KAHAJIbI
YTEYKU UHOOPMAIIUAN
(000 «I1BbN»)»

Hanpasaenue noaroropku: 10.03.01 «MudopmannonHas 6€301acHOCTD)
Ipoduns: Opranusauus U TEXHOJOIMH 3AIUTHI HHpOpMaMu
YpoBeHb BbIcHIEro 00pa3oBaHus: 0aKajJaBpuaT

®opma 00y4YeHHUA: OYHAS, OUHO-320YHAS

Kopones
2023
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1. O0mume MOJI0KEHUSA

Henasimu n3yyeHusi TUCHUIJIMHBI ABJIAETCH !

- CdopmupoBaTh npe/icTaBlI€HUE Y CTYJIEHTOB MO cuUcTeMaM (pusude-
CKOM 3aIUThl UHPOPMALIUOHHBIX 00BEKTOB U METOJUKE UX TPUMEHEHUS.

— [lonyyuTh NMEepBUYHBIE HABBIKU O aHAIU3y MEPCIEKTUB PAa3BUTHS
MOA0OHBIX CHCTEM 3aIUTHI.

3amavamMu JUCHUILIMHBI SBJISICTCS:

1. O3HaKOMIJIEHUE CTYJEHTOB C METOJOJIOTUYECKUMH MOAXOJAMU I10-
CTPOCHHUS W OJKCIUIyaTalluM CHCTEeM (PU3MYECKOM 3aluThl MH(OOPMAIIMOHHBIX
OOBEKTOB, a TAKKE C OCHOBHBIMH METOJAMH OIPEJEICHUS TapaMeTPOB, Xapak-
TEPUCTUK U CTPYKTYPbI CUCTEM (PU3NUYECKON 3aIUThl UHPOPMALIUH;

2. dopMupoBaHUE y CTYIEHTOB CIOCOOHOCTH CaMOCTOSITEIBHO pe-
HIaTh MOCTABJEHHBIE 3aJa4l B O0JACTU MPOECKTUPOBAHUS CUCTEM (PU3HUECKOM
3alIUTHl UHPOPMAIMU C MOMOUIbI0 COBPEMEHHBIX MPUHIMIIOB, METOAOB, CHI H
CPEACTB B pa3jIMYHbIX OPraHU3ALMOHHBIX CTPYKTypax, 10 0a30BbIM HampaBiie-
HUSM U TPUMEHUTEIBHO K TUMIOBBIM MH(POPMAIIMOHHBIM O0bEKTaM.

2. Yka3aHus 1o NMPOBEACHUIO IPAKTUHYIECCKUX 3aHATHH

Tema 1. OcHOBBI (pU3MYECKOH 3aIIMTHI HH(POPMAIIUM TP UCTIOIb30BAHNH

BbIYHMCJIUTEIbHON TEXHUKHA U HHQPOPMAIUOHHBIX TEXHOJIOTHH.

IIpakTnueckoe 3ansaTue 1.
By npakTuyueckoro 3aHiITUSL: HO020MO8KA 00K1a0a.
OO0pa3zoBaTenbHbIE TEXHOJIOTUU: 2PYRROBAS OUCKYCCUAL.

Bua npakTrueckoro 3aHATHS . cMeulanHas oopma npakmuiecko2o 3aHamus.

Tema u cozep)kaHue MPaKTUUYECKOTO 3aHATHUSA:

Llenv pabomuwi: 11oayyuTh 3HAHUS W MPAKTUYECKHE HABBIKK IO BOMpOCaM
MPUMEHEHUS BBIYUCIUTEIBHON TEXHUKH U MH()OPMAIIMOHHBIX TEXHOJIOTHUI B Opra-
HU3AUKU PU3NYECKON 3aIUTHl THPOPMALIMOHHBIX 0OBEKTOB.

OcHogéHbie noa0diceHUs membl 3aHAMUL
e Bo03MOXXHbIE KaHAJIbI YTEUKH UHPOPMAILINH, XapaKTePUCTUKA KOMITbIO-
TEePHBIX UHOEKITUH.
e Vs3BUMBIE MeCTa Ui YTEUKU HH()OPMALIUK B KOMIIBIOTEPHBIX CETSX.
OcCHOBBI PU3NYECKOMN 3aIUTHI HHPOPMALIMH OT JJIEKTPOHHOTO U IIPO-
IPAMMHOT'O BO3JIECTBUS.

VYyebHble BOMPOCHI:

1. XapakTtepucTka KaHaJIOB YTeUKH WH(OpMAaLUU U UX (PU3HUECKUEe TIOKa3a-
TENH.
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2. OcobenHoctH (hrU3HUECKOH Cpebl pacTpocTpaHeHHs HUH(DOPMALIUH.

3. Ananu3 uapopMaIy Ha MpeaMeT e€ IIeHHOCTH, BU/IbI TOTeph HHpOopMa-
M.

YuebHoe Bpems: 2/1 gaca.

Tema 2. AHaau3 yrpo3 uH(pOPMALMOHHOH 0€30MIACHOCTH JJIS OXPaHse-
MBIX 00bEKTOB, KAHAJIbI YTeYKH HH(POPMALMHU M UX KJIaccCHPH-
Kalusl.
IIpakTHyeckoe 3ansaTue 2.
By npakTryeckoro 3aHATUA: nO020M06KaA 00K1a0a.
OObpazoBarenbHbIC TEXHOJIOTUU: 2PYRNO8ASA OUCKYCCUA.

By npakTrueckoro 3aHATHS . cMeulanHas oopma npakmuiecko2o 3aHamusl.
Tema u coepkaHue MPaKTUIECKOTO 3aHATHUSA:
Llenv pabomui: TlonyuuTh 3HAHUS U TPAKTUYECKUE HABBIKM IO aHAIU3Y
yrpo3 UHPOPMAIIMOHHON 0€30I1aCHOCTH JIJIsl OXPaHsAEMbIX OOBEKTOB.
OcHogHble NON0XHCEHUS MeMbl 3AHAMUSL
e lcTouHuku yrpo3, 00beKTUBHBIE U CYyOBEKTUBHBIE MPEANOCHIIKU UX
MOSIBJICHUSI.
e (OCHOBHBIE MEPOIPUATHS IO 3ALIUTE HHPOPMALUOHHBIX 0OBEKTOB OT
yT€UKU MH(OPMALIMH 110 Pa3IMYHbIM KaHAJIaM U MOJISIM.

VYyebHbIe BOMTPOCHI:

1. ®yHnaMeHTalbHbIE YTpo3bl YTeUKH WHGOpPMAIMK, HAPYIICHHE IEI0CT-
HOCTH JTaHHBIX, OTKa3 B OOCIYXMBAaHUM U HE3aKOHHOE HCIOJIb30BAHUE
IIPUBUJIETUH.

2. IlepBuuHble yrpo3bl B KAYECTBE MPOHUKHOBEHUS HA OOBEKTHI (Mackapas,
00X0J1 3aIlUThI, HAPYIICHUE TMOJTHOMOYHUIN) U BHEIPEHUE TEXHUUYECKHUX
CpenCTB chéMa UHPOPMALIUH.

3. IloTeHumanbHBIC BUIBI yTPO3 U MOJETH HAPYIIUTENEH HH(HOPMAITMOHHBIX
00OBEKTOB.

YuebHoe Bpems: 2/1 daca.

Tema 3. OcHOBHBbIEe QYHKIIUU M 3JIEMEHTHI CUCTEMbI (PU3UYECKOM 3al1IH-
Thl H MX 0COOEHHOCTH.

IIpakTnueckoe 3ansaTue 3.
By mpakTiueckoro 3aHIATUA: HOO20MO8Ka 00Kaoa.
OO0pa3zoBaTenbHBIC TEXHOJIOTUU: 2PYHIOBASA OUCKYCCUSL.

Bun npakTuueckoro 3aHATHS . CMeuanHas opma npaKmuyecko2o 3aHsamusl.

Tema u conepkaHue MPaKTUYECKOTO 3aHATHUS:

Lenv pabomei: T1ony4nTh 3HAHUS U MPAKTUYECKUE HABBIKK MO OMPEEICHUIO
OCHOBHBIX (DYHKIIUH U 3JIEMEHTOB (PU3NYECKOM 3alIUThl 0OBEKTOB.
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OcHogHble NON0JICEeHUs. MeMbl 3AHANUI
e B3auMocBs3b Mexay QYHKIHUSIMU U JIEMEHTAMHU 3alllUThI.
e ApPXHUTEKTypa CUCTEMBI 3alIUThl HH(POpMaIuu, TpeOOBaHUS K HEM,
MOPSA0OK MTOCTPOCHUS CUCTEM (PU3UUECKOM 3aIUThI, OCHOBHBIE
CTpaTEeruu 3aluThI.

VY4eOHbIe BOITPOCHI:

1. B3auMocBs3b MexIy GYHKIUSIMH U POIIEAYPAMHU CUCTEMBI (pr3ude-
CKOU 3aIUTHI.

2. OCHOBHBIE XapaKTePUCTUKH YPHEKTUBHOMN cUCTEMbI (PU3UUECKO 3alu-
THI U B3aMOJICHCTBUE MEKIYy HUMHU.

3. ApXUTEKTypa CUCTEM (PU3NYECKOM 3aIIUThl HHPOPMAIIUOHHBIX O0OBEKTOB,
MOPSJIOK MMPOCKTUPOBAHUS U TIOCTPOCHUSI CUCTEM 3aIIUTHI.

4. Pecypchl u BBl o0ecrieueHus: cucteM (GU3MUecKon 3aiuThl HHPOpMaIu-
OHHBIX OOBEKTOB.

Yuebnoe Bpemsi: 2/0.5 gaca.

Tema 4. MeToauka npuMeHEeHUs] JATYUKOB OXPAHHON CUTHAJIM3ALMU U
X XapaKTepUCTUKA.
IIpakTuyeckoe 3ansarue 4.
By npakTruecKkoro 3aHATUS . HO020M08Ka 00K1aoa.
OO6pazoBaTenbHbIC TEXHOJOTHH: 2PYRHOBAA OUCKYCCUSL.

Bun npakTruueckoro 3aHATUS . cMewanHas hopma npakmuiecko20 3aHAmusl.
Tema u coziepkaHue MPaKTUYECKOTO 3aHATHUSA:
Llenv pabomuwr: IlonydnTh 3HaHMSI M MPAKTUYECKUE HABBIKUM MO METOAMKE
IIPUMEHEHUS JATYNKOB OXPAHHOW CUTHAIM3ALIUU.
OcHogéHbie noaodiceHUs membl 3aHAMUL.

e CuwibHbIE U ci1a0ble CTOPOHBI JATYUKOB, OCOOCHHOCTH UX YCTAaHOBKH U
AKCILTya- TAllUU C Y4ETOM €CTECTBEHHBIX U UCKYCCTBEHHBIX (PaKTOPOB
BO3JICHUCTBH.

e XapaKTepUCTUKA OKOHYATEIBHO CIIPOETUPOBAHHOM MOJICUCTEMBI
JATYNKOB OOHAPYKEHUS BTOPIKEHHUS.

VYueOHbIC BOMTPOCHI:

1. Meroauka MPUMEHEHUS BHEIIHUX JATYNKOB OXPAaHHOW CHUTHAIM3AIMH U UX
O0COOEHHOCTH JKCILTyaTalUu.

2. Metoauka MPUMEHEHUS BHYTPEHHUX JAaTYMKOB OXPAHHOW CHTHAIM3AIUU U
UX 0COOEHHOCTH KCILTyaTallHH.

3. TexHon0rMM COBMECTHOTO MPUMEHEHHUS AATYMKOB, UX JOCTOMHCTBA U HENO-
CTaTKH.

4. OcoOEHHOCTH MPOEKTUPOBAHUS MOJCUCTEMbI OOHAPY>KEHUSI BTOPXKEHUS Ha
OCHOBE Pa3JINYHBIX TATYUKOB.
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VYuebHoe Bpemst: 2/0.5 vaca.

Tema 5. COop JaHHBIX 0 TPEBOTIe M UX OLlEHKA. XapaKTePUCTHKA CHJI
pearupoBaHusl.
IIpakTHyeckoe 3ansiTHe 5.
Bu mpakTHueckoro 3aHITUA: HOO20MO08KA 00K1a0a.
OO6pazoBaTeibHbIC TEXHOJOTUH: 2PYHNOBAS OUCKYCCUSL.

Bun npakTrueckoro 3aHATUS: cMewantas popma npaKkmuyecko2o 3aHamusl.
Tema u coziep>kaHue MPaKTUYECKOTO 3aHATHUA:
Lenv pabomer: [lonyunTh 3HaHUS U MPAKTUYECKHE HABBIKU 1O (POpMUpPOBa-

HHIO 1 ITIPUMCHCHHIO CHJI pCarupOBaHusl.

OcHogHble NON0dCEHUS MeMbl 3AHAMUS
e Pa3Butue cucteM cOopa JaHHBIX O TPEBOTE U OTOOPAKEHUSI, UX COCTAB
U 0COOEHHOCTH ITOCTPOECHHUS.
e [InaHupoBaHue NEUCTBUIN CUJI pEarUPOBAHUS B YPE3BBIUANHBIX
CUTYalUSIX U MOPS- TOK UX UCITOJIb30BAHUS.

VY4eOHbIe BOITPOCHI:

XapakTepucTuKa CUCTEM cOOpa JaHHBIX O TPEBOTE€ M OTOOpa)KEHUsI CUTHA-
JIOB OTIOBEIIEHUS, TOPSAIOK UX MPUMEHECHHUS.

be3onacHocTh cucTemMbl cOOpa JaHHBIX O TPEBOT'€ U OMIOBEILECHUS, XapaKTe-
PUCTUKH COBMECTHO UCIOJIb3yEMbIX KOMITOHEHTOB.

[Topsinok popmMupoBaHus M MPUMEHEHHS CHJI pearupoBaHus Ha OXPaHsIEMbIX
0oOBEeKTaxX.

OpraHuzaiius CBA3U Ha OXpaHIEMbIX 00BEKTaX, XapaKTEePUCTUKH COBPEMEH-
HBIX CPEJCTB CBSI3H.

YuebHoe Bpemst: 2/0.5 vaca.

Tema 6. MoaeaupoBaHue NpoueccoB NPpUMeHeHHsI cucTeM QU3NYeCKOMH
3al0MThI HH(POPMALIMH.
IIpakTuyeckoe 3ausitue 6.
By mpakTiueckoro 3aHITUA: HOO20MO8Ka 00Kaoa.
OO0pa3zoBaTenbHBIC TEXHOJIOTUU: 2PYHIOBASA OUCKYCCUSL.

Bun npakTHUuecKoro 3aHATHS . CMEWAnHas Gopma npaKmuyecko20 3ansamusl.
Tema u copep:kaHue MPAKTUYECKOTO 3aHATHS:
Llenv pabomuwr: 1lonyunTh 3HAHUS U MPAKTUYECKUE HABBIKH IO MOJIEIUPOBA-

HUIO TIPOIIECCOB MPUMEHEHHUS CUCTEM (PU3UUECKOM 3aluThl 0OBEKTOB.

OCHOBHblLE NOJIOXNCEHUS] MeMbl 3AHSAMUSL.
o [lonsarue MOJICIIN 3allTNUTHI I/IH(bOpMaIII/II/I. MO,ZIGJIB 3allMThl KaK MOACIIb
CHUCTCMBI C ITOJIHBIM IICPCKPBITUCM.
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e (OcHOBHbIE KPUTEPUH OLEHKU 3P (HEKTUBHOCTHU MPU MPOEKTUPOBAHUN
cucTeM (pU3MUECKOM 3aIUThl, KAUECTBEHHBIN U KOJIMYECTBEHHBIN X
aHamus.

VYyebHbIe BOMTPOCHI:

1. XapaktepucTuka KpUTEpUEB U MOKa3aTeneil oleHk: 3 (HEKTUBHOCTH CHCTEM
bu3rdecKoil 3amuTh HHHOPMATIHH.

2. XapakTepucTuKa ceMUPYOeKHON MOJIEH 3alIUThl HHPOPMAIIMOHHBIX 00BEK-
TOB M IPYTHX MoJieel pu3ndeckoi 3aiuTbl HHPOPMAIIHH.

3. KommbioTrepHble MOJIeNH, KaK HHCTPYMEHTHI KOJIMYECTBEHHOTO aHalIn3a CUC-
TeM (PU3NYECKON 3aIUThl UHYOPMALIMOHHBIX OOBEKTOB.

4. OCHOBBI METOAMKHU KaUYECTBEHHOT'O aHAJIN3a U OLEHKU MIPOEKTUPYEMBIX CHC-
TeM (U3NYECKOM 3aIIUTHI.
YueoHoe Bpems: 2/0.5 vaca.

Tema 7. OcHOBHBIE MOAXOAbI U METOAbI IPOEKTHUPOBAHUS CUCTEM (pu-
3UYECKOH 3a1MThI HHGOpMaLMu.
IIpakTHyeckoe 3anusitue /.
Bua npakTUyecKoro 3aHiATUSL: HOO20M08KA 00K1a0a.
OO6pazoBaTebHbIC TEXHOJOTHH: 2PYHHOBAS OUCKYCCUSL.

Bun npakTuueckoro 3aHATUS . cMewanHas hopma npakmuiecko20 3aHAmusl.
Tema u conepkaHue MPAKTUYECKOTO 3aHATHUSL:
Llenv pabomuwr: 1loayynuTh 3HAHUS U MPAKTHUUYECKHE HABBIKUA MO METOAMKE
MPOEKTUPOBAHUS CUCTEM (PUBMUECKOMN 3aIUTHl MHPOPMAITMOHHBIX 0OHEKTOB.
OcHo8Hble non0dCeHUs. meMbl 3aHAMUAL.
e Meroabl (HOPMUPOBAHUS OCHOBHBIX (PYHKIMI (PU3HUECKON 3aILUTHI U
BBIOOpA CPEJICTB 3aIIUTHI.
e [IpoekTupoBaHME OCHOBHBIX MOJICUCTEM U JIEMEHTOB CUCTEMBI
bu3rdecKoi 3Tl HHOPMAITMOHHBIX 00BEKTOB B COOTBETCTBHUH C
KOHIIETIINEHN MMOJIHOM Y AIICJTOHUPOBAHHOM 3aIUTHI.

VY4eOHble BOITPOCHI:

=

®dopmupoBaHue TpeOOBaHUM K cUcTeMe (PU3NYECKOM 3aIUThI 0OBEKTOB.

2. OcoOeHHOCTH MPOEKTUPOBAHUS TIOJICUCTEM U TEXHUUECKUX CPEACTB u3nyec-
KO 3allUTHI.

3. XapakTepucTuKa 3JIEMEHTOB KJIACCHUECKON cHUCTeMbl olOecnedeHus Oe3orac-
HOCTHU OXpaHsSIeMbIX OObEKTOB.

4. Tlpumep opranuzanuu (HU3NUECKOMN 3aIUThl BEIUMCIUTEIBHOTO LIEHTPA, KaK

TUIIOBOT'O OXPaHsIEMOro 00bEKTA.

VYuebHoe Bpemst: 2/0.5 vaca.
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Tema 8. Opranuszanusi 6e30nacHoCTH MHGPOPMAIUOHHBIX 00BEKTOB €
NOMOLUBIO CPeACTB (PU3NYECKOH 3ALUTHI.
IIpakTHyeckoe 3ansaTHE 8.
Bua npakTryecKkoro 3aHATUS . HO020M06KaA 00K1aoa.
OObpazoBarenbHbIC TEXHOJIOTUU: 2PYRNOBAA OUCKYCCUA.

Bun npakTrueckoro 3aHATUS: cMewantas popma npakmuyecko2o 3aHamusl.

Tema u copeprkaHue MPaKTHYECKOTO 3aHATHUS:

Lenv pabomewr: 11oyuuTh 3HAaHUS U IPAKTHYECKUE HABBIKU 110 OpraHU3aIMU
0e30nmacHOCTH MH(POPMALMOHHBIX 0OBEKTOB C MOMOIIBIO CPEACTB (PU3NUECKOM 3a-
IIUTHI.

OcHogHbie non0dHCeHUs memMbl 3aHAMUSL.
e PerynupoBaHue JOCTyNa Ha OXpaHsieMble OOBEKThI, XapaKTEPUCTUKA
CHCTEM KOHTPOJISI IOCTYIIA U TIOPSIIOK UX IPUMEHECHHUS.
e KommiekcHoe obecnieueHre (pu3ndeckoil 3auuThl 0ObEKTOB C
MOMOIUIBIO PA3JIMYHBIX CUCTEM U CPE/CTB.

VYyebHbIe BOMTPOCHI:

1. Tlopsimox mpUMEHEHUs CPeICTB (HU3UYECKON 3amMThl MHGOPMAIIMOHHBIX
00BEKTOB Ha npeAnpudaTuu (B pupme).

2. UHTterpaibHbIi KOMITIEKC (PU3NYECKOM 3alTUThI 00BEKTA M €T0 OCHOBHBIE
DIIEMEHTHI.

3. Iloacucrema KOHTPOJS JOCTyINa Ha OXpaHsSeMble OOBEKTHI, XapaKTePUCTUKA
OMOMETPUICCKUX CPEICTB UACHTU(DUKAITIH.

4. Tlpemna3HadyeHHE, CTPYKTYpa M BO3MOXKHOCTH OXPAHHBIX CHCTEM OTEYECT-
BCHHOTO TIPOM3BOJICTBA, PACHPOCTPAHEHHBIX HA PBIHKE COBPEMEHHBIX
CPEJCTB 3aIIUTHI.

YueoHoe Bpems: 2/0.5 vaca.

4, Yka3aHuA 10 NPOBeAEHNUIO JIA00PaTOPHBIX padoT
(He mpeaycMOTPEHO Y4eOHBIM IJIAHOM)

Llens mpoBeaeHMs 1a00PATOPHBIX PAOOT — O3HAKOMJICHHE CTY/IEHTOB C KOM-
IJICKCOM TIOKa3aTesIeH ISl OICHKH 3aIIUIIEHHOCTH MH(OPMAIIMOHHBIX OOBEKTOB,
CHUCTEM M O3HAKOMJIEHHUE C MPOTPAMMHOM CPENOU, UCTIOIB3YEMOU ISl MOAEIUPO-
BaHUS MIPOIIECCOB ONTUMU3AIMY MPUMEHEHHUS CUCTEM (DU3NUYECKOM 3aIUTHI.

3ajaun BBIMIOJIHEHUS JTaOOPATOPHBIX PaboT:

- ONpE/CIICHUE ITOJI0KEHUS MEXaHW3MOB 3alllUThI, BKIIOUEHHUE KOTOPHBIX B
UEPAPXUIO CHCTEMBI (PU3NYECKON 3aIUTH HHPOPMAIIMOHHBIX 00BEKTOB TOBBIIIIACT
YPOBEHB MX 3alUIIEHHOCTH;
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- MOHUTOPHHT 3alIUIIEHHOCTH OXPaHSIEMBIX MH(POPMAIMOHHBIX OOBEKTOB,
0a3upYIONIMIICS Ha PElICHUH ONTUMM3AIMOHHBIX 337a4 Ha OCHOBE PEHTHUHIOBBIX
noKasaTeliel, YYUThIBAIOIINI Pa3HOIJIaHOBBIE IKCIIEPTHBIEC OLICHKH, BKJIIOYAs KO-
HOMUYECKUE;

- aHaJIM3 CYLIECTBYIOUIUX CHUCTEM (DHU3MYECKON 3allUThl MPEANPUITHI Ha
npeaMmet onpeneneHus: 3pHEKTUBHOCTH UX MPUMEHEHUSI UCXOs U3 Iperoarae-
MBIX 3aTpaT Ha CO3/IaHUE TAKMX CHUCTEM, UX HKCIUTyaTallMI0 U PEaM3alUIo IS
peIoTBpalleHHs yiiepoa OT BBIABICHHBIX U MOTEHIIHAIBHBIX yTPO3;

- popMUpOBaHKE MOTCHIIMATBFHON CTPYKTYPHI 3aIIUIIEHHBIX WH(OPMALIUOH-
HBIX CUCTEM M TEXHOJIOTUH, MyTEM 3a/laHusl HepPAPXHUH JIIEIOHOB U TIEPEeUYHs MeXa-
HU3MOB 3aIUTHI JJIs1 HEUTpaTU3auy TpeOyeMOoro Mo yrpo3 U MpeI0TBPAIIEHHO-
ro yuiepoa;

- (opMupOBaHUE AMHAMUYECKON Monenn (pU3MYECKON 3amuThl UHPOpMa-
LUOHHBIX CHUCTEM Ul aHalIM3a IMOCJIEJACTBUI pealn3alvy yrpo3, IPUBOJAIIUX K
yiepOy, OIM3KOMY WIH HPEBBIIIAIOIIEMY JOIYCTUMOE JJIsi TaHHOTO XO3SIICTBY-
I0IIEer0 CyObeKTa 3HAUCHHE.

MeTtonuka npoBeeHUs J1aOOPaTOPHBIX PabOT OIMpenessieTcs] MOAEIbIO pe-
IIAEMBIX 3aJ1a4 [0 0OecreyeHuto (PU3NYECKOM 3aInuThl HHHOPMALIMOHHBIX 00BEK-
TOB, UCCJIEYEMBIX CTYJICHTaMU Ha 3aHATUH M0 33JJaHUIO0 IPEo1aBaTeIs.

CpencTBa BBIIOJIHEHUS J1a00paTOPHBIX padoT:

- IPOIPAMMHBIN KOMILUIEKC «IDKCIepT - 2.0»;

- IporpaMMHBI KoMIuieke «EASIy;

- HHCTPYMEHTBI MHTETPATBHOTO METO/Ia OLIEHKH PUCKOB TPH pacipeie-

JICHUH OTPaHUYEHHBIX PECYPCOB,;
- mporpaMMHbIil komriuieke «Adobe Photoshop».

Dtarbl BHIMIOTHEHUS 1a00paTOPHBIX PadoT:

1. TlocTaHoBka 3amauu J1a0OPATOPHOM PAOOTHI.

2. O3HakoMJIeHHE 00y4YaeMbIX C COJEPKaHUEM U O0BEMOM JIaOOpaTOPHOM

paboTHI.

[Topsimok BBITTOTHEHUS JIA0OPATOPHOU PabOTHI.

4. Peructpanus pe3yabTaToB U ohopmiieHHe 0T4ETa 0 JTabopaTopHOid pado-
TE.

5. 3axirouuTenbHas 4acTh JIa0OpaTOpPHOU PadOTHI.

w

TemaTuka 1a00paTOPHBIX PadoT U 32JaAHUS K HUM

JlaGoparTopHuas pabdora 1.
Tema: BoisiBJIeHHEe U AaHAJIM3 YTPO3 OXPaHIeMbIM 00beKTaM € MOMOIIbI0
MPOrpaMMHOI0 KOMILIEKCa «JKcmepT - 2.0».
Lenv 3anamusa: O3HaKOMJIEHHE ¢ IPOIPAMMHBIM KOMITJIEKCOM OLIEHKH 3ally-
MIEHHOCTH UH()OPMALIMOHHBIX CUCTEM «IKcepT - 2.0» U NOoJyyeHUe NPaKTUYECKUX
HAaBBIKOB B MOJICJINPOBAHUHU U ONITUMHU3ALINN ONPEEIIEHUs yTpo3 0€301aCHOCTH UH-

52



dbopManoHHBIM 00BEKTaM, MPUMEHEHUSI MEXaHU3MOB 3aIUTHI B X0J1€ OCYIIECTBIIC-
HUSI MOHUTOPUHTA JIESITEIbHOCTH TIPEANPUATUH.
VYyebHbIe BOMTPOCHI.

1. ®opMupoBaHUE MATPULBI IKCIEPTHBIX OLUEHOK C MOJSAMU «MEXAaHU3MBI 3a-
LIUTBI-YTPO3bD» U «YTPO3bI-3IIECIIOHB» IS OLEHKH JOCTOBEPHOCTH aKTHBU-
PYEMBIX MEXAHU3MOB 3aIUTHI.

2. @opMupOBaHUE PEUTUHIOBBIX IOKa3aTelIel B pa3pe3e UCIOJIb30BaHUS KOH-
KPETHBIX MEXaHW3MOB 3aIllUThI M JIIEJIOHOB JJISI CUCTEMBbI (PU3UUYECKON 3a-
LIUTHI B LIEJIOM, a TAK)KE IOKA3aTeJIeh aKTUBHOCTU OTAEIBHBIX JLIEIOHOB U
MEXaHU3MOB 3alUTHI.

3. AHanu3 aKTUBHOCTU CUCTEMbI (PM3MUYECKOM 3aIUTHI B pa3pe3e UCIOIb30BaHUs
KOHKPETHBIX MEXaHMU3MOB M 31IEJIOHOB 3aIUTHI, OPMYIUPOBAHUE TIPEIITOXKE-
HUU T10 YJIYYIIEHUIO PEUTHHTA UCCIENYEMOU CHCTEMBI.

HpO@OJZOfCleeJZbHOCWZb SARAMUA — 4Yacd.

3aoanue Ha nabopamopuyro pabomy Nel :

1. O3HAaKOMHUTBCSI C CUCTEMOM MoKa3aTeseil Ajig OleHKH MHGOPMAIIMOHHON
3alUIIEHHOCTH UCCIETYEMBIX OOBEKTOB.

2. 3anyctuTh nporpammy «IkcrepT - 2.0» U B HHTEPAKTUBHOM PEXKUME
chopMUpOBaTh MEepeUEHb U3BECTHBIX YIPO3, MEXaHU3MOB 3allIUThl U PACCTABUThH UX
B M€papXUU SIIEIIOHOB 3aLIUTHI JJIsl UCCIEYEMbIX 0ObEKTOB.

3. ChopmupoBaTh MaTPHUIIbl SKCIEPTHBIX OIEHOK «MeXaHU3MBbl 3alIUThl —
Yrpo3e» n «YTpo3bl — DUIETOHBI 3aIUThD) JISI MOBBIIICHUSI TOCTOBEPHOCTU HC-
XOJIHBIX JAHHBIX M aKTUBAIlUM MEXaHU3MOB 3aIUThI.

4. IlpoBecTr pacy€T MaTpHILIbl, ONPEACIAIONIEH pacIpeaeeHue OTHOCUTEb-
HOTO TOTEHIIMAJIBHOTO yIep0a 1Mo MeXaHu3MaM 3alllUThl U JIIeT0HaM 0€30MacHOCTH
Ha 3a/IaHHOM MHOECTBE U3BECTHBIX YTPO3.

5. [Ipoananu3upoBaTh aKTUBHOCTH CUCTEMBI HH(POPMAIIMOHHON 6€30MaCHOCTH
B pa3pe3e UCIOIb30BaHMSI KOHKPETHBIX MEXaHU3MOB 3aIllUTHI U JIIETOHOB Oe30mac-
HOCTH UCCIIETyEMOTO MPEAPUSATHUS.

6. [lelicTBusl MyHKTOB 3-5 MOBTOPUTH ISl PAa3IMYHBIX YAaCTOT AKTUBU3ALIMHU
yrpo3 0e30MacHOCTH.

7. ChopMHupoBaTh PEUTHUHIOBBIE MOKA3aTe€IU MPHU HMCIOJIb30BAHUM KOHKPET-
HBIX MEXaHHU3MOB 3aIUTHI U SIIEIOHOB UH(OPMAIIMOHHON O€30MaCHOCTH ISl yKa-
3aHHBIX WH(POPMAIIMOHHBIX 0OBEKTOB, a TaKXKe MOKa3aTeIu aKTUBHOCTHU OTIEIbHBIX
AIIEIOHOB M MEXAHU3MOB 3aILUTHI.

8. Coznatpb OTUET 110 JIabopaTopHOU padoTe U chOPMYITUPOBATH BHIBOIBI.

JlaGopaTopHnas padora 2.
Tema: UccnenoBanue cucTemMbl GU3HMYECKON 321U THI ¢ IOMOLIbIO NIPO-
rPaAaMMHOI0 KOMILIEKCA «JKcmepT — 2.0».
Lenv 3anamus: O3HaKOMJIEHUE C MPOIPAMMHBIM KOMILIEKCOM OLIEHKH 3alllH-
MIEHHOCTH UH()OPMALIMOHHBIX CHCTEM «IKCmepT - 2.0» U NoJyueHUe NPaKTUIECKUX
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HAaBBIKOB B MOJICJIMPOBAHNH U ONITHMH3ALMH IPUMEHEHHSI MEXaHU3MOB 3aIUThI JUIS
JEATEIbHOCTH OTACIBHBIX MPEIIPUATUI C YYETOM PUCKOB M HEOIIPENEIEHHOCTH
BHEIIIHEN CPEBI.

VY4eOHble BOIIPOCHI.

1. KoppekTupoBKa MaTpuIlbl SKCIEPTHBIX OLEHOK I TOCTOBEPHOCTH aKTH-
BallU¥ MEXAHU3MOB 3aIMTHI C pACYETOM MATPULIBI, OIIPEACISIONIEH pacIpe-
JIETICHUE TOCTOBEPHOCTH aKTUBALMU 10 MEXAHU3MaM 3allMThl U DIIEIIOHAM
0€30IMacHOCTH AJIsi CUCTEMbI (DU3MUECKOM 3aIIUThI HA 3aJaHHOM MHO>KECTBE
U3BECTHBIX YIPO3.

2. ®opMupoBaHUE PEUTHUHTOBBIX MOKa3aTelel B pa3pe3e MCIOIb30BaHUS KOH-
KPETHBIX MEXaHU3MOB 3alIUThl W 3IIEJIOHOB OE30MAaCHOCTH ISl CHCTEMBI
(U3MYECKON 3alUThI B LIEJIOM, a TaKXe MOoKa3aTeleil aKTUBHOCTH OTJIEIb-
HBIX JIIEJIOHOB U MEXaHU3MOB 3aIUTHI.

3. Ananu3 nH(GOPMaLMOHHON 3aIMIIEHHOCTH HCCIENIyeMbIX OOBEKTOB C OIpe-
JICJICHUEM KOHKPETHBIX MEXaHM3MOB 3alllUThl, 00€CIeYMBAIOIINX HanOO0JIb-
LIy JUHAMHUKY PEUTHHIOBBIX II0KA3aTEIIEH.

HpO@OﬂOfC‘umeJleOC‘WZb SARAMUA — 4acd.

3aoanue Ha nabopamopuyro pabomy Ne2:

1. O3HaKOMHTBCS ¢ CUCTEMOM MOKA3aTENEN UIsl OUEHKHU 3aIUIIEHHOCTH HC-
CJIelyEMbIX 0OBEKTOB B JI€ATEIbHOCTH OTIAEIBHBIX MPEANPUATUNA C YIETOM PUCKOB U
HEOIPEAEIEHHOCTH BHEIIHEN CPEIBI.

2. 3anmycTuTh nporpaMmy «IKcrept - 2.0» B HHTEPAKTUBHOM PEKUME, IMOIY-
YUTH OT MPENoAaBaTeNsl BAPUAaHT MHOTOYPOBHEBOM CUCTEMBI 3alIUThI UCCIIEyEMOTO
O00BEKTa MPEANPUITHS C MHAUBUAYAIbHBIM PACIPEICICHHEM KOHKPETHBIX MeXa-
HU3MOB 3alIUTHI IO 3IIEJIOHaM O€30MacHOCTH.

3. IIpoBecTn pacu€r MaTpuULbl, ONPEAEISIIONIEN pacIpeaeIeHUe OTHOCUTENb-
HOTO yuiep0a Mo MexaHu3MaM 3allUThl U YPOBHIM aJalTUBHON CUCTEMBI 3alllUILIEH-
HOCTU HCCIEAYEMBIX OOBEKTOB MPEANPUATHS HA 3alaHHOM MHOKECTBE HM3BECTHBIX
yIpo3.

4. IIpoaHanu3upoBaTh aKTUBHOCTH aJANITUBHON 3aIUTHI B pa3pe3e UCHOJb30-
BaHUsl KOHKPETHBIX MEXAaHU3MOB 3aIIUThI U SUIEJIOHOB OE30MaCHOCTH UCCIIETyEMbIX
OOBEKTOB MPEANPUSITHS.

5. CdhopmupoBaTh pEHTUHTOBBIC MMOKA3ATENN B pa3pe3e MCIOIb30BaHUSA KOH-
KPETHBIX MEXaHU3MOB 3aIIUTHI U SUIEJIOHOB 0€30MACHOCTU UCCIEeNYEMbIX 00BEKTOB
PEATPUSATHS.

6. [IpoaHanu3upoBaTh CyHIECTBYIOUIYIO 3aIMUIIEHHOCTh U CPOPMYIHPOBATH
MPEIIOKEHHS TI0 YIYUIICHUIO PERTHUHTA CUCTEMbl (PU3UYECKON 3alllUThl UCCIeaye-
MBIX OOBEKTOB MPEANPUATHS B paMKaX peau3allii aalTHBHON CUCTEMBbI 3aIIUTHI.

7. Co3nath OTYET 1O JTabopaTopHO paboTe U cHOPMYITUPOBATH BHIBOIBI.

JlaboparopHnast pabora 3.
Tema: UccnenoBanue 3PpPeKTUBHOCTH CUCTEMbI (PU3UYECKOH 3aLUTHI
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NpeanpUsATHS MO MPeANoJaraeMbIM JelCTBHSIM HAPYIIUTES PH
onpeieIEHHBIX YIP03axX H COCTOSTHUM 3JIEMEHTOB 3alIUTHI C OMO-
b0 MPOrPAMMHOI0 KOMILTEKCA OLIEHKH BPaKIeOHbIX MPOHUK-
HOBeHUM u neicrBuid “EASI”.

Lenv 3anamus: O3HAKOMIJICHHE CTYICHTOB C KOMIUIEKCOM IOKa3aTenei st
OLICHKH 3allUIIEHHOCTH OOBEKTOB NPEANPHUITHNA W MPOTPAMMHBIM KOMILIEKCOM
OLICHKM BpaKAcOHBIX MPOHMKHOBEHHH W acicTBuii “Estimate of Adversary Se-
quence Interruption” (EASI), a Tak ke MoiydeHHe MPAKTHUYSCKUX HABBIKOB B MOJIC-
JUPOBAHUHU TPUMEHEHHS] MEXaHHU3MOB (PU3WYECKON 3aIUTHl U OLEHKU UX 3Pdek-
TUBHOCTU HA 33JJaHHOM ITyTH HAPYIIUTEIS TMPU OMPEACIEHHBIX yTPO3ax U COCTOS-
HUW CaMOU CHCTEMBI 3aIIUTHI TIPEATPHUSITHA.

VY4eOHbIe BOITPOCHI.
1. AHanu3 MyTu HapyLIUTEN NPU IPOABIKEHNUN K OXPaHIEMOMY OOBEKTY.
2. OmnpezeneHue KpUTHUECKONM TOUYKM OOHapyKeHUs U e€ BIMSHHME Ha Iapa-
METPbI OLIEHKU MTPEPhIBaHMS TOCIIEI0BATENbHOCTU JEHCTBUIM HApYLIUTE .
3. TlocTpoeHue M ucciaenoBaHUE AUarpamMMmbl IOCJIEIOBATEILHOCTH JIEUCTBUMN
HapYIIUTENS 17151 KOHKPETHOM 30HBI OXPaHAEMOT0 OOBEKTA.

HpO@OﬂOfC‘umeJleOC‘WZb 3A”RAMUA — yYdcda.

3aoanue na nabopamopuyro pabomy Ne3:

1. O3HaKOMHUTBCS C KPATKUMHU TEOPETHUECKUMH CBEJICHUSIMU TI0 OICHKE (hH-
3UMYECKOM 3alMIEHHOCTH OXpaHIEMBIX OOBEKTOB M OCHOBHBIMHU CHOCOOAMH JeHi-
CTBHH 37I0yMBITINIEHHUKOB.

2. O3HaKOMHTHCS C METOAMKON mpumeHeHus monenu “EASI” mo orenke
BpaXI€OHBIX MPOHUKHOBEHUN W JACHCTBUN HAPYIIUTENS] HAa OXpPaHAEMbBIX OO0BEK-
Tax.

3. 3anyctuth mozenb “EASI” Ha nepcoHaIbHOM KOMITBIOTEPE U CMOJEITHPO-
BaTh B MHTEPAKTUBHOM PEKMME BO3MOXKHBIC JIEHCTBUSI HAPYIITUTENS HA TIPEIIOKEH-
HOM OXPaHSIEMOM OOBEKTE C BHIOOPOM OIpeNeaEHHBIX MPOLEAYP U MEXaHU3MOB 3a-
TIUTHIL.

4. Paccuutath OCHOBHBIC MOKa3zaTelau 3()(PEKTUBHOCTU MO BBEAEHHBIM JaH-
HBIM JIJIs1 BBIOPAHHOTO TYTH MPOHUKHOBEHUS HAPYIIUTENs U cHOPMHUPOBAHHON CH-
CTEMBI 3alIUTHl OXPaHIEMOTO 00BEKTa, OIICHUTH €€ 3HaUCHHE.

5. IlpoananusupoBath 3((PEKTUBHOCT UCXOJHON cUCTEMbl (U3HUYECKOU 3a-
IIATH OXPAHSIEMOT0 00BEKTa, BBIIBUTH €€ HEAOCTaTKU U cHOpPMHUPOBATH JOMOIHU-
TEbHBIE MEPONPUSITHUS W CPEACTBA 3AIUTHI HA IMMyTH MPOHUKHOBEHUS HAPYIIUTEIS
JUTSL TIOBBIIIICHHUS] OCHOBHBIX KPUTEPHUEB OE30MacHOCTH BCE JaHHBIE 3aHECTH B pado-
YyI0 TaOJIUILy MOJEIH.

6. OnieHnTH 3 PEKTUBHOCTH YCOBEPIICHCTBOBAHHOW CUCTEMBI 3alITUTHI HA OC-
HOBE N0OaBIEHHBIX 3JIEMEHTOB Ha OXpaHseMOM 00bekTe, 00ocHOBaTh Bamu pere-
HUS pacy€TaMu C 3aHECEHHWEM JIaHHBIX B pabouyr0 TaOJIUIly MOJIETH U CPOPMHUPO-
BaTh UTOTOBbIE MOKa3aTeNln 3P(HEKTUBHOCTH CUCTEMbI (PU3NUECKON 3aIUTHI.
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7. CoznaTth OTYET 1O 1aOOPATOPHOM paboTe U CPOPMYITUPOBATH BHIBOIBI.

JlabopaTopnas padora 4.

Tema: UccnenoBanue CUCTEMbI (PU3MUYECKOH 3aIUUTHI U OXPAHAECMbIX
00BbEKTOB ¢ MOMOIILI0O MHTETPAJBHOI0 METOAA OLIEHKH PUCKOB MPH
pacnpeaejieHNd OrPAHUYEHHBIX PECYPCOB, MMEOIIUXCHA B Pacio-
PAKEHUHU CIYKObI 0€30MaCHOCTH.

Lenv 3anamus: VI3ydeHne TPUHIMIIOB KOMIBIOTEPHOTO MOJCTHPOBAaHUS (-
(EKTUBHOCTH CHUCTEMBI (DU3UYECKOM 3aIUTHl HA OCHOBE OOIIEro ypaBHEHHS IS
pacdéra pUCKOB OXpaHAEMOro 0OBEKTa W MOTyYCHUE MPAKTHICCKUX HABBIKOB B pa-
00Te co crenuaIn3uPOBAHHBIMU MPOTrPAMMHBIMU CPEJICTBAMU 3AIIUTHI.

VY4eOHbIe BOITPOCHI.

1. Wcnons3oBaHue 00IIET0 ypaBHEHUS I pacuéTa puCcKOB OXPaHIEMOI0 00b-
€KTa KaK Ba)KHOTO MHCTPYMEHTA KOJMYECTBEHHOM OLICHKU CHUCTEMBI (PU3H-
YEeCKOM 3aIlUThI.

2. AmnHanu3 ¥ OlIEHKa PUCKOB JIJIs BBIOOpa ONTHUMAILHOTO BapUaHTa 3allUTHI, 10-
MYCTUMOTO JIJII OXPAaHAEMOI'0 00BEKTA IO KPUTEPHIO 3aTPATHI-MPUOBLIHL B HC-
cleayeMon cucteMe (U3nIecKou 3aluThI.

HpO@OJZOfCZ/tmeﬂbHOCWZb 3aHAMuUA — yaca.

3aoanue na nabopamopuyro pabomy Ned.:

1. O3HaKOMUTBCSI C THCTPYMEHTOM KOJIMYECTBEHHOM OLIEHKU CUCTEMBbI (PU3H-
MYECKOM 3alUThl HA OCHOBE OOIIIETO YpaBHEHUS JIJIsl pacyéTa pUCKOB OXPAaHSIEMOro
0OBEKTaA.

2. ChopMupoBaTh PEUTHHTOBBIE MOKA3aTEIN PUCKA B Pa3pe3e UCIIOIb30BAHUS
BBIOPAHHBIX MEXaHU3MOB 3aITUTHI JIJIs1 OXPAHSIEMbIX 0OBEKTOB U JIJISi CUCTEMBI B I1e-
JIOM, a TaK)Ke€ M0Ka3aTeJId aKTUBHOCTH OTJEIbHBIX 3JIEMEHTOB 3AILHTHI.

3. Bocnionp3oBaBmmch HHCTPYMEHTOM KOJIMYECTBEHHOM OLIEHKU CUCTEMBI (hu-
3MMYECKOM 3aIUTH HA OCHOBE OOIIIETO YpaBHEHUS pacuy€éTa pUCKOB MPOAHATU3UPO-
BaTh MCXOJIHYIO 3aIUIIEHHOCTh UCCIIETYEMOTO OOBEKTA, BHIJICTIUTh KOHKPETHBIC Me-
XaHU3MBI 3aIUThI, 00ECTICUNBAIONTNE HANOOBIYIO TUHAMHUKY PEUTUHTOBBIX TTOKA-
3aTesen pUcKa.

4. CoxpaHuTh B (ailyie TeKyIee COCTOSIHUE aJallTUBHON CUCTEMBI (hu3nye-
CKOM 3allUThI U TTOKA3aTEJIN PUCKA IS JAJbHEUIIINX UCCIIENOBAHUM.

5. CpaBHUTH Pa3HOPOJIHYIO CTPYKTYPY CUCTEMbI (PU3UUECKON 3alUTHI U Peil-
TUHTOBBIC TTOKA3aTeNM PUCKa /IS 3aJJaHHBIX BAPUAHTOB aJIAITUBHOMN 3aIlUTHI OXpa-
HSEMBIX 0OBEKTOB.

6. Pesynbrarsl paboThl 1 UTOTOBOTO aHAJIM3a CPAaBHEHUS TOMECTUTH B Barry
nanky Ha [1K.

7. Co3nath 0T4€T 1O JabOpaTOpHOIl paboTe U CPOPMYITUPOBATH BHIBOIBI.
4. YKa3zaHus 10 NMPOBEJAEHUI0 CAMOCTOSITE/IbHOI PadoThl CTYIEHTOB
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HanMmenoBanue 010ka
(pa3nena) TUCIUILIH-
HBI

Buner CPC

Tema 1. Texunueckue
KaHaJIbl YTeYKH UH-
(popmannu.

Iloozomoeka 00K1a006 no memam:
1.CocTaB ¥ OCHOBHBIE XapaKTEPUCTHUKU COBPEMEHHBI]
CUCTEM U CPEJICTB KOHTPOJIS

Y YTIPABJICHUSI IOCTYTIOM.
2. OCOOEHHOCTM MPUMEHEHUSI COBPEMEHHBIX CPEJICT]
oxpaHHOM curHanu3anuu B Poccun u 3a pyoekom.
3. CocTaB U OCHOBHBIE XapaKTEPUCTUKH COBPEMEHHBI
CPEACTB OXPAHHOW CUTHAJIM3ALINH.
4. OcoOGEHHOCTH MPUMEHEHHSI COBPEMEHHBIX CHCTEM 1§
CPEIICTB KOHTPOJIS U yIpaBlieHUs 10CTynoM B Poccuu ¥
3a pyoeKOM.
5. CocTaB U OCHOBHBIE XapaKTEPUCTUKH COBPEMEHHbI]
PaAMOBOIHOBBIX OJTHOMO3UIIMOHHBIX CPEICTB OXPaHHbI.

Tema 2. Cnioco0b1
cpeacTBa 3alUTHI MH-
(opmanuu oT yreuku
110 TEXHHYECKHUM KaHa-
JaMm.

Iloozomoexka 00k1a006 no memam:

6.0co0eHHOCTH TIPUMEHEHHSI COBPEMEHHBIX PaIHOBOJI
HOBBIX OJTHOTIO3MITMOHHBIX CPEICTB OXpaHbl B Poccuu ¥
3a pyoexoMm.
7. CocTaB U OCHOBHBIE XapaKTEPUCTUKH COBPEMEHHBI]
PaIMOBOJTHOBBIX ABYXITO3UITMOHHBIX CPEJCTB OXPaHBI.
8. OcCOoOEHHOCTH TPUMEHEHHUS COBPEMEHHBIX PaJIio
BOJIHOBBIX JIBYXTIO3UIITMOHHBIX CPEJCTB OXpaHbl B Poc
CHUU U 32 pPyOexoM.

9. CocTaB U OCHOBHBIE XaPAKTEPUCTUKU COBPEMEHHBI]
IPOBOTHOBOJIHOBBIX CPEACTB OXPAaHBbI.

10. OcobeHHOCTH TTPUMEHEHHUSI COBPEMEHHBIX MPOBO/I
HOBOJTHOBBIX CPEACTB OXpaHbl B Poccnu n 3a pyOekom.

Tema 3. MeToanl n
CpeaCcTBa KOHTPOJIS

3¢ PeKTUBHOCTH TEXHH-
yeckoit 3U

Iloozomoexka 00k1a006 no memam:
11.CocTaB U OCHOBHBIE XapAKTEPUCTUKH COBPEMEHHBI
BUOPAIIMOHHBIX CPEICTB OXPAHHBI.
12. OcobeHHOCTH MPUMEHEHHUsT COBPEMEHHBIX BHOpa
IIMOHHBIX CPEJCTB OXpaHbl B Poccuu u 3a pyOexom.
13. CocTaB 1 OCHOBHBIE XapaKTEPUCTUKU COBPEMEHHBI]
CEMICMUYECKUX CPEJICTB OX PaHBbI.
14. OcoGeHHOCTH TPUMEHEHUSI COBPEMEHHBIX CEeHCMU
YECKUX CPEJICTB OXPaHbl B

Poccuu u 3a py6Gexom.
15. CoctaB ¥ OCHOBHBIE XapaKTEPUCTUKU COBPEMEHHBI]
MarHUTOMETPUYECKUX CPEJICTB OXPAHBI.

57



Tema 4. Oprannzanusi
TEXHHYECKOH 321U THI
HH(poOpMALUH

Iloozomoexa 0oknaooe no memam:

16.0co06eHHOCTH PUMEHEHUSI COBPEMEHHBIX MarHUTO
METPUYECKUX CPEACTB 0XpaHbl B Poccun u 3a pybexom
17. CocTaB 1 OCHOBHBIE XapaKTEPUCTUKU COBPEMEHHBIL]
ONTUKO-3JIEKTPOHHBIX  OJHOMNO3ULMOHHBIX  CPEJICT]
OXpaHBbI.

18. OcCOOEHHOCTH MPUMEHEHUsI COBPEMEHHBIX ONTHUKO
AJIEKTPOHHBIX OJHOMO3UIIMOHHBIX CPEACTB OXpaHBI |
Poccuu u 3a py6exom.
19. CocTaB 1 OCHOBHBIE XapaKTEPUCTUKU COBPEMEHHBD
E€MKOCTHBIX CPE/ICTB OXPaHBI.

20. Oco0eHHOCTH NMPUMEHEHHUS] COBPEMEHHBIX E€MKOCT

HBIX CPCACTB OXpPaHbI B Poccum u 3a pY6C)KOM.

5. Yka3aHus 1o npoBeieHNI0 KOHTPOJIbHBIX padoT

5.1. TpeOoBaHusI K CTPYKTYpe
CTtpykTypa KOHTPOJBHOM pabOTHl JOJDKHA CIOCOOCTBOBAaTH PACKPBITHIO
TEMbl: HMMETh TUTYJBHBIM JIUCT, COJACpP)KAHUE, BBEJACHUE, OCHOBHYIO 4YacCTh,
3aKJIIOUCHHE, CITUCOK JTUTEPATYPHI.

5.2. TpeGoBaHus K coiep:KAHUIO (OCHOBHOM YaCTH)

1. Bo BBezieHUM 0OOCHOBBIBAETCSI aKTYallbHOCTh TE€MBbI, OMPEEISAETCS 1eIh
paboThI, 3a1a41 U METOJIbI UCCIICIOBAHUSI.

2. OcHOBHasi 4acTh pabOThl PAaCKphIBa€T TIPOIIECC IMPOESKTUPOBAHUS
3aIaHHOTO TEXHUYECKOIO0 YCTPOMCTBA M JOJIKHA COAEPIKATH COOTBETCTBYIOLIWE
TaONHIBl WJIM BPEMEHHBIE JUArpaMMbl, KOTOpBIC JOJKHBI (OPMHUPOBATHCA
pa3zpabaThiBa€MbIM YCTPOMCTBOM, MPUHIUMNHUAIBHYIO CXEMYy YCTPONCTBA U
OIMHMCAaHKE €TO PadOTHI.

3. B mporecce uznoxkeHus maTepuaga HEOOXOIMMO JlaBaTh CCHUIKM Ha
UCIIOJIB3YEMYIO JIUTEPATypy.

4. 3axr0ueHue JI0HKHO COJIepKaTh CAeIaHHbIE aBTOPOM paOOThl BHIBOBI,
UTOTH UCCJICIOBAHUS.

5. Benen 3a 3aKiarO4eHUEM UAET CIUCOK JIMTEPATypbl, KOTOPBIA TOJKEH
OBITh COCTABJICH B COOTBETCTBUU C YCTAHOBJICHHBIMU TPEOOBAHUSIMHU.

5.3. TpeGoBanusi K 0(popMJIEHHIO
O0BEM KOHTPOJILHOM paboThl — 5-6 cTpanull popmara A 4, Harle4aTaHHOTO
¢ oxHO# ctoponsl Tekcta (1,5 maTepsai, mpudt Times New Roman).
5.4. IlpuMepHasi TeMAaTHKA KOHTPOJbHBIX PadoT:
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1. XapakTepuCTUKa WHKEHEPHO-TEXHUUECKON 3alIUThl HHPOPMAIUU KaK 00JacTH
uHdopmanmoHHoir  O6ezomacHocTH.  OCHOBHBIE  MPOOJEMBI  HMHXKEHEPHO-
TEXHUYECKOM 3alIUThl HH(OpMaIUK.

2. [IpencraBneHue CUII U CPEACTB 3aLIUTHI MH(YOPMALUU B BUJE CUCTEMBI.

3. CtpykTypa, KiaccuuKanus U OCHOBHBIE XapaKTEPUCTUKH TEXHUYECKUX KaHa-
JOB yTeuku HUH-(hopmanuu. [IpocTeie M cocTaBHBIE TEXHUUYECKHE KaHAIbl YTEUKU
uHbOpMaInu.

4. PacripocTpaHeHHe aKyCTHUYECKHUX CUTHAJIOB B aTMmocdepe, BoJe U B TBEpAOU
cpene. OcCOOEHHOCTH PacHpOCTPAHEHUS! aKyCTUUYECKUX CUTHAJIOB B TIOMEIICHUSIX.
5. PacnipocTpaHeHne ONTUYECKUX CUTHAJIOB B aTMOC(EPE U B CBETONPOBOIAX.

6. PacripocTpaHeHre paJMOCUTHAIOB PA3JIMYHBIX JUANa30HOB B MPOCTPAHCTBE H
110 HANPABJIAIONINM JIMHUSIM CBSI3H.

7. Henn u 3amaym 3amquThl nHGopmanuu. Pecypcel, BblIeNsieMbl HA 3alIUTy WH-
dbopmanuu.

8. IlpuHumne! 3aUThl HHGOPMALIMU TEXHUYECKUMH CPEACTBAMH.

9. OcHOBHBIE HaNpaBJICHUSI UHKEHEPHO-TEXHUUECKON 3alUThl THPOPMAIIH.

10. CpoiicTBa uHpopmaIvu, BIUSIONINE Ha €€ 0€30MaCHOCTh. BU/bI, UICTOYHUKH U
HOCHTEIIN 3allHUIIaeMON HHPOPMALIIH.

11. demackupyromue npu3Haku 00bEKTOB HAOIIOJIEHU S, CHTHAJIOB U BEIIECTB.

12. OcHOBHBIE TEOPEMBI TEOPUU BEPOSTHOCTEN.

13. MoenupoBaHHe CiIydallHbIX BEJIMYMH U UX 3aKOHBI PaCIIPEIEICHUS.

14. CratnucTiyecKkre OLIEHKU U UX TOYHOCT.

15. Annpokcumanus pe3yJIbTaToB CTATUCTUYECKOTO MOIEINPOBAHUS.

16. OcHOBHBIEC TIOHATHS TEOPUH CIyYalHBIX MPOIIECCOB, UX KJIacCU(HUKAIUA U OC-
HOBHBIE XapaKTE€pPU-CTUKHU.

17. MapKoOBCKHE NPOLECCHI C TUCKPETHBIMU COCTOSIHUSIMH.

18. MapkoBckue npoueccsl ¢ JUCKPETHBIMU COCTOSIHUSMHU U HENPEPBIBHBIM BpeE-
MEHEM.

19. CranmoHapHsie ciiy4ailHbIE IPOLIECCHI.

20. OcHOBHBIE 3Talbl MPOECKTUPOBAHUA U ONTUMHU3ALMU CUCTEMbl WH>KEHEPHO-
TEXHUYECKOH 3alIUThl HH(POPMALIUH.

21. [IpyHIMIIBI MOAEIUPOBAHUS OOBEKTOB 3AIUTHI.

22. MogenupoBaHnue yrpo3 0e30macHOCTH WHpOpMaruu. MeToauuecKre peKo-
MEHJIAIUH IO BEIOOPY PAIlMOHAIBHBIX BAPUAHTOB 3aIIIUTHI.

23. 3apaum 3amutel nHGopManuu TKC B ycioBusx KoH(IUKTA.
24. Tlonsitue konpaukta. Criocoos! pazpemenns koHdukra B TKC.

25. Ctparteruv npoTUBOOOPCTBYIOMIMX CTOPOH B JMHAMHUKE Pa3BUTHA HH(OpMa-
nronHoro koHgaukTa TKC ¢ cucremamu BO31€MCTBUS.

26. Ilonatus crtparerusi, TaKTUKa OOECIEUEHUs 3alUThl UH(pOpMAIUU, BO3CH-
ctBus Ha TKC.

27. KonpnaukTHas MaTpuila pean3aliiu CTPAaTeTuil (TaKTHK) 3alUThl U BO3JCH-
CTBUSI.
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28. Buapl koHTposA 3G(HEKTUBHOCTH MHKEHEPHO-TEXHUYECKOM 3aIuThl UH)OP-
Mauuy. Busbl 30H KOHTPOJIA.

29. TpebGoBanus Mo 3amuTe WHOOPMALUK OT YTEUKH MO TEXHUYECKUM KaHallaM.
Buapl TeXHUYECKOTO KOHTPOJIS.

30. Croco6w1 oreHkH 3(P(HEKTUBHOCTH OXpaHbl O0BEKTOB 3ammuThl. OeHka 3¢-
(EeKTHBHOCTH 3aIlIUTHI BUJIOBBIX MPU3HAKOB 00BEKTOB HAOIIOICHUSI.

31. CnocoOsb! oLileHKH 6€30IaCHOCTH pedeBOi MH(OpMALIUK B TOMEILIEHUH.

32. CnocoOsl ompeeneHusl ypoBHEH OMAacHbIX CUTHAJIOB Ha BBIXOAAX OCHOBHBIX U
BCIIOMOTATEJIbHBIX TEXHUYECKUX CPEACTB.

33. CrocoObI ouieHKH pa3mepos 30H [ u 1.

34. OcHOBHBIC 3a7a4M, CTPYKTypa M XapaKTEPUCTUKA TOCYTAPCTBEHHON CHUCTEMBI
MPOTHUBOICUCTBUS TEXHUYECKOU 3aILNTE.

35.0CcHOBHBIC PYKOBOJSIINE, HOPMATUBHBIC M METOAMYECCKUE TOKYMEHTHI IO 3a-
nmTe nHGOpMallui U IPOTUBOICUCTBUS TEXHUYECKOU pa3Beake. OCHOBHbBIC Oopra-
HU3AIMOHHBIE U TEXHUYECKHUE MEPHI 10 3alUTe HHHOPMAIIUH.

36. Knaccuduxkanus cpeAcTB TEXHUUECKUX PA3BEIOK MO BUAY HOCUTEINS. TUIOBbBIE
3aJlayd TEXHUYECKHUX Pa3BeJIOK.

37. IlpuHIMNBI IEWCTBUS aNapaTypbl TEXHUYECKUX PA3BEIOK.

38. Knaccudukanuss METO0B U CPEACTB 3alIUThl HHGOPMAIIMK OT TEXHUYECKHX
pa3BENOK.

39. Knaccudukanus METO10B MHKEHEPHO-TEXHUYECKOM 3alIUThl HHPOPMaLIUU.
40. mxeHepHas 3aluTa U TEXHUYECKasi oXpaHa 00bEKTOB.

41. ITpocTpaHCTBEHHOE, SHEPTETUUECKOE U CTPYKTYPHOE CKPBITHE MHGOPMAIINH U
€€ HOCUTEJIEH.

42. le3uHpopMupOBaHUE, KAK METOJ CKPBITHS.

43. Maremartnueckass MOJENIb KaHaja yTeUYKHM WH(OpMAUU MPUMEHUTEIBHO K
TEXHUYECKUM Pa3BeIKaM.

44. TIpocTpaHCTBEHHOE CKPHITHE 0OBEKTOB HAOJIIOICHHS U CUTHAJIOB.

45. CTpyKTypHOE M SHEPTreTUYECKOE CKPHITHE 0OBEKTOB HAOIIOICHHUS.

46. MeTobl TEXHUYECKOTO 3aKPBITUSI PEYEBBIX CUTHAJIOB. 3BYKOU3OJSILMS U 3BY-
KOITOTJIOIICHHE.

47. DHEPreTUYECKOe CKPBITHE PAANO U JIEKTPUUECKUX CUTHAJIOB.

48. Knaccuduxarys METOI0B WHKECHEPHON 3aIUTHI U TEXHHYECKOW OXpPaHbl 00b-
€KTOB 3aIUTHI.

49. NHxeHepHble KOHCTPYKUHMH. ABTOHOMHBIE U IIEHTPAIM30BAHHBIE CHUCTEMBI
OXpaHbI

50. Moaenu 310yMBIIUIEHHHUKA.

51. Tloacucrembl OOHAPYKEHUS 3JIOYMBIIIUICHHUKOB W TOXapa, BUJIEOKOHTPOJI,
HEUTpaJIU3aliu Yrpo3 U yIpaBiIeHUs.

52. CrocoObl TMOBBIIEHUS MOMEXOYCTOMYMBOCTH CPEACTB OOHApPYKEHUS 3J10-
YMBIIUICHHUKOB U TOXKapa.

53. KoMIUIEKC TEXHUYECKUX CPEJCTB OXPaHBI.
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6. IlepeyeHb OCHOBHOM U JIONOJTHUTEJILHOM Y4e0HOI JJUTEPaATYPhI

OcHoBHas JquTEpaTypa:
1.Mapmaxkos, /. B. [IporpammHo-anmnapatHbie CpeACcTBa 3alIUThl HHGOPMALIUH :
yaebHoe nocodue / /1. B. Mapmakos, JI. B. ®arxu. — PocTtoB-Ha-/loHy : JloHCKOM
I'TY, 2021. — 228 ¢. — ISBN 978-5-7890-1878-1. — Tekcr : 31eKTpOHHBIH //
Jlanp : 3JICKTPOHHO-OMOIMOTEUHAS CHCTEMa. — URL:
https://e. lanbook com/book/237770 (nata obpamenus: 28.11.2022). — Pexum no-
CTymna: JJisl aBTOPU3. MTOJIb30BATEIICH.
2.Anemikun, A. C. AnnapaTHble U NPOrpaMMHBIE CPEJCTBA MOUCKA YSI3BUMOCTEH
Py MOJEIMPOBAHUU U DKCIUTyaTallud WUHQPOPMAIMOHHBIX CUCTEM (oOecredeHue
uH(popMaMOHHOW Oe3omacHocTH) : yueOHoe mocodue / A. C. Anemkun, C. A.
Jlecvko, 1. O. XykoB. — Mocksa : PTY MUPDA, 2020. — 152 ¢.— Tekcr :
SNIeKTpOHHBIN //  Jlanb : ayekTpoHHO-OMONMoTeuHass cuctema. — URL:
https://e.lanbook.com/book/167600 (nara oOpamenus: 28.11.2022). — Pexum no-
CTyIIa: JIJIsl aBTOPU3. MOJIb30BATEIECH.
Cucrema oxpaHbl TOCYJapCTBEHHOM TailHbI : yueOHOe mocobue / coctaButenu E.
3.E. CmbrukoB [u ap.]. — CeBacrtomnodib : CeBl'Y, 2022. — 138 ¢. — TekcT : 37ek-
TpoHHbIM // JlaHb :  dNeKTpoHHO-OMONMMoTeuHas  cucrema. —  URL:
https://e.lanbook.com/book/261902 (nata oopamenus: 28.11.2022). — Pexum no-
CTyma: JJisl aBTOPU3. MOJIb30BATEIICH.

JlomotHUTEILHASA JIMTEpaTypa:
4 IlonukanuH, A. H. TexHnuueckue cpeicTBa oxpaHbl U BujaeoHabmoaeHus. Cu-
CTEMBI BUJICOHAOIIOICHUS] U TETUIOBU3MOHHOTO KOHTPOJIS : yueOHoe mocodue / A.
H. Ionmukanun. — HoBocubupck : CI'YI'uT, 2021. — 46 c. — ISBN 978-5-
907320-92-5. — Texkcrt : 31eKTpOHHBIH // JlaHb : AJIEKTPOHHO-OMOIMOTEUHAS CHU-
creMma. — URL: https://e.Janbook.com/book/222380 (mata oOpameHus:
28.11.2022). — PexxuM gocTyma: it aBTOPHU3. TOJIb30BATEIICH.

7. Ilepevyennb pecypcoB HHPOPMAUOHHO-TEJIEKOMMYHUKAIIMOHHOM CETH
«AHTepHeT»
HNuTepHeT-pecypcesi:
1. http://eup.ru/catalog/all-all.asp — nayuno-oOpa3oBaTeNbHBIN MOPTAIL.
2. http://informika.ru/ — o6pazoBaTenbHBIN MOPTAL.

3. www.wiklsec.ru - DHuukioneaus WHGOPMAIMOHHON 0€30MacHOCTH. —

[TyOnukanuu, cTaThu.
4, www.biblioclub.ru - YausepcanpHas OHOIHOTEKA OHJIAIH.
S. www.rucont.ru - 3bC «PykoHT».

6. _http://www.academy.it.ru/ — axagemust AMTHU.
7. http://www.minfin.ru - OpunmaneHelii caiitT MuHHCTEPCTBA (PUHAHCOB
Poccniickon @enepanun
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http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/%20–
http://www.minfin.ru/

8. http://www.gov.ru - OdunmanbHbIT cepBep OpraHoB
rocyzapctBeHHou Biaactu Poccuiickon denepanuu.

9.  http://www.fsb.ru/ - Odunmaneueiii caiit Denepanproit CiryKObI
be3zonacnoctu

http://www.fstec.ru/ - Odunmansusiii caiit ®eaepanpaoit Ciryx0bI o Tex-
HUYECKOMY DKCIIOPTHOMY KOHTPOJTIO.

8. HepequL I/IH(l)OpMaIII/IOHHLIX TCXHOJIOI‘PIﬁ, HCIMOJIB3YEMBIX IIPH OCYIIECTB-
JICHHUH 06p33OBaTEHbHOI‘O nmponmecca nmo AMCuUIlJInae (MOIlyJ'IIO)

Ilepeuenn nporpammuoro odoecnevenns: MSOffice, PowerPoint.

NudopmanuoHHbie CIPABOYHBIC CHCTEMbI:

1. DnexTpoHHBIE pECYpPChl 00pa30BaTEIBHOM CPeAbl Y HUBEPCUTETA.

2. UudopmarimonHo-cnpaBounbie cucteMbl (Koncynbsrant+; 'apanr).

PaGouast mporpamMma u MeToaMYECKOe 00ECTIeUeHUE 0 Kypey « TexHude-
ckue kaHajibl yredku uHpopMmarmu (OO0 «LIBN»).
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