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1. IlepeyeHb MIIAHUPYEMBbIX Pe3yJIbTATOB 00yUYeHHS 110
AUCHUILINHE, COOTHECEHHBIX C IVIAHMPYEMbIMU
pesyabratramu ocsoenusi OIIOII BO

Henabo n3ydeHus TUCIMUILIAHBI SIBISETCS:

1. ChopmupoBaTh MpeACTaBICHUE O COBPEMEHHBIX METOJAaX M
cpelncTBax Kpunrorpaduyeckoi 3aluThl MH(POpPMAIMU, UCHOJb3YyEeMbIX, B
YACTHOCTH, JUIS PEIICHUs TPOoOJieM KOMIBIOTEPHON O€30MaCHOCTH.

2. OcBoeHue CTyJIEHTaMH OCHOB KPUITOrpa)MyeCKUX METOJIOB, OLIEHOK
CUCTEM 3aIUTHl HHPOPMALIUK B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX.

B mpormecce o00ydeHuss CTyIEeHT MNOpUOOpPETaeT U  COBEPIICHCTBYET
CIIEYIOIINE KOMIETCHIINH.

VYK-1. CnocoGeH ocCymecTBIATh MOUCK, KPUTUYECKUW aHAIM3 U CHUHTE3
uH(pOpMaIH, MPUMEHSTh CUCTEMHBIN MOAXO0/ JIJISl PEIICHUs MOCTaBJICHHBIX 3a/1a4

OIIK-9. CnocobeH mpuMeHATb CpeiacTBa  Kpunrtorpadudyeckon u
TEXHUYECKOM 3amuThl WHOpMaIuu JUisl pelieHus 3anad npodecCruoHaTbHON
NEeSTeIbHOCTH;

OCHOBHBIMH 3a1a4aMHU JUCLUIIIMHBI SABJITFOTCS:

1. Teopernyeckue OCHOBBI MMOATOTOBKA CTYJEHTOB B  00JacTH
KpUNTorpauuecknux METOA0B 3allUThl HHGHOPMALIMK B KOMIIBIOTEPHBIX CUCTEMAaxX
U CEeTHAX;

2. [IpakTyeckue acmnekThl (POPMUPOBAHUS MOAXOAOB K BBITOJIHEHHUIO
CaMOCTOATENbHBIX HUCCIEIOBAHUNA CTYJIEHTaMH B OOJACTU KPUOTOrpapuyecKux
METO/IOB 3alIUThl UHOPMAIIMU B KOMIIBIOTEPHBIX CUCTEMAX U CETSX.

IToka3zarenn OCBOCHMU KOMIICTCHIINH OTpaXXaroT Clacayromuc
HHAUKATOPHBI:

Heo0xonumble 3HAHUSA:
- ONMCAaHUE CYTU MPOOJIIEMHOI CUTYyaIH
- 3HAET MPHUHLIMIIBI IOCTPOEHUS CUCTEM U CETEU JIEKTPOCBS3H;
- 3HAeT COBPEMEHHbIE BUIbl WH(OPMAIMOHHOIO  B3aUMOJEWUCTBUS U
00CITy>KMBaHUS TEJIEKOMMYHHUKAIIMOHHBIX CETEH U CUCTEM;
- yMeeT MpOBOJAMTH aHAIU3 ToKazarened S(PPEKTUBHOCTU CeTed U CHCTEM
TEJIEKOMMYHHUKAIIMIA U KaueCTBa MPEJOCTABISIEMBIX YCITYT;
- 3HAET OCHOBHbBIC MOHATHUS W 3aJayd Kpunrtorpaduu, MaTeMaTHYECKUE MOENIU
KpUINITOTpadUuecKrX CUCTEM
- 3HaeT OCHOBHBIE BHJbI CPEICTB KpHUNTOrpaduyeckoi 3almuThl HH(pOpMauu
(CK3H1), Brirouas OJOYHBIE W TOTOYHBIE  CHCTEMbl  IIH(poBaHMUS,
KpUNTOorpapuueckue CUCTEMBbI C OTKPBITHIM KJIIOYOM, KPUNTOTpaduiyecKre Xelll-
(GYHKIIUM U KpUNITOTpaPUUEeCKHe MPOTOKOJIBI



- 3HaeT HalMOHAJIbHBIE CcTaHAapThl Poccuiickoit deaeparuu B 00JacTH
Kpunrorpadguueckon 3amuThl HHGOPMAHUH U cPepbl X MPUMEHEHUS
Heo0xoaumblie ymeHus:
- BBISIBJICHUE COCTABIISIONINX MPOOJIEMHON CUTYaIlMU U CBSI3eH MEXTy HUMU
- yMEeT MpOBOJIUTH AaHAIW3 TMoOKazaTeneld 3(PGEeKTUBHOCTH CEeTed U CHUCTEM
TEJIEKOMMYHHUKAIIMIA U KaueCTBa MPEJOCTABISIEMbIX YCIYT;
- yMeeT IPUMEHATh MaTeMaTUYeCK1e MOIENN JIs olieHKu cToiikoct CK3U
- ymeet ucnosb3oBaTh CK3U B aBTOMaTHU3MPOBAaHHBIX CUCTEMAX
- YMEET aHaJIM3UPOBaTh U OIEHUBATH YIpO3bl MH(POPMALMOHHON 0€30IacCHOCTH
o0bekTa nH(popMaTH3aInM;
TpeOyemble neiicTBus:
- BbIOOp croco0a 00OCHOBaHMS pelieHus (MHAYKIUS, ASAYKIHS, MO0 aHAJOTHH)
poOJIEMHON CUTyaluu
cOOp U cucTemMaTu3aluus HHPOpMaLUHU 1o npodieme
OLICHKA aJIeKBATHOCTU U JOCTOBEPHOCTHU MH(POpMALIMU O MPOOJIEMHON CUTYyallUH
BBIOOP METOJIOB KPUTHYECKOTO aHAJIN3a, aJIeKBATHBIX MPOOIEMHON CUTyalluu
pa3paboTka MW OOOCHOBaHHME IUIaHA JACHCTBUH IO PELIEHUI0 NPOOIEeMHOU
CUTyaluu
- BJIaJICET METO/IaMH U CPEACTBAMU TEXHUUECKOU 3alUThl HH(OpMAITUU

2. Mecto nucnuniannbl B cTtpykrype OIIOITI BO

Hucruminaa  «Kpunrorpadguueckue MeToapl  3amMThl  MH(DOpMAIUN
OTHOCUTCA K  0O0si3aTelbHOM  YacTU  OCHOBHOM  TpodecCHOHATbHOMN
o0Opa3oBaTeaLHOM MPOTrpaMMbI TTIOATOTOBKH OakajgaBpoB 1o HampasiaeHuto 10.03.01
«upopmanmonHas 6€30MacHOCTHY.

N3yuenne paHHOW JUCHUIIIMHBI Oa3WpyeTcss Ha paHee H3yYEHHBIX
JTUCITUTIINHAX: «AIMapaTHBIC CPEJICTBAa BBIYUCIUTEIBHON TEXHUKN», «SI3bIKH
MIPOTrPaMMUPOBAHUS, «ndopmartukay, «OCHOBBI uH(pOpMAITMOHHOM
oe3zomacHocTH»,  «MaTemMaTHYeCKUd  aHAIU3y, «OCHOBBI  yINpaBJIEHUsA
nHpopMarnmoHHOM 6e30macHoCThION B KommeTeHnusax: YK-1, OIIK-3,7,5,10

3HaHUsI 1 KOMITETCHIIUH, TIOTyYCHHBIE TIPU OCBOCHUH JTUCIUILTIHBI, SBIISTFOTCS
0a30BBIMH JIJIS1 U3YYCHUS MOCIEAYIOMUX TUCIUIUIMH: «KoMIuiekcHoe oOecriedeHne
3anmmThl “HGOpMAIUU 00bekTa MH(pOpMAaTH3alMU (TIPEANPUATHS)», «IKOHOMHUKA
uHGOPMAITMOHHON 0€30macHOCTIY, «H(DOopMaITnoOHHO-aHATTUTHYECKAS
JESITETPHOCTh 10  O00ECTICUEHUI0 KOMIUIEKCHON O€30MacHOCTHY, MPOXOKICHUS
NPAKTUKH, TOCYJApPCTBEHHOW WTOTOBOW AaTTECTAlldd W BBITIOJHEHHS BBITYCKHOW
KBaJIM(DUKAIIMOHHOM paboThI OakasaBpa.



3.00beM IMCHUNJIMHBI (MOIYJIS1) U BUABI y4eOHOH padoThI

OO6111ast TPyI0eMKOCTb JTUCITUTUTMHBI JIJIs1 CTYJIEHTOB OYHOM (POPMBI COCTABIISET
3 3aueTHBIX enuHuIbl, 108 yacos.

Taoaunmal
Buabi 3ansituii Bcero yacoB | Cemectp | Cemectp | Cemectp | Cemectp
7 8
OO01ast Tpy10eMKOCTh 108 108 108
OYHASA ®OPMA OBYUYEHUSA
AyIMTOpHBIE 3aHATHS 48 48
Jlexumnm (JI) 16 16
[IpakTuueckue 3ansatus (113) 32 32
JlabopaTopHbie paboTsl (JIP) - -
CamocrosiTesibHas padoTa 50 50
Jlpyrue BHIbI KOHTAKTHOM 10 10
padoThI
IIpakTH4yeckasi NOAr0TOBKA HET Her
Kypcosbie padoThI - -
(mpoeKThbI)
PacyerHo-rpadpuieckue - -
padoThI
KonTpoabHas pabora, + +
AOMallIHee 3a]aHue
Tekymuii KOHTPOJIb 3HAHUH T1; T2 T1; T2
(7 - 8,15 - 16 nexenn)- 2u.
Bujx ntoroBoro KoHTpoOIsA 3auer 3auer
4.Conepkanue TUCUMILTHHBI
4.1.TeMBI IUCHUILINHBI X BUABLI 3aHATHHA
Tabuauna 2
Haumenosanue Jlexnun, gac. [IpakTnue | 3ansAtus B Kon
TeM Ounoe CKHe WHTEPAKTH KOMTIETSHITHIA
3aHATHS, BHOM
qac dopwme,
OuHoe yac

CenbMmoii cemecTp
Paszpnen 1. Teopernueckue 0CHOBBI Kpunrorpagpuun

Tema 1. O0mmue 4 8 3 VK-1; OIIK-9
NPUHIUANBI

UHGpOpPMaLHOHHOM

0e30mMacHOCTH.

Tema 2. 4 8 3 VK-1; OIIK-9




Teoperuyeckue
OCHOBBI
Kpunrorpadguu.

Paznean 2. Ilpukiaagabie Kpunrorpaguyeckne MeToAbl CHCTEM
3a1UMThl HHPOPMALIMHU M MX pPeaIu3anus

Tema 3. 4 8 3 OIIK-9
Kpunrorpaguuec
KHe MPOTOKOJIbI.
Tema 4. Oo0mme 4 8 3 OIIK-9
npunuuns PKI.
Hroro: 16 32 12

4.2. Coaep:kanue TeM IUCHUTIHHBI

Paszgea 1. TeopeTndeckne 0OCHOBBI Kpunrorpagpuu
Tema 1. O0mue npuHIUNBI HHPOPMALMOHHOK 0€30MIACHOCTH

[Tonutrka 0€30MacHOCTH, YSI3BUMOCTH, YTPO3bl, MEXaHU3Mbl U YCIyTH
0e30MacHOCTH, TPEBEHTHUBHBIE W  IPOAKTUBHBIE  METOABl  OOECIEUYECHUS
0e3onacHocTU. [IpUHIMIBI TOCTPOEHUSI CHCTEM MH(DOPMAMOHHOW O€30IaCHOCTH:
MUHUMU3AIUs TPUBUICTUNA, MUHUMAJIBHOE 4YHUCIO JOBEPEHHBIX KOMIIOHEHT,
POCTOTA, CKENTULM3M U MMAPAHOUAABbHBIN MOJIX0]1 K OEHKE KPUIITOCTOMKOCTH.

Kondunenumansnocts. IlenoctHocts. IloanuuHocTs. HeoTpekaemocTb
(HEBO3MOXKHOCTh O0TKa3a). J{ocTymHOCTh. AHOHUMHOCTb.

@dyHaMEeHTalbHBIE ~ yTPO3bl — yTedyka HHQPOpMAlUM, HAPYIICHHUE
LEJIOCTHOCTH, OTKa3 B OOCIYyXKMBaHUHM, HE3aKOHHOE HCIOJIb30BaHME. [lepBUuHbIE
yTpO3bl — MPOHUKHOBEHHUE (MacKapa, 00X0/] 3alUThl, HAPYIIIEHNE TTOJITHOMOYHA) U
BHEJIpEHUE (TPOSHCKUE MPOTPAMMBI, IOTAWHBIE XO/IbI).

[Mudposanue. [udposas moamuch. Xomi-¢pyHkuus. B3zaumocBszp ycayr
0€30MacCHOCTH, MEXaHU3MOB U aJITOPUTMOB.

Tema 2. Teoperuueckue 0CHOBbI KpUNITOrpapuu

@opMaJbHOE ONPEAECICHUE KIIACCUYECKONM KPHUIITOCUCTEMBI. Y CIOBHAs
BEPOSAATHOCTH U TeopeMa baiieca. CoBepuieHHas ceKpeTHOCTh U TeopeMa [llenHoHa.
Onnopa3zoBeiit 6s10kHOT (Mpp Bepuama). Koneunsie nossi. MyabTUIIMKATUBHAS
rpynna KoHeyHoro mnoss. JluckpetrHast norapudmudeckasi mnpobiema. Teopembl
Oiinepa u depma. DIIUNTUYECKUE KpHBBbIE. ['pynma TOYEK HSILTUNTHYECKON
KPHUBOM.

bazoBas  mogmens (OTIpaBUTENB <> 3JIOYMBIIUIEHHHK <> TIOJIy4aTeb).
TepMUHONIOTHS:  CEKPETHBIN/OOMIETOCTYIIHBIN  KJIIOYM,  OTKPBITBIA  TEKCT,
MUQPPTEKCT, KPUNTOAITOPUTM, IHU(Dp, KpUNTOCUCTeMa, araka. OmHOKIIOUYEBas

(cuMMeTpUYHast) KPUIITOCHUCTEMA. JIByxKmtoueBas (acuMMeTpuyHast)
KPUIITOCUCTEMA WJIM KPUNTOCHCTEMAa C OOHIeNOCTYyNHBbIM KitouoM. [Ipsmoe
Kpunrorpaguueckoe npeoOpa3oBaHue (3amudpoBanue). OG6patHoe
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kpuntorpapuueckoe mnpeoOpazoBanue (pacmmdpoBaHue). BpluucieHue u
nposepka nudposoi noanucu. Kox ayrenrnunoctu coodmenus (MAC). Meton
udpoBoro koHBepra. [laccuBHble U akTUBHBIC aTaku. Kimaccudukarus atak.

Omnpenenenue 6mounoro mudpa. [punuun urepupoBanus. Koncrpykums
Oeiicrensa. Pexumbl mudposanus. (ECB, CBC, CFB, OFB, PCBC). Cranaaptsl
omounoro mupposanus — AES, TOCT-28147-89. [lotounsie mudpsl (Ha mpumMepe
RC4). Cxema onHopazoBeix mnapoieil (OTP). MwunumanbpHas [aiauHa Kiroya
CUMMETPUYHON KPUIITOCUCTEMBI. DKCHOPTHBIE OrPAHMYCHUS Ha JJIMHY KIIOYa.
Meton pacmmpeHus KIHOY4eBOro IMpocTpaHcTBa. [IpuHIun HecenapaOeabHOTO
mdpoBanusi. MHOroypoBHeBasi Kpunrorpadus.

Kpuntocucrema RSA. Ilpaktnueckas KpuntocToikoctb RSA: oueHku u
nporHo3sl. Kpuntocucrema Dnbl amans. [Iporokon cornacoBanus kitova Huddu-
Xomnmana. CaoiictBa 1udpoBoil moaAnucH  (MOMJIMHHOCTh, IEITOCTHOCTbD,
HeoTpekaemMocTh). DdenmepanpHble cTaHmAapThl UdpoBoit momgmucu — DSS,
['OCT P 34.10 2001 (rpymma Touek ATUNTHYECKON KPUBOIA).

CgoiictBa xom-pyHkiu. OyHKIUS CKaTUsl, KaK OCHOBHOW METO[
nocTpoeHus x3u-pyHkuuii. KiroueBbie u 0eckiiioueBbie X3MI-(QYHKIUH. AJTOPUTM
HMAC. ®enepansabie cranaaptsl xamr-pyakuuii — SHS, TOCT P 34.11-94. MD5S
— de facto crangapt Internet. Ilapamokc «aHel poxaeHus». ATaKM Ha OCHOBE
MapaIoKCa «IHEU POKICHUSY.

Paznea 2. Ilpukinaaabie Kpunrorpaguyeckue MeToIbl CHCTEM
3alMThI MHPOPMALIUM ¥ UX peaTu3anus

Tema 3. Kpunrorpadpuueckue npoTokojabl

AHOHUMHOCTP M  HEOTCJIEKHMBaeMocThb. I[Ipobiema  «y>KHMHAIOIIMX
kpunrorpadoB». [IpoTOKONBI JUIsi aHOHUMHBIX YEKOB HAa OCHOBE «CJIETION»
noanucu. CBONCTBA HACATBHOM CHUCTEMBI JJIEKTPOHHBIX HANWYHBIX. [lmaTexxHbIX
cuctem Payword u Micromint.

[IpoTokON  SJMEKTPOHHOrO  ayKIMOHA, OTBEYAKIIMK  TpeOOBaHUSIM
®enepanbHoro 3akoHa Ne 94 ot 21 urons 2005 roga «O pa3MenieHUH 3aKa3oB Ha
MIOCTaBKH TOBApOB, BBIIOJHEHHE padOT, OKa3aHUE YCIYT JJIs TOCYAapCTBEHHBIX U
MYHULIMIATBHBIX HY XK.

[TpunHIMIIBI KBaHTOBOM KpunrTorpaguu. KBaHTOBBI IIPOTOKOJI
pacrpeneneHus KIo4ue.
00630p OMOMETPUUECKHX METOA0B. MeTo1 OMOMETPUUECKON «ByaJIn».

Tema 4. O0mme npunnunsl PKI

I'enepanus kmroueni. HepaBHocwiibHbIE Kitoud. Pacrnipenenenue. I[IpoBepka.
Hcnons3oBanne. OOHOBIICHHE. XpaHCHUE W PE3EPBUPOBAHUC. YHHUTOXKEHUE.
JKuznennslii muka kimoda. Omnpenenenus kiarodel Baffine.

Merona nonmuo#t matpuilsl. [Ipobiema «xBagpaTHOro KopHs». ObnerdeHHast
cxema mnpeaBapurtesibHoro pacnpeaeneHus kiaodeir KEDYS. O6neruennas cxema

[IPEABAPUTEIBHOIO PACHPEACIICHUs KIHOYEH JJA KJIACTEPHOU apXUTEKTYpPHI
EKSYD.



[IpoOnemMa MoUIMHHOCTH OTKPBITHIX KJIIOYEH — Ha MpUMEpEe aTaku «4eJIOBEK
nocepeauae»  (man-in-the-middle-attack).  I{udpoBoii  ceprudukar (1m0
Koudennepy).

Ceptudukar, TOAMUCYUK, TMOJH30BATEIh, BBIMYCK  cepTUdHUKATA,
AHHYJMPOBAaHUE OTKPBITOTO KIIIOYa, OT3bIB CepTH(PHUKATa, CHUCOK OTO3BAHHBIX
cepTuduKraToB (CO0C), MPUOCTAHOBJICHUE NENUCTBUS ceprudukara,
Vnocroepsitommii  Llentp (VIL), Uentrp peructpammu (IIP), B3aumnas
(nepekpectHast) ceptudukanus. KU3HEHHBIN HUKIT cepTudukaTa. ApXUTEKTypa
PKI. [Tonsitue ceprudukanuonnoro nytu. [Ipeumymectsa PKI.

Henocpencreennsiit KOHTAaKT. YV najieHHBIN JIOCTYIL. Pa3nenenue
dbyHKUHOHATBHOCTH. Paciimpenne GpyHKIIMOHATBHOCTH.

[Tpoextsi Clipper u Capstone. Ctangapt EES. Kpunroanroputm Skipjack.

[Ipob6nematuka. [Ipomexxyrounsie COC (Delta CRL). CermeHTHpOBaHHBIE
COC. Cucrema ot3biBa ceptudukaroB (CRS). IIpoBepka craryca ceprudukara
npu omotu aepesa Mepxkiist. [Ipotokon nposepku cratyca ceptuduxara OCSP.

5. IlepedyeHb y4eOHO-METOAUYECKOI0 00eceYeHHs 1JIs1 CAMOCTOSATE/IbHOIM
PadoOTHI 10 AUCHHILIMHE.

«MGTOIII/I‘-IGCKI/IC YKazaHu:A O CaMOCTOSITEIIBHOM pa6OTBI 06yqa}om1/1x051 I10
OCBOCHHIO JUCHUIIIMHLD) IIPCACTABJICHELI B HpI/IJIO}KCHI/II/I 2.

6. @OH/I OLIEHOYHBIX CPEJCTB /IJIs MPOBeIeHUsI POMEKYTOUHOM
arrecTanuu 00y4arouuxcs Mo JMCHUIJINHE.

CtpykTypa (GoHIa OILIEHOYHBIX CPEJCTB, JJIS MPOBEACHUS MPOMEKYTOUHOU
aTTecTaluu  oOydamommxcsa Mo auciuiuimae «Kpunrorpadguueckue wmeTobI
3amuThl HHGopMauu» npuseaeHa B [Ipunoxenun 1.

7. TlepeyeHb OCHOBHOI U JONMOJHUTEILHOUH Y4eOHOI JTUTEPATYPBHI,
HEe00X0AMMOI1 115l OCBOCHUSI TUCHUILTHHBI

OcHoBHas JauTeparypa:

1.EpmaxoBa, A. FO. MeToabl 1 cpeacTBa 3alIUThl KOMITBIOTEPHOI
uHpopmaruu : yuebHoe nmocodue / A. FO. EpmakoBa. — Mocksa : PTY
MUPDA, 2020. — 223 c. — TekcT : 25eKTpOoHHbIH // JIaHb : 31€KTPOHHO-
oubnuoteunas cucrema. — URL: https://e.lanbook.com/book/163844 (nata
obpamenus: 28.11.2022). — Pexxum moctyma: yist aBTOPHU3. MOIH30BaTEICH.

2.Epmakosa, A. 0. Kpunrorpaguueckue MeToabl 3a1luThl UHPOpMaLUU
: yuebHo-MeToauueckoe nocodue / A. 0. EpmakoBa. — Mockga : PTY
MUPDOA, 2021. — 172 c. — TekcT : 25eKTpoHHbIMN // JIaHb : 2JIEKTPOHHO-
oubnroreunas cuctema. — URL: https://e.lanbook.com/book/176563 (nara
obOpamenus: 28.11.2022). — PexuM qocTymna: st aBTOpU3. TOJIH30BATEIICH.

3.EpmaxkoBa, A. FO. MeToabl U cpe/IcCTBA 3allIUThl KOMITBIOTEPHON
uHpopmaruu : yuebHoe mocodue / A. FO. EpmakoBa. — Mocksa : PTY
MUPDA, 2020. — 223 ¢. — Tekcr : anekTpoHHsblii // JIaHb : 31eKTpOHHO-



oubsmoreunas cuctema. — URL: https://e.lanbook.com/book/163844 (narta
obpamenwns: 28.11.2022). — Pexxum mocTyma: 1j1sl aBTOPHU3. MOIH30BaTEIICH.

4.Ilyrun, B. B. 3amura naopmaium B KOMITBIOTEPHBIX
nH(OPMAITMOHHBIX CUCTeMax : yueOHoe nocobue / B. B. Ilyrun, E. FO.
[Nomyonunyas, C. A. Jlabaga. — Camapa : III'YTHU, 2018. — 119 ¢. — Teker :
AIEKTPOHHBIH // JIaHb : 37eKTpOHHO-OMOMoTeunas cuctema. — URL:
https://e.lanbook.com/book/182299 (mata obpamenwns: 28.11.2022). — Pexum
JOCTyTA: JIJISl aBTOPH3. TOJIH30BaTEIICH.

JlonoJTHUTEIbHAS JJUTEpaTypa:

5.MopenupoBaHue KOMIBIOTEpHBIX ceTel B cpeae NetCracker
Professional 4.1 : metroguueckue ykazanus / B. B. [1yrun, U. C. Makapos, E.
FO. lN'omyOuuuas, C. A. Jlabana. — Camapa : [II'VTU, 2018. — 46 c. —
Tekcrt : anexTpoHHsblit // Jlans : anekTpoHHO-OMOMMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/182305 (nata obpamenus: 28.11.2022). — Pexum
JIO0CTyTA: JIJIsl aBTOPH3. TMOIH30BaTEINCH.

8. Ilepeuennb pecypcoB HHGOPMANMOHHO-TEJIEKOMMYHUKANIMOHHOM ceTH
«/HTEpHEeT», HEOOXOAUMBIX IJISI OCBOCHHS TUCIUIIINHBI

HNuTepHeT-pecypcesl:
1. http://eup.ru/catalog/all-all.asp — nHay4uHO-00pa3oBaTeILHBIN TOPTAIL.
2. http://informika.ru/ — odpa3zoBaTenbHBIN MOPTAIL.

3. http://www.academy.it.ru/ — akanemus AUTH.

9. MeToanueckne yKa3aHus JJisl 00y4aIOMIUXCsl, 0 OCBOEHUIO JUCHMILTUHbBI

Metoauueckue ykazaHus JJisi 00y4aroIMXcs, 0 OCBOCHUIO JUCHUILIMHBI
(Mmony:ns) mpuBenensl B [Ipunoxenuu 2 K HacTose padbodeit mporpamme.

10. MMepevyensb HHGPOPMANMOHHBIX TEXHOJIOTHIA, HCIIOJIB3yEMbIX MIPH
OCYIIeCTBJICHMH 00Pa30BaTeJILHOIO Mpolecca Mo TUCHUILIHHE

Ilepeuenn nporpammuoro odoecnevenns: MSOffice, PowerPoint.
NupopmanuoHHbIe CIPABOYHBIE CUCTEMBI:
1.91eKkTpoHHbIE pecypchl 00pa30BaTEIbHON Cpeibl Y HUBEPCUTETA.
2.MudpopmanonHo-cipaBouHblie cuctemsl (KoHncynbrant+; ['apanT).

Pecypchl nHGopMannoHHo-o0pa3oBareabHoi cpeast MI'OTY:
PaGouast mporpamMmma u MeToauueckoe odbecrnedeHue mo Kypey «MeToibl u
CpelicTBa KpUNTOTrpauaecKoi 3aimThl HHGOPMATIHI)

11. Onucanue MaTepuaIbLHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOM ISt
OCylIeCTBJIEHUS 00Pa30BaTEJIbHOI0 MPOLECCa MO AUCHUIINHE


http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.academy.it.ru/%20–

JIeKIInOHHBIE 3AHATHSA.

ayJIUTOPHSI, OCHALIEHHAS! TPE3EHTAlMOHHON TEXHUKOMU (TIPOEKTOP, 3KPaAH);
KOMIUIEKT 3JI€KTPOHHBIX MPE3EHTAlUM / CIaliIOB HA TEMBIL:

IIpakTH4eckue 3aHATHA:

KOMITBIOTEPHBIA KJIACC C MPOEKTOPOM JUIsl MHTEPAKTUBHOIO OOYy4YEHHUS H
OpoBeJCHUS JEeKIui B (Qopme cmalg-mpe3eHTauui, 000pyAOBaHHBIHI
COBPEMEHHBIMH JIMLIEH3MOHHBIMH ITPOTrPAMMHO-TEXHUYECKUMH CPEICTBAMMU:
onepanuonHas cucremMa He Hmwke WINdowsXP; oducHbie mporpamMmbl
MSOffice 7;

pabouee MecTo MpernoaaBaTeisi, OCHAIEHHOE KOMIBIOTEPOM C JOCTYIIOM B
WNuTtepHer;

pabourie MecTa CTyJCHTOB, OCHAI[EHHbIE KOMIIBIOTEpaMH C JOCTYIIOM B
HNnTepher.
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Ipuiaoxenue 1

@DOHJT OIICHOYHBIX CPEACTB JJIS TPOBEICHHS IIPOMEKYTOYHOM aTTEeCTaIlUN
00ydJaromuxcst Mo JUCHUILTHHE (MOIYIIIO)

HHCTUTYT UH®OKOMMYHUKAIIMOHHBIX CUCTEM U
TEXHOJIOI'Ui1

KA®EJIPA UHOOPMALIMOHHOM BE3OIIACHOCTHU

®OH/J ONEHOYHbLIX CPEACTB JJIs1 IPOBEJAEHUA
MPOMEXYTOUYHOM ATTECTAIIMA OBYYAIOIIUXCS 1O
JAUCHUITJIMHE

«METO/JbI U CPEACTBA KPUIITOIPA®UUYECKOM 3AIIUTHI
NHOOPMALIMN

Hanpagpaenue noaroropku: 10.03.01 Mudpopmanuonnas 6€30nacHOCTb
Ipoduib: be30nacHOCTh TEJIEKOMMYHUKAIUMOHHBIX CUCTEM

(B a3pokocMuvecKkoi cepe)

YpoBeHb BbicHIEro 00pa3oBaHusi: 0aKaJIaBp

®opma 00y4yeHHUsA: OUHAA

Kopones
2022
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1. IlepeyeHb KOMIIETEHUMH € YKa3aHUEM ITANoOB UX (JOPMUPOBAHUSA B

npouecce 0CBOeHHs 00pa30BaTeJIbHOH MPOrpaMMbl

Ne | Nupexk Conepxanue Paznen B pesynbraTe u3yueHus pasaena JUCHUTUINHBL,
/o C KOMIICTCHIIMH JUCIUIIINHBI, 066CHG'-II/IBaIOHIeFO q)OpMI/IpOBaHI/Ie KOMIICTCHIINH,
KOMITE * obecrieunBaro oOyyJaromuiicss mprodpeTaeT
- it TpynoBeie Heobxomumpie | Heobxommumbie
TCHIU (bOpMI/IpOBaHI/I I[efICTBI/IH YMCHHA 3HaHUA
u e
KOMIIETCHIINI
YK-1 BBIOOD BBISIBIICHUE - OIIMCAHME CYTHU
Crocoben criocoba COCTABJISIFON | TIPOOJIEMHOM
OCYILECTBIATE Tenmt 1.2 o0ocHOBaHUA | UX § CUTyaIuu
HOHCK, ’ peLeHus poOIeMHOM
. (MHIYKIMS, CUTyalluu U
KpUTHACCKIH JEeyKIUsl, 10 | CBsi3eH
aHajm3 u AHAJIOTHH) MEXy HUMH
CUHTE3 poOIeMHOI
uHpOpMaIuH, CUTyaluu
[IPUMEHATH ; cbop u
CHCTEMHEL CUCTEMaTH3a
noaxox A A
uH(popManuu
peLICHNA o mpooJIeMe
HOCTaBJIEHHBIX - OllEHKA
3a1a4 aZIeKBaTHOCT
" u
JIOCTOBEPHOC
TH
uHpopMalun
0
npoOIeMHON
CUTyalluu
1. | OIIK- | Cnocoben Tema:1-4 - BIaJIeeT - YMEET | - 3HAeT IPUHIUIIBI
9 IIPUMEHSITD METOJJAMU U | TIPOBOJUTH IIOCTPOEHHUS
CpeacTna CpelICTBAaMHU | aHAIU3 CUCTEM U ceTel
Kpunrorpaduu TEXHUYECKON | MOKa3aTelel | 3JIEKTPOCBSI3U;
€CKou " 3aIUATHI 3¢ dexkTuBHO | - 3HAeT
TEXHUUYECKOHN UHpOpPMALIUU | CTH CeTe M | COBpPEMEHHBIE
3aIUTHI CUCTEM BU/IBI
uHpopMaun TEJIEKOMMYH | MH(pOPMAIMOHHOT
U1 pelIeHus HKauun u| o
3a1a4y KauecTBa B3aMMOJENCTBUSA
npodeccuonan MpenocTaBis | U OOCITYKUBAaHUS
BHOM €MBIX YCIYT - | TE€JIEKOMMYHUKAIl
JeSITEIIbBHOCTH yMeeT HWOHHBIX CceTel u
MPUMEHSITh CUCTEM
MaTeMaTH4ec | - 3HAeT OCHOBHBIE

KUE MOJAECIA
IUIA  OLIEHKU
CTOMKOCTH

IIOHATHUA U 3aJa4YN
Kpunrorpadum,
MaTeMaTHYECKUE

12




CK3H1

- yMeeT
HCIIOJIB30BaT
b CK3U B
ABTOMATHU3UP
OBaHHBIX
crucTemMax

- yMeeT
aHAJIM3UPOBA
Tb U
OIICHUBATh
yIpO3bI
nHpopMaIno
HHOM
0e3011acCHOCT
1 00BbEKTa
uHpOpMaTH3
FY004071

MOJIeNTH
KpunTorpaduueck
UX CHCTEM

- 3HACT OCHOBHBIC
BU/IBI CpeZCTB
KpunTorpaduueck
on 3aIIUThI
uHpopmauu
(CK3H), Bxirouas
IR EINE U
HOTOYHBIE
CUCTEMBbI
mudpoBanus,
KpunTorpaduueck
Ue CHCTEMBI C
OTKPBITHIM
KITFOUOM,
Kpunrorpaduyeck

ue Xeum-QyHKIUHA
U
Kpunrorpaduueck
W€ MPOTOKOJIBI

- 3HaeT
HaIMOHAJIbHBIE
CTaHJapThI
Poccniickoit
denepannu B
obnactu
KpHUnrorpaguyeck
on 3aIINATHI
uHpOpMaLlUU U
cdepbl 170'¢
IPUMEHEHHUS;
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2.0nmncanue nokasareseid M KpuTepueB OLIEHUBAHUSI KOMIIETEHIIHIT HA
Pa3JIHYHBIX 3Tanax ux GopMHUpPoOBaHMs, ONIMCAHNE IIKAJ OIlEHUBAHUS

Koo UHcmpymeHnm, Amanesi u Kpumepuu oyeHusaHus
KomnemeHyuu | oyeHusarowuii rnoKasamesneo KomMnemeHYyuu Ha pasnu4yHbIX
c¢hopmupoeaHHoc oyeHusaHus amanax ¢popmuposaHua u
mb KomnemeHyuu KomnemeHyuu WKabl OYeHUBaHUA
VYK-1; OIK-9 Joxman A) nosiHocThi0 | Hanpumep:
chopMupoBaHa [IpoBoauTcsi B MNHCbMEHHOMN
(xommeTeHIus W/UnM ycTHOU (hopme.
ocBoeHa Ha BbICOKOM | Kpurepuu oneHku:
ypOBHE) — 5 OaJIIOB
B) gactiyno | 1- COOTBETCTBHE cozepKatuA
copMHpoBaHa: JoKJ1aaa 3asIBJICHHOMN
temaruke (1 6an).
* KOMHCTEHIHA | 5 KadecTBO HCTOMHUKOB 1 X
ocpocHa Ha | conmuectso IpU MOATOTOBKE
POABMHYTOM  ypOBHE 60T1sI (1 Gamm).
— 4 O6anna; pa o
3. Bnanenune mupopmanmenn u
* KOMIICTCHIIMA | cmocoOHOCTh ~ OTBEYaTh  Ha
ocBocHa Ha 0a30BOM | pompock! ayauropuu (1 Gam).
ypoBHe — 3 baiuia; 4. KauectBo caMou
B) He cdopmupoBana | npencrapnennoii  paGotsr (1
(xoMOeTeHIUs HE | Gam).
cbopmupopana) — 2 u | 5, OpuruHaJIbHOCTD MOJX0a U
MeHee 6aioB BCECTOPOHHEE packpbITHE
BbIOpaHHOW  Tematuku (1
Oamn).
MakcumanbHasi cymma 0ajioB
- 5 6amnos.
VK-1; OIIK-9 Beinonnenune A) nosHocTho | [Ipm OIIPEACIICHUU
KOHTPOJIbHON copmHpoBaHa c(OPMHPOBAHHOCTH
paboThI (xommeTeHUus KOMIIETEHIUI KPUTEPUSIMHU
OCBOEHA Ha BBICOKOM | OLICHUBaHUS BBICTYIAIOT
YpOBHE) — 5 6aioB METOANYECKHUE PEKOMEH IallUH,
b) YaCTUYHO | pa3paboTaHHBIE 1o
chopMupoBaHa: JUCHUIUIMHE  JUIS  JIaHHOTO
. KoMmmeTeHus | BUAA
OCBOEHA Ha

IPOJBUHYTOM YPOBHE
— 4 O6anna;

° KOMITETEHIIUSA
ocBoeHa Ha 0a30BOM
ypoBHE — 3 Oaia;

B) ne cdopmupoana
(koMIIETEHIIUS HE
chopmupoBana) — 2 u
MeHee 0allIoB

3. TunoBbie KOHTPOJILHBbIE 3a]aHNs UM NHbIE MATEPHAJIbI, HEOOX0IMMbIE
JJIS1 OIleHKM 3HAHM I, YMEeHHH, HABBIKOB M (WJIN) ONBITA J1eSITeJIbHOCTH,
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XapaKkTepu3y0IMX 3Tanbl (POPMUPOBAHNS KOMIIETEHIIHII B Ipolecce
O0CBOCHUSI 00pa3oBaTeIbHOM NPOrPaMMbI

HpI/IMepHaﬂ TEMAaTHKA JOKJIAaad0B B Hpe3eHTa]_lHOHHOI71 (l)OpMe:

1. Undopmanmonnas Oe3zomacHocTh cuctembl «KinneHT — GaHK» Ha OCHOBE
TEXHOJIOTUH «TOJICTOTO KJIUEHTa

2. Hndopmanmonnas 6e30macHOCTb MOjien VIHTepHeT - OaHKUHTA.

3. HudopmanmonHas O0€30MacCHOCTh pPacyeTOB OAaHKOBCKMMH KapTaMU B
NurtepHere.

4., Mecro OUII B pagy xpunrorpadpuyeckux wMexaHusMoB. Vcropus
Bo3HukHOBeHUsa OIIIl B Poccum. OOmee mpaBuno coszmanus DIIII. Oobmiee
npaBwio Bepudukamuu DI

5. CxeMma 3amuiieHHoro MHGOPMAIMOHHOTO OOMEHa MPHU HCHOJIB30BAHUU
CUMMETPUYHBIX METOJOB 3aIIUTHI HH(OPMALIHH.

6. Cxema 3ammuiieHHOT0 WH(OpPMAIMOHHOTO OOMEHA MPH HCIOJIH30BAHHUU
KpUNTOTpaQUUYECKUX aIrOPUTMOB C OTKPBITBIMU KIIOYaMH.

7. Ilpumenenue u uH(poOpMaMOHHAsA O€30MACHOCTh PEXKUMA SIEKTPOHHOU
KOJIOBOM KHUTH. PexxuMa cuermienust 610koB mudporekcrta. Pexnma oopaTHOIM
CBSI3M IO MUPPOTEKCTY.

8. Pexum cuetrunka (counter). DyHKIUS XEMIHUPOBAHUA U aCUMETPUYHBIC
aJrTOPUTMBI.

9. Hudopmarnmonnass 0€30MacHOCTh W 3alllUTa JJIEKTPOHHBIX TPAH3AKIIUMA
npoTtokout (SSL). Cxema pabotsl mpoTokosa SET.

10. Undopmanmonnas 0e30MacHOCTh W MpaBuiia OOMEHa 3JIEKTPOHHBIMU
nokymeHtamu. O6mme TpeboBanus, npeabsisiasieMmbie k D] (makeram D]1).

11. NadopmanimonHas 0e€30MacHOCTh MPHU COCTABIICHUE M HampaBieHue /[
YYaCTHUKOM — OTIIPABUTEIIEM.

12. UndopmanrionHass 6€30MacHOCTh W MOPSAI0K KOHTpoJst D], moIydeHHBIX
OT y4acCTHUKOB — oTnpaBuTtenei. [lopsaok opopmienus /], moarsepxaaromumx
ucnojgHeHue /] y4acTHUKOB.

13. UndopmarmonHast 6€30MacHOCTh U MOPSIOK MpHUeMa K MUCHOJHEHUI0 D[
y4aCTHUKOM — nony4datesneM. [lopsanok xpanenus u yuuutoxxenus J/1.

4. MeToanuecKkue MaTepPUAJIbl, ONpeaeaolne Mpoiueaypbl
OLlCHUBAHUSA 3HAHMH, YMEHU, HABBIKOB M (UJIM) ONbITA AeSATEJIbHOCTH,
XapaKTepu3yIuX 3Tanbl GopMHUpPOBaHUSA KOMIIETCHIUM

dopmoit  KoHTpoJIs 3HaHUH o AucHuIumHe « Kpunrorpaduaeckue MeTo bl

341U ThI I/IH(l)OpMaHI/II/I» SABJIIAIOTCA ABC€ TCKYHIHMC aTTCCTAllMM B BHUAC TCCTOB U
HUTOroBass arrecranuda B BUAC 3a4cCTa.
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Kon

Henen KOMIIETEH Kputepun
A it OIICHKH 10
Bun [HH, Conepxxanune | TpeboBanus | Cpok cmauun 1
TEeKYII] OIICHUBALO COJICP’KAHUIO U
ero OILICHOYHOI'O — OILICHOYHOTI'O K (menens CATECTRY ¢
cpeacTBa cpeacTBa BBITIOJIHCHHIO [ CeMecTpa) y
KOHTD 3HaHUA, yKa3aHueM
oISt YMCHHSI, OaioB
HAaBBIKU
tectupoBan | YK-1; 20 BoripocoB | Kommnbtotepn | Pesynbrar MNpenodasamens
ne OIIK-9 oe Bl yKasbieaem
TECTUPOBaHU | TecTupoBan | MPUMEPUU OUEHKU
. 0aHHo20 suda
€ ; BpeMst us
KOHMpons=.
Mposod OTBEJICHHOC | MPEIOCTaBI Hanpumep
umcsa e '’
CPOKU. Ha AOTCA B Kpumepuu oyeHKu
IZmal-,: Hpoueaypy - | A€Hb onpedensomcs
:MeHH 30 MuHyT IIPOBEICHHUS npoyeHmHeIM
ble IpoLeayphbl cooOmHouwieHuem.
2pagpuk Hesaska - 0.
po,,,, Heydosnemeopumenrn
06pd30 bHO — meHee 50%
eafnen npasunbHbIX
bHO20 omeemoes
YdoenemeopumenoH
mpouee o-om51%
ca
npasunbHbIX
omeemoe.
Xopowo - om 70%.
OmauyHo —om
90%.
tectupoBan | YK-I; 20 BonpocoB | Komnbrotepn | Pesynbratsl | [lpenodaeamens
uc OIIK-9 oe TECTUPOBAH YKa3sbieaem
TECTUPOBAHU | U Kpumepuu oyeHku
. daHHo20 suda
€; Bpems MPEI0CTaBI
KOHMpons.
lposoo OTBEIIEHHOE | SFOTCS B Hanpumep
7
umcsa e
CPOKU. Ha ACHB Kpumepuu oyeHKu
ic’mal-,: Nponeaypy — | IPOBCIACHHS |  onpedenaromca
;,BﬂeHH 30 MUHYT IIPOLEAYPBI npoyeHmHoIM
ble COOmHouweHuem.
2pagpuk Hesaeka — 0.
po,,,, Heydosenemeopumenrn
06pa30 bHO — meHee 50%
ea’:nen npasusnbHbIX
bHO20 omeemoe
YdoenemeopumenoH
mpotee o-omb51%
ca
npasusbHbIX
omeemoe.
Xopowo - om 70%.
OmauyHo —om
90%.
Mpoeod | 3auer VYK-1; 3 Bompoca 3auer Pesynprar | Kpurepuun
umca e OIIK-9 MPOBOJIUTCS | Bl OLICHKH:
cPOKL, B MpeAocTaBl | «3a4TeHo»:
CMAaH )
y MUCHbMEHHOU | SIFOTCSA B . 3HaHHUE
0B/1€HH
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ble

2pagpuk
om

obpaso

eamen
bHO20

npouyec

ca

opwme,
MyTeM OTBETa
Ha BOIPOCHI.
Bpewms,
OTBEJIEHHOE
Ha
HIPOLEAYPY —
30 MUHYT.

JACHb
IMPOBCACHUS
3a4ycTa

OCHOBHBIX
MMOHSTHUHN
MpeaAMETa;

. YMEHHE
HCIIOIb30BaTh
U TPUMEHATH
MOJTyYCHHbBIE
3HAHUS Ha
MPaKTHUKE;

. paborta
Ha
MPAKTUYECKHU
X 3aHATUIX;

. 3HAHHE
OCHOBHEIX
Hay4YHBIX
TEOpUH,
M3y4aeMbIX
MPEAMETOB;

. OTBET Ha
BOIIPOCHI
ouiera.

«He3auTeHO»:

. JIEMOHCT
pupyer
YaCTUYIHEIC
3HAHUSA o
TEMaM
JUACIUATUIMHUIT
U HE3HaHHE
OCHOBHEIX
MOHSITHH;

. HE3HAHUE
HEyMEHUE
HCIIOIb30BaTh
U TMPUMEHSTH
MOJTyYEHHbBIE
3HAHUSA Ha
MPaKTHUKE;

e He paboran
Ha
MPaKTUYECKH
X 3aHATHUAX

MpumepHoe cogepkaHue TecToB ANA TeKyLei aTTecTauum:

3AJAHUE HA BBIBOP O/THOI O IIPABUH/IBHOI' O BAPHAHTA OTBETA
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TecThl HCHONB3YIOTCS B PEXUME MPOMEKYTOUHOro KoHTpoisia. Ilo ¢opme
3aJIaHul BHIOPAHBI 3aKPHITHIE TECTHI (C BLIOOPOYHBIM O0TBETOM). Kaxkgomy Bompocy
COOTBETCTBYET OJWH BapUaHT OTBETA.

PR BOO~NOOR~WNE

0.
1.
2.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.

[Tpenmer, uens u 3a1a4u Kpunrorpapuu.

HcTopus xpunrorpadumu.

Kpatkue cBeieHHs O KpUIITOaHAIH3E.

[IpocTetinue mudpbl ¥ UX CBONCTBA.

Cucrembl IIMPPOBAHUS C OTKPBITBIMU KIIFOUAMHU.
BupryanbHble YaCTHBIE CETH.

DneKTpOHHBIE HU(POBBIE TOIMUCH (IEKTPOHHBIE TIOJITUCH).
OcHoBHBIE TOAX0BI K peanu3anuu PKI.

KoMnoHeHThI U cepBUCHI HHPPACTPYKTYPbI OTKPBITHIX KIIIOUEH.
ApxutekTypa u tononorus PKI.

CrangapTtsl B obsactu PKI 50.

Cranmaptsl Internet X.509 PKI (PKIX).

Ceptudukatsl OTKpBITBIX KiTroueit X.509.

Cnucku aHHYJMPOBAHHBIX CEPTU(PUKATOB. ATPpUOYTHBIE CEPTU(DHUKATHI.
OcHoBHbIe TpeOoBaHus K nonutuke PKI.

[Tonutruka npuMeHEeHUs! CEPTUPHUKATOB U PETIAMEHT.
Kparkas xapakrepuctuka noautuku PKI.

Ha6op nonoxxenuit monutuku PKI.

[TpoGnemsr popmupoBanust monutuku PKI.

CHMMeETpHUYHBIE KPUIITOCHCTEMBI.

OcHoBbl Teopuu K. IlleHHOHA.

CuMMeTpHUyYHbIE METO bl IIU(POBAHUS.

AATOpUTMBI 0JI0YHOTO MH(PPOBAHMSL.

ACHMMETpUYHBIE CUCTEMBI ITU(PPOBAHUS.

[IpumMeHeHne acCUMMETPUYHBIX AITOPUTMOB.

Xpanunuiue ceptupurkatoB OC MS Windows.

Tecmoevie 3a0anusn 01 KormpoJist OCmamoiHblX 3HaHUl

BapuanT Ne 1

1. Kak Ha3pIiBaTecs Hayka o crocobax mpeoOpa3oBaHusi HHPOPMAILIUU C TENBIO €€
3aIUTHI OT HE3aKOHHBIX MOJB30BaTEINEH?

e Kpunronorus

e Kpunrorpadus

e KpunroctonkocTtsb

e Kpunrromeronosorus

2. Kpunronorus BKJIO4aeT B ceO:
e Kpunroananus
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e Kpunrorpagus
e Kpunrocepsuc
e KpuUnTocTouKoCTh

3. CucremMbl mmdpoBaHusi, B KOTOPHIX I MUQPPOBAHUS U ISl paciIuppoBaHHUS
UCIIOJIB3YETCS OJIUH U TOT K€ KIIF0Y OTHOCATCS K:

® CUMMETPUYHBIM CHCTEMaM UG POBAHUS

® ACUMMETPHUYHBIM CUCTEMaM UG POBaAHUS

® OJIHAKJIFOYEBBIM CHUCTEMAaM IU(PPOBaHUS

® KJIIOYHBIM CHCTEMam

4. TIpocTedmnm 13 MHUPPOB 3aMEHBI SBIISIETCS:
e 0 HOaI(aBUTHAS TIOJICTABHOBKA
e MHOroajngaBUTHas 3aMeHa
e rToMOo(pOHNYECKUN PP
e Manoasn(aBUTHAs 3aMEHa

5. CKOJIBKO 3TaroB MOKHO YCJIIOBHO BBIICJIUTh B UCTOPUM KpUITOTpaPUu?
o4
3
¢ 40
o/

6. [lyst HauBHOM kpuntorpaduu (10 Havana XVI B.) xapakTepHO UCTIOIb30BAHKE:

® JII00BIX, OOBIYHO TPUMHUTHUBHBIX, CIOCOOOB 3aIllyThIBAaHUS MPOTHUBHUKA
OTHOCUTEJILHO COJIEpKaHUsl MU (PPYyEeMBbIX TEKCTOB

¢ (GOpMaAIU30BaHHBIX U OTHOCUTEIBHO CTOMKMX K PYYHOMY KpHUIITOAHAIU3Y
muppoB

® KPUIITOCUCTEM co CTPOTUM MaTeMaTHYECKUM 000CHOBaHHEM
KPUNTOCTOMKOCTH

® BHIYUCIIUTEIBHBIX CPEACTB C MPOU3BOAUTEIBLHOCTHIO, JOCTATOYHOW JJIS
peai3allud  KPUOTOCUCTEM, OOECIEeUMBAIOUIMX NpU OOJBIIONH CKOPOCTU
MKU(PPOBAHKS HA HECKOJIBKO MOPSAIKOB 00Jie€ BHICOKYIO KPUIITOCTOMKOCTD, YEM
"pyunbie" u "MexaHnuueckue" mupsl

7. Koraa Bo3HUKJIa KOMITbIOTEpHAS] KpUOTOrpadus?
e c 1970-x rr.
e c 1980-x rr.
e c 1990-x rr.
e ¢ 2000-x rr.

8. B cucreme mepegauym JaHHBIX MEXay aOOHEHTaMH C KOMMYTAaIllMed MaKeToB
WCITIOJIB3YIOTCS IBA CIIoco0a mepeiavu:
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® JICTarpaMMHBIN

® BUPTYaJIbHBIN

® NIapajlIeIbHbIN

® [ICPIECHAMKYJIIPHBIN

9. CkonbKo ypoBHEHN B 3TOJ0HHOM Moaenu OSI?
ol
e 13
e 10
o/

10. B xakom roay HOpHUHATHI OIPEAEISAIOIINE HOPMATHUBHBIE IPABOBBIE AKTHI
Poccuiickoit ®denepanuu: Konuenuus HanmoHaibHOW Oe3omacHocTr Poccuiickoi
Genepanuun u  JloktpuHa uHOpManmoHHOM  Oe3omacHocTH  Poccuiickoii
denepanun?

¢ 2000

e 1967

¢ 1998

¢ 2008

11. Tlognexxutr 15U HAESITENBHOCTh MO PaCIpPOCTPAHEHUIO MG POBAIBHBIX
(kpunTorpadudecKnx) CpeaCTB 00A3aTEIHLHOMY JIMIICH3UPOBAHUIO?
[ I[a
® HEeT
® ISl TOCYAApPCTBEHHBIX YUPEKIECHUN HET, a ISl KOMEPUYECKUX NPEANpUsITHi 1a
® TOJIBKO JIJISI ”THOCTPAHHBIX KOMITAHUH, IEUCTBYIOIIMX Ha Tepputopun Poccun

12. Kakoii ypoBenb Mozenu OSI obecrneuuBaeT co3laHue, Nepenadyy U Mpuem
KaJpoB AaHHBIX? (DTOT ypOBEHb OOCIY)KMBAET 3alpoChl CETEBOrO YPOBHS U
UCIIOJIb3YET CEPBUC (PU3NYECKOTO YPOBHSA JUIsl MPUEMA U MEPEAadr MaKeTOB)

® KaHAJIbHBIN

® [IPE/ICTaBIICHHUS

® [IPUKJIAHON

® CEaHCOBBIU

13. B xakom 'OCT-e naHo onpeneneHne TepMunHy "ciayxxebHas Taiina"?
¢ ['OCT P 51624-2000 “3amura undpopmarmu. ABTOMATH3UPOBAHHBIC CUCTEMBI
B 3aIUIIIEHHOM uctosHeHnu. O61mme TpedoBaHmus”
e [OCT P 51583-2000 “3amura wuHpopmamuu. Ilopsimok  co3maHus
ABTOMATH3UPOBAHHBIX CHUCTEM B 3alIUIIEHHOM ucnojHeHuu. OO1me
MTOJIOKEHUS

¢ ['OCT P UICO\MDK 15408
e Common Criteria
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14. B Jloktpune uapopmaironHoi 6e3omnacHoctu PO BaxxHOE 3HAUYECHUE MPUAAHO
cucTeMam M cetsiM Poccun, B TOM 4uCIIe MO CIEAYIOINM HAPABICHUSAM:

e MpeJ0TBpAIICHUE TepexBaTa WHGOPMAIlMU U3 MOMEIIEHUH U ¢ OOBEKTOB, a
Takke wuHpOpManMu, TepeaaBaeMON IO KaHajlaM CBS3M C  IOMOIIBIO
TEXHUYECKUX CPEICTB

® IPEJOTBpAIICHHE YTEUKM MHPOpMAIMM MO TEXHUYECKUM  KaHaJlaM,
BO3HUKAIOIEH MpPU HKCIUIyaTallud TEXHUYECKUX CpencTB ee 00paboTkw,
XPaHEHMs U Ilepeadn

® IPEAOTBPAICHUE CIENUAIBHBIX IPOIPAMMHO-TEXHUYECKUX BO3JCHCTBUM,
BBI3BIBAIOLINX Pa3pyIICHUE, YHUUTOKEHUE, HCKaKeHHEe HH(OpMalluu WK coou
B paboTe cpeacTB uHpopMaTu3aluu

® pa3BUTHIO CBOOOIbI cioBa B IHTepHETE

15. OCHOBHBIMM  MEpPONPHUATHSIMH MO  3amuTe  UHPoOpManuu B
OOIIErocy1apCTBEHHBIX MH(OPMAIIMOHHBIX M TEJICKOMMYHHUKAITMOHHBIX CHCTEMaX
SABJISIFOTCSL:

® 3aKpBITHE BCEX MHTEPHET-Kade

® JIMIICH3UPOBAHUE JICATEILHOCTH OPraHU3aIuii B 00JIaCTH 3aIIUThI HH(POPMAILIUU

e cepTu(UKaLUs CPEJICTB 3aUTH HTHGOPMAIIMK U KOHTPOJIA dPHEKTUBHOCTH UX
UCIIOJIb30BAHUS, a TaKXKe 3allUIICeHHOCTH WHPOPMalUd OT YTEYKH TIO0
TEXHUYCCKUM KaHaJIaM CUCTEM U CPEJICTB HH(POPMATHU3AIUHN U CBS3H

® BBCJICHUC TEPPUTOPHATBHBIX, JaCTOTHBIX, DHEPTETUYECKHX,
MPOCTPAHCTBEHHBIX M BPEMCHHBIX OTPAHUYCHHHA B PEKMMaxX HCIOJIb30BAHUS
TEXHUYICCKUX CPEJICTB, TIOIJICKAIINX 3aITUTE

Bapuant Ne 2

1. Kak Ha3pIBaTecs Hayka o crocobax npeoOpa3oBaHusi UHPOPMAILIUU C TENBIO €€
3aIUTHI OT HE3aKOHHBIX MOJIB30BaTEINEH?

e Kpunronorus

e Kpunrorpadus

¢ KpunroctonkocTtsb

e Kpunrromeronosorus

2. Kpunronorus BKJIO4aeT B ceOs:
e Kpunroananms
e Kpunrorpadus
e Kpunirocepsuc
e KpuUInToCTOUKOCTH

3. Cucrembl mmdpoBaHusi, B KOTOPHIX I MUPPOBAHUS U ISl paciiuppoBaHUS
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UCIIOJIB3YETCs OJIUH U TOT e KIIF04 OTHOCATCS K:
® CUMMETPUYHBIM CHCTEMaM IIH(PPOBaHUS
® ACUMMETPUYHBIM CHCTEMaM HMIH(PPOBaHUS
® OJTHAKJIIOYEBBIM CUCTEMAM IIU(PPOBAHUS
® KJIFOYHBIM CUCTEMAM

4. Ipocreimmm U3 mMUGPOB 3aMEHBI SBISIETCS:
e 0 HOa(aBUTHAS TIOJICTABHOBKA
e MHOroaj(aBUTHas 3aMeHa
e romopoHnYeCKuil mudp
e Manoan(aBUTHAs 3aMEHa

5. CKOJIBKO 3TaroB MOKHO YCJIIOBHO BBIICNIUTh B UCTOPUH KPUITOTpAPUU?
o4
3
¢ 40
o/

6. Jlst HauBHOM kpunrorpaduu (10 Hadana XVI B.) xapakTepHO UCIIOIb30BaAHUE:

® JII00OBIX, OOBIYHO TMPUMHUTUBHBIX, CIOCOOOB 3aIllyThIBAaHUS MPOTHUBHUKA
OTHOCHUTEJILHO CO/Iep KaHUsI ITU(PPYEMBIX TEKCTOB

¢ (GOpMaAIU30BAaHHBIX U OTHOCUTEIBHO CTOMKMX K PYYHOMY KpHUIITOAHAIU3Y
mudpoB

® KPUIITOCUCTEM Cco CTPOTUM MaTeMaTH4ECKUM 000CHOBaHHEM
KPUNTOCTOMKOCTHU

® BEIYMCIIUTEIBHBIX CPEACTB C MPOU3BOAUTEIBHOCTBIO, JOCTATOYHOW JJIS
peanu3aluy KpPUITOCUCTEM, OOECHEUYMBAIOIIMUX MpH OOJIBIION CKOPOCTH
mrpoBaHUs Ha HECKOJIBKO MOPSAIKOB 00JI€€ BBICOKYIO KPUITOCTOMKOCTh, YEM
"pyunblie" u "MexaHnueckue" muppsl

7. Koraa Bo3HUKJIa KOMITbIOTEpHAsI KpUnTorpadus?
e c 1970-x rr.
e c 1980-x rr.
e c 1990-x rr.
e ¢ 2000-x rr.

8. B cucreme mepenaud NaHHBIX MEXAy aOOHEHTaMU C KOMMYyTAallleil MakeToB
UCIIOJIB3YIOTCS JIBa crioco0a nepeayu:

® e TarpaMMHBIN

® BUPTYaJIbHBIN

e rapasuieJIbHbIN

® [IEPIECHAVKYJIIPHBIN
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9. CkoybKO ypoBHE# B 3TOJ0HHOK Moaenu OSI?
ol
13
e 10
o/

10. B xakom roay NpHUHATHl OIPENEISAIOIINE HOPMATHBHBIE IPABOBBIE AKTHI
Poccuiickoit ®enepanuu: Konuenuus HanpoHanbHOM Oe3omacHocTr Poccuiickoi
Oenepantun u  JloktpuHa wuHpOpManmoHHOW  Oe3omacHocTH  Poccuiickoit
deneparun?

¢ 2000

e 1967

¢ 1998

¢ 2008

11. Tlomiexxur U JAESITENBHOCTH IO PACHPOCTPAHCHHUIO IMIH(DPOBAIBHBIX
(kpunirorpaduyecKkux) CpeACTB 0053aTEILHOMY JIMIIEH3UPOBAHUIO?
e 1a
® HET
® ][I TOCYIAPCTBEHHBIX YUPEKICHUN HET, a TSI KOMEPUYECKUX MPEANPUATHH 1A
® TOJIBKO JIJISI MTHOCTPAHHBIX KOMIIAHWH, IEMCTBYIOMIMX HA TeppuTtopuu Poccun

12. Kakoii ypoBenb Mozenu OS] obecrneunBaeT co3laHue, Mepeaady U MpueMm
KaJpoB JaHHBIX? (DTOT YpPOBEHb OOCIYKHBACT 3alpOChl CETEBOTO YpPOBHS U
UCIIOJIB3YeT cepBUC (PM3UYECKOTO YPOBHS JIJIsl IPUEMA U Mepe/lauu MaKeTOB)

® KaHaJIbHbBIN

® [IpECTaBIICHUS

® [IPUKJIATHOU

® CECaHCOBBIN

13. B kakom 'OCT-e nano onpezenenue TepMuny "ciayxeOHas TaiiHa"?

¢ ['OCT P 51624-2000 “3amura undpopmarmu. ABTOMATH3NPOBAHHBIC CUCTEMBI
B 3aIUIIIEHHOM uctofHeHuu. O61me TpedoBaHms”

e [OCT P 51583-2000 ‘“3amura wuHpopmaruu. Ilopsgox cozmaHus
ABTOMATH3UPOBAHHBIX CHUCTEM B 3alIUIIEHHOM ucnojHeHuu. OO1me
MOJIOKEHUS

¢ ['OCT P UICO\MDK 15408

e Common Criteria

14. B Jloktpurae nHpopmMarmoHHoi 6e3omacHocT P BaxkHOE 3HAUCHHE TIPUIAHO
cucreMaM U cetaMm Poccuu, B TOM 4HCIie MO CIEAYIOIIMM HAIIPABJICHUSIM:

® IpeIoTBpallleHre TepexBaTa MH(popMalMM U3 MOMEIIEHUW U ¢ OOBEKTOB, a
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Takke UWH(pOpMaluu, IEepelaBaeMoil IO KaHajaM CBS3M C IOMOILBIO
TEXHUYECKUX CPEJICTB

® MPEJOTBpAIICHUE YTEUKH HMHPOpPMAIMM MO TEXHHUYECKUM KaHallaM,
BO3HUKAIOIIEH TMpHU SKCIUTyaTalldd TEXHUYECKHX CPEACTB €€ 00paboTKH,
XPaHEHHMsI U IepeJadn

® IPEIOTBPAICHUE CIIEHUAIBHBIX IMPOrPAMMHO-TEXHUYECKUX BO3ICHCTBUM,
BBI3BIBAIOIINX PA3pPYIICHNUE, YHUUTOXKEHHUE, NCKAKEHUE MHPOPMALUU WM COOU
B paboTe cpelcTB nHpOpMaTU3alun

® pa3BUTHIO cBOOOBI Cil0Ba B MIHTEpHETE

15. OcCHOBHBIMH  MEpONPHUATUSAMH MO  3amuTe  WHQOpManuUd B
0OIIEroCcy1apCTBEHHBIX MH(OPMAIIMOHHBIX M TEJIEKOMMYHHKAIIMOHHBIX CUCTEMAX
SBJISIFOTCS:
® 3aKpBITHE BCEX UHTEPHET-Kade
® JIMIICH3UPOBAHUE IEATEILHOCTH OpraHU3aluid B 00J1aCTH 3aIUThl HHPOPMALIUH
e cepTU(PUKALNS CPEICTB 3aUTHl THPOPMALIMK U KOHTPOJIA 3PHEKTUBHOCTH UX
WCIIOJIb30BaHUsA, a TaKKe 3allUIICHHOCTH HWHQPOPMAIMK OT YTEUYKH 10
TEXHUYECKMM KaHaJIaM CUCTEM U CPEACTB MH(POPMATH3ALUHU U CBA3U
® BBEJICHUE TEPPUTOPUAIIBHBIX, YaCTOTHBIX, DHEPreTUYECKHUX,
IPOCTPAHCTBEHHBIX M BPEMEHHBIX OIPAHWYEHUN B PEKHUMAX HCIIOIb30BAHHUS
TEXHUYECKUX CPEICTB, MOJISKAIINX 3aIUTE

BapuanTt Ne 3

1. Kak Ha3bIBaTCsA Hayka O crocobax mpeoOpazoBaHusi MH(OPMAILIMK C ILEJIbIO €€
3aIlMTEI OT HE3AKOHHEIX MMOJIL30BaTeIeii?

¢ Kpunronorus

e Kpunrorpadus

e KpUnTocTonKoCTh

e KpunromeToonorus

2. Kpunronorust BKJIIO4aeT B ceOs:
¢ Kpunroananus
e Kpunrorpadus
e Kpunrocepsuc
¢ KpunroctonkocTtsb

3. Cucrembl mmdpoBaHusi, B KOTOPHIX I MHUQPPOBAHUS U IJs paciudpoBaHUs
UCIIOJIB3YETCSI OJTUH M TOT 7K€ KITFOY OTHOCSITCS K:

® CHMMETPUYHBIM CHCTEMaM IIH(PPOBaAHUS

® ACHMMETPUYHBIM CHCTEMaM MIH(PpPOBaHUS

® OJTHAKJTFOYEBBIM CHCTEMaM IHU(PpOBaHUS
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® KJIFTOYHBIM CUCTCEMAaM

4. Ipocreimmm U3 mMUGPOB 3aMEHBI SBISIETCS:
e o HOaJ(haBUTHAS MIOJICTABHOBKA
e MHOroaj(aBUTHas 3aMeHa
e roMmopoHnYeCKuil mudp
e manoasn(aBUTHAS 3aMEHa

5. CKOJIBKO 3TaItoB MOKHO YCJIOBHO BBIICIIUTH B HCTOPHH KPHITOTpa(uu?
o4
3
¢ 40
o7

6. Jlist HauBHOM kpuntorpaduu (10 Hadana XVI B.) xapakTepHO UCIIOIb30BaAHUE:

® 1I00bIX, OOBIYHO NPUMHUTUBHBIX, CIIOCOOOB 3aMyTHIBAHUS IPOTUBHUKA

OTHOCUTEJILHO COJEPKaHUs MU(PPYyEMBIX TEKCTOB

¢ GOpMaAIU30BaHHBIX U OTHOCUTEIBHO CTOMKMX K PYYHOMY KpHUIITOAHAIU3Y

muppoB

¢ KPHUIITOCUCTEM 610) CTpOIrum MaTCMAaTH4YCCKHUM 000CHOBaHHEM

KPUNTOCTOMKOCTHU

® BEIYMCIIUTEIBHBIX CPEACTB C MPOU3BOAUTEIBHOCTBIO, JTOCTATOYHOM ISt
peanu3aluy KpPUITOCUCTEM, OOECHEUYMBAIOIIMX MpU OOJIBIION CKOPOCTH
mrpoBaHUs Ha HECKOJIBKO MOPSAIKOB 00JI€€ BBICOKYIO KPUITOCTOMKOCTh, YEM

"pyunblie" u "MexaHnueckue" muppsl

7. Koraa Bo3HUKIIa KOMITbIOTEpHAsI KpUnTorpadus?
e c 1970-x rr.
e c 1980-x rr.
e ¢ 1990-x rr.
e ¢ 2000-x rr.

8. B cucreme mepenaur NaHHBIX MEXAy aOOHEHTaMU C KOMMYyTAalllell MakeToB

UCIIOJIB3YIOTCS JIBa crioco0a nepeayu:
® J[eTarpaMMHbBIN
® BUPTYAJIbHBIN
® [TapaJJICIIbHBIN
® [ICPIEHANKYIISIPHBIN

9. CkonbKO ypoBHEN B 3TOJ0HHOM Moaenu OSI?
o1
°13
e 10
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o/

10. B xakom roay NOpUHATHI OINPEAEISAIOIINE HOPMATHMBHBIE IIPABOBBIC AKTHI
Poccuiickoit ®enepanuu: Konuenuus HanpoHanbHOM Oe3omacHocTr Poccuiickoi
Oenepantun u  JloktpuHa wuHpOpManmoHHOW  Oe3omacHocTH  Poccuiickoit
denepanyu?

¢ 2000

e 1967

¢ 1998

¢ 2008

11. Tlognexxutr 1M JAESATENBHOCTh MO PACIPOCTPAHCHHUIO MHU(POBATBHBIX
(xpunTorpaduyecKux) CpeaCcTB 00A3aTEIHLHOMY JUIICH3UPOBAHUIO?
e 1a
® HET
® U1l TOCYJaPCTBEHHBIX YUPEKICHUN HET, a JIsI KOMEPUYECKUX NPEANPUATUH 1A
® TOJIBKO JIJISI MTHOCTPAHHBIX KOMITAHUH, JEUCTBYIOMMNX HA Tepputopun Poccun

12. Kakoii ypoBenb Mogenu OSI obecrneuuBaeT co3laHue, Nepenadyy U Ipuem
KaJpoB JAaHHBIX? (DTOT YpOBEHb OOCIYKMBAET 3alpOChl CETEBOrO YPOBHS U
UCIIOJIB3YET CEPBUC (PU3NYECKOTO YPOBHS JUIsl MPUEMA U MEpEAadr MaKeTOB)

® KaHAJIbHBIN

® [IPE/ICTaBIICHHUS

® [IPUKJIATHON

® CECaHCOBBIN

13. B xakom 'OCT-e nano onpenenieHre TepMunHy "cinyxeOHas TaiiHa"?

¢ ['OCT P 51624-2000 “3amura undopmarmu. ABTOMATU3UPOBAHHBIC CUCTEMBI
B 3aIlIMIIEHHOM HcTioaHeHuu. Oo6mue TpedboBanus’

e [OCT P 51583-2000 ‘“3amura wuHpopmaruu. Ilopsgox cozmaHus
ABTOMATH3UPOBAHHBIX CHUCTEM B 3alIUIIEHHOM ucnojHeHuu. OO1ue
MOJIOKEHUS

¢ OCT P UICO\MDK 15408

e Common Criteria

14. B Jloktpurae nHpopmMarmoHHoi 6e3omacHocT P BaxkHOE 3HAUCHHE TTPUIAHO
cucreMaM U cetsaMm Poccru, B TOM 4KCIie O CIEAYIOUIMM HAIIPaBJICHUSM:

e MPEIOTBPAIICHUE TepexBaTa MH()OpPMAIUK U3 MOMEIIECHU U C OOBEKTOB, a
TaKke uHDOpMaIMK, TMepenaBacMol IO KaHajlaM CBS3M C  I[OMOIIBIO
TEXHHYECKHX CPEJICTB

® IPENOTBpPAIICHNE YTeUYKH HHGOpMAIMM IO TEXHWYECKHMM  KaHajam,
BO3HUKAIOIIEW MpU SKCIUTyaTalldd TEXHUYECKHX CPEACTB €€ 00paboTKH,
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XpaHeHUs U MepeIayun

® IPEIOTBPAIICHUE CIECIHAIBHBIX MPOTPAMMHO-TEXHUYECKUX BO3CHCTBUH,
BBI3BIBAIOIINX Pa3pyIICHUE, YHUUTOXEHUE, HCKaKeHNEe HH(DOopMaIuu uim coon
B paboTe cpencTB HHPpOpMaTH3AITIT

® pPa3BUTHIO CBOOOIbI clioBa B IHTEpHETE

15. OCHOBHBIMM  MEpPONPUATHSMU MO  3amure  UHGOpPMAIMU B
OOIIErocy1apCTBEHHBIX MH(OPMAIIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX CHCTEMAaxX
SIBJISTFOTCSI:
® 3aKpBITUE BCEX MHTEPHET-Kaje
® JIMIICH3UPOBAHUE JIEATEILHOCTH OpraHU3aluii B 00J1aCTH 3alUThl HHPOPMaLIUU
e cepTU(UKALUS CPEJICTB 3aTUTH HTHGOPMAIIMK U KOHTPOJIA 3PHEKTUBHOCTH UX
UCIIOJIb30BAHUS, a TaKXKe 3allUIICeHHOCTH WHPOPMAIUU OT YTEUKH IO
TEXHUYECKUM KaHaJlaM CUCTEM U CPEJICTB MH(POPMATU3AIUHU U CBSI3H
e BBEJICHUE TEPPUTOPHUAIBHBIX, YaCTOTHBIX, SHEPreTUYECKUX,
MIPOCTPAHCTBEHHBIX W BPEMEHHBIX OrPaHUYECHUN B PEKUMAX MCIOJIb30BAHUS
TEXHUYECKUX CPEJCTB, NOAJIEKAIINX 3aALUTE

1.2. TunoBble BOIIPOCbI, BLIHOCUMbIC HA 3a4Y€T

1.TIpenmer, 1ienb 1 3aa4u KPUIITOrpaduu.

2.Ucropus kpuntorpaduu.

3.Kpartkue cBeneHus 0 KpUNTOAHAIH3E.

4. Knaccudukaims METOI0B KpUMITOTparuuecKoro 3aKpeITHs HHHOPMAITUH

5. Knaccuueckue mudpel.

6. [lludpsl raMMupoBaHUS U KOJIOHHOM 3aMEHBI.

7. 1Ipocreiimue mmdpel 1 UX CBOMCTBA.

8. Kommo3uruu mmdpos.

9. Cuctemsl mm(pOBaHUS C OTKPHITHIMU KITIOYaMHU.

10. Kpunrorpaduueckast CTOWKOCTb MIU(POB.

11. Mopenu mudpos.

12. OcHoBHBIC TpeOOBaHMS K MH(paMm.

13. Bomnpochl NpakTHYECKON CTOMKOCTH.

14. UMUTOCTOMKOCTh U TTIOMEX0YCTOMYHUBOCTH MIU(POB.

15. TIpuHIMIBI TOCTPOEHUS KPUMITOTpapUUeCKUX alropuTMOB

16. Anmapatasie cpenctBa. [I[porpaMMHbIe CpesicTBa, TPOTPaMMHBIE
peanu3anuu mudpos.

17. Kpunto cepsuc nposaiingepst (CSP).

18. OcoO6eHHOCTH UCIIOIb30BAHNS BHIYUCIUTEIbHON TEXHUKHU B
KpunTorpaduu BONpockl OpraHU3aIiy CeTel 3aCEKPEUCHHON CBSI3MU; KITIOUEBBIC
CUCTEMBI.

19. BupTtyanbHble YaCTHBIE CETH.

20. CkpeMbnepsl.

21. Kpunrorpaduyeckue napaMmeTpsl y3JI0B U 0J0KOB HIH(PPaTOPOB.
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22,
23.

CunTe3 mu@pos.
Mertobl HOJTY4YEHUs CITy4aitHBIX u TICeBIOCTYYaHbIX

HOCHCHOB&TCHLHOCTeﬁ.

24,
25.
26.
217,
28.
29,
30.
31.
32.
33.
34,
35.
36.
37.
38.
39.
40.
41.
42.
43,
44,
45,
46.
47.
48.

49,

DneKTpoHHbIE HU(PPOBBIE MOAMUCH (JIEKTPOHHBIE MOITUCH ).
Kpunrorpaduueckue xem-QyHKIIHH.

Kpunrorpaduueckre npoTOKOJIBI.

OcHoBHBIE MOAX0/bI K peanu3anun PKI.

KoMroHeHTsI 1 cepBUCH THOPACTPYKTYPBI OTKPBITHIX KITFOUEH.
Apxurektypa u tonojorusa PKI.

Cranmaptsl B oomactu PKI 50.

Cranmaptsr Internet X.509 PKI (PKIX).

CepTtuduxaTsl OTKpHITHIX KiIrouen X.509.

Cnucku aHHYJTMPOBAHHBIX CEPTUPUKATOB. ATpHUOYTHBIE CEPTU(DUKATHI.
OcHoBHbIe TpeOoBaHus k nonutuke PKI.

[Tonutuka npuMeHeHHs! CEpTUPUKATOB U PETIAMEHT.

Kparkas xapakrepuctuka noautuku PKI.

Ha6op nonoxenuit nonutuku PKI.

[Tpobsemsl popmupoBanus nmonutuku PKI.

CUMMeETpUYHBIE KPUTITOCUCTEMBI.

OcHoBbl Teopuu K. [lleHHOHA.

CuMMeTpUYHBIE METOIbI IIU(DPOBAHUS.

AJTOPUTMBI 0JI0OYHOTO MIH(PPOBAHMUSL.

Pexxumbl mpuMeHeHrs OJI0YHBIX U(POB.

[ToTokoBbIE MIUDPHI.

KoMOuHMpoBaHHBIE METOBI.

OpHocTopoHHME PYHKITUU U (PYHKITUN JOBYIIKH.
ACHUMMETPUYHBIE CUCTEMBI TU(POBAHUSI.

[IpuMeHeHnEe aCHMMETPUYHBIX aJITOPUTMOB.

CpenctBa kpuntorpaduueckoil 3aluThl, pa3pabOTaHHbIE KOMITAHUSIMU:

HNudorekc, Kpunro-IIpo, OKbB Camnp, Anagaun u Adobe, MS Windows, Cisco.

50.

Xpanunuiue ceptupurkatoB OC MS Windows.

*Umozoeoe Hauucaenue 0aNN08 NO OUCYUNIUHE OCYWECMEIAEMCs 6 COOMEEMCMEUU C
paspabomannol U GHEOPEeHHOU OAaNIbHO-PEUMUH2080U CUCMEMOU KOHMPOIS U OYEHUBAHUS YPOBHS
SHAHUL U 6HEYHUEeOHOU CO3UOAMENbHOU AKIMUBHOCU 00YUAIOUWUXCAL.
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IHpuiaoxenue 2

Meroanyeckue ykazaHusi AJasi 00y4AKIIHUXCS 10 OCBOCHUIO TUCHUIIIMHBI
(Mmopyast)

HHCTUTYT UH®OKOMMYHUKAIIMOHHbIX CHCTEM H
TEXHOJIOI'NA

KA®EJIPA HHO®OPMAIIMOHHOM BE3OITACHOCTH

METO/IMYECKUE YKA3AHUS JJISI OBYUAIOLIAXCS MO
OCBOEHMIO JUCHUIIIUHBI (MOJIY.JIST)

«METOJIbI 1 CPEJCTBA KPUIITOTPA®UUYECKOM 3AIIUTHI
NHOOPMALIMN

Hanpasienue noaroropku: 10.03.01 Mudpopmanuonnas 6e30nacHOCTb
IMpoduib: be30nacHOCTb TEJIEKOMMYHUKAIIMOHHBIX CUCTEM

(B a3poxkocMuveckoi cepe)

YpoBeHb BbicHIero 00pa3oBaHusi: 0aKaJaBp

®opma 00y4yeHHUsA: OUHAA

Kopones
2022
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1. O0uMe MoJI0KeHUsA

HeasiMu U3ydeHus TUCIUATITAHBI SIBIISICTCS:

— CdopmupoBaTh TpeACTaBICHUE O COBPEMEHHBIX METOJaX U
CpEICTBaX KPHUMOTOTPAPUIECKON 3amuThl WH(OpPMAIMU, WCIOIb3YEMbIX, B
JaCTHOCTH, IS PEIICHUS IPOoOJIeM KOMIIBIOTEPHON 0€30MaCHOCTH.

- OcBoeHue CTyJIeHTaMHU OCHOB KpUITOrpauyeCKUX METOJIOB, OILICHOK
CHCTEM 3aIUThl HH(OPMAIIUY B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX.

3agayaMu JUCHUIUIMHBI SABIISIFOTCS:

1. Teopernyeckne OCHOBBI MOATOTOBKA CTYJIEHTOB B 00JlacTh
KpUNTOTpaUueCcKX METOAOB 3aIlUThl UH(OPMALIMK B KOMIIBIOTEPHBIX CUCTEMAX
U CEeTHX;

2. [IpakTueckne acnekTbl (OPMHUPOBAHUS IMOAXOJAOB K BBIITOJIHEHHUIO
CaMOCTOATENbHBIX HUCCIEIOBAHUNA CTYJIEHTaMH B OOJACTU KPUOTOrpapUuUeCcKux
METOJI0B 3aIUThl UH(POPMALIMK B KOMITBIOTEPHBIX CUCTEMAaX U CETSX.

2. Yka3aHus 10 NPOBEJACHNIO MPAKTHYECKUX 3aHATHI
Paznen 1. OcHoBbl HHGOPMALIMOHHOM 0€30MIACHOCTH PEruoHa

Tema 1. O0mme npuHUUNBbI HHGOPMANUOHHON 0€30MACHOCTH. Y CJIYI'H
0e30macHOCTH. YTrpo3bl. MexaHu3Mbl
IIpakTuueckoe 3ansarTue 1.
By npakTryecKkoro 3aHATUS: HO020MO8KaA 00K1aoa.
OO0pa3zoBaTenbHbIE TEXHOJIOTUU: 2PYRROBAS OUCKYCCUAL.

By npaktuueckoro 3aHATHS: cMeUAHHAs )OpMa npaKkmuiecKo2o 3aHamusl.
Tema u coneprkaHue MPaKTUUECKOTO 3aHSATHS:
Lenv pabomei: [lonyunTh TPAKTUYECKUE 3HAHUS M HABBIKH MOJICTUPOBAHUS
OCHOBHBIX YIp03 0€30MacCHOCTH /I MH()OPMAITMOHHOTO OOBEKTA.
OcHo6Hble NoN0JCeHUs MeMbl 3AHAMUSL.
e 0a30BbIE COCTABJISIONINE KOHIENIIMN HH(POPMAIIMOHHOW O€301MacHOCTH
MH(OPMAIMOHHOTO 0OBEKTA.
® OCHOBHBIC HalpaBJieHUs obecreueHns nHHOPMAITMOHHON
0€30IaCHOCTH.
Bonpocwt onsa 0bcyscoenus:
a) OcHoBHOU fokman (pedepar) mo TemMe 3aHATHUS.
VYueOHbIC BOMTPOCHI:

1. KonpuneHunanbHOCTb. [enocTHOCTS. [ToaIMHHOCTB.
HeoTpekaeMocTh (HEBO3MOXKHOCTh 0TKa3a). JlocTymHOCTh. AHOHUMHOCTb.
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2. @dyHIaMeHTalbHbIE YIPO3bl — yTeuka HMHPOpMalUU, HapyUIEHUE
LEJIOCTHOCTH, OTKa3 B OOCIYXMBAaHHH, HE3aKOHHOE UCIOJIb30BaHuE. [lepBUuHbIE
yIpO3bl — IPOHUKHOBEHUE (Mackapaa, 00X0/1 3alllUThl, HAPYIIICHUE TOTHOMOYHI) U
BHEJIpEHUE (TPOSHCKHUE NMPOTrPaMMBI, IOTAHHBIE XO/bI).

3. [udpoBanne. [udposas mommuck. Xom-GpyHKIUA. B3anMocBs3b
ycIyT 6€30MacHOCTH, MEXaHU3MOB M aJTOPUTMOB.

[TpoaomKUTETFHOCTD 3aHATHSA — 8 .

Tema 2. Teopernueckne ocHOBbI Kpunrorpadguu. Kpunrorpapuveckue
MeToAbl 3amuTbhl  HHpopmManuu. OOmmMe NPUHUMIOBI W MOJEJMH.
CuMMeTpHYHbIE KPUNTOCHCTEMBI U 0JI0UHbIe MKM(PBLI. ACHMMETPHYHbIE
KpUnTocucreMbl. Xa1I-QyHKIIUU

IIpakTnyeckoe 3ansaTue 2.
By npakTruecKkoro 3aHATUS: HO020MO08KaA 00K1aoa.
OO0pa3zoBaTenbHbIE TEXHOJIOTUU: 2PYRROBAS OUCKYCCUA.

Bun npakTrueckoro 3aHATHS . cMewanHas gopma npakmuyecko2o 3aHsamusl.
Tema u comeprkaHue MPaKTHIECKOTO 3aHSATHS:
Lenv pabomwi: I1oyInTh TPAKTUYECKUE 3HAHUS M HABBIKH MOJICITUPOBAHUS
OCHOBHBIX KPUMITOTrPAPUICCKAX METOIOB 3aITUTHI HHPOPMAIIUH.
OcHoBHble nON0JICEeHUs. MeMbl 3AHANUL.
e (0a30BbIE COCTABJIAIONINE KPUNTOrPAPUIECKON 3aIUTHI MH(DOpMAITUH.
® KPUNTOCUCTEMBI U OJIOYHBIE MU(PHI.
Bonpocw 0nsa 06¢cyacoenus:
a) OcHoBHOM noknaj (pedepar) Mo TeMe 3aHATHS.
OcHoBHoOI 1okIan (pedepar) mo TemMe 3aHsITHs.

VY4eOHble BOITPOCHI:
1. basoBas MO/JIEJIb (OTIIpaBUTENH <> 3TOYMBIIINICHHUK <> TIOJIy4aTelb).
TepMUHONOTHS:  CEKPETHBIN/OOMIETOCTYIIHBI  KJIIOYM,  OTKPBITBIA  TEKCT,
MUPPTEKCT, KPUNITOAITOPUTM, MUpP, KpUNTOCcHCTeMa, araka. OmgHOKIIOYeBas

(cuMMeTpUYHast) KPUIITOCHUCTEMA. JIByxKmitoueBas (acuMMeTpHuuHas)
KPUIITOCUCTEMA WJIM KPUNTOCHCTEMa C OOMIEAOCTYymHBIM KirodoM. [Ipsmoe
Kpunrorpaduieckoe npeoOpa3oBaHue (3ammdpoBaHue). Ob6parnoe

Kpunrorpadguueckoe npeoOpazoBanue (pacummdpoBanue). Beruucienue u
nposepka uudposoi noanucu. Kox ayrenrnunoctu cooduenus (MAC). Meton
uudposoro koHBepTa. [laccuBHbie U akTUBHBIE aTaku. Kinaccudukaius aTtax.

2. Omnpenenenue 6nouHoro mudpa. [lpunuun urepupoBanus. KoHcTpykuus
Oeticrens. Pexumbl mudposanus. (ECB, CBC, CFB, OFB, PCBC). Cranaaptsl
osounoro mudposanust — AES, ITOCT-28147-89. ITotounsie mudpsel (Ha mpumMepe
RC4). Cxema onnopazoBeix mnaposeit (OTP). MwunumanbHas nafnuHa Kiroya
CUMMETPUYHON KPHUIITOCUCTEMBI. DKCHOPTHBIE OrPAHMYEHHS Ha JUIMHY KJIOYa.
MeTton pacmmpeHuss KIHOUeBOro mpoctpaHcTBa. [IpuHImm HecenmapaOenbHOTO
m@poBanusi. MHOroypoBHEBasi KpunTorpadus.
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3. Kpunrocucrema RSA. IlpakTtuueckas KpunTOCTOMKOCTh RSA: oneHku u
nporao3bl. Kpunrtocucrema Onbl amans. [Ipotokon cornacoBanus kiroua Juddu-
Xommmana. CaoiictBa mudpoBoi moamucH  (MOMJIUHHOCTh, IEITOCTHOCTb,

HeoTpekaemocTh). DenepanpHbie cTaHmapThl 1udpoBoit moamucu — DSS,
['OCT P 34.10 2001 (rpymma Touek TUNTHYECKON KPUBOIA).
4. CeoiictBa xom-pyHkuu. @OyHKIHUSA CXKaTHsI, KaK OCHOBHOW METOJ

noctpoeHus x3u-pyHkiuii. KimoueBbie n 6eckitoueBbie XaMI-PYHKIMA. AJITOPUTM
HMAC. ®enepanbubie ctanaapthbl xami-pyukiuit — SHS, TOCT P 34.11-94. MD5S
— de facto cranmapt Internet. Ilapamokc «aHell pokaeHHS». ATakd Ha OCHOBE
napagokca «IHEeH pOoXKICHUS.

[IpomomKUTEN HOCTD 3aHIATHS — 8 4.

Pa3nen 2. Onenka KpunrorpagpuyecKux MeToA0B CHCTEM 3ALHUThI
uHopMauuu

Tema 3. Kpunrorpadguyeckue nporoko.ibl. bazopble NpUHIMIIBI.
®unaHcoBasi Kpunrorpagus. JJIeKTPOHHbIe ayKIIMOHbI. KBaHTOBast
Kkpunrorpagusi. buomerpus
IIpakTH4yeckoe 3ansitue 3.

By npakTruecKkoro 3aHATUS: HO020MO08Ka 00K1aoa.
OO6pazoBaTebHbIC TEXHOJOTUH: 2PYRHOBASA OUCKYCCUSL.

By npaktuueckoro 3aHATHS . cMeUAHHAs hOpMa npaKkmuiecko2o 3aHamusl.
Tema u coneprkaHue MPaKTHUECKOTO 3aHSATHS:
Lenv pabomei: [lony4nTh TPaKTUYECKHUE 3HAHUS M HABBIKM MOJICTUPOBAHUS
OCHOBHBIX KPUMNTOrPAPUUIECKUX MPOTOKOJIOB 3aIUTH HHPOPMAIIUH.
OcHogHble NON0JCEeHUs MeMbl 3AHAMUSL.
e (a30BbI€ MPOTOKOJIBI KpUNITOrpaduyECKOM 3alUThl HHPOPMALIUU.
® KBaHTOBAs Kpurnrorpadus.
Bonpocwi 0ns 06¢cyorcoenus:
OcHoBHOI1 1ok (pedepaT) Mo TeMe 3aHSTHS.
VYueOHbIC BOMTPOCHI:

1. [IpuHIUTIBI  TIPOEKTHPOBAHUS  KPUOTOTrPAUUYECKUX  MPOTOKOJIOB  TIO
Hunxemy-llpenepy. [IpoTokoi «3ampoc-oTBeT.
2. AHOHMMHOCTh W HEOTCJIEKHBaeMoCTh.  [IpobieMa  «yXKHHAIOIMIUX

kpuntorpadoB». IIpoTOKOJIbI i1 aHOHMMHBIX YEKOB Ha OCHOBE «CJICTION
noanucu. CBONCTBA WIICAUIBHON CHUCTEMBI 3JIEKTPOHHBIX HAIWYHBIX. [lmaTexHbIX
cuctem Payword u Micromint.

3. [IpoTokON  SJMEKTPOHHOrO  ayKIMOHA, OTBEYAIOIIMN  TpeOOBaHUSIM
®enepanbHoro 3akoHa Ne 94 ot 21 urons 2005 roga «O pa3MenieHUH 3aKka3oB Ha
MOCTAaBKH TOBAPOB, BHITIOJIHEHUE PabOT, OKa3aHUE YCIYT ISl TOCYJAPCTBEHHBIX U
MYHHUIUITATBHBIX HYXKD).

4. [lpuHuMnIBEl ~ KBaHTOBOM  KpunTorpaduu. KBaHTOBBII ~ ITPOTOKOJI
pacrpeneneHus KIr4en.
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5. O0630p GMOMETPUYECKUX METOJI0B. MeTo 1 OMOMETPUUECKON «BYaJIH».
[TpomoKUTETEHOCTD 3aHATHS — 8 4.

Tema 4. Ynpasienue kiarouamu. Q0umue npuHuMnsbl. JlenonupoBanue
kia4dei. [IpeasapurensHoe pacnpeneaenue kiawdei. Uugpacrpykrypa
OoTKpbITHIX KiI04Yeil. Haznauenue PKI. OcHoBHbie nonsaTus. IIpuHumMnsI

B3aumozeiicreus ¢ YII. Cnucok 0T03BaHHBIX CepTHPUKATOB
IIpakTuyeckoe 3ansaTue 4.
Bua npakTruecKkoro 3aHiATUSL: HOO20MO8KA 00K1a0a.
OO0pa3oBarenbHbIE TEXHOJIOTUU: 2PYRNOBAS OUCKYCCUA.

Bun npaktuueckoro 3aHATUS . cMeUanHHas hopma npaKkmuiecko2o 3aHamus.
Tema u cosiep>kaHue MPaKTUUECKOTO 3aHSATHSA:
Llenv pabomur: TlodyduTh TPAKTUYECKUE 3HAHMS W HABBIKK YIPaBICHUS
KITFOUaMH.
OcHosHble nonodceHUs. membl 3aHAMUSL.
e VYmpaBieHHE KIOYaMHU.
e BizamMmoaerictue ¢ Y1I.
Bonpocwi 0ns 06¢cyorcoenus:

OcHoBHOI1 nokiaf (pedepar) mo TeMe 3aHsATHSI.

VY4eOHble BOITPOCHI:

1. I'enepanus kmroueit. HepaBHocunbHble kintoun. Pacnpenenenue. [IpoBepka.
Hcnonb3zoBanne. OOHOBIEHHE. XpaHEHUE M pPE3EpPBUPOBAHUE. Y HUUYTOKEHUE.
JKv3zHeHHBIN MK KiIIoYa. npeaenenus kinrodeit Baffine.

2. Meron nonHoit Matpuisl. [Ipobiema «xBagpaTHOro KopHs». OOnerdeHHas
cxema mnpeaBapurtesibHoro pacnpeaenenus kiaodein KEDYS. O6neruennas cxema
IIPEABAPUTEIBHOTO PACHPENEICHUsT KIIOYEH [UI  KIACTEPHOW apXUTEKTYpbI
EKSYD. Ilpo6rema mOMJIMHHOCTH OTKPBITBIX KIIIOUEH — Ha TpUMEpPE aTaku
«4enmoBek mocepeaure» (Man-in-the-middle-attack). [{udposoii ceprudukar (1o
Koudennepy).

3. Ceptudukar, TOAMUCYUK, TMOJB30BaTEIb,  BBIMYCK  cepTUdUKATA,
aHHYJMPOBAaHUE OTKPBITOTO KIIOYa, OT3BIB CepTU(HKATA, CIHCOK OTO3BAHHBIX
cepTU(dUKATOB (COQC), MIPUOCTAHOBJICHUE NEeHCTBUS ceptudukara,

Vnocrosepstommii  Hentp (YL), DLentrp peructpauuu (LP), B3aumuas
(nepekpectHast) cepTudukanus. KU3HEHHbIN LUK cepTudukaTa. ApXUTEKTypa
PKI. ITonsitue ceprudukannonnoro nytu. [Ipeumymecrsa PKI.
4, Henocpencreennsiit KOHTAKT. VY naneHHbIn JIOCTYIL. Paznenenue
byHkunoHagbHOCTH. Paciimpenue GyHKIMOHATBHOCTH.

[MpomomkuTenbHOCTD 3aHsThs — 8/8 .

3. Yka3aHusl 0 NpoBeJeHNI0 JIAa00PATOPHBIX padoT
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JIabopaTopHble paboThl HE IPEYCMOTPEHBI Y U€OHBIM IJIAHOM.

4. YKa3zaHus 10 NPOBEJAEHUI0 CAMOCTOSITE/IbHOI padoThl CTYI€HTOB

/o

HaumenoBanue 6710ka

(paznena)
JTUCIMILTAHBI

Buner CPC

Iloozomoeka 00K1a006 no memam:

1. Nudpopmanmonnass 0e30MacCHOCTb  CHCTEMBI
«KnueHT — 0aHK» Ha OCHOBE TE€XHOJIOTUU «TOJICTOTO
KJIMCHTAa

2. NudopmanmonHass  0€30MacCHOCTb  MOJAEIHU
WNuTtepHeT - OaHKUHTA.

3. NudopmarnmonHass 0e30MaCHOCTh PacyeTOB
0aHKOBCKUMU KapTamu B MIHTEepHeTE.

4. Mecto OIII B psagy xpunrorpadguyeckux
MexaHu3MoB. HMcrtopust Bo3HukHOBeHus OLII B
Poccun. OO6miee mpaBuino cosmanus JLII. O6miee
npaBwio Bepuduramuu DI

S. Cxema 3alIMIIEHHOTO0 WH(OPMAIMOHHOTO
oOMeHa TIpU HUCHOJB30BAHUU CUMMETPUUYHBIX
METOJIOB 3alIUThl HH()OpMAIIHH.

Iloozomoeka 00K1a006 no memam:

1. Cxema 3alIUIIEHHOTO HWH(POPMAIIMOHHOTO
oOMeHa TPU HCIOJIb30BaHUU KPUNTOTpaPUIECKUX
aJTOPUTMOB C OTKPBITHIMU KITIOUAMHU.

2. [IpumeHneHue u nHpOpMaIMOHHAS
0€30MacHOCTh peXKHMMa DJIEKTPOHHOW KOJOBOM
KHUTH. PexxuMma cueneHus: 6J10K0B M@ poTeKcTa.
Pexxnma oOpaTHOM CBSI3M 1O MIU(PPOTEKCTY.

3. Pexxum  cuetumka  (counter). DyHKuus
XEIIUPOBAHUS U ACUMETPUYHBIC alTOPUTMBI.

4. Nudopmanmonnass 0e30MacHOCTh M 3allUTa
AJIEKTPOHHBIX TpaH3akiuil mpotokoa (SSL). Cxema
paboThl npotokoja SET.

Iloozomoeka 00Kk1a006 no memam:

1. Nudopmarmonnas 6€30mMacHOCTh M TpaBUiIa
oOMeHa »JJIEKTPOHHBIMU JOKyMeHTamu. OOuue
TpeboBanus, peabaBiasiembie Kk D/ (makeram D]1).
2. Nudopmarnmonnas 0e30MmacHOCTh npu
COCTaBJICHME W HampapieHue JJ yJyacTHUKOM —
OTIPaBUTENIEM.

3. Nudopmarimonnas 0€30MacHOCTh U MOPSIOK
KOHTpoJsi DJl, NOJYYEHHBIX OT YYaCTHHKOB —
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ornpasuteneil.  [lopsmox  opopmienus D/,
MOATBEPKIAIONIUX UCIIOJIHEHHE D/ y4acTHHKOB.

4. Nudopmannonnas 0e30macHOCTh U MOPSAIOK
npuemMa K HCHOJHEHHto OJ[ y4JacTHUKOM —
nosyyaresneM. [lopsiaok XpaHeHuss U YHUYTOXKEHUS

1.

Iloozomoeka 00Kk1a006 no memam:

[Ipeamer, uenp U 3a7a4u KpUOTOrpapuu.

Ucropust kpuntorpadum.

Kpatkue cBeieHus 0 KpUIToaHaIM3e.

[IpocTetinue mudpbl ¥ UX CBONCTBA.

Cucrtembl m(PPOBaHUS C OTKPHITHIMHU KITIOUaMHU.

BupTtyanbHbie YacTHBIE CETH.

OnexkTpoHHbIE HU(POBBIE MOANUCH (3JIEKTPOHHBIE

TIOJIITHCH).

OcHoBHbIE TOAX0BI K peanu3anuu PKI.

KoMnoHeHTBI ¥  cepBUCH  HH(PPACTPYKTYPHI

OTKPBITBIX KIIFOUEH.

10.Apxurextypa u Tononorus PKI.

11.Crangaptsl B o6aactu PKI 50.

12.Crannaprtsr Internet X.509 PKI (PKIX).

13.Cepruduxatsl OTKpHITHIX Kitouei X.509.

14.Cnucku aHHYJIMPOBAHHBIX cepTu(PUKaToB.
ATpuOyTHBIE CepTUPHUKATHI.

15.0OcHoBHbIe TpeboBaHus k nonutrke PKI.

16.Ilonmutika  mpUMEHEHHs]  cepTU(UKATOB |
perjameHr.

17.Kpatkas xapakrepuctuka noautuku PKI.

18.Habop monoxxenuit nomutuku PKI.

19.T1Ipob6aemsr popmupoBanus noautuxku PKI.

20.CuMMeTpUYHBIE KPUTITOCHCTEMBI.

21.0OcuoBsl Teopuu K. IllernoHa.

22.CuMMEeTpUYHBIC METO/IbI IIHU(PPOBAHMUS.

23. AnTopuTMBI OJIOYHOTO UG POBAHUS.

24. AcUMMETPHUYHBIE CHCTEMBI TG POBAHUS.

25.[IpumeHeHre aCUMMETPUYHBIX aJITOPUTMOB.

26.Xpanunutie cepruduxatoB OC MS Windows.

NogabkowbdPE

©

TCMBI:

5. Yka3aHus 1o npoBeieHMI0 KOHTPOJIbHBIX padoT

5.1. TpeOoBaHusA K CTPYKTYpe
CTpyKTypa KOHTpPOJIbHON pabOThl [OJDKHA CIOCOOCTBOBATh PACKPBITHIO
UMEThb TUTYJBHBIA JIMCT, COJAEpP)KAHUE, BBEJICHHWE, OCHOBHYIO YacCTb,

3aKJIF0YEHHUE, CIIMCOK JINTEPATYPHI.
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5.2. TpeOoBaHuS K COAEP:KAHUIO (OCHOBHOM YaCTH)

1. Bo BBeneHHH OOOCHOBBIBAETCS AKTYaJbHOCTbh TEMBI, ONPEAEISIETCS LENb
paboThI, 3a1a41 U METO/IbI UCCIIEIOBAHU.

2. llpu ompeneneHuu nenen u 3a1ad UCCIEA0BaHUS HEOOX0IUMO MPaBUIBHO
ux (GopmynupoBaTth. Tak, B KayecTBE LEIH HE CIEAyeT YHOTPeOSATh IIaroi
«cnenatey.  IlpaBWibHO ~ OyzneT  HCIOJB30BATh  [JArojibl  «PACKPBITHY,
«ONPEIENNUTBY, «yCTAHOBUTHY, «I10KA3aTh), «BBIIBUTHY U T.J.

3. OcHOBHas 4yacTh padOThHI BKJIKOYAET 2-4 BONpPOCa, KaXIbI U3 KOTOPBIX
HOCBSILAETCS PELICHUIO 33/1a4, CPOPMUPOBAHHBIX BO BBEJICHUU, U 3aKAHUMBAETCS
KOHCTaTalluel UTOTOB.

4. IlpuBeTrcTByeTCs WJUIIOCTpalUsi COAEpKaHUS paboThl  TabiMLaMuy,
rpauyecKkuM MaTepuanoM (pUCyHKaMH, CXeMaMH U T.I1.).

5. Heob0xoaumo naBaTh CCHUIKM Ha UCHOJIb3YEMYIO JTUTEPATYPY.

6. 3akimroueHue MOMKHO COAEpPXKATh CIACIaHHBIE aBTOPOM PabOThI BBIBOJBI,
UTOTY UCCIIEOBAHMS.

7. Bcnen 3a 3akiIr04eHHMEM HIET CIHUCOK JIMTEPATypbl, KOTOPBIA JIOJKEH
OBITH COCTaBJEH U O(OPMIIEH C YCTAHOBIEHHBIMU TpeOoBaHusaAMH. Eciau B paboTte
UMEIOTCSl TPWIOKEHHS, OHU O(OPMIISIFOTCS Ha OTAEJbHBIX JIMCTaX, M JIOJKHBI
OBITh COOTBETCTBEHHO MPOHYMEPOBAHHBI.

5.3. TpeOoBanus k opopMIIeHUIO
O0BEM KOHTPOJIbHOM paboThl — 5-6 cTpanull popmara A 4, HanedaTaHHOTO

¢ oHO# cToponsl Tekcta (1,5 uatepsain, mpudt Times New Roman).

5.4. IlpuMepHasi TeMATHKA KOHTPOJILHBIX PadoT:

1. Nudopmanmonnas 6e3onacHoCcTh Mojienu MHTepHET - OaHKUHTA.

2. NudopmanmonHas 6€30MacHOCTh pacueToB 0AHKOBCKUMH KapTaMH B
HNuTepHere.

3. Mecto OUII B psny kpunrtorpadpuyeckux MexaHu3moB. Hcropus

Bo3HukHOBeHUs OIIIl B Poccun. OOmee mnpauno coszmanus IIIII. Oobmiee
npaBuio Bepudukammu DI

4, Cxema  3amuimieHHOro  WH(OpPMAIMOHHOTO  OOMeHa  Mpu
WCIIOJIb30BAHUU CUMMETPUYHBIX METOJIOB 3alUTHI HH(OpMaITuu.

d. Cxema  3ammmieHHOTO  WH(MOpMAIMOHHOTO  oOMeHa  mpH
WCIIOJIb30BAHUHU KPUMNITOTPAPUIECKUX aITOPUTMOB C OTKPBITHIMU KITIOUYAMH.

6. [Ipumenenue wu  wHOpMamuoHHAss  O€30MAaCHOCTh  PEKUMA
AJIEKTPOHHOM KOJOBOM KHHTH. Pexnma cremieHus OJ0KOB MHQPPOTEKCTA.
Pexxuma oO6paTHO# CBSI3H IO MHPPOTEKCTY.

7. Pexxum  cuerumka  (counter). @DyHKIUA  XEMIHUPOBAHUA U
aACUMETPUYHBIE AT OPUTMBI.
8.  HMHdopmannoHHas 0€30IaCHOCTh U 3al[UTa  BJIEKTPOHHBIX

Tpan3akiui mpotokoy (SSL). Cxema padotsl npotokoina SET.
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Q. Nudopmanmonnass 0€30MacHOCTh  DJIEKTPOHHBIX  IUIATEXKYH ¢
MOMOIIBIO TU(POBBIX JICHET.

10. HudopmarmonHas 6€30MacHOCTh pacueTHOW (PyHKIMU OAHKOB H €€
aBromartu3anuu. Cxema o0pabOTKHU MIATEKHOTO JOKYMEHTA KIMEHTaMH.

11. HuadopmamuonHass 0e30MaCHOCTh U KIIIOYEBBIC NPUHIUIBI IS
CUCTEMHO — 3HAYMMBIX I[IJIATEXHBIX cucTteM. OmpeneneHne KoOJIWYECTBA
peCcypcoB, KOTOpbIe OaHK OYET Jiep:KaTh HA CBOUX KOpPCUETAX.

12. WudopmannonHas 0e30MacHOCTh u MpaBuia oOMeHa
AIEKTPOHHBIMU JIOKyMeHTamMHu. OOmue TpeOoBaHUA, TNpeabsaBisieMble K ][
(makeram D]1).

13. HudopmanmronHas 6€301MaCHOCTb MPH COCTABJICHUE U HAIpPaBICHUE
3/1 y4acCTHUKOM — OTIIPABUTENEM.

14. HWudopmanvonHas 0€30MaCHOCTh M TOPSAOK KOHTpomus O]l
MOJIYYEHHBIX OT YYacTHUKOB — oTmpaButeneid. [lopsmox odopmuenus D/,
MOJITBEPKAAIOIINX UCTIONHEHNE D/l y4aCTHHUKOB.

15. HuadpopmauuonHas 0Oe30MacHOCTb M  MOPAJOK  MOpHEMa K
ucnonHeHnto OJJ] ydacTHMKOM — monydareneMm. [lopsaoxk xpaHeHus u
YHUYTOXEHUS D/I.

6. [lepeyeHb OCHOBHOW M JONOJHUTEILHON Y4eOHOI JTUTEPATYPHI

OcHoBHas JauTeparypa:

1.EpmaxoBa, A. FO. MeToasl 1 cpeacTBa 3alluThl KOMIIBIOTEPHOI
uHdopmaruu : yuebHoe nocodue / A. FO. EpmakoBa. — Mocksa : PTY
MUPDA, 2020. — 223 c. — TekcT : 25eKTpoHHBIH // JIaHb : 31eKTPOHHO-
oubmmoreunas cuctema. — URL: https://e.lanbook.com/book/163844 (narta
oOpamenus: 28.11.2022). — PexuM qocTymna: AJisi aBTOpU3. MOJIb30BATEIICH.

2.Epmakosa, A. 0. Kpunrorpaguueckue MeToabl 3a1lMThl HHPOpMaLUU
: yuebHOo-MeToauueckoe nocodue / A. 0. EpmakoBa. — Mockga : PTY
MUPDOA, 2021. — 172 c. — TekcT : 25eKTpoHHbIN // JIaHb : 3JIEKTPOHHO-
oubsmoreunas cuctema. — URL: https://e.lanbook.com/book/176563 (narta
obOpamenus: 28.11.2022). — PesxuM qocTymna: st aBTOpU3. T0JIH30BATEIICH.

3.EpmakoBa, A. FO. MeToabl 1 cpeacTBa 3alIUThl KOMITBIOTEPHOI
uHdopmaruu : yuebHoe nmocodue / A. FO. EpmakoBa. — Mocksa : PTY
MUPDA, 2020. — 223 c. — TekcT : 27meKTpOoHHbIH // JIaHb : 37€KTPOHHO-
oubnuoteunas cucrema. — URL: https://e.lanbook.com/book/163844 (nata
obpamenus: 28.11.2022). — Pexxum moctyma: st aBTOPU3. MOIH30BATEICH.

4 Ilyrun, B. B. 3amura nadopmaium B KOMIIBIOTEPHBIX
nH(OpPMAIMOHHBIX cUcTeMax : yueOHoe nocobue / B. B. Ilyrun, E. 1O.
[Nomyonuyas, C. A. Jlabaga. — Camapa : [II'YTH, 2018. — 119 ¢. — Teker :
ANEKTPOHHBIN // JIaHb : 37eKTpoHHO-O0MOIMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/182299 (nata obpamenus: 28.11.2022). — Pexum
JOCTYyTIA: JUIsl aBTOPU3. MOJIb30BaTENEH.
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JlomoJHUTEIbHASI JINTEpaTypa:

5.MopaenupoBaHre KOMIBIOTEPHBIX ceTel B cpene NetCracker
Professional 4.1 : merogumueckue ykazanus / B. B. ITyrun, 1. C. Makapos, E.
1O. I'ony6Huuas, C. A. JIabaga. — Camapa : [II'YTU, 2018. — 46 ¢c. —
TekcT : anmexTpoHHbIH // JIaHb : aneKTpoHHO-O0MOMMoTeunas cuctema. — URL:
https://e.lanbook.com/book/182305 (mata obpamenwns: 28.11.2022). — Pexum
JOCTYTA: JIUIS aBTOPH3. ITOJIh30BaTEIICH.

7. Ilepeyennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKAIUOHHOMN CeTH
«AHTepHET»
HNuTepHeT-pecypcesl:
http://eup.ru/catalog/all-all.asp — HayuHo0-00pa3oBaTeIbHBIN TOPTAIL.
http://informika.ru/ — o6pazoBaTebHBIN OPTAIL.

1

2

3. www.wiklsec.ru - DHupkoNE MM nH(OopMaLMOHHOI 6e301macHOCTH. — Hy6J’II/IKaI_II/II/I, CTaThbH.
4, www.biblioclub.ru - YauBepcanpHas OMOIHOTEKA OHJIAMH.
3)
6
7

www.rucont.ru - 9bC «PykoHT».

http://www.academy.it.ru/ — axagemus AUTH.

http://www.minfin.ru - OpunmansHeIil caiit MuHUCTEpCTBA (PUHAHCOB
Poccniickont @enepanun
8. http://www.gov.ru/ - OdunmanbHbIR cepBep OpraHoB
rocyzapctBeHHou Biaactu Poccuiickon denepanuu.
9.  http://www.fsb.ru/ - Odunuaneueiii caiit Denepaibroit CiyKObI
be3zonacHoctn
http://www.fstec.ru/ - Odunnanbubiii cailt denepanpHoit CiyKObI 110

TexHn4yeckoMy DKCIIOPTHOMY KOHTPOJIFO

8. llepeuenb nH(POPMAITUOHHBIX TEXHOJIOT Ui, HCIOJIb3YyeMBbIX NPH
OCYyILIeCTBJICHMH 00Pa30BaTeJIbHOI0 MPOLECcCca M0 AUCHHUILINHE (MOTYJII0)

IMepeyens nporpammuoro odecneuennsi: MSOffice, Multisim.,

NudopmanuoHHbie CIPaBOYHbIC CUCTEMbI:

1.Pecypcol undopmarmonHo-oopazoBatenbaoi cpenst MI'OTY

2.Pabouas mporpaMMa W METOAMYECKOE OOCCIEUYCHHE IO TUCIUTIIINHE
«MeTobl M cpeAcTBa KpUNTOrPaPUISCKOM 3aIUTH HHPOPMAITHN.
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