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Pabouas nporpamma sBIAeTCs COCTABHON YacThIO OCHOBHOH NpodeccHOHANb-
HOH 06pa3oBaTte/bHOI NporpaMMbl H IIPOXOANT PELIEH3NPOBAHHE CO CTOPOHBI paboTo-
nareneif B cocTase 0CHOBHOI rpodeccHonanbHOM 0bpazoBaTensHOl nporpaMmsl. Pa-
Gouas nporpaMma aKTyalIH3HPYETCHA H KOPPEKTHPYETCS €XKEerojHo.

Astop: Cyxorepun A.H. PaGouas nporpamma gucunmannst: «Opranusanus
3aMIHTBI KOHpHASHIHAALHOH HWRGOPMALMN OT HECAHKIHOHMPOBAHHOIO A0CTYNA
(000 «<HOBO», 000 «I1BH»)». — Koposies MO: «Texnoioruueckuii yHuBepcn-
Te», 2022,

Penenzent: Coasnoi B.H.
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1. IlepeyeHb MIAHUPYEMBIX Pe3yJabTATOB 00y4eHHS MO TUCHUILINHE,
COOTHECEHHBIX C IVIAHMPYeMbIMU pe3yiabTaTtamu ocBoeHus OITOIT

Hensimu U3y4deHrs TUCUUILIIMHBI SBIISIETCS:
1. (dopMupoBaHUE y CTYJCHTOB CHEIHMATU3UPOBAHHON 0a3bl 3HAHUI MO OC-

HOBHBIM TIOHATHSIM B OOJIACTH CHUCTEMHBIX U MPHUKJIAAHBIX BOTIPOCOB 3aIIUTHI HH(POP-
Manuu oT HC/I;

2. YCOBEPIIICHCTBOBATh HABBIKA MO OCHOBAM IMPAKTHYECKOTO 0OOCHOBAHUS
TpeOOBaHUM K CHCTEME 3aIuThl KoHpuaeHmanpHoi uadopmanuu ot HCJI, uTo mo3-
BOJIUT CTYJICHTY OPHEHTHPOBATHCS HAa PHIHKE CPEACTB MH(POPMAITMOHHOM 3alTUTHI TIPH
BBIOOPE ONTUMAIBHOTO PEIICHUSI.

B nporecce o0yueHus CTyA€HT NPUOOPETAET U COBEPUICHCTBYET CIEAYIOIINE KOM-
METECHIINU:

[1IK-2. CriocoOHOCTh MPUHUMATh Y4acTHE B MPOBEJIECHUU AKCIIEPUMEHTATbHBIX
MCCJIEIOBAHUM CUCTEMBI 3aIIUTHI HHPOPMAIIUU

[TK-3. CrnocoGHOCTh OCYIIECTBIATh YIIpaBiIeHUE ¢ pa3pabOTKON OpraHU3aIlMoOH-
HO-PACIOPSIIUTENLHBIX JOKYMEHTOB U pealn3alldi0 OpraHu3aloHHbIX Mep 1o 3U B
AC

OCHOBHBIMH 3agavdaMi JUCHUITIIIMHBI ABJIAIOTCA:

1. HAay4YUTh CTYIAEHTOB CAMOCTOSITENIBHO PEIIATh ITOCTABJICHHBIC 3a7a4d B
00JJaCTH CUCTEMHBIX M MPUKJIAAHBIX BOMPOCOB 3aiuThl nHpopmanuu ot HCJ[ Ha oc-
HOBE JICWCTBYIOLETO POCCUMCKOIO 3aKOHOAATEIbCTBA C IIOMOLIBIO COBPEMEHHBIX
IIPUHLIAIIOB, METO0B, CWJI U CPEJCTB B PA3JIMUYHBIX OPraHU3ALUOHHBIX CTPYKTYpaXx, 110
0a30BbIM HaIIPaBJICHUSAM 3aIIUTHI TOCY1apCTBEHHON TallHbl M KOH(QUICHIIMATBHOW 1H-
dbopmaruu;

2. dbopmupoBaHre y 00ydYarOIMMUXCA PABOBOM CUCTEMBI 3HAHHUM, YMEHUHN U
HaBBIKOB 110 3amuTte napopmaruu ot HC/I;
3. obecrnieueHn0 MH(POPMAIIMOHHOM O€30MacCHOCTU TpaXKJaaH, OOIIeCTBa U

rocyAapcTBa, B YACTHOCTU PACKPBITHE OOLIUX MOJOKEHU MO 3allIUTe MHPOPMALIUU OT
HCI;

4, HAay4YUTh CTYAEHTOB CAMOCTOSITENIBHO PELIATh IMOCTABJICHHBIC 3a7a4d B
00J1aCTH 3aIUMIIEHHOCTH KOH(PUACHIIMAIbHOW HHPOpPMALUK C IPUMEHEHUEM CHCTEM
u cpencts 3ammThl nHpopmarmu ot HCJL;

S. O03HAKOMUTBH CTYAECHTOB C IMEPCIIEKTUBHBIMU TEXHOJOTHSAMU U METOAAMU
3amuThl nHpopmanuu ot HC/I;

6. WU3y4YNUTh COBPEMEHHBIE METONMKU NPUMEHEHUS U UCIIOIb30BAHUSA BCTPO-
EHHBIX MEXaHU3MOB 3amuThl nHGopmarmu ot HCJI;

1. HAay4YUTb CTYJIEHTOB, NOPSAKY IPUMEHEHUS TEXHUYECKUX CPEICTB 3allH-
Tl uH(opmanuu ot HC/I.



[Toka3zaTenb OCBOEHUSI KOMIIETEHIIMM OTPAXKAIOT CIEIYIONINE UHAUKATOPHI:
Heo0xoaumpble 3HAHUSA:
- PYKOBOJSIIME U METOAMYECKUE JOKYMEHTBI PUHIIUIIBI OpPTaHU3AIMK 110 TTPOBe-
JIEHUIO DKCIIEPUMEHTAIIbHOM JIesiTeIbHOCTH B obsactu 31,
- OCHOBHBIE HOPMATHUBHO-TIPABOBBIE AKThI, METOJIbI YIPAaBJICHUS AESITEIbHOCTHIO,
yrpo3bl b u HapymmTenu cuctem 0e301acHOCTH HHGOpMAIIHH;
Tpynossbie geicTBUSA:
- pa3pabaTbIiBaTh MOJICIH, MPOEKTHI U MPEAJIOKEHUS B X0JI€ TPOBEACHUS IKCIEPHU-
MEHTOB JIESITEJIbHOCTH IO COBEPIIIEHCTBOBAHUIO cUCTEMBbI 3U;
- aHAJU3MPOBATh BO3JICHCTBHE Ha 3AIUIIAEMYIO CUCTeMY HH(OpPMAlUH, OLICHU-
BaTh MOCJICCTBHS M BBIPA0ATHIBATh MPEJIOKEHUS 110 €€ COBEPIIICHCTBOBAHMIO;
Heo0xoaumblie ymMeHnus:
BBISBIISITE 1 OLICHUBATh HUCTOYHUKH M TIOcaeACTBHSA nHIuAeHTOB b (31);
- IPUMEHSTH JACHCTBYIOINIYI0 HOPMATUBHYIO 0a3y BbIOMpaTh Iieecoo0pa3Hble IMo-
TpeOHbBIE CPEACTBA U OMPEEIATh CTPYKTYpy cucTeMbl 3U B X0/1e TPOBEICHUSI DKC-
MIEpPUMEHTOB;
- OLICHUBaTh MH(OpPMAIMOHHBIC PUCKH pa3paldaThIBaTh MPEJIOKEHUS MO COBEP-
meHcTBoBaHuto CY (MB) u npuMensTh cpeactBa KoHTpodisi dddextuBnoctu 31,

2. Mecto nucuumiinnbl B cTpykrype OIIOII

Hucrummaa «OpraHuzanust 3ammThl  KOHGUIEHIIMATbHONH HUH(pOpMaIUU OT
HCJl (OO0 «HOBO»,000 «I1bN»)» oTHOCUTCS K TUCIUILIMHAM 1O BHIOOPY Bapua-
TUBHOW 4YacTH OCHOBHOM MpodeccroHaIbHOM 00pa3oBaTeIbHOM MPOrpaMMbl MOITO-
TOBKH OakaynaBpoB 1o Harnpasienuto 10.03.01 «Mudopmarmonnas 6€30macHOCTbY.

JlucuurminHa peanuzyercs kadgeapoit tHGopMalMOHHON O€30MaCHOCTH.

W3yyeHnne maHHOW AMCIMIUITMHBI 0a3upyeTcs Ha paHee W3YUCHHBIX JUCIIUILIH-
Hax: «OcHOBBI MHpOPMAIMOHHON Oe3omacHocTny, «MHpopmaTukay, «OCHOBBI Mpa-
Ba», «OCHOBBI yIPABICHUYECKON HesTeapHOCTH» W Kommerenmusx: OI1K-1,6,7,8,9,13;
YK-5,6,9.

3HaHUS ¥ KOMITETCHIIUH, TTOJTyYCHHBIC TIPU OCBOCHHUH JTUCITUTUTUHBI, SIBIISTIOTCS Oa-
30BBIMU JUTSI M3YYEHUS TOCTICIYIOMNUX AUCIUIUINH: «OpraHu3aiius 3aluThl IepCOHATb-
HBIX JAHHBIX Ha TpeanpusTum», «[IpaBoBas oxpaHa pe3ylbTaTOB UHTEIJICKTYAIBHOM J1e-
ATEIBHOCTHY, «OpraHu3anysi CUCTEMBbl oOecrieueHUsT MH()OPMAIIMOHHON 0€301MacHOCTH
(cmyx6a UB)», «JlunensupoBanue u ceprudukaius B 00JIacTH 3aUThl HHHOPMAITIID,
MIPOXOXK/ICHUS] TIPAKTUKH, TOCYIaPCTBEHHOW WTOTOBOW aTTECTAIIMM W BBHIMOJIHEHUS BHI-
MyCKHOM KBAM(UKAIIMOHHON paboThI OakamaBpa.

3. O0beM IUCUUIIMHBI (MOIYJISA) M BUABI Y4eOHOH padoThI
OO6111as TpyA0€MKOCTh AUCIMUILIAHBI JJIsl CTYICHTOB OYHOM (DOPMBI COCTABIISIET 3
3a4eTHBIX eauHUIB], 108 Jacos.



Taoaunmal

Buabi 3anstuii Bcero Cemectp | Cemectp | Cemectp | CemecTp
4acoB 6 7
OO01ast Tpy10eMKOCTh 108 108 108
OYHAS ®OPMA OBYUYEHUSA
AyIMTOpHBIE 3aHATHS 28 28
Jlexumu (JI) 12 12
[Tpaktuueckue 3ansatus (I113) 8 8
JlabopaTopHsie padoTsl (JIP) 8 8
CamocTosiTe1bHAs1 padoTa 80 80
Jpyrue Buabl KOHTAKTHOH pado- 10 10
ThI
IIpakTHyeckas MOArOTOBKA 8 8
KypcoBbie paGoThI (IIPOEKTHI) - -
PacueTrHo-rpaduueckue padoTsl - -
KonTposabHasi pabora, + +
JAoMalllHee 3a/1aHue
Texymmii KOHTPOJIb 3HAHUH T1; T2 T1; T2
(7 -8, 15 - 16 nenenn)
Buja uTOroBOro KOHTpOJIst 3ader ¢ | 3aderc
OLIEHKO# | OLleHKOM

1100 Opyeumu euoamu KOHMAKMHOU padbomsvl NOHUMAEMCL: 2PYRNosble U UHOUBUOYAIbHbLE KOHCYTb-
mayuu, mecmupogarue

4, Coaep:xaHue TUCITUNIMHBI
4.1. TeMbl AMCHUILIMHBLI U BUABI 3aHATHI

Tabanna 2
HanmeHnoBanue Jlek- | IlpakTuye- | JlaGopa- 3anaTusa | Mpakru- Kon
TeM Mu, CKHe 3aHf- TOpPHbIE B HHTEP- | yeckaa | KoMile-
yac. THS, 3aHSITHs, | aKTHBHOH | nopro- TeHIUN
Ounoe yac. yac. dopme, TOBKa,
Ounoe Ounoe Jac. yac
OuHoe
Tema 1: Texno- 3 1 1 2 2 MK-2
JIOTUSI KOHTPOJIA
CAHKIIMOHUPO-
BAHHBIX COObI-
Tuil. IlapoabHasn
ayTeHTHUKAIUS
Tema 2: MeToasl 3 2 2 2 2 MK-2
OHOMeTpPHUYECKOM




HIEeHTU(PUKAIUA
U aHaJu3 3¢ dex-
THBHOCTH HX HC-
M0J1b30BaHUA
AJIS1 OTpaHuyYe-
HUA J10CTYymA.
AyTeHTu(pUKA-
Ml C IOMOIIBIO
OMOMeTpUYeCKHUX
XapaKTePUCTUK

Tema 3: AyTeH-
TH(PUKALHA C I10-
MOIIBIO OIHOpPa-
30BbIX NIAPOJIEH

MK-2

Tema
4:Kpunrtorpadpus
€ OTKPBITBIM
KJIKY0M

NMK-3

Tema
S5:IIpoTokobl
ayTeHTHPUKALUH
B JIOKAJIbLHOII ce-
™

NMK-3

Hroro:

12

10




4.2. Conep:kaHue TeM JUCHUIINHBI

Paszpneu 1. O0ecnnevyenne 0€30MacHOrO 10NMyCKa K HH(POPMAIMOHHBIM pecypcam
Tema 1.TexHo10rMsi KOHTPOJISI CAHKIMOHUPOBAHHBIX COObITHIA. [TapoJb-
Hasl ayTeHTU(PUKaAUS

Bo3moxknoctu C3U HCJl. M3MeHeHne YpOBHS 3aIIMIIEHHOCTH BO BPEMEHHU.
MeTo KOHTPOJISI CAaHKIIMOHUPOBAHHBIX COOBITUI. TEXHOMOTHsSI KOHTPOJISI CAHKIIMOHU-
POBaHHBIX COOBITHNA. J{ONOJIHUTENBHBIE BO3MOKHOCTH MeXaHu3Mma. Pacmupenue Bo3-
MO>XHOCTEH, MEXaHNU3Ma KOHTPOJIS IETOCTHOCTU (DAsIOBBIX 00BEKTOB. J[ByXypoBHE-
Basi MOJIEJIb AYJUTA.

OcHoBHbIe TIOHATHS U ompezeneHus. Ponb u 3amaun ayreHTudukanuu. Mecto
ayTeHTU(PUKALUA B CTPYKTYpPE OCHOBHBIX HAINpaBieHUH 3amuThl HHPopManuu. Dak-
TOpbI ayTeHTU(PUKAIIMK. AyTeHTU(UKAIMS ¢ TOMOLIBIO 3allOMUHAaeMoro naposs. Me-
TOABl TapoibHOUM ayTeHTHuduKanuu. [laponbHbie momutuku. Hemgoctatkum MeTo0B
ayTeHTU(PUKALUU C 3aTIOMUHAEMbBIM MapPOJIEM.

Tema 2. AyreHTduKanms ¢ MIOMOIbI0 OMOMETPHYECKUX XAPAKTEPUCTHK
buomerpuueckue xapakrepuctuku. Kak paboraroT OMOMETpUUYECKHUE CUCTEMBI.
AytenTudukanus 1 OMOMETpUYECKOEe paclio3HaBaHue. Peanuzanus Ouomerpu-

yeckux cucrteM. HemoctaTku ayTeHTU(HUKAIUU C IOMOIIbI0 OMOMETPUYECKUX Xapak-
TEPUCTHUK. BO3MOKHBIE aTAKH.

Tema 3. AyrenTudukanus ¢ 1OMOIIbIO 0OJHOPA30BbIX NAPOJIeH
AnmapatHo — nporpammubie OTP - Tokensl. Kak paborator OTP — TokeHsI.
Mertonbl ayrentudukanuu ¢ nomompo OTP — tokenoB. CpaBHenue metoioB OTP —
ayreHTUuKaunu. CUcTeMbl OJHOpPa30BbIX maposiedl. Hemocratku MeTonoB ayTeHTH-
dbuxkaruu ¢ momornisio OTP. Bo3MoxHbIe aTakw.

Tema 4. Kpunrorpagusi ¢ OTKpPbITHIM KJIK0Y0M

OOmue cBeleHHUs] O KPUNTOTpapuu C OTKPBITHIM KIHOYOM. ABTOpHU3ALUS U
o0ecrnieyeHne I0PUINIECKO 3HAUMMOCTH 3JIEKTPOHHBIX JOKyMeHTOB. KoHdbuneHnu-
aJTbHOCTb U KOHTPOJIb II€JIOCTHOCTU NepeaaBaeMoi nHGopMauu. AyTeHTUPUKaUs
CBSI3BIBAIOIIUXCSI CTOPOH. YCTAHOBJIEHHWE AyTEHTUYHOI'O 3aIMINAEMOI0 COEJHHE-
Hus. Uadpactpykrypa oTkpbIThiX kitouei (PKI). Ayrentudukanus ¢ moMouipro
OTKPBITOTO KJIIOYa Ha OCHOBE cepTh(uKaTtoB. OpraHu3anus XpaHEHUs 3aKPBITOTO
Kitova. MHTennekTyaibHble yCTPOICTBA U ayTeHTU(UKALUS C TOMOUIBIO OTKPBITO-
ro kioua. Hemocratku ayTeHTH(UKAIMU C TOMOIIBIO OTKPBITHIX Kiroued. Bos-
MOYHBIE aTaKHU.

Tema 5. IIpoTokoJIbI ayTEHTH(PUKALMHU B JIOKAJILHOM CeTH
[Tporokomsr LAN Manager u NT LAN Manager. Ilpotokon Kerberos. IIpoto-
xoxn Kerberos + PKINIT.



5. IlepeyeHb y4eOHO-MeTOAUYECKOTO O0ecTiedeH s IJIsl CAMOCTOSATEIbHOU
patdoThI 0 AUCIHUIIINHE

«MeTonnueckue yKa3zaHHUsl I CAMOCTOATENIbHOM pabOThl 00yYaromMXcs M0
OCBOECHUIO TUCIUIUIMHBI) MpecTaBieHbl B [Ipunoxennn 2.

6. DoHJ OLIEHOYHBIX CPEACTB /ISl MPOBeAeHHsI IPOMEKYTOYHOM
aTTecTaluu 00y4aloUIUXCS MO AUCHUIINHE

Crpykrypa ¢GoHIa OIEHOYHBIX CPENCTB, ISl MIPOBEACHHUS MPOMEKYTOUHOM aT-
TeCTaIlMi 00YYaIOIIUXCS M0 TUCHUIUIMHE «3anuTa HHHOPMalMi OT HECAHKIIHOHUPO-
BAHHOT'O J0CTYyIa» npuBencHa B [Ipunoxenun 1.

7. IlepeyeHb OCHOBHO U JONOJHUTEILHOH Y4eOHOI JTUTEPATYPHI,
HEe00X0AMMOI1 115l OCBOCHUSI TUCHMILTHHBI

OcHoBHasi JiuTepaTypa:

1. MopenupoBanue cucTemsl 3amuThl HHpopmaruu: [Ipaktukym: YueOHoe 1mo-
cooue / E.K.bapanoBa, A.B.ba6am - M.: U1 PUOP: HUIl UH®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Hdom. mat. znanium.com). - (Beiciee obOpa3zoBanue: bakamagp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914

2. KommniekcHasi 3anmra uHQOpManud B KOPIOPATUBHBIX CUCTEMax: YdeOHOe
nocobue / B.®. Ilanprux. - M.: UJI ®OPYM: HULl UHDPA-M, 2013. - 592 c.: ni.;
70x100 1/16. - (Bsicmiee oOpazoBanue). (meperier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JlonmosiHUTE ILHAS JIUTEpaTypa:

1. 3ammra nuapopmauuu: Yuedbnoe nocodue / A.Il. Kyk, E.Il. Kyk, O.M. Jle-
nemkuH, A.W. TumomkuH. - 2-¢ u3a. - M.: U1 PUOP: HUIL| UH®PA-M, 2015. - 392
c.: 60x90 1/16. - (Briciiee oOpa3zoBanue: bakanaspuat; Maructparypa). (nepemier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Cxpunnuk, J[.A. OO6mye BONpOCHl TEXHUYECKOW 3aluThl HMHOpManuu /
J.A. Cxkpunauk. - 2-e u3f., ucnp. - M. : Harmonanbubiii OTKPBITHIA Y HUBEPCUTET
«HMHTYUT», 2016. - 425 c. : un. - bubnuorp. B kH. ; To xe [DnaexkTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=429070

8. [lepeyeHb pecypcoB HH()OPMALMOHHO-TEJIEKOMMYHUKANIMOHHOM ceTH
«HTEpPHET», HEOOXOAMMBIX /IJI51 OCBOEHMS M CIIUTIIUHBI

HNuTepHeT-pecypcesi:
1. http://eup.ru/catalog/all-all.asp — HayuHno-00pa3zoBaTeIbHBIN TOPTAI;

2. http://informika.ru/ — oOpa3oBaTeNbHBIH TOPTA,;
3. www.wiklsec.ru - Duuukimoneaus HHOOPMALUOHHONW OCE30MACHOCTH. —

8


http://znanium.com/bookread2.php?book=549914
http://znanium.com/bookread2.php?book=402686
http://znanium.com/bookread2.php?book=474838
https://biblioclub.ru/index.php?page=book&id=429070
http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/

[TyGnukanuu, cTaThH;

4. www.biblioclub.ru - YauBepcaibHas 6MOIHMOTEKA OHJIAMH;

5. www.rucont.ru - 9bC «PykoHT»;

6. http://www.academy.it.ru/ — akagemus AUTH;

7. http://lwww.minfin.ru - Od¢unmanpHplii cadlT MuHUCTEpCTBA (PHUHAHCOB
Poccuiickon @enepanuuy;

8. http://lwww.gov.ru/ - OdunmansHbIii cepBep OPraHOB TOCYIapCTBEHHOM
Biactu Poccutrickon denepanuu;

9. http://lwww.fsb.ru/ - Odunmaneaeiii  caiit  ®eaepanbhoit  CiryKObI
bezomnacHocTy;

10. http://www.fstec.ru/ - Odunmaneubiii caiit denepanbHoit CiryxOBI IO
Texnnueckomy DkcnoptHoMy KoHTposmo;

11. http://www.minfin.ru - Odunmaneueiii caiit MwuHHCTEPCTBA (UHAHCOB
Poccuiickon @enepanuuy;

12. http://www.gov.ru - OdunuanbHBI cepBep OPraHOB TIOCYAapCTBEHHOM
Biactu Poccutickon denepanuu;

13. http://www.fsb.ru/ - Odunuaneueiii  caiit ®DenepanbHoii  CiyKObI
be3zonacHocty,

14. http://lwww.fstec.ru/ - Odunmansaeii caiit ®denepanbHoit CiykObI TI0
TexHnyeckoMy DKCIIOPTHOMY KOHTPOJIIO.

9. MeToanueckue yKkazaHusi AJ1s1 00y4aKOIIHXCsl, TI0 OCBOEHUIO U CHUTITHHBI

Meroanueckue ykazaHus JJisi OOy4aroIIUXCsl, 0 OCBOCHUIO JUCITUTUIMHBI TIPU-
BesieHbl B [Ipunoskennu 2 k HacTosei padbodeit mporpamme.

10. TIlepeyeHb HHMPOPMANMOHHBIX TEXHOJIOTHIi, WHCHOJIb3yeMBbIX TMPH
OCYLIECTBJICHUH 00Pa30BATEIBLHOIO0 MPOLEcca M0 JUCHMIINHE

Ilepeuenn nporpammuoro odecneuennsi: MSOffice.
NudopmanuoHHbie CIPABOYHBIE CUCTEMBI:

1.2nexTpoHHbIE pecypchl 00pa30BaTeIbHOMN Cpebl Y HUBEPCUTETA.
2.MudpopmanonHo-cipaBouHblie cuctemsl (Koncynbrant+; ['apanT).

Pecypcol nHpopMannoHHo-o0pa3oBareabHou cpeabl MI'OTY:
Pabouast mporpamMmma u MeToanuYecKoe odecrnedeHre o Kypey 3ammra KoHpuaeH-
nuanbHoit uHpopmanuu oT HCJ[ (OO0 «HOBO», OO0 «11bN»)

11. Onucanue MaTepruaJIbLHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOM ISt
OCyLIeCTBJICHUS 00Pa30BaTEJIbHOI0 MPOLECCa MO AMCHUIJIMHE
JIeKIHOHHBIE 3AHATHS:
— ayJUTOpHs, OCHAILIEHHAs IPE3EHTALIMOHHON TEXHUKOH (IIPOEKTOP, SKPaH);
— KOMIUIEKT 3JIEKTPOHHBIX MPE3EHTAIMH / CIaiiIoB HA TEMBI:
— IIpakTuyeckue 3aHATUA:


http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/%20–
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/

— KOMIIBIOTEPHBIA KJIACC C MPOEKTOPOM ISl HUHTEPAKTUBHOTO OOy4YeHUs U
NMpoBEJeHUsT JIeKUM B QopMme  clalg-mpe3eHTanuii, 000pya0oBaHHBIN
COBPEMEHHBIMHM JIMLIEH3UOHHBIMU MPOTrPaMMHO-TEXHUYECKUMHU CPEACTBAMH:
orneparronHas cuctema He Hibke WindowsXP; oducusie nmporpammber MSOffice
[

— pabouee MeCTO MpenojaBaTeisi, OCHAIEHHOE KOMIIBIOTEPOM C JOCTYIOM B
WNHurepHerT;

— paboune MecTa CTYACHTOB, OCHAIICHHbIE KOMIIBIOTEPAMH C JIOCTYIIOM B
HNuTepHer.
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IHpuiaoxenue 1

(I)OHI[ OLCHOYHBLIX CPEACTB AJIA NMPOBCACHUNA HpOMeH(yTOqHOﬁ arTrecranmmn
Oﬁy‘lalOH_[I/IXCH o IMCIOMIIJIMHE

HHCTUTYT HHOOKOMMYHUKANIHOHHbIX CUCTEM U
TEXHOJIOI'MA

KA®EJIPA HHO®OPMAIIMOHHOHN BE3OITACHOCTH

®OH/JI OEHOYHBIX CPEJICTB JJISI MPOBEJEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOIMXCS MO
TV CHUILIAHE

OPI'AHM3AIIUSA 3AIIATHI KOHOUAEHIIMAJIBHON
NHOOPMAIIMU OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA
(OAO «<HOBO», OO0 «L1BbN»)»

Hanpagpaenue noarorosku: 10.03.01 Mudopmanuonnas 6€30nacHOCTD
Ipoduib: be30nacHOCTh TEJIEKOMMYHUKAIMOHHBIX CUCTEM

(B a3pokocMuvecKkoi cepe)

YpoBeHb BbIcHIero 00pa3oBaHusi: 0aKaJaBp

d®opma 00y4yeHUsA: OUHASA

Kopones
2022
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1. IlepeyeHb KOMIIETEHUHM € YKa3aHUEM ITANoB UX (JOPMUPOBAHUSA B
npoiuecce 0CBOCHHUsI 00pPa30BaTeJIbHOM MPOrPAMMbI

Ne Nu- Conep:xanue Paznen nuc- B pe3yabraTte uzyueHust pazaesia IMCUMILVIMHBIL,
n/m | JeKc | KOMIEeTeHIIMH HUIUTHHBI, obecneunBaioniero popMupoBanue KOMIETEHIHH,
KOM- * ol0ecreynBa- o0yyarouuiicsi npuodperaer
ne- omuii pop- | Tpynosbie Heob6xonn- Heo0xogqumbie
TeH- MHpPOBaHHMe | JAeiicTBHUsA Mble YMEHHSI | 3HAHUS
ouu KOMIIeTEeHIINH
1. | TIK-2 | CnocobHOCTh Tema:1,2,3,4, | - Pa3pabarbl- | - HPUMCHSTH | - PYKOBOISIIMC K
MIPUHUMATh 5 BaThb MOJEJIH, | JEUCTBYIO- METOANYECKUE
y4acTue B IIPOEKThl U | IIYK0O HOPMa- | JOKYMEHTHI
[IPOBEACHUU MpeIoXKe- TUBHYIO 0a3y | MPUHIUIBI Opra-
JKCIEPUMEH- HUSL B XOJIe | BBIOUpaTh HU3alUU IO Mpo-
TaJbHBIX  HC- IpOBEICHUS | 11enecoo0- BEJICHUIO  DKCIIEe-
CJIeI0BaHU SKCIIEPUMEH- | pa3Hble [O- | PUMEHTAJIbHOMN
CUCTEMBI  3a- TOB JIesATeNb- | TPEOHbIE JEATEIbHOCTH B
IUTHL  UHPOP- HOCTU TIO CO- | cpenctBa U | obmactu 3U;
Maruu BEpPUICHCTBO- | OIPEACIATH
BAHUIO  CU- | CTPYKTYPY
crembl 3U; cucteMsl 33U
B XOA€ Ipo-
BEJICHUS DKC-
NIEPUMEHTOB;
2. | TIK-3 | CrnocobHOCTh Tema:1,2,3,4, | - QHAIM3UPO- | - OLEHHUBATH | - OCHOBHBIC HOp-
OCYILECTBIATh | § BaTh BO3/Cil- | mHGOpMAI- | MaTUBHO-
YIPABJICHUE C CTBHME Ha 3a- | OHHBIC PUCKHU | IPABOBBIE  aKTBHI,
pa3zpaboTkoit IUIIAEMYI0 | pa3palaThi- METO/BI yIpaBJie-
OpraHu3alu- CUCTEMY UH- | BaTb  MpPEA- | HASL  JEATENIbHO-
OHHO- dbopmanuuy, JIO)KEHHsI 1O | CThrO, yrpossl Ub
pacropsu- OLICHUBATh COBEpLIEH- U HAPYLIUTEIN
TEJIbHBIX J10- IIOCJIE/ICTBHS | CTBOBAHUIO cuctem Oesomac-
KYMEHTOB U u Belpabatel- | CY (MB) wu | HocTH uH(pOpMa-
peanu3annio BaTh Npea- MPUMEHSTH 1105078
OpraHu3alu- JIOKEHUS 10 | CpeacTBa
OHHBIX MEP MO ee coBep- KOHTPOJIA
31U B AC HIEHCTBOBA- | 3P PEeKTHUBHO-
HUIO ctu 3U;
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2.0nmncanne nokasarejeid M KpuTepueB OLIEHUBAHUSI KOMIIETEHIIHIT HA
Pa3JIHYHBIX 3Tanax ux GopMHUpoBaHus, ONMCAHNE IIKAJ OLlEHUBAHUS

Kod komne- UHcmpymeHm, 3manesl u NoKasa- Kpumepuu oyeHueaHusa Kom-
meHyuu oyeHusarowuli mesb OyeHUBAHUA nemeHyuu Ha Pa3AUYHbLIX
cpopmuposaH- KomMmnemeHyuu amanax ¢popmupoeaHus u
HOCMb Komne- WKasbl OyeHuUe8aHus
meHyuu
I1K-2,3 Aoknad A) nonHocmeoto | Hanpumep:
cshopmuposaHa Mposodumca e nucomeHHOU
(komnemeHyua oceo- | u/unu ycmuoii popme.
eHa Ha ebicokom | Kpumepuu oyeHKu:
yposHe) — 5 6annoe
) yacmuuHo cqhop- 1. Coomeemcmeue codepa-
mupoeaHa: Hus OoKnada 3aseneHHoll
memamuke (1 6ann).
y komnemeHyua 2. Kauecmeo ucmo4yHuKoe u
0C80eHa Ha npodeu- ux Kosu4yecmeo npu mnoozo-
Hymom yposHe = 4| 0 e pa6omei (1 6ann).
6anna; »
3. BnadeHue uHgpopmayueli u
° KomMnemeHyusa | cnocobHocms omeevyams Ha
oceoeHa Ha 6a3080M | gonpocor  aydumopuu (1
yposHe — 3 6anna; 6ann).
B) He cqpopmuposaHa | 4. Kayecmeo camoii nped-
(komnemeHyus __ He | cmaenenHoii pabomer (1
cpopmuposaHa) — 2 u | Ggan).
meHee 6annoe 5. OpuauHaneHocmb nodxoda
U 8cecmopoHHee pacKpbimue
8blbpaHHol memamuku (1
6ann).
MakcumanbHasn cymma
6annoe - 5 6annoes.
K-2,3 BobinonHeHue A) noaHocmeto | [lpu onpedeneHuu cgopmu-
KOHMpobHoli chopmuposaHa poeaHHOCcmMu KomnemeHyuli
pabomoli (KomnemeHyua oceo- | Kpumepuamu  OyeHUeaHUsA
€Ha Ha  BbICOKOM | ebicmynaom memoou4yecKue
yposHe) — 5 6annoe peKomeHOayuu, pa3pabo-

B) uacmuuyHo cehop-
MupoeaHa:

° KomnemeHyus
0CcB80eHd Ha Mpoosu-

Hymom ypoeHe — 4
6anna;

. KomnemeHyusa
oceoeHa Ha 6azoeom
ypoeHe — 3 banna;

B) He chopmuposaHa
(komnemeryusa He
cchopmuposaHa) — 2 u
MeHee b6annoe

maHHbIe no ducyunauHe 0na
8aHHOo20 8uda
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3. TunoBbie KOHTPOJIbHBIE 3aJaHUS WIN MHble MaTepHUAJIbl, HE00X0IUMbIe
sl OUEHKH 3HAHWH, yMeHHWil, HABBHIKOB W (WJM) ONbITA JAeSTeJIbHOCTH,
XapakTepu3yolmx 3Tanbl GopMHUpoBaHUs KOMIIETEHIH B Ipolecce 0CBOECHUS
00pa3oBaTeIbHOI MPOTrPAMMBI

IIpuMepHas TeMaTHKA JOKJIAI0B B MIPE3eHTALMOHHOU popme:

1. UNudopmammonnas 6e3onacHOCTh cucteMbl «KineHT — 6aHK» Ha OCHOBE TEX-
HOJIOTMH «TOJICTOTO KJIMEHTa»

2. Hnadopmarnmonnas 6e30macHOCTh Mojienu HTepHeT - OaHKUHTA.

3. Huadopmanmonnas 0€30MacHOCTh pacuyeToB OAHKOBCKUMH KapTamu B MH-
TEepHETE.

4. Mecro DUII B psaay kpunrorpaduueckux MexaHu3mMoB. McTopusi BO3SHUKHO-
Benust DIIII B Poccun. OO6miee npasuso co3ganust DI O6mee mpaBuio Bepudu-
karuu OLIII.

5. Cxema 3auuIIeHHOTO HMH(POPMAIIMOHHOTO OOMEHa NpH HCIOJIb30BAHUU
CUMMETPUYHBIX METOJ0OB 3aIlIUThl HH(POPMaLIUH.

6. Cxema 3aumuIIeHHOTO HMH(POPMAIIMOHHOTO OOMEHa MpU HCIOJIb30BAaHUU
KPUNITOIpaPUIECKUX aJITOPUTMOB C OTKPBITHIMU KIIFOUAMH.

7. IlpumeHenue u nH(GOpPMaLIMOHHAA OE30MACHOCTh PEXUMA NEKTPOHHOU KO-
NO0BOM KHUTH. Pexxnma cuemienus 010koB mudporekcra. Pexxuma oOpaTHON CBA3U
10 MU(POTEKCTY.

8. Pexum cuetumka (counter). @yHKIHsS XSIMHUPOBAHUSI U aCUMETPHUYHBIE aJI-
TOPUTMBEI.

9. HndopmanmonHas 0€30MaCHOCTh M 3alluTa JJICKTPOHHBIX TpaH3aKIUN
npoTokoi (SSL). Cxema pabotsl mpoTokona SET.

10. Uudopmarmonnast 6€30MacCHOCTh U MpaBUiia OOMEHa JIEKTPOHHBIMU JOKY-
meHTamu. O6mue TpedboBanus, mpeabspiseMmbie Kk D] (makeram D]).

11. Uadopmanimonnas 06e30MacHOCTh MPU COCTaBJICHUE M HampasiieHne D]
YYaCTHUKOM — OTIPaBUTEIIEM.

12. Undopmanimonnass 6€30MacHOCTh M MOPSA0K KOHTposst D/, MmomydeHHBIX
OT y4acTHUKOB — oTtnpaBureneil. [lopsanok obopmuenus I/, moATBEpKIAIONINX U C-
noJineHue 3/ y4aCTHUKOB.

13. UndopmanionHas 0€30MaCHOCTh U TOPSAOK IMpUeMa K HCHOJHEHUuIo /]
y4aCTHUKOM — noay4datesneM. [lopsanok xpaneHus u yuuutoxxenus J/1.

4. MeToauyecKkue MaTepuasibl, ONpeAeJsolue NMpPoueaypbl OUEeHUBAHUS
3HAHUH, YMEHHH, HABBIKOB M (WIH) ONbITA  JIeATEJIbHOCTH,
XapaKTepu3ywluX 3Tanbl GopMHUpPOBaHUSA KOMIIETCHIUM

dopMoit KOHTPOJIS 3HAHUH MO AUCIUIUIMHE «3ammTa nHPOpMaIui OT HEeCaHK-

IMUOHUPOBAHHOTO JOCTYIIa» ABJIAIOTCA ABC TCKYHIMC ATTCCTAIIMM B BHUAC TCCTOB U
HUTOroBas arreCranuviad B BUAC 3a4CTa.
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Kox xommne-

Henens N
A TEHLHH, Kpurepun oreHkn
TeKy- Conepxanue Cpok cnauun
Bun onenou- OILICHHBAIO- TpeboBanus x 110 COJICPKAHUIO U
LIETO N OLIEHOYHOTO (Hemens ce-
HOTO CPEJICTBA | IWii 3HAHUS, BBITIOJTHEHHIO Ka4yecTBy C yKasa-
KOH- cperncTBa MecCTpa)
YMEHHUS, HHEM 0aJIoB
TpoISt
HaBbIKH
tectupoBanme | I1K-2,3 20 BotIpoCOB Kowmmeroreproe | PesynbraTs Ilpenooasamens
TECTHPOBAHKE ; | TECTHPOBAaHHSA yKazvieaem
BpEMs OTBEJICH- | MPeIoCTaBIis-
Kpumepuu
HOE Ha Mpolie- I0TCS B JICHb
aypy - 30 mu- [POBEICHHUSI OUEHKU OaHHO20
HYT MPOLEaYyPhI euoa Konmpao.Jiia.
Mposo- Hanpumep,
dumcsa Kpumepuu
8 cpo- OyeHKuU onpede-

Ku, JAl0mcs npo-
ycma- UEHMHBIM CO-

Hos- OmMHOWEeHUEM.
f1eH- Hesagxa — 0.

Hble

Heyooenemeo-
epagu-

Kom pumenbHo — me-
obpa- nee 50% npa-
306a- GUIbHBIX OMEe-
meno- moe
Hozo Yooenemeopu-

fpo- MmenbHo - om

ecca
4 51% npasunvnuix]
omeemoe.
Xopouto - om
70%.
Omauuno — om
90%.
tectupoBanue | I1K-2,3 20 BompocoB Kommneroteproe | Pesympratsr Ilpenooasamens
TECTHPOBAaHWE; | TeCTHPOBaHHMA yKazvieaem
BpeMs OTBE/ICH- | MpefocTaBis-
Kpumepuu
HOE Ha Mpolle- IOTCS B JICHb
nypy —30 mu- | mposenenus OUeHKU OaHHO020
Mpoeo- HYT POy PhI euoa Konmpao.Jia.
dumcsa Hanpumep,
6 cpo- Kpumepuu
Ku, OUeHKu onpeode-
ycma- JaAl0mces npo-

Hoe- UEeHMHbIM CO-

ne-

OmHOUIeHUEM.

Hble

Heseka — 0.
epagu-

Kom Heyoosenemeo-
o06pa- pumenbHo — me-
306a- nee 50% npa-
mene- GUIbHBIX OMEe-

Ho20 moe

npo- Yooenemeopu-
yecca

menvHo - om
51% npasunvnbix]
omeemoe.
Xopowio - om
70%.
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Omauuno — om
90%.

Mpoeso-
dumcsa
8 cpo-
KU,
ycma-
Hoe-
fneH-
Hble
epagu-
Kom
obpa-
306a-
meno-
Ho20
npo-
yecca

3a4éT ¢ oeH-
KoM

IK-2,3

3 Bompoca

3auéT ¢ oLeH-
KOU IIPOBOJUTCS
B MMCbMEHHOM
dhopme, myTem
OTBETAa Ha BO-
MIPOCHI.

Bpewms, otBe-
JIEHHOE Ha Mpo-
uenypy — 30
MUHYT.

Pesynbratsl
MpeI0CTaBIIS-
10TCS B JICHD
MIPOBEJICHUS
3agera C
OLIEHKOU

Kputepuu onenku:

«OTIAUIHO»:

o 3HaHUE
OCHOBHBIX
TIOHATHM
mpeaMeTa;

o YMEHHE
HCTOJB30BaTh U
TIPUMEHSTh
MOJTyYeHHBIE
3HAHUS Ha
TIPAKTHKE;

J pabora Ha
MIPAKTHICCKIX
3aHITHAX;

o 3HaHUE
OCHOBHBIX
HAyYIHBIX
TeopuH,
M3y4aeMbIX
MPEeIMETOB;

J OTBET Ha
BOTIPOCHI
Ounera.

«Xopowoy:

. 3HAHUE

OCHOBHBIX TTOHSITHU

npeaMera;

. yMeHHue

HCIOJIb30BAaTh u

NPUMEHSTh  TONY-

YEHHbIE 3HAHMUS Ha

[IPaKTHUKE;

. pabota Ha

MpPaKTUYECKUX  3a-

HATHSX;

. 3HaHUE

OCHOBHBIX HAay4YHBIX

TEOpUH, U3y4aeMbIX

MIPEIMETOB;

. OTBETHl Ha

BOIPOCHI OnieTa

* HETNpaBWILHO pe-

LIEHO MPAaKTHYECKOe

3a/laHue

«Y10BJIETBOPH-

TeJbHOY:

. JIEMOHCTPH
pyeT YacTHYHBIE
3HAHUSI 1o
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TeMam
JCLUILINH;

HE3HaHUE
HEyMEHHe
HCIIONB30BaTh |
MIPUMEHSTh
HOJTyYeHHBIE
3HAHMS Ha
MIPaKTHKE;

He paboTain
Ha
NPaKTHYECKUX
3aHATHSAX;

«HeynoBaerBopu-
TeJIBHO!

JIEMOHCTPH
pyeT 4acTH4HbIC
3HAHMS o
TeMaM
JVCIUIUINH;

HE3HaHHE
OCHOBHBIX
MOHATUHI
MIPEeaAMETa;

HEyMEHHE
HCTIONIB30BaTh U
HNPUMEHSTh
HOJTy4EHHBIE
3HAHMSA Ha
MIPaKTHKE;

He paboTan
Ha
MIPaKTHYECKNX
3aHATHSAX;

HE
OTBEYaeT Ha
BOIIPOCHI.

IIpumepHoe coaepkaHue TECTOB /IS TEKYLIEeH aTTeCTAlUM:

3A/JAHHUE HA BBIBOP OJHOI'O IIPABH/IBHOI' O BAPHAHTA OTBETA

[Tpenmer, uens 1 3a1a4u Kpunrorpapuu.

Hctopust kpunrorpadum.

Kpatkue cBeieHHs O KpUIITOaHAIH3E.

[Ipocreiimme mu@psl U1 UX CBOKWCTBA.

Cucrembl MUPPOBAHUS C OTKPHITHIMU KITFOUAMH.
BupryanbHble YaCTHBIE CETH.

DJNIeKTPOHHBIE IUGPOBBIE MOAMKUCH (IJIEKTPOHHBIC MOIHCH).
OcHoBHBIE TOAX0AbI K peanu3zanuu PKI.

KoMroHeHThI 1 cepBUCH THOPACTPYKTYPbI OTKPBITHIX KITFOYEH.
10 Apxurtektypa u Tonoaorus PKI.

11. Crannaptsl B o0mactu PKI 50.

CoNoR~LNE
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12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25,
26.

Cranmaptsl Internet X.509 PKI (PKIX).
Ceptudukatsl OTKpHITHIX Kirouer X.509.

Crucku aHHYJTUPOBAHHBIX CePTUPHUKATOB. ATpUOyTHBIE CepTU(DUKATHI.

OcHoBHbIe TpeOoBanus k nonutuke PKI.
[Tonutrka npuMeHeHUs! CEpTUPUKATOB U PETIAMEHT.
Kpatkas xapakrepuctuka noJutuku PKI.
Ha6op nonoxenuii nonutuku PKI.
[Tpo6aemsr popmupoBanus momutuku PKI.
CuMMeTpUYHBIE KPUTITOCUCTEMBL.

Ocnogsl Teopun K. IlleHHOHA.
CumMMeTpruYHbIE METOAbI MIU(PPOBAHUSI.
AATOpUTMBI 0JI0YHOTO TUPPOBAHUSI.
ACUMMETpPUYHBIE CUCTEMBI ITU(POBAHMUS.
[IpuMeHEeHNnE aCHMMETPUYHBIX aJITOPUTMOB.
Xpanunuiie ceptupukatoB OC MS Windows.

TecToBBIE 3aJaHUA JJIS KOHTPOJIA OCTATOYHBIX 3HAHMM

Bapuant Ne 1

1. Kak Ha3pIiBaeTcst Hayka o crocofax mpeodpa3oBaHusi HHGOPMAIMH C IIENIbIO €€ 3a-
IIUTHI OT HE3aKOHHBIX IOJIb30BATENCH?
eKpunrosiorus
eKpumnrorpadus
oKpunrocTtonkocrs
eKpHunromeTo0a0rus

2. Kpunronorusi BKJIIO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
oKpunrocToiikocTs

3. Cuctembl mH(ppOBaHUs, B KOTOPHIX IS MH(PPOBaHUS U ISl pacmi(poBaHus Hc-
MOJIB3YETCS OJTUH M TOT YK€ KJTFOY OTHOCSITCS K:
*CHUMMETPUYHBIM CHCTEMaM IHU(PpOBaHUS
*aCUMMETPUYHBIM CHCTEMaM IH(PPOBAHUS
*OJHOKJTFOYEBBIM CHCTEMaM IH(PPOBAHUS

*KJIFOYHBIM CHCTEMaM

4. TIpocTedmum 13 MKUPPOB 3aMEHBI SIBIISIETCS:
e0THOAI(aBUTHAS TTOJCTAHOBKA
eMHOTOaJI(haBUTHAS 3aMEHA
eroMO(OHUYECKHUH TGP
eMasnioasipaBUTHAS 3aMEeHa
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5. CKOJIbKO 3TaIllOB MOYKHO YCJIOBHO BBIZICIIUTH B UCTOPUH KpUITOrpaduu?
o4
3
40
o7

6. [{ns nHauBHOM kpunrorpadguu (10 Hauana X VI B.) xapakTepHO UCIOIb30BaHUE:
*JTI00BIX, OOBIYHO MPUMHUTHUBHBIX, CIIOCOOOB 3amyThIBaHHS MPOTUBHUKA OTHOCH-
TEJIBHO COJIEPKaHUs MHUPPYEMBIX TEKCTOB
e(hopMaTM30BaHHBIX M OTHOCUTEIHHO CTOUKHUX K PYYHOMY KPUITOAHAINU3Y MIH(PPOB
*KPUIITOCUCTEM CO CTPOTUM MAaTEMATHYECKUM OOOCHOBAHHEM KPUITOCTOMKOCTH
*BBIYUCIIMTENIBHBIX CPEACTB C NPOU3BOJUTEIBHOCTBIO, JOCTATOYHOW Ui peaau3a-
MU KPUIITOCUCTEM, 0OECIEUNBAIOIINX MPU OOJIBIION CKOPOCTH IIH(POBAHUS HA HE-
CKOJIBKO TMOPSIIKOB 00Jiee BBICOKYIO KPUIITOCTOMKOCTh, 4YeM "pyuHble" U "MexaHude-
ckue" mudpsbl

7. Korna Bo3HUKIIa KOMITbIOTEpHAs KpunTorpadus?
oc 1970-x T.
oc 1980-x IT.
oc 1990-x IT.
oc 2000-x TT.

8. B cucreme mepenaun JaHHBIX MEX]y a0OOHEHTaMH C KOMMYTAallMeil NMaKeTOB HC-
MOJIB3YIOTCS IBa Crloco0a nepeayu:

eJICTArPAMMHBIN

*BUPTYaJIbHBIN

eriapajuieIbHbIN

e[IEPIIECHIUKYJISIPHBIN

9. CkonbKO ypoBHE# B 3TasioHHOM Moaenu OSI?
ol
013
10
o/

10. B xakoMm romy NpHUHSATHI ONPEAEIAIOIIME HOPMATUBHBIE MPABOBbIE aKThl Poccuii-
ckoii deaeparuu: Konuenmus HarmoHanbHOM 6e3omacHocTH Poccutickoit deneparuu
u JloktpuHa undopmanuonHoi 6ezonacuoctu Poccuiickoit denepanun?

»2000

«1967

«1998

2008

11. Iloanexxut au AESATETBbHOCTh MO PACIpPOCTPAHEHHUIO MH(PPOBATBHBIX (KPUIITOTpa-
(budecknx) cpeacTB 00s13aTeILHOMY JTUIIEH3UPOBAHUIO?
eJla
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eHET
oJIJIsl TOCYJIApPCTBEHHBIX YUPEKIECHUN HET, a ISl KOMMEPUYECKUX MPEIIPUITHH 12
*TOJIBKO 111 ”HOCTPAHHBIX KOMIaHUH, IEUCTBYIOUX Ha TeppuTopun Poccun

12. Kakoii ypoBenb mozaenu OSI oGecnieunBaeT co3manue, nepeaady u mpueM KaapoB
naHHBIX? (DTOT ypoBEHb OOCITY>KMBAET 3alpOChl CETEBOTO YPOBHS M UCIOJIB3YET CEp-
BUC (PU3UYECKOTO YPOBHS IS TIpUEMa U TIepeaadn MaKeTOB)

eKaHAJIbHBIN

eI1PE/ICTABIICHUS

SIIPUKJIATHOU

*CEAHCOBBIN

13. B xakom 'OCT-e nano onpeneneHre TepMuny "cinyxeOHas TaitHa'?

['OCT P 51624-2000 “3ammra unpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIEHHOM HcnojHeHnu. O01mume TpedoBaHus”™

['OCT P 51583-2000 “3ammra undopmaruu. [lopsaok co3nanusi aBTOMaTU3UPO-
BaHHBIX CHCTEM B 3alTUIIEHHOM UCTIONHEHUH. OOIIUe MOI0KEHUS

«['OCT P UCO\MDK 15408

«Common Criteria

14. B loktpune unpopmaronHoi 0e3onacHoctu PO BakHOe 3HaYEHUE MPUIAHO CU-
cTemMaM u ceTsiM Poccuu, B TOM YHUCII€ 1O CIEeIYIOIUM HallpaBiIeHUSM:
e[IpEJO0TBpALEHUE TIEpeXBaTa HH(POPMALIMU U3 MOMEUIEHUI U ¢ 00BEKTOB, a TaKKe
uH(popMaIuu, nepeJaBaeMon Mo KaHajaaM CBSI3HM C IOMOIIbI0 TEXHUYECKUX CPEACTB
[IPEOTBPALICHUE YTEUKH UHPOPMALIMU 110 TEXHUUYECKUM KaHajlaM, BO3HHUKAIOIIEH
IIPU 3KCIUTyaTallud TEXHUYECKUX CPEACTB €€ 00pabOoTKH, XpaHEHHUSI U Mepeaadn
*[IPEJOTBPALIEHUE CIELHUAIBHBIX MPOrPaMMHO-TEXHHUUYECKUX BO3JAECHCTBUM, BBI3bI-
BAIOIIMX pa3pyllieHre, YHUUTOKEHUE, UCKaXeHue MHGOpMaIuu Wik coou B paboTte
CpencTB uH(pOpMaTHU3AITUN
epa3BUTHUIO CBOOO/IBI cii0Ba B IHTEpHETE

15. OCHOBHBIMHU MEPOIPUSATUSIMHU T10 3aIIUTe UHPOPMAIIMK B OOIIETOCYIaPCTBEHHBIX
WH(POPMAITMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAaX SIBJISIFOTCSI:

*3aKpBITHE BCEX MHTEPHET-Kade

*JIUIIEH3UPOBAHUE JEATEIBHOCTA OpraHu3aliii B 0071aCTH 3alIUThl HHPOpMaLUU

ecepTU(UKAIMSA CPEACTB 3aIIUTHI HH(DOpMAUU U KOHTPOIs A3(P(PEKTUBHOCTU UX HC-
MOJIb30BaHUS, a TaKXKe 3alIUIIEHHOCTH UH(MOPMALIMK OT YTEUYKU MO TEXHUYECKUM Ka-
HajaM CHCTEM M CPEACTB MH(OpMATU3ALUU U CBI3U

*BBEJICHUE TEPPUTOPHAIBHBIX, YACTOTHBIX, SHEPIE€THUECKUX, IPOCTPAHCTBEHHBIX H
BPEMEHHBIX OIPAHMYEHHUN B PEKHUMAX HCIIOIb30BAHUS TEXHUYECKHX CPEACTB, MOMJIE-
YKAIUX 3alNATe

Bapuant Ne 2

1. Kak Ha3bIiBaeTcst Hayka o crocobax npeodpa3oBaHusi HH(GOPMAIMU C LIEJIbIO €€ 3a-
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HIUTHI OT HE3AKOHHBIX MOJIb30BaTENCH?
eKpunrosiorus
eKpunrtorpadus
eKpunrocroitkocTh
eKpunromeronomnorus

2. Kpunronorus BKJIIOYAET B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
oKpunroctoikocTs

3. CucreMbl MUPPOBAHMS, B KOTOPBIX Ul IH(PPOBAHUS U JUIsl pacliippoBaHus HC-
IIOJIB3YETCSl OJJUH U TOT 7K€ KJIKOY OTHOCSITCS K:

*CUMMETPUYHBIM CUCTEMAM IIHU(POBAHUS

*aCUMMETPUYHBIM CUCTEMaM IIU(POBAHUS

*0/IHOKJIIOYEBBIM CUCTEMAM IIHU(DPOBAHUS

*KJIFOYHBIM CUCTEMaM

4. TIpocTedmnm 13 MHUPPOB 3aMEHBI SABIISIETCS:
e01HOAI()aBUTHAS MTOJICTAHOBKA
eMHOT0aJI(haBUTHAS 3aMEHA
eroMooHHYECKH mUdp
eMajnioasipaBUTHAS 3aMEHA

5. CKOJIBKO 3TaroB MOKHO YCJIIOBHO BBIICNIUTH B UCTOPUM KpUITOrpapuu?
o4
o3
40
o/

6. Jlst HauBHOM kpuntorpaduu (10 Hadana XVI B.) xapakTepHO UCIIOIb30BaAHNUE:
oJIIO0BIX, OOBIYHO TNMPUMUTHUBHBIX, CIIOCOOOB 3aMyThIBAaHUS MPOTUBHUKA OTHOCH-
TEJIBHO COAEpPKaHUsl IU(PYyEMBbIX TEKCTOB
e(popMaTM30BaHHBIX U OTHOCUTENILHO CTOMKUX K PYYHOMY KpUIITOAHAIU3Y U(POB
*KPUIITOCUCTEM CO CTPOTUM MATEMATHUYECKUM 00OCHOBAHHEM KPUITOCTOMKOCTHU
*BBIUHCIIUTENIBHBIX CPEACTB C MPOU3BOJMUTEIIBHOCTBIO, JOCTATOYHOW ISl peaau3a-
MU KPUIITOCUCTEM, 00ECTIEUNBAIOIINX MPU OOJBIION CKOPOCTH IIHM(PPOBAHUS HA HE-
CKOJIBKO MOPSIAKOB 00Jiee BBICOKYIO KPUIITOCTOMKOCTh, 4eM "pyuHble" U '"MexaHuye-
ckue" mudpsl

7. Koraa Bo3HUKIIA KOMITbIOTEpHAS] KpUMITOTpadus?
ec 1970-x rT.
oc 1980-x rT.
ec 1990-x rT.
ec 2000-x rT.
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8. B cucreme mepenaud JaHHBIX MEXIy a0OOHEHTaMH C KOMMYTAalMeil MaKeToB MC-
MOJIB3YIOTCS IBa CIIoco0a nepeayu:

eJICHTArPAMMHBIN

*BUPTYIbHBIN

erapaJlyICIIbHbIN

IIEPIICH INKYJISIPHBIN

9. Ckonbko ypoBHEH B 3TasioHHOM Moaenu OSI?
ol
013
010
o/

10. B xkakoM roay HpHUHSTHI ONpPEEIAOlINe HOPMATUBHBIE MPAaBOBbIC akThl Poccuii-
ckori deaeparuu: Konnenmus HarmoHanbHOM 6e3omacHoCcTH Poccuiickort deaeparuu
u Jloktpuna undopmaimonHoi 6ezonacuoctu Poccuiickoit deneparumn?

«2000

¢1967

«1998

«2008

11. TonnexuTt 11 AESITEIbHOCTh MO PACIPOCTPAHEHUIO MU(PPOBATBHBIX (KPUIITOTpa-
(buueckux) cpeliCcTB 003aTeIbHOMY JIUIIEH3UPOBAHUIO?
ella
eHET
oJJI51 TOCYJJAPCTBEHHBIX YUPEKICHHUI HET, a 1711 KOMMEPUYECKHUX MPEANPUATUN J1a
*TOJIBKO VISl MTHOCTPAHHBIX KOMITAHUU, IEUCTBYIOIIUX Ha Tepputopun Poccun

12. Kaxkoit ypoBers monenu OS] obecrieuynBaeT co3paHue, epeaady u mpueM KajapoB
naHHBIX? (DTOT ypOBEHBb OOCITY)KMBAET 3alPOCHI CETEBOTO YPOBHS M MCIOIB3YET CEep-
BUC (PU3UYECKOTO YPOBHS ISl IpUEMa U Tepeaadn MaKeTOB)

eKAHAIIbHBIN

eI1PE/ICTABJICHUS

*[IPUKJIATHOU

*CCaHCOBBIN

13. B xakom 'OCT-e nano onpenesieHne TepMuHy "ciayxxeOHas TaiiHa"?

['OCT P 51624-2000 “3ammra uHpopMauuu. ABTOMATU3UPOBAHHBIE CHCTEMbI B
3aIuIeHHOM ucnofHeHur. O0mue TpeboBanms”™

['OCT P 51583-2000 “3ammra undopmaruu. [lopsgok co3ganust aBTOMaTH3UPO-
BAaHHBIX CUCTEM B 3aIUIIEHHOM UCHOIHEHNH. OOIIME ITOJI0KEHNUA

['OCT P ICO\MDK 15408

«Common Criteria

14. B Jloktpune nHdpopmarimoHHoi 6e3onacHocTu PO BaxkHOE 3HaUCHHE MIPUIAHO CH-
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creMaMm U ceTsiM Poccun, B TOM uunciie 1o CleAyIouM HalpaBIeHUSIM:
eIIPEOTBpAIlEHHE NIepexBaTa MHPOPMALIMU U3 MTOMELICHUN U ¢ OOBEKTOB, a TaKXKe
uH(pOpMaIInK, epeaBacMoi 0 KaHallaM CBSI3U C MTOMOIIBIO TEXHUYECKUX CPENICTB
IIPEOTBpAILCHIE YTEUKH MH(POPMALIUU 110 TEXHHYECKUM KaHajaM, BO3HUKAIOIICH
NP DKCIUTyaTalli TEXHUYECKUX CPEICTB ee 00pabOTKH, XpaHEHHUs U Tepelaun
IIPEOTBPAILECHUE CIEHUAIBHBIX MPOrPAMMHO-TEXHHUECKUX BO3JCHCTBHIMA, BBI3bI-
BAaIOIUX pa3pylIeHUE, YHHUTOXKEHUE, UCKaXKeHne WH(popMaluu mwid coou B padoTe
cpencTB nH(pOpMaTHU3AIH
epa3BUTHUIO CBOOO/IBI ciioBa B IHTEpHETE

15. OCHOBHBIMH MEpONPUATUSIMHU MO 3aIIuTe UHGOPMAIIUU B OOIIETOCYAapCTBEHHBIX
UH(GOPMAIIMOHHBIX U TEJIEKOMMYHHKAITMOHHBIX CUCTEMAaX SBISIOTCS:

*3aKpBITHE BCEX MHTEPHET-Ka(de

JIMIIEH3UPOBAHUE JIEATEIBHOCTU OPraHU3aluid B 00JaCTH 3aIlUThl HH(OpMALIUU

ecepTU(UKAIUS CPEJICTB 3aILUTH HTHPOPMAIIUU U KOHTPOJIS 3PPEKTUBHOCTH UX HC-
II0JIb30BaHUs, a TAKXKE 3aLUIIEHHOCTH UH()OPMALUK OT YTEUKH 10 TEXHUYECKUM Ka-
HaJIaM CUCTEM U CPEICTB MH(OPMATU3ALIUU U CBSI3U

*BBCJICHUE TEPPUTOPUAIIBHBIX, YACTOTHBIX, SJHEPIETUUYECKUX, [IPOCTPAHCTBEHHBIX U
BPEMEHHBIX OIPAaHUYCHUN B PEKUMAX HCIIOJIb30BAaHUA TEXHUYECKUX CPEICTB, MOMJIE-
JKAIUX 3aIIATE

BapuanTt Ne 3

1. Kak Ha3bIBaeTcst Hayka 0 crocobax npeodpazoBanusi HHGOPMALIUK C MENbIO €€ 3a-
IIIATHI OT HE3aKOHHBIX ITOJIb30BaTEIIEH?

eKpunrosiorus

eKpumnrorpadus

oKpunrocTtonkocrs

eKpurnromeronosorus

2. Kpunronorust BKJIO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
eKpunrtocToiikocTts

3. CucreMbl U(PPOBaHUS, B KOTOPBIX Uil IU(PPOBAHUS U JUIsl paciiuppoBaHus HcC-
MOJIB3YETCSI OJJUH U TOT K€ KJIF0Y OTHOCSTCS K:

*CUMMETPUYHBIM CUCTEMaM IU(POBAHUS

*aCUMMETPUYHBIM CUCTEMaM IU(POBAHUS

*O/IHOKJTIOYEBBIM CUCTEMAM IHU()POBAHUS

*KJIFOUHBIM CUCTEMaM

4. IIpocreiimmm U3 mUpPOB 3aMEHBI SBISETCS:
e0/IHOAI(paBUTHASI ITOACTAHOBKA
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eMHOTOQI(DaBUTHAS 3aMEHA
eroMOGOHUYECKHUH TP
eMasioasaBUTHAsS 3aMeHa

5. CKOJIBKO 3TalloB MOYKHO YCJIOBHO BBIJICJIUTE B HCTOPHH KPUIITOrpadumn?
o4
o3
40
o/

6. [{ns nHauBHOM kpunrorpadguu (10 Havana X VI B.) xapakTepHO UCIIOIb30BaHUE:
eJTIIO0BIX, OOBIYHO MPUMUTHUBHBIX, CIIOCOOOB 3aITyTHIBAaHUS MPOTHUBHUKA OTHOCH-
TEJILHO COACPKaHUs U(PYEMbIX TEKCTOB
e(hopMaIM30BaHHBIX U OTHOCUTEIHFHO CTOMKUX K PYYHOMY KPUIITOAHAIN3Y UG POB
*KPUIITOCUCTEM CO CTPOTUM MATEMATHUYECKUM 00OCHOBAHHEM KPUIITOCTOMKOCTH
*BBIUHCIIUTENIBHBIX CPEACTB C MPOU3BOJMUTEIIBHOCTHIO, JOCTATOUHOW JIJISl peain3a-
[IUU KPUIITOCUCTEM, 00ECTICUNBAIONINX MpU OOJBIION CKOPOCTH MIM(PPOBAHUS HA HE-
CKOJIBKO TMOPSIIKOB 00Jiee BBICOKYIO KPUIITOCTOMKOCTh, 4YeM "pydHbie" U '"MexaHuve-
ckue" mudpsbl

7. Koraa Bo3HUKJIa KOMIIbIOTEpHAsI KpUNTOrpadus?
oc 1970-x 1T.
oc 1980-x rT.
ec 1990-x rT.
oc 2000-x rT.

8. B cucreme mepemaun MaHHBIX MEXIy a0OOHEHTaMH C KOMMYTAllMeH MaKeTOB HC-
MOJIB3YIOTCS IBa CIIOCcO0a mepeayu:

eJICITArPAMMHBIN

*BUPTYIbHBIN

elapajuieIbHbIN

e[IEPIIECHIUKYJISIPHBIN

9. CkonbKO ypoBHEH B 3TasIoOHHON Moaenu OSI?
ol
013
10
o/

10. B xakoMm roay MpUHSTHI ONpPEAEIAIONIMe HOPMATUBHBIE MPaBOBbIE akThl Poccwii-
ckort deaeparuu: Konnenmus HarmoHanbHOM 6e3omacHocTH Poccuiickoit deneparuu
u Jloktpuna nadopmarmonHoit 6e3onacuoctu Poccuiickoit deneparun?
«2000
«1967
«1998
«2008
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11. I[Moayexxut U AesATeIbHOCTh MO PACIPOCTPAHEHUIO MU(GPOBATBHBIX (KPUIITOTpPa-
(buyeckux) cpeacTB 00s13aTeILHOMY JUIIEH3UPOBAHUIO?
eJld
®HET
oJ[JI51 TOCYJJAPCTBEHHBIX YUPEKICHUI HET, a 1711 KOMMEPUYECKHUX MPEANPUATHN J1a
*TOJIBKO VIS UTHOCTPAHHBIX KOMITAHUU, IEUCTBYIOIIUX Ha Tepputopun Poccrun

12. Kakoii ypoBenb mojaenu OSI obecnieunBaeT co3manue, nepeaady u mpueM KaapoB
JTaHHBIX? (DTOT YPOBEHb OOCITYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCIOJIB3YET CEp-
BUC (PU3UYECKOTO YPOBHS /IS TIpUEMa U TIepeaadn MaKeTOB)

eKaHAJIbHBIN

eI1PE/ICTABJICHUS

*[IPUKJIATHOU

*CCAHCOBBIN

13. B kakom 'OCT-e nano omnpejenenue TepMuny "ciuyxeOHas taiiHa"?

['OCT P 51624-2000 “3ammra uHpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIIEHHOM HcnofHeHuu. O01mue TpeboBaHus”™

['OCT P 51583-2000 “3ammra unpopmanuu. [lopsaok co3ganusi aBTOMaTU3UpPO-
BaHHBIX CUCTEM B 3aIUIIEHHOM UCTIOIHEHUHU. O0IIHe MONTOKEHUS

o['OCT P MCO\MDK 15408

«Common Criteria

14. B loktpune unpopmarmonHoi 0e3onacHoctu PO BaxkHOe 3HaY€HHE MPUIAHO CHU-
cTemMaM U ceTsiM Poccuu, B TOM YUCII€ 1O CIEeIYIOUUM HallpaBICHUSIM:
eIIpEeIOTBpPAILEHUE NTepexBaTa NHPOPMAIUU U3 MIOMEIICHUNA U ¢ 0OBEKTOB, a TAaKkKe
uHpopMalny, epeaaBaeMoi 10 KaHajlaM CBSI3U C TIOMOIIbIO TEXHUYECKHUX CPEJCTB
IIPEIOTBPALLEHUE YTEUKH MH(DOpPMAIMK 110 TEXHUYECKUM KaHallaM, BO3HUKAIOIIEH
IPU SKCIUTyaTalluu TEXHUYECKUX CPEJICTB €€ 00padOTKU, XpaHEHUS U Mepeaadu
*[IPEJOTBPALIEHUE CIELHUAIBHBIX MPOrPaMMHO-TEXHUUYECKUX BO3JAECHCTBUM, BBI3bI-
BAIOIIMX pa3pyllieHre, YHUUTOKEHUE, UCKaXXeHne MHpopMaluu win coon B padoTe
CpeacTB uH(popMaTU3aLUU
*pa3BUTHIO CBOOO/IbI clioBa B IHTEpHETE

15. OCHOBHBIMH MEPOIPHUATHSIMH T10 3aIIUTEe WHPOPMAIIUK B OOIIETOCY1apCTBEHHBIX
WH()OPMAITMOHHBIX M TEJIEKOMMYHHUKAITMOHHBIX CUCTEMaX SIBJISTFOTCS:

e3aKPBITHE BCEX MHTEPHET-Kade

oJTUIICH3UPOBAHUE JCATEIHPHOCTA OPTraHU3aIMi B 00IaCTH 3aUThl HH(DOpPMAITUU

ecepTU(UKAIIS CPEACTB 3aUTH HHPOpMAITUU U KOHTPOIs () (PEKTUBHOCTH UX HC-
MOJIb30BAHUS, a TAKXKE 3alTUIIICHHOCTH WH(OPMAIIUK OT YTEUYKU MO TEXHUYECKUM Ka-
HajaM CHCTEM M CPEJCTB MH(OpPMATH3AIUU U CBSI3U

*BBEICHUE TEPPUTOPHAIBHBIX, YACTOTHBIX, SHEPTETHUECKUX, MPOCTPAHCTBEHHBIX U
BPEMEHHBIX OTPAHWYCHUN B PEKUMAaX HCIIOIH30BAHUS TEXHUYECKHUX CPEACTB, MOJJIC-
KAIUX 3aIIUTe
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WooOoNoGTkwWNE

4.2. TunoBbie BONMPOCHI, BLIHOCUMBbIE HA 3a4eT ¢ OleHKOM

[Tpenmer, nens 1 3a1a4u KpUnTorpapuu.

HcTopus kpunrorpadumu.

Kpatkue cBeneHus 0 KpUIToaHaJInse.

Knaccudukanus MeTo1oB Kpunrorpapuyeckoro 3aKpbITUs HHPOpMAIU
Knaccuueckue mmdpsl.

udper raMmMupoBaHUS U KOJIOHHOMN 3aMEHBI.

[Tpocreitmue mm@psl 1 UX CBOKNCTBA.

Kommozumun mmdpos.

Cucrempl HIMPPOBAHUS C OTKPHITHIMHU KIFOUaMHU.

. Kpunirorpaduueckast ctokocTs mudpos.

. Moaenu umgpos.

. OcHOBHBIE TpeOOBaHUS K MUPpPaMm.

. Bonpochl mpakTM4eCKOM CTOMKOCTH.

. UIMUTOCTOMKOCTh U MOMEXO0YCTONUYUBOCTH MIU(POB.

. [IpuHIUIIBI MOCTpOCHMS KpUNTOTrpadhUIECKUX AITOPUTMOB
16.

AnmnapaTHsie cpenicta. [IporpaMMusie cpeicTBa, NPOrpaMMHBIE PEATU3ALNT

g pos.

17,
18.

Kpurnro cepsuc nposaiigepst (CSP).
Oco0eHHOCTH UCTIONIB30BAHUS BEIYUCIUTEIHHON TEXHUKH B KPUTITOTpaQuH BOIIPO-

ChbI OpraHu3alnnunu ceTen 3acerequH0171 CBA3H, KIIFOUCBBIC CUCTCMBI.

19.
20.
21,
22,
23.
24,
25,
26.
217,
28.
29.
30.
31.
32.
33.
34,
35.
36.
37.
38.
39.
40,
41.
42.
43,

BupryanbHble YaCTHBIE CETH.

CkpemOnepsbl.

Kpunrorpaduueckue mapaMmeTpsl y3710B U OJIOKOB UG PATOPOB.
Cunre3 mu@pos.

MeToapl MOTydeHUs CIy4alHbIX U MICEBAOCIYYANHBIX MTOCIEI0BATEIbHOCTEN.
DJIeKTPOHHBIEC IUGPOBBIE MOAMKUCH (IJIEKTPOHHBIC MOIUCH).
Kpunrorpaduueckue xemi-GhyHKINM.

Kpunrorpaduueckue npoToKoIIbI.

OcHoBHbIE TOX0bI K peanu3anuu PKI.

KoMIioHeHThI 1 cepBUCH HTHPPACTPYKTYPBI OTKPBITHIX KITFOUCH.
Apxutektypa u tononorus PKI.

CrangapTtsl B obsactu PKI 50.

Cranmapts! Internet X.509 PKI (PKIX).

Ceptudukatsl OTKpBITHIX KiTF04el X.509.

Crucku aHHYJTUPOBAHHBIX CEPTUPUKATOB. ATpHOYTHBIE CepTUDHUKATHI.
OcHoBHbIe TpeOoBaHus K noiautuke PKI.

[TonmuTuka mprUMeHEHUs CepTU(PUKATOB U PETITAMEHT.

Kpatkas xapakrepuctuka noautuku PKI.

Ha6op nonoxenuit momutuku PKI.

[Tpo6nemsr popmupoBanust monutuku PKI.

CUMMETpUYHBIE KPUTITOCUCTEMBI.

OcHoBsl Teopuu K. IlleHHOHA.

CuMMeTpUYHbIE METOIbI IIN(POBAHUS.

AJNTOpUTMBI OJIOYHOTO MIMGPOBAHUS.

Pexumbl mpuMeHeHus1 6JI0YHBIX HIH(PPOB.
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44. TlorokoBbie MUGPHI.

45. KoMOMHHpPOBaHHBIE METO/IBI.

46. OpaocTopoHHHE QYHKIIUU U (PYHKIIMU JOBYIIKH.

47. AcCuMMETpHUYHBIC CUCTEMBI MI(PpOBaAHUSI.

48. IIpumMeHeHne aCHMMETPUYHBIX AITOPUTMOB.

49. CpenctBa  KpuUnNTOrpaQUueckoi  3amMThl,  pa3paOOTaHHbIE  KOMITAHUSIMH:
HNudotexc, Kpunro-Ilpo, OKb Canp, Anaanun u Adobe, MS Windows, Cisco.

50. Xpanunuie ceptuduxkaroB OC MS Windows.
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IIpunoxenne 2

MeToauueckune YKazaHud AJadA oﬁyqamnmxca 10 OCBOCHHIO JUCIUIIIIMHBI

HHCTHUHTYT HH®OKOMMYHUKAIIHOHHBIX CUCTEM H TEXHOJIOTHH

KA®EJIPA HH®OPMAI[HOHHOH FE30ITACHOCTH

METOINYECKHUE YKA3AHUA JJIAA OBYYAIOIIIUXCA 11O
OCBOEHMUIO JIUCIUITJIMHBI

«OPTAHM3AIIUSA 3AIIIUTHI KOH®UJIEHIIUAJIBHOM
NHO®OPMALIUUA OT HECAHKIITMOHUPOBAHHOI'O
JOCTYIIA (OO0 «HOBO», OO0 «l1BbH»)»

Hanpasienue noaroropku: 10.03.01 Mudpopmanuonnas 6e301acHOCTb
IMpoduib: be30nacHOCTh TEJIEKOMMYHUKAIIMOHHBIX CUCTEM

(B a3pokocMuveckoi cepe)

YpoBeHb BbicHIero 00pa3oBaHusi: 0aKaJaBp

®opma 00y4eHHsI: OUHAA

Kopones
2022
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1. O0uMe MoJI0KeHUsA

HenssMu nu3yyeHus: AUCUUIIINHBI SBISETCS

—  (QopmupoBaHue y CTYJEHTOB CIEIMATU3UPOBAHHON 0a3bl 3HAHUII MO OC-
HOBHBIM MOHATHUSAM B 0OJIACTH CHUCTEMHBIX M MPUKIAAHBIX BOMPOCOB 3aIIUTHI HHPOP-
maruu oT HC/I;

—  YCOBEpUICHCTBOBATh HaBBIKM IO OCHOBaM MPAKTHYECKOTO OOOCHOBAHMS
TpeOOBaHUl K cucTeMe 3aIuThl KoHpuAeHIMansHoi napopmaimu ot HCJI, uro mos-
BOJIUT CTY/ICHTY OPUEHTUPOBATHCS HA PBIHKE CPECTB MH(POPMALIMOHHON 3aIUTHI IIPU
BbIOOPE ONTUMAJIBHOTO PEIICHHUS.

3amayaMu JUCLMILIAHEI SIBISIOTCS:

1. HAay4YUTh CTYACHTOB CaMOCTOSATEJIBHO PpELIaTh IIOCTABJICHHBIEC 3a1a4d B
00JIaCTH CHUCTEMHBIX M MPUKIAAHBIX BOIMPOCOB 3amuThl nHGopmanuu ot HC/I Ha oc-
HOBE JEHCTBYIOLIETO POCCHUICKOIO 3aKOHOJATEIbCTBA C IIOMOIIBIO COBPEMEHHBIX
IIPUHLIHAIIOB, METOJ0B, CUJI U CPEJICTB B PA3JIMYHBIX OPTaHU3ALUOHHBIX CTPYKTYpaXx, IO
0a30BBIM HaIIPaBJIEHUSAM 3aIUThI TOCYTAPCTBEHHOM TallHbl U KOH(UIECHIMAILHON UH-
bopmanuu;

2. (dopMHpoBaHrEe Yy OOy4YarOIIMUXCA MPABOBOM CUCTEMBI 3HAHHMMI, YMEHUI U
HaBBIKOB 110 3amuTe uapopmaiuu ot HCJI;
3. obecrieueHU0 WH(POPMAIIMOHHOW OE€30MaCHOCTH TpaXKJaaH, OOIIecTBa M

rocyapcTBa, B YaCTHOCTU PACKPBITHE OOIIUX MOJOKEHUI 10 3alIuTe HHPOPMAIIUH OT
HCI;

4, HAay4YUTh CTYAEHTOB CaMOCTOSTENIbHO pEIIaTh MOCTABJICHHBIE 3aJa4ud B
00JIaCTH 3aIUIIEHHOCTH KOH(PUACHITMAIBHOW WH(POPMAIIUK C TPUMEHEHUEM CHCTEM
1 cpeAcTB 3ammThl nHpopmaruu or HCJI;

S. 03HAKOMUTbH CTYJCHTOB C MEPCIEKTUBHBIMU TEXHOJOTHSIMU U METOJAMU
3amuThl ntHPopManuu ot HC/I;

6. M3YYUTh COBPEMEHHbBIC METOJIUKU MPUMEHEHUS W UCIOJIB30BAHUSI BCTPO-
€HHBIX MeXaHU3MOB 3amuThl nHGopmaruu ot HC/J;

1. Hay4YUTh CTYJICHTOB, MOPSIIKY NMPUMEHEHUSI TEXHUUYECKUX CPEJICTB 3alllU-
Tbl uHpopmanmu ot HC/I.

2. Yka3aHus 1O NPOBEAEHUI0 MPAKTUYECKHUX 3aHATUH

[TpakTueckoe 3ansitue 1.

By npakTUyecKoro 3aHsITHS: HOO20M08KA 00K1a0a.
OO0pa3oBaTebHBIC TEXHOJOTUU: 2PYRHOGAS OUCKYCCUSL.
TeMa u coaepxkaHue MPAKTUIECKOTO 3aHATHSL:

Tema 1. TexHo10rMsl KOHTPOJISI CAHKIMOHUPOBAHHBIX COObITHI. [TapoJb-
Has ayTeHTU(pUKaAus
IIpakTuyeckoe 3ansaTue 1.
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Bun npakTrueckoro 3aHATHS . CMeuanHas Gopma npakmuyecko2o 3ausamusl.
Tema u coneprkaHre IPAKTHUECKOTO 3aHSATHS:
Lenv pabomer: 1lonyduTh PaKTHYECKUE 3HAHUS W HABBIKA MOJCIMPOBAHUS OC-
HOBHBIX yTp03 0€30MacHOCTH I NH()OPMAIIMOHHOTO 00BEKTA.
OcHogHble NON0JHCEHUS MeMbl 3AHAMUSL.
e 0a30BbIE COCTABJISIONINE KOHIENIIMN HH(POPMAIIMOHHOW O€30MacHOCTH
UH(GOPMAITMOHHOTO OOBEKTA.
® OCHOBHBIC HalpaBJICHUs o0ecrieueHrs HHPOPMAITMOHHON 0€30MTaCHOCTH.
Bonpocwi 0ns 06¢cyarcoenus:
a) OcHoBHOU fokian (pedepar) o TemMe 3aHsATHUS.
Y4eOHbIe BOITPOCHI:

1. Kondunenumansuocts. LlenoctHocts. [lognmuunocts. Heorpekaemocts (He-
BO3MOXKHOCTh OTKa3a). JlocTynmHOCTb. AHOHUMHOCTb.

2. dynagameHTambHBIC YIrpo3bl — yTedKa WH(GOpMAaLUW, HApYIICHHUE EIOCTHO-
CTH, OTKa3 B 00CIIy>)KMBaHUH, HE3aKOHHOE UCIOJIb30BaHue. [lepBuyHbIE yrpo3bl — Npo-
HUKHOBEHHE (Mackapaj, OOXO0J 3alluThl, HapyUIEHWE IOJTHOMOYMI) U BHEIPEHUE
(TpOsTHCKHE MPOTrpaMMBbl, IOTAWHBIE XOAbI).

3. Hludposanue. Ludposas noamuce. Xom-pyHkius. Bzaumocs3p ycuayr 6e3-
OMACHOCTH, MEXaHU3MOB U aJITOPUTMOB.

HpOI[OJDKI/ITGJIBHOCTB 3aHATHS:8 YyacoB

[IpakTnueckoe 3ansitue 2.

Bua npakTuueckoro 3aHiATUSL: HO020M08KA 00K1a0a.
OO6pazoBaTebHbIC TEXHOJOTHH: 2PYRHOBASA OUCKYCCUSL.
Tema u coneprkaHue MPaKTHUECKOTO 3aHSATHSA:

Tema 2. AyrenTnduranus ¢ 1OMOIbI0O OMOMETPHUYECKHX XaPAKTEPUCTHK
IIpakTuyeckoe 3ansaTue 2.
Bun npakTuueckoro 3aHATHS . cMeulanHas hopma npakmuiecko2o 3aHamus.
Tema u cozepkaHue MPaKTUUYECKOTO 3aHATUSA:
Lenv pabomei: [1onyunTh MpaKTUYECKUE 3HAHUS U HaBBIKM MOJIECIIMPOBAHUS OC-
HOBHBIX KpUNITOrpaduueCKUX METOIO0B 3alUThI HH(OPMAIIUH.
OcHo8Hble NON0JICeHUs. MeMbl 3AHANUAIL
e ($a30BbIE COCTABJIAIONINE KPUNTOTPAPUIECKON 3aTUTHI HH(DOpMAITHH.
® KPUNTOCUCTEMBI U OJIOUHBIE MU(PHI.
Bonpocwi 0ns 06¢cyacoenus:

a) OcHoBHOM nokiaj (pedepar) Mo TeMe 3aHATHS.

OcHoBHOI nokian (pedepar) o Teme 3aHATHS.

VY4eOHble BOIIPOCHI:
1. ba3oBas mozenb (OTIPABUTEND <> 3JII0YMBILUIEHHUK <> [IOJIyYaTenb). Tepmu-
HOJIOTHUS: CEKPETHBII/O0IIeIOCTYMHBIA KIIOYM, OTKPBITBIA TEKCT, MIUPPTEKCT, KPHUII-
TOQITOPUTM, THGP, KpUnTocucTeMa, ataka. OgHOKII0YeBas (CUMMETPUYHAS) KPHUTI-
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TocucTema. J[ByxkiroueBasi (aCHMMETpUYHAsl) KPUNTOCUCTEMA WJIM KPUNTOCHCTEMA C
oO1ie1ocTynHbIM KitouoM. [IpsimMoe kpunrorpadgudeckoe nmpeodpazoBanue (3amudpo-
BaHue). OOpaTHoe kpunrTorpaduueckoe npeodpazoanue (pacuudpoBanue). Boruunc-
JeHue u nposepka uudposoit noanucu. Koa ayrenruunoctu coodmenus (MAC). Me-
Toa uudpoBoro koueepta. [laccuBHbie U akTuBHBIE aTaku. Kitaccudukanus arak.

2. Ompenenenue Onouynoro mmdpa. [Ipunuun wurepupoBanus. KoHcTpykims
Oeiicrensa. Pexumsl mmdpoBanus. (ECB, CBC, CFB, OFB, PCBC). Cranaaptsl
omounoro mmdposanus — AES, 'OCT-28147-89. [lotounsie mmdpsl (Ha npumepe
RC4). Cxema ognopazoBbix napoiieid (OTP). MunumanbHas AjiHa KI04a CUMMET-
PUYHOIN KPUIITOCHCTEMBI. DKCIOPTHBIE OTpaHMYEHUS Ha JUIMHY Kioda. MeTon pac-
IMIMPEHUs] KJII0YEeBOro MpocTpaHcTBa. [IpuHumnm HecemapaOenbHOTO MmHU(POBAHMS.
MHuoroypoBHeBasi Kpuntorpadus.

3. Kpunrocuctema RSA. IlpakTrueckas KpuntocToHKocTh RSA: o1ieHKH 1 mpo-
rHo3bel. Kpunrocucrema Onblamans. Ilpotokon cornmacoBanusi kmoda Juddu-
Xamnmana. CoiicTBa 1udppoBoit nmoanucu (MOMJIMHHOCTD, IEJIOCTHOCTh, HEOTpEKae-
MocTh). DenepanbHbie cTanaapthl Mudposoi noamucu — DSS, 'OCT P 34.10 2001
(Tpyrima TO4YeK AJUTUNTHYECKON KPUBOH).

4. CaoiicTBa xd1I-PpyHKIM. DYHKIUS CXKATHA, KAK OCHOBHON METOJ TOCTPOEHUS
xomi-pyakimid. KitoueBbie u OeckiitoueBbie xam-¢pyakuun. Anroputm HMAC. dene-
panpHbIe cTaHaapThl X3m-Gyakmuii — SHS, 'OCT P 34.11-94. MD5 — de facto cran-
napt Internet. [Tapagokc «IHEN pOXKICHUS». ATAaKH HA OCHOBE IAPATOKCa «JIHEN POK-
TICHUSD».

[TpoaomKUTENFHOCTD 3aHATHA:8 4acoB

3. Yka3aHus 10 NPOBEACHUIO JIAa00pPaTOPHBIX padoT

Jlabopamopnas _paboma 1.  Hcnonv3oeanue Kiaccuueckux KpuUnmoanzo-
PUMMOB ROOCHAHOBKU 0J151 3AU{UM bl MEKCM 060l UHpopMmayuu

Llenv pabompl: vi3yyeHNe KIACCUUECKUX KPUNTOrpaUUECKUX aIrOPUTMOB MO-
HOaJI(paBUTHOM MOACTAHOBKH, MHOTOQJI(PABUTHON MOACTAHOBKM M MEPECTAHOBKH IS
3allUThl TeKCTOBOM MH(opManuu. VMcnoab30BaHre THCTOIPAMM, OTOOPAXKAIOIIUX Ya-
CTOTY BCTPEYaEMOCTH CUMBOJIOB B TEKCTE ISl KPUNITOAHATIN3A KIIACCUYECKUX MHU(POB.

Y4eOHbIe BONPOCHI

. O3HaKOMUTKCSA C OMHCAHUEM JIA0OPATOPHOU PabOTHI U 3aTaHUEM.
. Jlnst omHoanhaBUTHOTO METO/1a C (PUKCUPOBAHHBIM CMEIICHUEM OIMPENCIUTh YCTAaHOB-

JICHHOE B MPOTpaMMe cMetieHue. JIJist 3Toro ciemyer:

®IIPOCMOTPETH TMPEIBAPUTEIILHO CO3/IaHHBIM C MOMOINBIO PEIaKTOpa CBOM TEK-
CTOBBIN (hail;

® BBITIOJTHUTH JIJIs1 3TOTO (aiina mudpoBaHue;
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®[IPOCMOTPETH B PeIakTope 3anu(poBaHHBIN (aiin;

® [IPOCMOTPETH THCTOTPAMMBI UCXOTHOTO U 3aTU(POBAHHOTO TEKCTOB;

®OIMCaTh THCTOTPAMMBI (B Y€M MMOXO0KH, YeM OTIMYAIOTCS) U ONPENeIUTh, C Ka-

KHM CMEIICHHEM ObLIO BBITIOJIHEHO MU (PPOBAHKE

epacundpoBaTh 3aIMPPOBAHHBINA TEKCT:
» C TIOMOIIBIO TTPOTPaMMBI, TIOCJIE YEeTO MPOBEPHUTHh B PEIAKTOPE IPABHIIb-
HOCTh paciudpoBaHusl.
» BPYYHYIO C IOMOIIBIO TUCTOTPaMM; OMHCAaTh U OOBSICHUTH MPOIECC JIe-
mudpoBaHuUs.

B oruere mng kaxmoro meroja MHUGPOBAHUS OMHCHIBACTCS MOCIEAOBATENb-
HOCTH BBHITIOJTHAEMBIX JICHCTBUIN, MMEHA BCEX MCIOJIB30BAHHBIX (DallJIOB M TIOTyUYCHHBIE
TUCTOTPaMMBI, YKa3bIBACTCSI HAWIGHHOE CMEIICHHE, OMKICHIBACTCS MPoIece Aermdpo-
BaHMSI.

[IpenonaBaresnto NpeAOCTaBIAETCS OTYET O MPOJIEIaHHON paboTe U BCE MCIOIb30BAH-
HBIE U CO3/IJaHHbIC (PailIbl.
. Jnsg ogHoangaBUuTHOrO METO/A C 3aJ1aBacMbIM cMeleHneM (mmdp Llezaps) cnenyer:

® BBLITIOJTHUTH MIM(GPOBAHUE C MPOU3BOJIBHBIM CMEIIEHUEM JIJIi CBOETO BXOJHOTO
TEKCTa,

®IIPOCMOTPETH U OMHUCATh TUCTOTPAMMBI UCXOTHOTO U 3ai(PPOBAHHOTO TEKCTOB,
OTIPEJICTUTH CMEIICHUE ISl HECKOJIBKUX CHMBOJIOB;

epactppoBaTh TEKCT C ITOMOIIBIO TPOTPAMMBI;

o e poBaTh 3amudpoBaHHbIi mm@pom Lle3apst TEKCT ¢ MOMOIIBIO TPOrpam-
MBI METOJOM II0JI00pa CMEIICHUS; yKa3aTh, ¢ KaKUM CMEIICHHUEM ObUI 3amudpoBaH
daii.
. Jlist MeTosia mepecTaHOBKM CHUMBOJIOB JemudpoBaTh 3amm@poBaHHbId (ain. [
ATOT0 HEOOXOJIMMO OMPEEIUTh 3aKOH MEPECTAaHOBKH CHUMBOJIOB OTKPBITOIO TEKCTA.
Coznaitte HeOobIION (hailsl JIMHOM B HECKOJIBKO CJIOB C M3BECTHBIM BaM TEKCTOM,
3amu@pyiTe ero, MpOCMOTPUTE THCTOTPAMMBI (OTUIIINTE MX; OTBETHTE, MOKHO JIA M3-
BJIYb W3 HUX MOJIe3HYyI0 s aemudpanuu uHdopmainuio). CpaBHUTE (C TOMOIIBIO
pemaKTopa) Ball UCXOTHBIN 1 3aIM(PPOBAHHBIA TEKCTHI U OMPEACIUTE 3aKOH IepecTa-
HOBKH CHMBOJIOB.
Hemmdpyiite dait:

®BPYUHYIO (OOBSICHUTE BaIllH JICHCTBHS);

C ITOMOIIIBIO TIPOTPAMMBL.
J{1s1 ”HBEPCHOTO KOAUPOBaHUS (10 JOTIOIHEHUIO 110 255):
BBITIOJTHATE MTUGPOBAHUE JIJIT CBOETO MTPOU3BOJIBHOTO (paiina;
MPOCMOTPHUTE TUCTOTPAMMBI UCXOTHOTO U 3a(PPOBAHHOTO TEKCTOB, OIMUIINATE THCTO-
I'paMMBbI U OTIPEIEITUTE CMEIIICHHUE ISl HECKOJIBKUX CHMBOJIOB;
nemudpyite 3amudpoBaHHBIA TEKCT, MPOBEPHTE B PEIAKTOPE MPABUILHOCTD JIeHIH (-
pOBaHMUA.
. JAns MHoroandaBuTHOrO MUGPOBaHUS C (PUKCUPOBAHHBIM KITIOYOM OMPEICITHUTE,
CKOJIPKO OIHOAN(DAaBUTHBIX METOJIOB M C KaKMM CMEIICHHEM HCIIOIb3yeTCsl B IMPO-
rpamMe. 171t 3TOro Hy>XHO €O37aTh CBOM (haiii, COCTOSIIIUNA U3 CTPOKU OJUHAKOBBIX
CHUMBOJIOB, BBIIOJHUTH ISl HETO MU(POBAHUE U IO TUCTOTPAMME OMPENEIUTh CII0C00
mppoBaHus ¥ HAOOP CMEIICHUN.
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7. Hdns MmHOTOQIpaBUTHOTO MIMGPOBAHUS C KITFOYOM (DUKCUPOBAHHOMN JJTUHBI:
® BBLITIOJIHUTE MIU(PPOBAHUE U ONPEACIUTE M0 TUCTOIPAMME, KaKO€ CMEIIEHHUE T0-
Jy4YaeT KaKJIbli CUMBOJI JUIsl (paiiia, COCTOSIIEro U3 CTPOKHU OJMHAKOBBIX CUMBOJIOB;
® BBITIOJTHHUTE MM(poBaHue U pacmudpoBanue 1is ¢aitina Mpou3BOILHOTO TEKCTA;
®IIPOCMOTPUTE W OMHUIIUTE THECTOTPAMMBI MCXOJHOTO M 3amU(POBAHHOTO TEK-
CTOB; OTBETHTE, KaKyI0 MH(POPMAITUIO MOXKHO IMOJTYYUTh U3 TUCTOTPAMM.
8. lst MHOTOQNIPaBUTHOTO MIM(PPOBAHUS C MPOU3BOILHBIM MMAPOJIEM 3aJaHUE MOTHOCTHIO
AQHAJIOTUYHO II. 7.
9. [IpuBectu B OTYETE OTBETHI Ha KOHTPOJIbHBIE BOMPOCHI B COOTBETCTBHHM C HOMEPOM
BapUaHTa, YKa3aHHBIM IPENojaBaTelIeM.

Ilpumeuanue: 10 KaxjaoMy ydeOHOMY BOIpOCYy oOydaemble M3ydalOT Teope-
TUYECKUN MaTepuas, MPOBOIST UCCIEAOBaHUSA U (POPMYIUPYIOT BBIBObI, 0GOPMIISIOT
OTYETHI U 3AIIUIINAIOT MOJTYYECHHbIEC PE3YIbTaThl (OTUETHI).

YueOHas Jureparypa: ocHoBHas [1,3]; momomnurensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPABOBBIE JOKYMEHTHI [1,3,4,5], anekTpoHHas 6ubIMOTEKa MocoOuii Ha
komnakt auckax, OO0 «M3garensckuit JJom « AOMHAY, r. Cankr — [letepOypr. CD:
[IpaBOBO€ MU HOPMATUBHO-METOAMYECKOE OOECIeYeHUE CIENHAINCTa MO 3alUTe WH-
dbopmanuu Ne A50346, CD: OGecnieueHre 0€30MaCHOCTH MEPCOHAIBHBIX JTaHHBIX No
A50346, CD: 3amuta koHpunennuanbuoi napopmanuu Ne A50348, snaekTpoHHOE
yaebHoe mocobue [1].

[Ipo10KUTENEHOCTD 3aHATHS:4 YacoB

Jlabopamopnas paboma Ne 2 _Hccnedosanue paziuiuHulx Memo008 3auiumol mekx-
CM080Il UH(OPpMAYUU U UX CHOUKOCHIU HA OCHO8E NO0OOpa Kitouell

Illenv  pabomwi:  uU3ydyeHHEe  METOJOB  wM(poBaHuUs/paciippoBaHus
NEPECTAaHOBKOM CHMBOJIOB, TIOJCTAHOBKOW, TaMMHpPOBAaHUEM, HCIIOIb30BAaHHEM
tabmuiel Biokenepa. MccnenoBanne u cpaBHEHHWE CTOMKOCTH Pa3IMYHBIX METOAOB Ha
OCHOBE aTaK MyTeM mepedopa BCeX BOZMOXKHBIX KITFOUEH.

B nabGoparopHoit paboTe paccmaTpuBaeTcsi CHoco0 BCKpbITHS —Iudpa,
OCHOBaHHBIH Ha mepedope Bcex BapHaHTOB Kiwouda. Kpurepuem mnpaBUIbHOCTU
BapHaHTa CIIY>)KUT HAJIMYME B TEKCTE «BEPOSATHOTO cioBay. [lepeOupaercs MHOXKECTBO
BCEX BO3MOXKHBIX KIIOUeH, MU(GPOBAHHBIN TEKCT paciin(poBBIBACTCA HA KaXIOM
KJIfo4e. B monmyuuBIemMcst «1ceBIOOTKPHITOMY) TEKCTE MILETCS BEPOATHOE Ci0BO. Eciu
TAKOro CJI0OBa HET, TEKYIIMH TEKCT aTaKyeTcs M OCYIIECTBISETCS Iepexo] K
clenyomeMy kiody. Ecaum Takoe €lI0BO HaiiieHO, Ha 3KpaH BBIBOAMTCS BapHaHT
KJTf04a. 3aTteM rnepedop KItouel MmpoaoiiKaeTcs A0 TeX Mop, MOKa He HCUepraeTcs Bee
MHO>KECTBO BapuaHTOB. Bo3MoxHO 0OHapy)eHHEe HECKONBKUX KITIOYEH, IPU KOTOPHIX
B «TICEBIOOTKPBITHIX TEKCTAX» UMEETCS BEPOSITHOE CIIOBO.

[Tocne 3aBepuieHust nepedopa HEOOXOAUMO pacIMppoBaTh TEKCT HAWJIEHHBIX
kimodax. «IIceBIOOTKPBITHI TEKCT» BBIBOAUTCS HA DKpaH BU3YaJIbHOTO KOHTPOJIS.
Ecnn oneparop npusHaeT TEKCT OTKPBITBIM, padOTa MO BCKPBITUIO 3aKAHYMBAETCS.
WMuaue paHHBIA BapuaHT KiIoua OpakyeTcsi U OCYILECTBISIETCS Iepexoid K
CIIEYIOIIEMY KITIOUY.
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Y4eOHbIE BOIIPOCHI

1. O3HaKOMUTBCA C OMUCAaHUEM JTA0OPATOPHOM PaObOTHI U 3aJaHUEM.
2. BbINoaHUTE HACTPOIMKY MPOrpaMMbl: BHIOpATh METO MIU(PPOBaHUS, BBECTH KIIOUYH
JUTSL BCEX METOJIOB, BBECTH BEPOSTHOE CIIOBO, OCYIIECTBUThH BCE OCTAIbHBIE CUCTEMHbIE
HACTPOMKHU.
3. I Mmetona 3aMeHbI (0HOa1(aBUTHOTO METO/A):

®BBHIOPATh TAHHBIN AITOPUTM B CIIHCKE JOCTYITHBIX METOIOB MTU(POBAHUS:

®yCTaHOBUTH HEOOXOJIUMOE CMEIICHUE;

® OTKPBITH MMPOU3BOJILHBIN (haii:

®[IPOCMOTPETH COJEPKUMOE UCXOTHOTO (aiina;

® BBITIOJTHUTH JIJIS1 3TOTO (aiina mudpoBanue (Mpu HEOOXOAUMOCTH HO 33aTh UM
3amudpoBaHHOrO (aitna);

®[IPOCMOTPETH B PeIakTope 3amudpoBaHHbIN (aiin;

®BBECTHU BEPOSITHOE CJIOBO;

®BBECTHU BEPOSITHYIO JUIMHY KIIO4a (KpOME METO/1a 3aMEHBI);

¢ 110/100paTh KJIIOY;

® BBLITIOJTHUTH paciiupoBaHUE CO BCEMH HAIEHHBIMU KITIOUaMH;

®HATH B  KakoM-uOO W3  pacmM(ppoBaHHBIX  (AWJIOB  MPaBUIBHO
pacmr(ppoOBaHHOE KIIFOUEBOE CIIOBO;

epacmudpoBaTh (paita HCXOTHBIM KIIOUOM;

®[IDOBEPUTH PE3YJIbTAT.
4. JIna MeTo1a MepeCTaHOBKH:

®BLIOpATH METO/T IEPECTAHOBKY;

®B OTKPBIBLIEMCS OKHE BBOJA KJIIOYa MEPECTAHOBKM CUMBOJIOB YKa3aTh CHayaia
JUIMHY 3TOT0 KJIKOYa, a 3aTeM M3 MOSBHUBIIMXCA KHOMOK COCTAaBUTh HEOOXOIUMYIO
KOMOMHAITMIO IS KJTF0Ya, HAXKMMAasi Ha KHOTIKU B 3aJJaHHOM TMOPSJIKE; MPU ITOM YXKe
WCIIOJIb30BaHHBIE KHOMKH CTAHOBSTCS HEAOCTYNMHBIMHM [JIi MPEIOTBPAILCHUS UX
MIOBTOPHOTO BBOJIA;

e 1ajiee JEUCTBUS MTOJTHOCTHIO COOTBETCTBYIOT U3JIOKEHHBIM B II. 3.
5. g merona raMMUPOBaHUS:

®BLIOPATh METO/I;

®BBECTH KJIIOY;

®[I0JITHOCTBIO TTOBTOPHUTH 1. 3.
6.lns1 Tabmuubl Bwkenepa Bce ACHCTBUS TMOBTOPSItOTCA #3 1. S5  (MeTon
raMMHUPOBAHMUS).

B otuere mns xaxmoro mertona mu@poBaHUS OMHCHIBACTCS MOCIEIOBATEIHLHOCTD
BBHITIOJIHAEMBIX JICUCTBUM, YKA3bIBAIOTCS HMMEHA BCEX HCIOJIb30BAHHBIX (DAIIIOB,
WCXOJ/IHBIC U HAMICHHBIC KJIIOUH, OMTUCHIBACTCS MPOLIeCcC MU(pPOBaHUSI.

[IpenonaBarento MNpeAOCTaBISETCS OTYET O MPOACIaHHOM paboTe U Bce
UCITIOJIb30BaHHBIE (pailiibl.

10.IlpuBectr B OTYETE OTBETHI Ha KOHTPOJBHBIE BOMPOCHI B COOTBETCTBUU C HOMEPOM
BapUaHTa, YKa3aHHbBIM MIPENO/IaBATEIIEM.
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Ilpumeuanue: 1o kKaxaoMy yueOHOMY BOMpOCYy oOydaemble M3y4daloT Teope-
TUYECKUI MaTepuall, MPOBOAAT UCCIAEAOBaHUS U (POPMYIUPYIOT BBIBOABI, ODOPMIISIOT
OTYETHI U 3aIIUILIAIOT MOTYYEHHbIE PE3YJIbTaThl (OTYETHI).

YyeoOHasi jgureparypa: ocHoBHas [1,3]; momommutensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPAaBOBbIE JOKyMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMOTEeka mocoOuii Ha
koMmmakT auckax, OO0 «M3parensckuit Jom «ADUHAY, r. Cankr — IletepOypr. CD:
[IpaBoBOE W HOPMATHUBHO-METOIUYECKOE OOECIeueHre CIEIUaIiCcTa MO 3alluTe WH-
dopmarm Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH MIEPCOHATBHBIX JaHHBIX No
A50346, CD: 3amuta koHpunennmmuanbaoi napopmarmu Ne A50348, snaexkTpoHHOE
yaeOHoe nocobwue [1].

[TpooKATETEHOCTD 3aHATHS:4 4acoB

./76160DCH’I’ZODHCZ}1 pa60ma 3. Fenepauuﬂ npocmuslx uuceil, uCnojib3yemslx 6 ac-
cumempudHblX cucmemax mud)poeanu}l
HeJlb paﬁombl: HN3YyUYCHUC MCTOHOB I'CHCPALIU IIPOCTBIX YHUCCII, UCIIOJIb3YCMBIX B CHU-
CTCMax IHI/I(prBaHI/I}I C OTKPBITBIM KJIFOYOM.

Y4eOHbIe BONPOCHI

1. TIpoBepuTh Ha MPOCTOTY JBA MPOU3BOJILHBIX MEJBIX YHCIA Pa3PATHOCTHIO HE MEHEE

5.

2. Pacnipenenenre npoCThbIX YUCEN.

2.1. 3agan uHTEepBaN BUaa [X, X + L]. Beruuciauts komudectBo 71(x, L) IPOCTBIX YHCET

B MHTepBase U cpaBHUTH ¢ BenmmunHOu L/IN(X). [Ipu xakux ycnosusix I1(x, L)/L 61u3ko

K 1/In(x) mpu 3agarsasix x = 2000, L = 500, Kko1M4ecTBO MPOCTHIX YUCET JUTS JCTCHUS

5—15, koauuecTBO OCHOBAaHUM 1—27

2.2. Haittu B untepBane (1000, 1000 + 300) Bce mpocthie yucina. [lycts L(1)) —

Pa3HOCTh MEXIY ABYMSI COCEIHUMH MPOCThIMU uuciaMu. [locTpouTh rucrorpamMmy

st L(i). Berauciuts Beioopounoe cpentee Lepen. CpaBHUTH ¢ BenmnuuHO#H In(X), e x

— cepeauHa WHTEpBaia. 3aJaHO: KOJUYECTBO MPOCTHIX umcen mig aeneHust 5—20,

KOJIMYECTBO OCHOBaHUN 1—3.

2.3. Jlns 3amanHoro Habopa umcen {K} OIICHUTb OTHOCHTEIBHYIO MOTPEUTHOCTh

dbopmyitel 1t K-20 TipocTOro 4yrcia:

p(k) =k/In(k).,k = {10, 15,20,30,35}.

3. MeToapl TeHepaluy MPOCTHIX YHUCETT.

3.1.B untepnane (500, 500 + 200) noctpouth rpaduk OTHOCUTEIHLHOIO KOJMYECTBA

HATypaJbHBIX YHCEN, MPOXOMSIINX «peneTo DparocheHa», T.e. HE ACIANIUXCS Ha

nepBbIe K IpOCTHIX.

Pacuer npousBoautcs mis Beex K <= 10.

3.2. {nsa uatepBana (1500, 1500 + 300):

a)  paccyuTaTh TOYHOE KOJUYECTBO Po MPOCTBIX YWCE]I B HMHTEpBAJE, T.€. TPH

MPOBEPKE 3a7aTh TOJBKO TECT HA JEIMMOCTh. KOJMUECTBO MEPBBIX MPOCTHIX YUCET

JUTSL JISJICHUST OTIPENeNsieTCs U3 pacueTa MaKCUMAJbHOE YWCIIO IS JCJICHHUS PaBHO

KBaIPaTHOMY KOPHIO M3 MAaKCUMAJIbHOTO 3HAYCHHSI HHTEPBAJIA;

0) COCTaBUTh TECT C HEOOJBITUM KOJMYECTBOM TMPOOHBIX JEICHUN U OJHUM

ocHoBaHueM B Tecte Depma. Beramciute konmmdecTBo P1l, BEpOSTHO MPOCTHIX YMCEN,
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YAOBJIETBOPSIOIINX STOMY TECTY;

B)  COCTaBUTh T€CT C OOJBIIMM, 4YeM B MPEIbIAYIIEM Cciydae, KOJUYECTBOM
NPOOHBIX JCICHUN M JIBYMsI WJIM TpeMs OCHOBaHHMS MU B TecTe depma. Beramciauth
KOJIMYECTBO P2 BEpPOATHO TMPOCTHIX YHCEI, YJIOBJICTBOPSIONIUX OTOMY TECTY.
[Ipoananu3upoBaTh MOJIyUEHHBIE JaHHBIC.

3.3. M3BecTHO, 4TO B 3aJJaHHOM MHTEpBajie uMeroTcs uncia Kapmaiikina. Haiitu ux.
BapuaHTbl HHTEPBAJIOB:

(1050, 1050 + 100);

(1700, 1700+ 100);

(2400, 2400 + 100).

4. TlpuBecTy B OTYETE OTBETHI HA KOHTPOJIbHBIE BOMPOCHI B COOTBETCTBUM C HOMEPOM
BapHaHTAa.

Ilpumeuanue: 1O KaXIOMy ydeOHOMY BOIPOCY OoOydaeMble U3y4arOT T€Ope-
TUYECKUN MaTepuaj, MPOBOIAT UCCICAOBAHUS U (POPMYIHUPYIOT BBIBOJBI, OOPMIISIOT
OTYETHI U 3AIIMINAOT MTOJTYyUYEeHHBIC PE3YIbTaThl (OTUETHI).

YyeOHass Jjureparypa: ocHoBHas [1,3]; momomnutenbHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPAaBOBbIE JOKYMEHTHI [1,3,4,5], anmekTpoHHas OubOIMOoTeKka mocoOuii Ha
kommnakt auckax, OO0 «M3natensckuit JJom « AOMHAY, r. Cankrt — IletepOypr. CD:
[IpaBoBOE M HOPMATHUBHO-METOJIMYECKOE OOecleueHrne CrenuaiiucTa mo 3amuTe UH-
dbopmanuu Ne A50346, CD: OOecnieueHre 0€30MaCHOCTH MEPCOHABHBIX JTaHHBIX No
A50346, CD: 3amura koHpuaeHuansuoi unpopmanuu Ne A50348, syeKkTpoHHOE
yuebHoe nmocobue [1].

[Ipo10mKUTENBEHOCTD 3aHATHS:4 YacoB

Jlabopamophas paboma 4. Inexkmpounasn yugppoeas noonucsy

Ilenv pabompr: 03HAKOMIICHUE C TPUHIMIIAMH 3aIIUIEHHOTO 3JIEKTPOHHOTO IOKY-
MEHTO000POTa B TEIIEKOMMYHHKAITMOHHBIX CETSX W allTOPHUTMAMU ITOCTAHOBKHU JJICK-
TpoHHO# 1udpoBoit moganucu (SLI).

Y4eOHbIe BONPOCHI
1. O3HaKOMHTBCSI C OCHOBHBIMH HaIpPaBJIICHUSIMU PabOT B paMmKkax ¢eiepaabHOM 11ere-
BOM MporpamMmsbl «NeKTpoHHAst Poccusiy, a Takke cO CBEIEHUSAMHU O MOPSIKE UCTIOb-
30BaHMS U JEHCTBYIOLIMX aJrOPUTMax MOCTAHOBKHU 3JEKTPOHHOWU IMGPOBON, H3I0-
JKEHHBIMHU BbIIIe. 3amycTuth nporpammy labWork6.exe, npeanasHadeHHyo i Jie-
MOHCTpALIMH MOPSAAKA TOCTAHOBKU U IPOBEPKH 3JIEKTPOHHOU LU(PPOBOI MOIHUCH.
2. CrenepupoBath M MepeciaTh y4acTHUKaAM OOMEHa KIIIOUM JJis U POBaAHUS UCXO-
HOTO JOKYMEHTa W KJIIOYM JUIsl TIOJMUCAaHUs NOKyMeHTa. cXonHbli TekeT st mud-
pOBaHUS HAOMPAETCSl HEMOCPEICTBEHHO B OKHE MTPOTPAMMBI.
3. 3ammdpoBaTh UCXOTHOE COOOIICHHE U TIOJIMHUCATh €T0 HA CEKPETHOM KITI0Ue OTIpa-
BUTEJISL.
4. Ilepecnath 3amm(ppoOBaHHOE U MOANMUCAHHOE COOOIIEHUE MOTy4YaTe0. BEIOIHUTD
npoBepKy npaBuibHOCTH DI 1 BocCTaHOBUTH HCXOIHBIN TEKCT COOOIICHUS.
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5. CoxpaHuTh B OTYETE dKpaHHBIC (POPMBI, TEMOHCTPUPYIOIIHUE MPOIIECC TeHEepalUK U
pacrpocTpaHeHus KIIo4el; mporecc MuppoBaHUS HUCXOAHOTO JTIOKYMEHTa U IOCTa-
HoBkH OILIL.

6. [IpuBecTH B 0TU€TE OTBETHI HA KOHTPOJBHBIC BOIIPOCHI B COOTBETCTBUU C HOMEPOM
BapuUaHTa

Ilpumeuanue: 1O KaxaOMy ydeOHOMY BOTPOCY OOydaeMmbie M3ydarOT TEOpe-
TUYECKUA MaTepHall, MPOBOAAT UCCIEAOBAHUSI U (POPMYIUPYIOT BBIBOABI, O(DOPMIISIOT
OTYETHI U 3alIUIIAIOT MOJTYYECHHbIC PE3YIbTAThI (OTUETHI).

YueOnas jaureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMAaTHBHO-TIPABOBEIE MOKyMeHTHI [1,3,4,5], anexkTpoHHass OmOimoTeka mocoouii Ha
komnakt auckax, OO0 «M3gatensckuit JJom « AOMHAY, r. Cankr — [letepOypr. CD:
[IpaBOBO€ MU HOPMATUBHO-METOAMYECKOE OOECIeYeHre CIeNUaInCcTa Mo 3alluTe WH-
dbopmarniuun Ne A50346, CD: ObecnieueHne 0€30MaCHOCTH MEPCOHABHBIX JTaHHBIX No
A50346, CD: 3amuta koHpunennunanbuoi napopmanuu Ne A50348, snaekTpoHHOE
yaebHoe mocobue [1].

[Ipo10KUTENEHOCTD 3aHATHS:4 YacoB
4. Yka3aHus 10 NPOBEJAEHNI0 CAMOCTOSITEIbHOI padoThI CTYIEHTOB

Bomnpocsl, BBIHOCHMBbIE HA CAMOCTOATEIbHOE H3YYeHHe:
JJIA OYHOM POpPMBbI 00yUCHUA:

HaumenoBanue 0J10Ka

IJJ(; (pa3nena) AUCIUTLITU- Bunwsr CPC
HBI

1. | Tema 2: Meroasl 6uo- | I1o0zomoeKka 00K1a006 no memam:
METPHIECKOH HAEHTH- | ] NudopmanmonHass 06e€300aCHOCTb CHUCTEMBI
(¢pukanumn u anaaus
>bpeKTHEROCTH HY «KnueHT — 6aHK» Ha OCHOBE TEXHOJOTUU «TOJICTOTO
HCIIOJb30BaHUA NJIA KIHCHTa»
orpaHMuenus gocryna. | 2- NudopmarmonHas 0e30MacHOCTb  MOJCIH
AyTeHTH(UKALHKSA ¢ HHTepHeT - 6aHKWHTA.
nomMombio ouomerpu- | 3. NudopmarmonHas 0e30MacHOCTh PacyeTOB
HECKHUX XapaKTepu- 0aHKOBCKMUMU KapTamu B HTEpHETE.
cruK 4. Mecto OUII B psany kpunrorpaduyeckux

MexaHn3MoB. Mcropusa Bo3HukHoBeHUs DLIII B Poc-
cuu. O6mee mpaBuio cozganus JIIIT. O6mee mpa-
B0 Bepudukanuu I1II.

5. Cxema 3alllMIIEHHOTO WH()OPMAIMOHHOTO
oOMeHa MpH UCHOJb30BAHUM CHUMMETPUUYHBIX Me-
TOJOB 3alIUThl HH()OpPMAITUH.

6. CxeMa 3alIMIIEHHOTO0 HWH()OPMALUOHHOTO
oOMeHa MpHU HMCHOJIb30BAHUM KPUNTOrPaPUUECKUX
AJTOPUTMOB C OTKPBITBIMU KJIIOUAMMU.
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7. [Ipumenenue u wuHpOpMaIMOHHAsT 0€3-
OMAaCHOCTh PEXKHUMa DJIEKTPOHHOW KOJOBOW KHUTH.
Pexxuma crierieHust 610koB mudpoTekcra. Pexu-
Ma 0OpaTHOM CBS3U MO MHUPPOTEKCTY.

8. Pexxum cuetumka (counter). dyHKIus Xe-
IITUPOBAHMS U ACCUMETPUYHBIC aJITOPUTMBL.

Tema 3: AyrenTuduka-
LU ¢ TOMOIIbIO OJHO-
Pa30BbIX napoJiei

Iloozomoeka 00K1a006 no memam:

1. HWudopmanuonHas 0€30MaCHOCTh W 3aIUTa
AIEKTPOHHBIX TpaH3akiuil npoTokou (SSL). Cxema
paboTsr mpotokosa SET.

2.  Hudopmanmonnas 6€30MacHOCTb U MpaBUiIa
oOMeHa »HJIEKTPOHHBIMH JOKyMeHTamu. OOmme
TpeboBanus, npeabasiasiembie k D/ (makeram D]1).

3. Hudopmamumonnas 0€301aCHOCTh TMPHU CO-
CTaBJICHUE W HampasieHHe J/[ ydyacTHUKOM — OT-
IIPABUTEIIEM.

4.  HudopmainnonHasi 6€30MacHOCTh U MOPSAIOK
KOHTpOdsA OJI, MOJyYEHHBIX OT YYACTHHKOB — OT-
npasutenei. [lopsaok opopmuenus I/, noarsep-
KJIAIOIIUX UCIOJHEHNE D/ yHaCTHUKOB.

5.  HHdopmanumoHHass 0e€30MacHOCTh U MOPSAIOK
npueMa K UCIOJHEHHUI0 D] ydacTHUKOM — mojyya-
teseM. [lopsnok xpaHeHus: 1 yHuuTOXKeHus D/1.

Tema 4:Kpunrorpadpus
€ OTKPBITHIM KJII0Y0M

Iloozomoexka 00k1a006 no memam:

[Ipeamer, nenp u 3aga4n KpunTorpapuu.

Ucropus kpunrtorpadumu.

Kpatkue cBegeHus: o KpunroaHainse.

[Ipocreitmure mmdpsl 1 KX CBOMCTBA.

Cucrembl mu@poBaHUS C OTKPBITHIMU KJIFOYa-

MHU.

BupTtyanbHble YaCTHBIE CETH.

/. DJNeKTpOHHbIE uu(ppoBbIe MOANIUCH
(37IEKTPOHHBIE MOAHICH).

8.  OcHoBHbIEC MOX0/bI K peanuzaiuu PKI.

KoMrmoHeHTsI ® cepBHUCHI  HHPPACTPYKTYPHI

OTKPBITBIX KIIFOYEH.

10. Apxwutektypa u Tonosorusi PKI.

11. Cranmaptel B oomactu PKI 50.

12. Crangaptsr Internet X.509 PKI (PKIX).

13. Ceptudukarbl OTKpHITHIX Kitouen X.509.

14, Choucku  aHHYJIMPOBAaHHBIX  CEPTH(PHUKATOB.
ATpubOyTHBIE CepTUPHUKATHI.

15. OcHoBHbIe TpeOoBaHusl K nonutuke PKI.

16. IlonmuTtuka npUMEHEHHS CcepTU(PHUKATOB U
perylaMeHT.

17. Kpartkas xapakrtepuctuka noautuku PKI.

© oubhwwbdE

©
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18. HaGop nonoxxenuit nonmutuku PKI.

19. IIpoGnemsl hopmupoBanus noautuku PKI.
20. CuMMeTpUYHbIE KPUIITOCUCTEMBI.

21. Ocnossl Teopuu K. lllenHona.

22. CuMMeTpu4HbIe METOAbI UG POBAHUS.

23. Anroputmbl 6JIOYHOTO MU(POBAHUS.

24. AcuMMeETpHUYHBIE CUCTEMBI IIU(PPOBAHUS.

25. TlpumeHeHNE aCHMMETPUYHBIX aJITOPUTMOB.
26. Xpaammutnie ceptuduraroB OC MS Windows.

4 | Tema S:1IpoToxobl Iloozomoexa 00K1a006 no memam:
ayTeHTHQUKAIMM B J10- | | ByyTpeHHHUE alapaTHBIE CPEICTBA EPCOHABHO-
KaJbHOH CETH

ro KOMITbIOTEPA
2. Baemnaue nepudepuiinpie ycTpoiicTBa nepco-
HAJIbHOT'O KOMIIBIOTEPA

5. Yka3aHus 1o npoBeieHMI0 KOHTPOJIbHBIX padoT
5.1. TpeboBaHusi K CTPYKTYypE
CTpyKkTypa KOHTPOJBbHOM padOTHl JOJDKHA CIIOCOOCTBOBATH PACKPBITHIO TEMBI:
UMETh TUTYJIbHBIA JIHCT, COAEp>KaHWEe, BBEICHHE, OCHOBHYIO YacCTh, 3aKJIIOUYECHUE,
CIIUCOK JINTEPATYyPHI.
5.2. TpeGoBaHus K coep:KAaHUIO (OCHOBHOM YaCTH)

1. Bo BBeneHMH OOOCHOBBIBAETCS AKTYyaJlbHOCTh TEMBI, ONpPENEAETCS LeJb
paboThI, 331a41 U METO/IbI UCCIIEIOBAHUS.

2. OcHOBHas 4acTb pabOThl PACKPHIBAET MPOIECC MPOESKTUPOBAHMSI 3a/1aHHOTO
anmapaTHOrO0 YCTPOWCTBA M JOJDKHA COJEP)KaTh COOTBETCTBYIOLIME TaOJMLbI WU
BPEMEHHbIE JUarpamMmbl, KOTOpbIE€ JOJKHBI (OPMUPOBATHCA pa3padaTbIBa€MbIM
yCTPOMCTBOM, NPUHUIMIHAIBHYIO CXEMY YCTPONUCTBA U OIMCAaHUE €T0 PabOThlI.

3. B mpormecce wu3noxkeHUs Marepualia HEOOXOAWMO JaBaTh CCHUIKM Ha
UCITIOJIB3YEMYIO JINTEPATypy.

4. 3akiroueHue JOJDKHO COJepKaTh CHEJaHHble aBTOPOM pPadOThl BBIBOJBI,
UTOTY UCCIIEOBAHMS.

5. Bcrnen 3a 3akiroyeHHMEM HAET CIUCOK JUTEPATYPbl, KOTOPBIA TOKEH OBITH
COCTAaBJICH B COOTBETCTBUHU C YCTAHOBIIEHHBIMU TPEOOBAHUAMH.

5.3. TpeOooBanus k opopMIICHUIO
O0BEM KOHTPOIBHOM PabOThl — 5-6 cTpanwmil ¢popmara A 4, Hare4yaTaHHOTO C
onHOM cTopoHbI TekcTa (1,5 uatepsan, mpudt Times New Roman).
5.4. IllpuMepHasi TEMATHKA KOHTPOJIbHBIX PadoT:

1. CyutHoCTh ¥ mOHATHE UHPOPMAITMOHHOM 0€30M1aCHOCTH
2. 3nayenue MHGOPMAIIMOHHON OE€30MacHOCTH U €€ MECTO B CHUCTEME HaIuo-
HaJbHOM Oe3omacHocTH. JlokTprHa nHbopMarmonHon 6ezonacHocTa PO
3. CyIIHOCTh ¥ TEOPETUKO-KOHIIETITYaIbHbIE OCHOBBI 3aIIUTH HHPOPMAITIH
4. XapakTepuCTHKa 3aluinaeMoi nHpopmanmu
5. Kputepuu, ycinoBus ¥ IPUHIIAITEI OTHECSHHSI MH(DOPMAIIMK K 3aIIUIIIAeMOH.
6. CoctaB u knaccudpukanus 31 u ux HocuTenen
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7. OCHOBBI 3alTUTHI KOMMEPUYECKOM TalHBI

8. OCHOBBI 3aIIUTHI TOCYAPCTBEHHOU TalHBI

9. OCHOBBI 3aIUTEI JIMYHON TaWHBI

10. OcHoBBI 3aIUTHI TPOGHECCUOHATBHOM TaHbI

11.YcnoBus, onpeaensioniie He00X0AMMOCTh 3allIUThl HH(POpMAITIH

12. JlecTaOuau3upyIoIIKe BO3JACHCTBUS Ha 3alluIaeMblii WH(OPMAIMOHHBIN
pecypc.

13. Kanansl mpoTUBONPABHBIX JEHCTBUI B HH(POPMAIIMOHHOM 0€30MacHOCTH

14. MeTtoap! NPOTUBOIIPABHBIX IEUCTBUN B MH(OPMALIMOHHON 06€30MacCHOCTH

15. Xapakrepuctuka AesTEILHOCTH Pa3BEIbIBATEIBHBIX CIYXKO MO HECAHKIIHO-
HUPOBAHHOMY JOCTYITY K 3alTUIIaeMOMY HH(POPMAITMOHHOMY PECYpPCYy.

16. O0mas xapakTepUCTHKAa OCHOBHBIX Mep 1o 3ammuTe uHbopmanuu (uHDOP-
MaIMOHHOU 0€30MacHOCTH)

17. OcHoBHbIE BUBI OOECIIEYEHUE, CUCTEMBI M CPEACTBA 3alIUTHI HHMOPMAIIH
(uH(pOpMAIIMOHHOMN 6€30TaCHOCTH)

18. OcHoBHBIC BUABI oOecriedeHUE 3anuThl WHPopMamuu (MHGOPMAITMOHHOM
0€30MacHOCTH)

19. OcHoBHBIE BUJIBI CUCTEMBI 3allUThl MHMDOpManuu (MHPOpMAITMOHHON 0e3-
OTTACHOCTH)

20. Knaccudukauust cpeacTB 3amuThl MHPopmaruu (MHGOpMAlIMOHHONW Oe3-
OTaCHOCTH)

21. OcHOBBI ynipaBieHUs] HHPOPMAIIIOHHON 0€301acCHOCTH

22. OcHOBBI OIIeHKH d(PPEKTUBHOCTH 3aIUTHI HH()OPMALIUN

6. IlepeyeHb OCHOBHOM U J0NOJHUTEIbLHON YU4eOHOM JIUTEPATYpPbI

OcHoBHas JuTEpaTypa:

1. MonenupoBaHue cucTembl 3ammThl HHGopmaruu: [Ipaktukym: YuebHoe 1mo-
cooue / E.K.bapanosa, A.B.ba6am - M.: U1l PUOP: HUILl UH®PA-M, 2016 - 120 c.:
60x88 1/16 + ( Jlom. mat. znanium.com). - (Beicmiee oOpa3zoBanue: bakamasp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914

2. KommniekcHasi 3anmta uHQOpMalud B KOPIOPATUBHBIX CUCTEMax: Y4eOHOe
nocodbue / B.®. llanprux. - M.: UJI ®OPYM: HUILl UH®PA-M, 2013. - 592 c.: ni.;
70x100 1/16. - (Beicmiee oOpasoBanue). (meperuier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?2.php?book=402686

JonmosHuTeILHAA JMTEpaTypAa:

1. 3ammra unpopmanuu: Yuednoe nocodue / A.Il. Kyxk, E.IT. Kyk, O.M. Jle-
nemkuH, A.W. TumomkuH. - 2-¢ u3a. - M.: ULl PUOP: HULl UHD®PA-M, 2015. - 392
c.: 60x90 1/16. - (Briciiee oOpa3zoBanue: bakanaspuat; Maructparypa). (nepermier)
ISBN 978-5-369-01378-6http://znanium.com/bookread?2.php?book=474838

2. Ckpuntauk, JI.A. OOmme BOIPOCH TEXHUYSCKOM 3aIuThl HH(pOpMaruu /
J.A. Cxkpuniauk. - 2-e u3f., ucnp. - M. : Harmonanbubiii OTKPBITHIA Y HUBEPCUTET
«MHTYUT», 2016. - 425 c. : un. - bubnuorp. B kH. ; To ke [IneKTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=429070
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7. Ilepeuenb pecypcoB HH(POPMANMOHHO-TEJICKOMMYHUKAUMOHHOH CETH
«AHTepHEeT»
HHTepHeT-pecypcesi:
1. http://eup.ru/catalog/all-all.asp — nayuHo-00pa3oBaTeIbHBIN MOPTAIL.
2. http://informika.ru/ — oOpa3oBaTebHbIH TOPTAI.

3. www.wiklsec.ru - DHuukmoneaus HHOOPMALUOHHONW OC30MACHOCTH. —

[TyOnukanuu, cTaTbi.
4. www.biblioclub.ru - YauBepcanbHas OMOIMOTEKA OHIIAMH.
5. www.rucont.ru - 3bC «PykoHT».

6. http://www.academy.it.ru/ - akanemms AUTH.

7. http://Iwww.minfin.ru/ - OdunuaneHeii caliT MuHHCTEpCTBa (HHAHCOB
Poccniickon @enepanun

8. _http://www.gov.ru/ - OdunmansHbIii cepBep OPraHOB TOCYIapPCTBEHHON
Biactu Poccutickon denepanuu.

9. http://www.fsb.ru/ - Odurnmansaeiii  caiit  ®eaepanbhoit  CiryKObI
besonacHoctu

10. http://www.fstec.ru/ - Opunmansubiii caidt @enepansroit Ciayx0bl o Tex-
HUYECKOMY DKCIIOPTHOMY KOHTPOJTIO

8. Ilepeyenb HHGOPMALMOHHBIX TEXHOJIOTHI, HCIOJIb3yeMbIX IPH OCYLIECTBJIEe-
HHMHU 00pa30BaTeJIbHOIO NPoLecca 0 TUCHUIIUHE (MOLYJII0)

Ilepevenn nporpammuoro odoecnevenns: MSOffice, Multisim.

NupopmannoHHbIe CIPABOYHbIEC CUCTEMBbI:

1. DnexTpoHHBIE peCypChl 00pa30BATENbHON CPEAbl Y HUBEPCUTETA.

2. UudopmanmonHo-crnpaBounbie cuctemsbl (Koncynerant+; ['apanr).

3. Pabouas mporpamma U METOIMYECKUE PEKOMEHJALMU 10 Kypcy «OpraHu3anus
3amuThl KoHuaeHmaapHoi nHpopmanuu ot HCI[ (OO0 «HOBOy», OO0 «11b1»).
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http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/
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