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1. IlepeyeHb MIAHUPYEMBIX Pe3yJabTATOB 00y4eHHS MO TUCHUILINHE,
COOTHECEHHBIX C IVIAHMPYeMbIMU pe3yiabTaTtamu ocBoeHus OITOIT

IICJISIMI/I H3Y4YCHUSA JUCHMUILIMHBI SBJISACTCA.

1. ®opMupoBaHuE y CTYJEHTOB CIEHUATM3UPOBAHHON 0a3bl 3HAHUI MO OCHOB-
HBIM TOHATUSM B OOJACTH CUCTEMHBIX M MPHUKIAIHBIX BOIPOCOB 3alllUThl MHpOpMa-
uuu ot HC/I;

2. Y COBEpUIEHCTBOBATh HABBIKM 110 OCHOBAaM MPAKTUYECKOTO 0OOCHOBAHUS Tpe-
OOBaHUH K cucTeMe 3aluThl KoH(puaeHanpHoi napopmaruu ot HC/I, uro no3so-
JHUT CTYJIEHTY OPUEHTHUPOBATHCS Ha PBIHKE CPEICTB MH(POPMAIIMOHHOM 3aIllUTHI MPH
BBIOOpE ONTHUMAJIBHOTO PEIICHMUS.

B nporniecce o0ydeHust CTyA€HT IproOpeTaeT U COBEPIISHCTBYET CIICIYIOIINE KOM-
METCHIIUM:

[1K-2. CrocobeH nprHUMAaTh y4yacTHE B MPOBEIECHUU SKCIIEPUMEHTAIBHBIX UC-
CJIEJOBAaHUM CUCTEMBI 3aLUTHl HH(POPMALHH;

[1K-4. CriocoGHOCTh OCYLIECTBIATh AUATHOCTUKY M OLIEHKY oOecrieueHus: padbo-
TOCocOOHOCTH cucTeMbl 3M npy BO3HUKHOBEHMHU BHEIITATHBIX CUTYALIHI;

ITK-5. CiocoOHOCTBIO MPOBOJUTH AHAJIU3 UCXOJHBIX JAHHBIX JJISl TPOECKTUPO-
BaHMs MOACUCTEM U CPENICTB oOecrneueHrus MHHOPMAIMOHHONW 0€301aCHOCTH U y4acT-
BOBAaTh B NMPOBEAECHUU OOOCHOBAHUSI COOTBETCTBYIOIIUX TPOECKTHBIX PEIICHUHN.

OCHOBHBIMH 3agavyaMu JUCIHUITIINHBI ABJIAKOTCA:

1. HayuuTh CTyA€HTOB CaMOCTOSITENIbHO PEIIaTh MOCTABJIEHHBIE 3aJladyd B
00JIaCTH CUCTEMHBIX U MPUKIAIHBIX BOMPOCcoB 3amuThl nHopmarmu ot HCJ[ Ha oc-
HOBE JEHCTBYIOLIETO POCCHUICKOIO 3aKOHOJATENBCTBA C ITOMOIIBIO COBPEMEHHBIX
MPUHILIHUIIOB, METOIOB, CHJI M CPEJICTB B PA3JIMUHBIX OPraHU3aLUOHHBIX CTPYKTYpaX, MO
0a30BBIM HAIPaBJICHUSM 3aIUTHI TOCYIAPCTBEHHON TalHbI U KOHGUIECHIIMATHLHOM UH-
bopmanuu;

2. ®opMupoBaHue y 00y4aronIMXcsi MPaBOBOM CUCTEMbI 3HAHUM, YMEHUU U
HaBBIKOB 110 3amuTte uapopmaiuu ot HCJI;

3. O6ecneuennto MHPOPMAIIMOHHOM 0€30MacHOCTH TpakKJaH, OOIIecTBa U
rocyAapcTBa, B YACTHOCTU PACKPBITHE OOLIUX MOJOKEHHU MO 3alIUTe MHPOPMALIUU OT
HCI;

4, Hayuuth CTyA€HTOB CaMOCTOSITENIbHO pEIIaTh MOCTABJICHHbIE 3aJa4l B
00JIaCTH 3aIIUIIIEHHOCTH KOH(MUIEHITMATFHOW HHGOPMAIINK C TPUMEHEHUEM CUCTEM H
cpeacTs 3ammThl nHGopmaruu or HC/I;

5. O3HaKOMHUTH CTYJIEHTOB C MEPCHEKTUBHBIMU TEXHOJIOTUAMU U METOJAMHU
3anuThl nHGopManuu ot HC/I;
6.  U3yuuth coBpeMeHHBIE METOJIUKHA MPUMEHEHHUS U HCIIOIb30BAHMS BCTPO-

E€HHBIX MEXaHU3MOB 3amuThl nHGopmarmu ot HCJI;



7. HayuuTh cTyaeHTOB, MOPSAAKY MPUMEHEHUSI TEXHUYECKUX CPEJICTB 3alllU-
ThI uHPOopMarmu ot HC/I.

[Toka3zaTenb OCBOEHUSI KOMIIETEHIIMM OTPAKAIOT CIEIYIONINE UHAUKATOPHI:
Heo0xoaumpble 3HAHUSA:
- PYKOBOJSIIME U METOAMYECKUE JOKYMEHTHI PUHIIUIIBI OpTaHU3AIMK 110 TIPOBe-
JIEHUIO SKCIEPUMEHTAIIbHOM eSITeNIbHOCTH B o0sactu 31;
- 3HaTh HOPMATHUBHO-METOJINYECKUE, PYKOBOAIINE U METOAHMYECKHUE JOKYMEHTHI,
OpraHU3alMOHHBIE MEPHI, KPUTEPUH OIICHKH 3aIIUIIEHHOCTH M PerjaMeHThl oOec-
nedeHus: padborocmocobroctu cucreM 3U;
- JOKyMEHTAIIMOHHOE O0ecrevyeHrne Mo pa3padboTKe MPOEKTHBIX pemieHuit no 3U,
MPUHIIUIIB 1 OCOOCHHOCTH OPTaHU3aIluH MPOCKTHO-TEXHOJIOTHUECKOH JIeATeIbHO-
CTH;
Heo0xoaumblie ymMeHus:

- IPUMEHSATH ACHCTBYIOLIYI0 HOPMATUBHYIO 0a3y BbIOMpATh 11€1€cO000pa3HbIe MOo-
TpeOHBbIE CPEACTBA U ONPENEIATh CTPYKTYpY cucteMbl 31 B X0J1€ MpOBENEHUS IKC-
IIEPUMEHTOB;

- ONPEIENATh U OLICHUBATh UCTOYHUKHU, MPUYUHBI U IMOCIEACTBUS BO3HUKAIOIIUX
WHIMJEHTOB BBISBJIATH U YCTpaHATh HapyweHus B oomnactu Ub (3N);

- Y4acTBOBaTh B pa3pabOTKE MPOEKTHBIX TOKYMEHTOB Ha CO3/IaHHUE IMOJCUCTEMBI
Wb ¢ pa3paboTkoil MOJIeIN NPOEKTUPYEMBIX cucTeM 3U 1 OCyHIECTBIATh TEXHUKO-
HYKOHOMUYECKOE 0OOCHOBAHHUE;

Tpynossie nelicTBus:

- pa3pabaTbIBaTh MOJEIIN, MPOEKTHI U MPEAJIOKEHUS B X0JI€ MPOBEJAEHUS KCIIEPH-
MEHTOB JESITEIbHOCTU MO COBEPUIEHCTBOBAHUIO cucTeMbl 31;

- IPUHUMATh y4acTHE B OpPraHU3ali U MPOBEIECHUU KOHTPOJIBHBIX IIPOBEPOK pa-

6oTocniocoOHOCTH U 3(PHEKTUBHOCTH TPUMEHSIEMBIX POTPAMMHBIX, IPOTPAMMHO-
anmapaTHbIX ¥ TEXHUYECKUX CPEJICTB 3aIUThl HH(OPMAITIH;

- aHaJIM3MPOBAThH 3AUTUIICHHOCTh MH(POpPMAIIMOHHONW MHOPACTPYKTYPHI ¢ (HOpMH-
poBaHueEM cucTteMbl TpeboBaHuil 1o 31 1 yyacTBOBaTh B 0OOCHOBAHUM KPUTEPHUEB
b dexTuBHOCTH HYHKIMOHUPOBaHUS poekThpyembix cucteM Ub (3N)

2. Mecto nucuumiauHbl B cTpykrype OITIOII

HucuunnuHa «MeTosbl U CpeACcTBa 3allUThl HHPOPMAMU OT HECAaHKIIMOHUPO-
Ba"HHoro goctyna (OOO «HOBO», OOO «I1bM»)» oTHOCHUTCA K IUCHUIUIMHAM IO
BBHIOOPY BapHMaTUBHOM 4YacTU OCHOBHOW MpodeccHoHaabHOM 00pa3oBaTeIbHON Mpo-
rpaMMbl MOArOTOBKM OakanaBpoB 1o HampasieHuto 10.03.01 «Mudpopmarrionnas 6e3-
OTTaCHOCTBY.

W3ydyenne maHHOW MUCHUIUIMHBI 0a3upyeTcsi Ha paHee M3YyYEHHBIX JUCUHUILIHU-
Hax: «OcHOBBI MHpOPMAIMOHHON Oe3omacHocTHY, «UHpopmaTukay, «OCHOBBI mpa-
Ba», «OCHOBBI YIpaBJeHUYECKON nearenbHOCTH», «MHbopmalmonHas 0e30MacHOCTh
KpeAUTHO-(PUHAHCOBBIX omepanuiy, «MHpopmanmonHo-icuxoaoruyeckas Oe3omnac-
HOCTb MEepCOHaja NpeanpuiaTus», «PazpadboTka nmonutuku nHGopManoHHON Oe3omac-
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HOCTU B OpTaHM3anusix», «OpraHuzanus 3alluThl TEPCOHATBHBIX TAaHHBIX Ha TIpe-
npustun» u komnerenuusax: OIMK-1,6,7,8,9,13; YK-5,6,9; I1K-1,2,3,4.

3HaHUs ¥ KOMIIETEHIIUHU, TTOTyYEHHbIE TIPU OCBOCHUU JTUCIUILTUHBI, SBJISIOTCS Oa-
30BBIMH JIJISI M3YYEHUSI TIOCIEAYIOMMX nuciuiuinH: «MHbopmammorHas 6e30MacHOCTh
ABTOMATU3UPOBAHHBIX CUCTEM», «MOEIMPOBaHUE TPOIIECCOB U CHUCTEM 3allUTHl WH-
dopmanmm», «HopMaTuBHBIE aKThl U CTAHIAPTHI IO UHPOPMAITMOHHON 0€301MacHOCTH,
«KomruiekcHoe obecriedeHre 3amuThl WHGOpMaIu 00bekTa MH(pOpMaTU3anu (IIpe-
TIPUSATHSA )», TTPOXOKICHUS MPAKTHKHU, TOCYTAPCTBEHHON UTOTOBOW aTTECTAIMU M BBIMOJ-
HEHUS BBITYCKHOW KBaMU(UKAITMOHHON paboThl OakaIaBpa.



3. O0beM IUCUUIIMHBI (MOIYJISA) ¥ BUABI Y4eOHOH padoThI

OOu1as TpyAOEMKOCTh TUCLHUIUIMHBI JJISi CTYAEHTOB OYHON (DOPMBI COCTABISET 3

3aueTHbIX eauaunl 108 gacos.

Ta6aunmal
Buabi 3ansituii Bcero yacoB | Cemectp | Cemectp | Cemectp | Cemectp
6 7
OO0mas Tpy10eMKOCTh 108 108 108
OYHASA ®OPMA OBYUYEHUSA
AyAUTOpPHBbIE 3AHATHS 48 48
Jlexuuu (JI) 16 16
[Tpaktrueckue 3ansatus (113) 32 32
JlabopaTopusbie padoTsl (JIP) - -
CamocrositesibHas padora 50 50
Jlpyrue BHIbI KOHTAKTHOM 10 10
padoThI
IIpakTuyeckasi NOAroToBKa 16 16
KypcoBbie padotbl (mpoek- - -
Thbl)
PacyerHo-rpapuueckue pa- - -
00THI
Kourpoasnas padora, + +
JAOMallIHee 3a/1aHHe - -
Texkyumii KOHTPOJIb 3HAHUM T1; T2 T1; T2
(7 - 8,15 - 16 nexesn)- 2u.
Buja ntoroBoro KoHTpoOIsA OK3aMeH OK3aMeH

1100 Opyaumu euoamu KOHMAKmMHOU pabomsvl NOHUMAEMCL: 2PYRNosble U UHOUBUOYAIbHbLE KOHCYTb-

mayuu, mecmuposarnue

4.

Conep:xanue QM CIUATITAHBI

4.1. TeMbl JTUCHHUILIMHLI M BUABI 3aHATHI

Taoanma 2
Jlekuum, IIpakTnue- | IlpakTu4e- | 3ansaTHsA B
qac. CKHe 3aHSI- | CKasl MOAro- | UHTEPAKTHB- Kon
HanmenoBaHmne TeM O4YHOE THS, TOBKA, Yac. | HOM popMe, [KOMIIETCHLMH
yac. O4YHOE yac.
O4YHOE O4YHOE

Pa3nes |. ObecnieueHne 6€30MaCHOIO I0NMYCK

a K HH(OpPMaLMOHHBIM pecypcam

Tema 1:Mexanusmsi
ayTeHTHQUKANMHA NIPH

SAIMIICHHBIX COCANHEC-

2.5 4.5 3 0,5 MK-2
0CyLIeCTBJIEHUH MO/~
KJIKYeHuil
Tema
2:AyTeHTH(UKAINA B 2.5 4.5 3 0,5 MK-2




HHUSAX

Tema 3:IIpumeHenne
MeTO0Aa AUMEH3HOHAIb-
HOIl OHTOJIOTUM NPH
BbIOOpE CPeaCcTB TeXHU-
YeCKOi 321U ThI HH-
¢dopMaunu OT HECAHK-
LMOHHUPOBAHHOIO [10-
cryna. Ilpumenenue an-
NMApPaTHBIX CPEACTB
ayreHTUGUKALUM U
XpPaHEHHS KJII04YeBoil
HHGopManuu

4 8 3 2 IIK -4

Pa3nen 1. Yuer cyobekToB 10ocTyna. Peajn3zanusi MexaHu3MOB 3alIIUThI

Tema 4. [IpakTnye-
cKasi peaju3anus Me-
XaHHU3MOB 100aB0Y-
HOI 321U ThI

4 8 3 3 IK-4

Tema 5. Pazpatdorka u
ONTUMHU3ALMSA MeXa-
HHM3Ma YPOBHEBOI'0
KOHTPOJIA,

KaK MeXaHH3Ma pe-
AJIbHOTO BpeMeHH

4 8 4 3 MK-5

Hroro: 16 32 16 9

4.2. Copep:kaHue TeM JUCHUTLIHHBI

Paszpes 1. O0ecnneuenne 0€30mMacHOrO A0MyCKa K MH(POPMALMOHHBIM pecypcam
Tema 6. MexaHu3Mbl ayTEHTU(PUKALUYU IPH OCYLIECTBJICHUH MOAKIIOYCHU I

[Tpotoxon PPP PAP. IIporoxkon PPP CHAP. IIporoxon PPP EAP. Ilporokon
TACACS+. IIporokon RADIUS. Cranmapt IEEE 802.1x u mporoxon EAPOL. Ilpo-
Tokonl EAP- TLS ¢ ucnons3oBanueM poccuiickoit kpuntorpadun. Cranmapt |EEE
802.1x B onepanmonnbix cucremax Microsoft. Cisco NAC.

Tema 7. AyrenTuduxanus B 3al0MILEHHBIX COeIMHEHUAX
ITpotoxonsr SSL, TSL. Ilporokon SSH. Ilporokonsr S- HTTP. IIpoTtoxon
SOCKS. IIpotokon IPSec. IIpoTOKOJIBI 3alIMIIEHHOTO B3aUMOACHCTBUS U ayTEHTHU-
dbuKarm 171 KOPIOPaTUBHBIX OECIIPOBOIHBIX JIOKATBHBIX CETEH.

Tema 8. [IpumeHeHne MeTO1a IMMEH3UOHAJIBLHOM OHTOJIOTHH NIPU BbIOOPE
CPeICTB TEXHUYECKOH 321U Thl HHGOPMALMU OT HECAHKIIMOHMPOBAHHOIO 10CTY-
na. [lpumeHeHne annmapaTHbIX CPeCTB AYyTEHTU(PUKALNH U XPAHEHHUS KJIIOYeBOI

uHpopManHU
[Ipumenenne MeTo/la TUMEH3UOHAIBLHOW OHTOJIOTUM MPU BHIOOpPE CPEJCTB TEX-
HUYECKOM 3aluThl UHPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
ArnmnapatHeie cpeacTBa 3anuThl B coBpeMeHHbIX PKI pemenusx. HeoGxomu-
MOCTh MPUMEHEHHUS amnmnapaTHbIX CPEACTB ayTEeHTU(UKAIMK W XpaHEHUs KII0YeBOU
uHpopmaiuu. Tunossie TpeOOBaHUS K CPEACTBAM AyTEHTU(UKAIIMU U XPAHEHUS KITIO-
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yepord mHpopMaruu. OcoOEHHOCTH KOPIIOPATUBHOTO HCIIONB30BAHMS MTEPCOHATBHBIX
CPEICTB ayTeHTU(UKALUN U XpaHEHHs KIroueBoi mHpopManuu. lleHTpann3oBanHas
CHCTEMa YIPABJICHUS CPEICTBAMH ayTCHTHU(PHUKAIIMN U XpaHEHUS KIFOYEBON HHPOpMa-
UM T0JIb30Bareseil. TumoBbie TpeOoBaHMS K CUCTEME yIpaBieHHUs ToOKeHamu. Token
Management System (TMS) kommanuu Aladdin. [TpakTuka: KOMIUIEKCHasE cUCTeMa
Ha 0a3e eqUHOrO0 MEPCOHAIBLHOTO CPEJCTBA ayTCHTU(UKAIMKA W XPAHEHUS KIIFOUEBOMN
uHbOpMaIUu.

Paznes II. Yuer cy0bekToB gocTyna. Peaqn3zanusa MeXaHu3MoOB 321U ThI

Tema 9. IlpakTHuyeckass peaju3auusi MEXaHM3MOB [100aBOYHOM 3ALIUTHI
Pexum xpanenus K/I. [Mopsanox obOpamenus ¢ KJI. Haznauenue, BUIbI M TPUHLIUIIBI
npoBeneHns npoBepok Hammuusa K/I. [IpoBepku mpaBUIBHOCTH NPOCTABIEHUS PETH-
CTPAIIMOHHBIX JAHHBIX KOH(UICHIIUATBLHBIX HOCUTENEH, JOKYMEHTOB, JIe] U YUYETHBIX
KYpPHAJIOB (KapTOYEK).

Tema 10. PazpadoTka 1 oNTUMH3ANNUSA MEXaHU3MA YPOBHEBOI0 KOHTPOJIA,
KaK MEeXaHU3Ma PeaibHOI0 BpeMeHH

[IpoBepkyu MpaBUIBHOCTH MPOCTABIECHUS OTMETOK 0 ABrxkeHuu K1, nen u Hocu-
tenei. KBapransasle npoBepku (akruueckoro Hannuus K/ u nokymenrtos. 'ogoBast
npoBepka Hamnuusa K[, JOKyMEHTOB BBIIEICHHOIO XPAHEHUS M YUYETHBIX >KYPHAJIOB
(kapTouek). He pernmaMeHTHbIE NMPOBEPKH HAMYUS KOH(DHICHIHAIBHBIX HOCUTEIIEH,
JOKYMEHTOB U JIEJL.

5. IlepeueHb yueOHO-METOAMYECKOT0 O0ecTIeYeHHs IJIsl CAMOCTOSITEILHOM
patdoThI 0 AUCHHUILINHE

«Meronnyeckue yka3zaHUs Ui CaMOCTOSTENBHOM pabOThl OOydaromuxcs I10
OCBOEHUIO THCIUIUIMHBD) NpecTaBieHsbl B [[punoxennn 2.

6. DoHJ OLIEHOYHBIX CPEACTB /IS MPOBeIeHNUs POMEXKYTOYHOI
arrecTalui 00y4arouuXcs N0 JMCHUILIMHE

CrtpykTypa (oHIA OLIEHOYHBIX CPEACTB, ISl MPOBEACHUS MPOMEXKYTOUHOU aT-
TecTaluu OOy4arouIuxcs Mo AUCHMIUIMHE «3amuTa HHHOpMaIMid OT HECAHKIIMOHUPO-
BAHHOTO J0CTYyIay» npuBeacHa B [Ipunoxenun 1.

7. IlepeyeHb OCHOBHOI U JONOJHUTEILHOH Y4eOHOM JTUTEPATYPHI,
HEe00X0XUMO¥ 1JI1 0OCBOECHHUS JUCITUIIIIHHBI

OcHoBHas JauTEpaTypa:

1. MonenupoBaHUE CUCTEMbI 3aluThl HHGopMaruu: [Tpaktukym: YueOHOe IMo-
cooue / E.K.bapanoBa, A.B.ba6am - M.: U1l PUOP: HUILl UH®PA-M, 2016 - 120 c.:



60x88 1/16 + ( Hom. mat. znanium.com). - (Beiciiee oOpaszoBanue: bakanagp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914

2. KommiekcHasi 3anmrta uHQOpMalud B KOPIOPATUBHBIX CUCTEMax: YudeOHOe
noco6ue / B.®. lllanbrun. - M.: N/l ®OPYM: HULl UHOPA-M, 2013. - 592 c.: un.;
70x100 1/16. - (Bwicmiee oOpazoBanme). (mepemier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread?.php?book=402686

JlonoiHUTEILHAA JIUTEpPaTypa:

1. 3amuTa uadopmanmu: YuedHoe mocodbue / A.IL. XKyxk, E.IL. XKyk, O.M. Jle-
memkuH, A.W. TumomkuH. - 2-¢ usng. - M.: U1 PUOP: HUL| UH®PA-M, 2015. - 392
c.: 60x90 1/16. - (Briciiee ob6pazoBanue: bakanaBpuat, Maructpatypa). (mepermier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Cxkpunnuk, J[.A. OOmme BONMPOCH TEXHUYECKOW 3aluThl WHpOpMarmu /
J.A. Ckpunnuk. - 2-e u3f., ucnp. - M. : Harnmonanbubiii OTKpBITHIA Y HUBEPCUTET
«HMHTYUT», 2016. - 425 c. : ni. - bubauorp. B kH. ; To ke [DIeKTpoHHBIN pecypc]. -
URL: //biblioclub.ru/index.php?page=book&id=429070

8. [lepeyeHb pecypcoB HH(OPMALMOHHO-TEJIEKOMMYHHKANIMOHHOM CeTH
«/HTEpHET», HEOOXOAUMBIX [IJISI 0CBOEHMS TUCITUIIINHbI

HNuTepHeT-pecypcesi:
1. http://eup.ru/catalog/all-all.asp — HayuHo-00pa30BaTEIbHBIN TOPTAT,;

2. http://informika.ru/ — odopa3oBatenbHbIi OPTAI;

3. www.wiklsec.ru - DHuukioneaus HWHPOPMAIMOHHONH O€30IMaCHOCTH. —
[TyOnukanuu, cTaThy,

4. www.biblioclub.ru - YauBepcaibHas OMOIMOTEKA OHJIANH;

5. www.rucont.ru - 9bC «PykoHT»;

6. http://www.academy.it.ru/ — akagemns AUTH;

7. http://www.minfin.ru - Odunmanbubiii caiit MuHKcTEpcTBa (HUHAHCOB
Poccuiickon ®@enepannu;

8. http://www.gov.ru/ - OdwuruanbHBIi cCepBep OPraHOB TOCYIAPCTBCHHOMN
Biactu Poccurickon denepanuu;

9. http://www.fsb.ru/ - Odunmaneaeiii  caiit  ®eaepanphoit  Ciry)ObI
be3zonacHocty,

10. http://lwww.fstec.ru/ - Odwunmaneaeiii caiit denepanbHoit Ciry:KOBI 110
Texunueckomy IkcnoptHoMy KoHTposito;

11. http://www.minfin.ru - OdunmaneHerid caiitr MwuHHCTEPCTBA (HUHAHCOB
Poccuiickont @enepannu;

12. http://www.gov.ru - OdunuanbHbI cepBep OPraHOB TrOCYAapCTBEHHOM
Biactu Poccurickon denepanuu;

13. http://www.fsb.ru/ - Odunmansueiii  caiit  ®enepanbHoii  CiryKObI
be3omnacHocTy;


http://znanium.com/bookread2.php?book=549914
http://znanium.com/bookread2.php?book=402686
http://znanium.com/bookread2.php?book=474838
https://biblioclub.ru/index.php?page=book&id=429070
http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/%20–
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/

14. http://lwww.fstec.ru/ - Odunuansueiii cait PenepanbHoit Cay)Obl 10
TexandyeckoMy DKCIIOPTHOMY KOHTPOJTIO.

9. MeToanueckue yKa3aHus 1Jis1 00y4AKOIIUXCsl, 10 OCBOCHUIO UCITUIINHBI

Mertoauueckue ykazaHus JJisi 00y4YaroIuXxcs, 0 OCBOCHUIO JAUCIUILIMHBI TIPU-
BesieHbl B [Ipuioxkenun 2 k HacTose padboyeit mporpaMmme.

10. IlepeyeHbr WH(POPMANMUOHHBLIX TEXHOJOIHHA, HCIOJb3YyeMbIX NpPH
OCYLIECTBJICHHH 00pa30BaTEeILHOIO0 MPOLEcca M0 JUCHHUILINHE

e Ilepeuenn nporpammuoro odecneuenusi: MSOffice.

e NHpopmaunoHHbIe CIPABOYHBbIC CHCTEMbI:

1.2nexTpoHHbIE pecypchbl 00pa30BaTeIbHOM Cpelibl Y HUBEPCUTETA.
2.MadopmanonHo-cipaBounblie cuctembl (Koncynbrant+; ["apanT).

Pecypchl nHpopMannoHHO-o0pa3oBareabHou cpeabl MI'OTY:
Pabouas mporpaMMa u MeToAMYECKOE 0OecredueHne 1o Kypcy «MeTonbl U cpeacTBa

BBISIBJICHUS 3aKJIQIHBIX YCTPOMCTB B 3anuiaeMbix nomenieHussx (OAO «HOBOy,
000 «1BbU»)»

11. Onucanue MaTepraJbHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOM 115l
OCylIeCTBJIEHUS 00Pa30BaTEJIbHOI0 MPOLECCa MO IMCHUIINHE
JIeKUMOHHBIEC 3aHATHS:

— ayJIHUTOpHs, OCHAILEHHAS IPE3CHTALIMOHHON TEXHUKOM (IIPOEKTOP, SIKPaH);

— KOMIUIEKT AJICKTPOHHBIX MPE3EHTAIMM / CIIaliJIOB Ha TEMBI:
IIpakTnyeckue 3aHATHA:

— KOMIBIOTEPHBIM KJacC C MPOEKTOPOM JJii MHTEPAKTUBHOTO OOYYEHUS H
NpoBeNeHUsT JIeKIMd B (Gopme  criaia-npe3eHTanuii, 000pYyI0BaHHBIN
COBPEMEHHBIMHM JIMIEH3MOHHBIMU MPOTrPaMMHO-TEXHUYECKUMU CPEACTBAMH:
orepanonHas cuctemMa He Hmwke Windows XP; oducHbie mporpaMmbl
MSOffice 7;

— pabodee MecTO MpernojaBarelisi, OCHAUIEHHOE KOMIIBIOTEPOM C JOCTYIIOM B
WNurepHer;

— paboure MecTa CTYACHTOB, OCHAIIEHHBIE KOMIIBIOTEpaMH C JOCTYIIOM B
HNuTepHer.
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http://www.fstec.ru/

IHpuiaoxenue 1

(I)OHI[ OLCHOYHBIX CPEACTB AJIA NMPOBCACHUA HpOMeH(yTOqHOﬁ aTrecranmmn
Oﬁy‘lalOH_[I/IXCH o IMCIOMIIJIMHE

UHCTUTYT UH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UM

KA®EJIPA HHO®OPMAIIMOHHOMN BE3OITACHOCTH

OOHJA ONEHOYHBIX CPEACTB IJISA TIPOBEJIEHUA
MNPOMEXKYTOUHOM ATTECTAIIUU OBYYAIOIIUXCSI IO
JAUCHUITJIMHE

«METO/Jbl U CPEJICTBA BBISIBJIEHUS 3AKJIAJHBIX YCTPOMCTB B
SAINUINAEMBIX IIOMEHIEHHUAX (OAO «HOBO», 000 «IIBbU»)»

Hanpagpaenue noarorosku: 10.03.01 Mudopmanuonnas 6€30nacHOCTD
Ipoduib: be30nacHOCTh TEJIEKOMMYHUKAIMOHHBIX CUCTEM

(B a3pokocMuvecKkoi cepe)

YpoBeHb BbICHIEro 00pa3oBaHusi: DaKajaBp

d®opma 00y4yeHUsA: OUHASA

Kopones
2022
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1. IlepeyeHb KOMIIETEHUHMH ¢ YKa3aHUEM ITANOB UX (JOPMUPOBAHUSA B
npoiecce 0CBOCHUsI 00pa3oBaTeJIbHOM NPOTrPaMMbIl

Ne Nu- Conep:xxanue Paznen nuc- B pe3yJibTarte nzyueHusi paszaesia IMCHMILUINHBI,
n/m | JeKc | KOMIeTeHIHH LUMILTHHBI, oGecrieunBaoIero GopMHUpoOBaHHE KOMIETEHIIHH,
KOM- ol0ecreunBa- o0yyarouiics npuodperaer
ne- wommid gop- TpedyeMble Heo0xoan- Heo0xoguMmbIe
TeH- MHpOBaHHe AedcTBUs Mbl€ YMeHHSs 3HAHUSA
uun KOMIIETeHIIHH

1. | IIK-2 | CocobHOCTE | Tema:1,-5 - pa3pabarbl- | - MPUMEHATH | - PYKOBOMSIINE M
MPUHUMATH BaTb MOJIEIIH, | IEUCTBYIO- METOANYECKHUE
ydactue B OPOEKTHl U | I[yI0 HOPMa- | TOKYMEHTBI
MIPOBECHUU peIoxKe- TUBHYIO 0a3y | MPUHIUIBI Opra-
JKCIIEPUMEH- HUS B XOJIe | BEIOMpATh HU3ALUU M0 TPO-
TaJbHBIX  HC- MPOBEACHUS | 11€J1ec000- BEJICHUIO  JKCIIe-
CJIeIOBaHUIA AKCIIEPUMEH- | pa3Hble IO- | pPUMEHTAIBHON
CHUCTEMBI  3a- TOB JESTENb- | TpeOHbIE NEeSTEILHOCTH B
HIUTHl UHPOP- HOCTU TIO CO- | cpenctBa U | obmactu 3U;
Maluu BEPIICHCTBO- | OINPEACIATh

BaHUIO  CU- | CTPYKTYpPY

cremsbl 3U; cucteMsl 33U
B XOJIe IMpO-
BEJICHUS DKC-
NEPUMEHTOB,

2. | IK-4 | Cnoco6Hocts | Tema 1-5 - IpUHUMATh | -ONpPEAENATh | - 3HATb HOpPMa-
OCYIICCTBJIATDH y4yacTHue B 1 OLICHHUBATH TUBHO-
TUArHOCTHKY U oprammsamn | HCTOYHMKH, | METO/MMECKHE,
OIIEHKY o0ec- " NPUYMHB W | PYKOBOJISIIME U
nevyeHus pabo- nocJne- METOAMYECKHE
TOCTIOCOOHO- TpOBC/CHIH CTBUSL BO3- | JOKYMEHTBI, Op-
CTU CUCTEMBI KOHTPOJIBHBIX | gygaronmx raHU3alOHHbIE
31 IpH BO3- IIPOBEPOK HHIIUJICHTOB MEpBI, KpUTCPHUH
HUKHOBEHUH paboTocroco | BBIABIATE M | OLEHKHM  3alld-
BHEIITATHBIX OHOCTH U YCTPaHSTh IIEHHOCTH U Pe-
CUTyaIui >dextuproc | HAPYIEHHA rIaMeHThl  o0ec-

. B oOmactu | medeHusi paboTo-
Wb (3N); CIIOCOOHOCTH CH-

TIPUMCHSIEMBI crem 3U:

X

MIPOTPaMMHBI

X’

MIPOrpaMMHO-

anmaparHbIX

u

TEXHUYECKHUX

Cpe/CTB

3aIIUTHI

nHpOpMaIUN
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[1K-5

CrocoOHoO-
CTBIO  TIPOBO-
JIATh  aHaJIM3
HCXOIHBIX
JaHHBIX  JUIA
MIPOEKTUPOBa-
HHS MTOJICH -
cTeM u
cpencTB obec-
Ie4YeHuss UH-
dbopmarron-
HOW Oe3omac-
HOCTH u
y4acTBOBaTh B
IIPOBEICHUHU
000CHOBaHHS
COOTBETCTBY-
FOIIMX npo-
eKTHBIX pele-
HUH

Tewmsr 1-5

- aHaIu3u-
poBath 3a-
UIUIIEH-
HOCTh  WH-
dhopmaru-
OHHOM  WH-
¢pacrpyx-
TYpBI c
hopmupo-
BaHUEM CHU-
CTeMBbl Tpe-
OoBaHUU 1O
31 u yyact-
BOBAaTh B
000CHOBa-
HUU KpHTE-
pueB 3¢-
(heKTUBHO-
ctu  (yHK-
[IUOHUPOBA-
HUS TPOEK-
THPYEMBIX
cucrem Wb
31)

y4acTBOBATh
B pa3pabot-
K€ IPOCKT-
HBIX  JIOKY-
MEHTOB Ha
CO3JaHKe
IIOJICUCTEMBI
Ub c pazpa-
0OTKOI MO-
JIeH TIPOEeK-
TUPYEMBIX
cucreM 31 n
OCYIIECTB-
JIATh TEXHHU-
KO-
SKOHOMHYE-
ckoe o00oc-
HOBaHHE;

- JIOKyMEHTallU-
OHHOE olecreye-
HUE TI0 paspa-
00TKE  TPOEKT-
HBIX PEIICHUH 10
31, npuHUUIBEl U
OCOOEHHOCTH Op-
TaHU3aluy  TPOo-
€KTHO-
TEXHOJIOTHYe-
CKOU JeATeIbHO-
CTH;
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2.0nucanne nokasaresjeil 1 KpuTepueB OLIEHUBAHUS KOMIIETEHIMI HA
Pa3JIHYHBIX 3Tanax ux GopMHUpoOBaHus, ONMCAHNE IIKAJ OLlEHUBAHUS

Kod komne- UHcmpymeHm, 3manesl u NoKasa- Kpumepuu oyeHueaHusa
meHyuu oyeHusarowuli mesb OyeHUBAHUA KomMnemeHyuu Ha pasnuy-
chopmuposaH- KomMmnemeHyuu HbIX amanax ¢popmupoeaHus
HOCmMb Komne- U WKanol oyeHueaHus
meHyuu
IIK-2,4,5 Aoknao A) nonHocmeoto | Hanpumep:
cshopmuposaHa Mpoeodumca e nucbmeHHOIi
(komnemeHyua oceo- | u/unu ycmHolii popme.
eHa Ha ebicokom | Kpumepuu oyeHKu:
yposHe) — 5 6annos
) wacmuuHo cqhop- 1. Coomeemcmesue codep-
mupoeaHa: HAHUA 00Knaoa 3asaeneHHoll
memamuke (1 6ann).
y komnemeHyua 2. Kayecmeo ucmo4yHukoe U
0C80eHa Ha npodeu- Ux Konu4yecmeo npu nodz2o-
Hymom ypoeHe - 4| . ope pa6omei (1 6ann).
6anna; »
3. Bnaderue uHgppopmayueli u
° KomMnemeHyusa | cnocobHocmb omeeyame Ha
oceoeHa Ha 6a3080M | gonpocer  aydumopuu (1
yposHe — 3 6anna; 6ann).
B) He cpopmuposaHa | 4. Kauecmeo camoii nped-
(komnemeHyus __ He | cmaenenHoii pabomor (1
cpopmuposaHa) — 2 u | Ggan).
meHee 6annoe 5. Opuz2uHanbHOCMb N0O0X00a
U 8cecmopoHHee pacKkpbimue
8blbpaHHOli memamuku (1
6ann).
MakcumaneHasa cymma
6annoe - 5 6annoes.
MK-2,4,5 BobinonHeHue A) noaHocmeto | lpu onpedeneHuu cgopmu-
KOHMpOonbHoli chopmuposaHa poeaHHocmu KomnemeHyuli
pabomoi (komnemeHyua oceo- | Kpumepuamu  OyeHuUeaHus
eHd Ha  8bICOKOM | ebicmynarom memoodudyecKue
yposHe) — 5 6annoe peKomeHOAayuu, pa3pabo-

B) uacmuuyHo cehop-
mMupoeaHa:

° KomnemeHyus
0CcB80eHd HAa Mpoodsu-

Hymom ypoeHe — 4
6anna;

. KomnemeHyusa
oceoeHa Ha 6azoeom
ypoeHe — 3 banna;

B) He chopmuposaHa
(komnemeryusa He
cchopmuposaHa) — 2 u
MeHee bannoe

maHHbie no ducyunauHe 019
0aHHOo20 8uda
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3. TunoBble KOHTPOJIbHBIE 32JaHUS WJIH MHbIEe MATEPHAJIbI, HEOOXOIMMbIE
sl OUEHKH 3HAHWH, yMeHHWil, HABBHIKOB W (WJM) ONbITA JAeSTeJIbHOCTH,
XapakTepu3yolux 3Tanbl GopMHUPOBAHHUA KOMIIETEHUMA B Mpolecce 0CBOEHHUS
00pa3oBaTeIbHOI MPOTrPAMMBI

IIpuMepHas TeMaTHKA JOKJIAI0B B MIPE3eHTALMOHHOU popme:

1. UNudopmammonnas 6e3onacHOCTh cucteMbl «KineHT — 6aHK» Ha OCHOBE TEX-
HOJIOTMH «TOJICTOTO KJIMEHTa»

2. Hnadopmarnmonnas 6e30macHOCTh Mojienu HTepHeT - OaHKUHTA.

3. Huadopmanmonnas 0€30MacHOCTh pacuyeToB OAHKOBCKUMH KapTamu B MH-
TEepHETE.

4. Mecro DUII B psaay kpunrorpaduueckux MexaHu3mMoB. McTopusi BO3SHUKHO-
Benust DIIII B Poccun. OO6miee npasuio co3ganust DI, O6mee mpaBuio Bepudu-
karuu OLIII.

5. Cxema 3auuuieHHOTO HMH(POPMAIIMOHHOTO OOMEHa MpU HCIOJIb30BAaHUU
CUMMETPUYHBIX METOJ0OB 3aIlIUThl HH(POPMaLIUH.

6. Cxema 3aumuIIeHHOTO HMH(POPMAIIMOHHOTO OOMEHa MpU HCIOJIb30BAaHUU
KPUNITOIpaPUUYECKUX aJITOPUTMOB C OTKPBITHIMU KIIFOUaMHU.

7. IlpumeHenue u nH(GOpPMaLIMOHHAA OE30MACHOCTh PEXUMA NEKTPOHHOU KO-
NO0BOM KHUTH. Pexxnma cuermienus: 010koB mudporekcra. Pexxuma oOpaTHON CBA3U
10 MU(POTEKCTY.

8. Pexum cuetumka (counter). @yHKIHsS XSIMHUPOBAHUSI U aCUMETPHUYHBIE aJI-
TOPUTMBEI.

9. HndopmanmonHas O0€30MacHOCTh M 3allUTa JJICKTPOHHBIX TpaH3aKIUN
npoTokoi (SSL). Cxema pabotsl mpoTokona SET.

10. UudopmanmonHas 6€30MacHOCTh U MIpaBHIa OOMEHA JIEKTPOHHBIMU JIOKY-
meHTamu. O6mue TpedboBanus, mpeabspiseMmbie Kk D] (makeram D]).

11. Undopmanimonnas 06e30MacHOCTh MPU COCTAaBIEHUE W HampasieHue /]
YYaCTHUKOM — OTIPaBUTEIIEM.

12. Undopmanimonnas 6€30MacHOCTh U MOPSIAOK KOHTpoJist DI, MoTydeHHbIX
OT y4acTHUKOB — oTtnpaBureneil. [lopsanok obopmuenus I/, moATBEpKIAIONINX U C-
noJineHue 3/ y4aCTHUKOB.

13. UndopmanonHas 0€30MaCHOCTh U TOPSAOK IMpUeMa K HUCIOJHEHHI0 O]
y4aCTHUKOM — noay4datesneM. [lopsanok xpaneHus u yuuutoxxenus J/1.
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4. Meroauyeckue MaTepuaJibl, ONpeAesoNIHe NPoueAyPbl OLeHUBAHUS
3HAHUM, YMEHUI, HABBIKOB U (MJIM) ONbITA AESATEJIbHOCTH,
XapaKTepU3yIIUX 3Tanbl (JOPMHUPOBAHUA KOMIIETEHIUMN

DopMON KOHTPOJISI 3HAHUM IO JUCHUINIMHE «METOJBI W CPEIICTBA BBISBICHUS
3aKJIQHBIX YCTPOWCTB B 3alUIIAEMbIX ITOMEIICHUSAX
«IIBb1»)» sBASIOTCS ABE TEKYIIUE aTTECTAllMK B BUJIE TECTOB U UTOTOBasi aTTECTAIIMs

B BHC 3a4CTa.

(OAO «HOBO», 00O

Hese- Kon KOM:
MNETCHIUH, Kpurepun
m Bun oue- onenuBa- | Coxepxanue | TpeboBanusi | Cpok cmauu | OIIEHKH IO CO-
TeKy HOYHOT'O FOIIHI OLIEHOYHOI'O K BBITIOJHE- | (HEmems ce- JIEPKAHUIO U
tero cpencrsa 3HAHUA, cpencrsa HHUIO MecTpa) KayecTBY C yKa-
xon- YMEHU, 3aHHEM OaJIOB
TpOJIA
HaBbIKU
tectupoBa- | [IK-2,4,5 20 BonpocoB | Kommbrotep- | Pesynbra- Mpenodasamene
HHE HOE TECTUPO- | ThI TECTH- ykasbleaem kpu-
BAaHME ; Bpe- | POBaHUs mepuu oyeHku
Mpoeo- 0aHHOo20 8uda
Sumcs Ms OTBEJICH- | IPENOCTAB- KOHMDONS.
p
6 cpo- HOE Ha IIPo- JISIFOTCS B Hanpumep, Kpu-
Ku, uexypy - 30 | meH» mpo- mepuu oyeHKu
ycma- MHHYT BCACHMA onpedenaiomcsa
Ho6- MPOLEAYPHl | MPOYEeHMHsIM co-
neH- omHouweHuem.
Hble Hesaeka — 0.
epacpu- Heydoenemeopu-
Kom mesnbHO — MeHee
obpa- 50% npasunbHbIx
306a- omeemos
meane- Ydoenemeopu-
Ho20 mensbHo - om 51%
npo- npasunbHLIX omee-
yecca moe.
Xopowo - om 70%.
Omau4yHo —om
90%.
tectupoBa- | [IK-2,45 20 BompocoB | Kommbtorep- | Pesynbratel | [lpenodasamens
HUe HOE TECTUPO- | TECTUpOBa- | YKasbieaem kpu-
lpogo- BAHME; BPEMS | HHS IIPEJIO- Mmepuu oyenku
dumca daHHO20 8uda
OTBEJICHHOE CTaBIISIOTCSA
8 cpo- KOHmMpons.
Ku, Ha IpoUEeny- | B IEHB IIPO- Hanpumep, Kpu-
ycma- py — 30 mu- BCIICHUA mepuu oyeHKu
Ho8- HYT npoueaypbl onpedensaomcs
neH- npoyeHmMHoIM co-
Hble omHouweHuem.
epagu- Hesaeka - 0.
Kom Heydoenemeopu-
o6pa- mesnbHO — MeHee
3086a- 50% npasunvHbIx
mesne- omeemos
HO20 Ydoenemeopu-
npo- mesnbHO - om 51%
yecca npasunbHLIX omee-
moe.
Xopowo - om 70%.
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Omau4yHo —om
90%.

Mpoeo-
dumca
8 cpo-
Ku,
ycma-
Hoe-
feH-
Hble
epacpu-
Kom
obpa-
306ea-
mene-
Ho20
npo-
yecca

JK3ameH

I1K-2,4,5

3 Bompoca

OKk3aMeH
MIPOBOJUTCS
B ITUCHMEH-
HOH dopme,
IIyT€M OTBETA
Ha BOIIPOCHI.
Bpewms, oTBe-
JEHHOE Ha

HIPOUEAYPY —
30 MUHYT.

Pesynbra-
Thl Tpeno-
CTaBJISIFOTCS
B JIEHb IPO-
BCACHUA
9K3aMeH

Kpurepunu
OLICHKHU:
«OTIANYHO»:

. 3HAHUE
OCHOBHBIX
MOHATUI
peIMeTa;

. yYMEHHE
UCIIOJIb30BaT
b "
IPUMEHSITh
IIOJIyYEHHBIE
3HaHHUS  Ha
IIPAKTHKE;

. pabora
Ha
IPAKTUYECKU
X 3aHATHUSAX;

. 3HaHUE
OCHOBHBIX
Hay4YHBIX
TEOpHUA,
U3y4aeMbIX
IIPEIMETOB;

. OTBET Ha
BOIIPOCHI
ousera.

«Xopouo»:

. 3HaHHE

OCHOBHBIX  IIO-

HATHA TpeaMe-

Ta;

. yMEHHE

UCIOJIb30BaTh U

MPUMEHSTh TO-

Jy4yeHHbIE 3Ha-

HUS Ha MpaKTH-

K€;

. paborta

Ha  IpaKkTHYe-

CKUX 3aHATHSIX;

. 3HaHHE

OCHOBHBIX

Hay4yHBIX  T€O-

pui, U3y4aemMbIX

IIPEIMETOB;

. OTBETHI

Ha BOMPOCHI OH-

jeTa
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* HENPaBUILHO
peleHo  mpak-
THYECKOE 3aja-
HHE
«Y10BJI€TBOPH-
TEJIbHO:

. JIEMOHCT
pupyer
YaCTUYHEIC
3HaHUA 1O
TeEMaM
JTMCLUITINH,

. HE3HaHHU
€ HEyMeHHE
HCITIOJIB30BAaT
b H
MIPUMEHSTh
MOJTyYCHHBIC
3HaHHUS  Ha
MIPaKTHUKE;

. HE
paboranm Ha
MPAKTUYECKU
X 3aHATHUIX;

«HeynosJie-

TBOPH-

TEJIbHOY:

. JIEMOHCT
pupyer
YJaCTUYHEIC
3HaHUA 1O
TEMaM
IUCHUITINH,

. HE3HaHHU
€ OCHOBHBIX
MOHSATHH
peIMeTa;

. HEYMEHU
e
HCIOJIb30BaT
b u
MPUMEHSATD
TOJTy4YEHHBIC
3HaHHUS  Ha
MIPaKTHKE;

. HE
pabotanm Ha
MPaKTUYECKU
X 3aHATHUSIX;

. HE
OTBEUAaeT Ha
BOIPOCHI.
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IIpumepHoe coaepxxaHue TECTOB IJIA TeKYIUeld aTTecTaluu:

3AJAHUE HA BBIBOP O/THOI O IPABUJ/IBHOI' O BAPHAHTA OTBETA

[Ipeamer, uenp u 3aga4u KpunTorpapuu.
Hctopust kpunrorpadum.
Kparkue cBeeHust 0 KpUIITOAHAIIN3E.
[IpocTtetinue mudphl ¥ UX CBOMCTBA.
Cucrembl IIMPPOBAHUS C OTKPHITBIMU KIIFOUAMHU.
BuprtyanbHble YaCTHBIE CETH.
DneKTpOoHHbIE HU(POBBIE TOANUCH (3IEKTPOHHBIE TOJIUCH).
OcHoBHBIE MOAX0bI K peanu3anun PKI.
KoMITOHEHTHI U cepBUCH THPPACTPYKTYPbI OTKPBITHIX KITFOUEH.
. Apxutektypa u tononorusa PKI.
. Crannaptsl B obsactu PKI 50.
. Cranmaprtsl Internet X.509 PKI (PKI1X).
. Ceptudukatsl OTKpBITHIX KiItouer X.509.
. CrlMCKM aHHYJIMPOBAHHBIX CEPTUPUKATOB. ATpUOYTHBIE CEPTUPUKATHI.
. OcHoBHbIe TpeboBaHus Kk noautuke PKI.
. [lonuTuka npUMeHEHUs CePTU(PUKATOB U PETIIAMEHT.
. Kpatkas xapakrepuctuka nonutuku PKI.
. HaGop nonoxenuit nonmutuku PKI.
. [Ipobnembr popmupoBanus nommtuku PKI.
. CUMMeTpUYHbIE KPUIITOCUCTEMBI.
. Ocnossl Teopuu K. IlleHHOHA.
. CUMMeTpHUYHbIE METOIbI IU(PPOBAHHUSL.
. AITOpUTMBI 0JI0YHOTO MH(PPOBAHHUSL.
24. AcuMMeTpUYHBIE CHCTEMBI UG POBAHUS.
25. IlpuMeHeHue aCHMMETPUYHBIX aITOPUTMOB.
26. Xpanunuie ceptudukaroB OC MS Windows.

RO ~NoOkwWNE

NNNNNRPRPRRRRERERR R
WNPFPOOWONOOOURAWNRERO

TecToBBIE 3aJaHUA JJIS KOHTPOJIA OCTATOYHBIX 3HAHMM

Bapuant Ne 1

1. Kak Ha3pIiBaeTCsl HayKa O crocobax mpeoOpa3oBaHus MHPOPMAIUU C TETBIO €€ 3a-
IIUTHI OT HE3AKOHHBIX MOJIb30BaTENCH?

eKpunrosorus

eKpumnrorpadus

KpunroctonkocTs

eKpunromeronosorus

2. KpunTonorusi BKJIIOYaeT B ceOsi:
eKpunroananus
eKpunrtorpadus
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3.

eKpunrocepsuc
eKpunrocroitkocTh

Cucrtembl mudpoBaHus, B KOTOPLIX s mU(poBaHus U AJi paciiudpoBaHUsl UC-

IMOJIB3YCTCA OOAWH U TOT JKC KIIIOY OTHOCATCA K:

6.

*CUMMETPUYHBIM CUCTEMAM IU(POBAHUS
*aCHUMMETPUYHBIM CHCTEMaM IU(POBAHUS
*O/IHOKJTIOYEBBIM CHCTEMaM IHU(DPOBAHHUS
*KJIFOYHBIM CUCTEMAaM

. [IpocTeitmum u3 mu@poB 3aMeHbI SBIISAETCS:

e0oHOAJI(haBUTHAS TIOJICTAHOBKA
eMHOT0aJI(haBUTHAS 3aMEHA
eroMooHnuecKuit mudp
eMasioasaBUTHas 3aMeHa

. CKOJIBKO 3TamoB MOKHO YCJIIOBHO BBIACIUTL B UCTOPHUHU KpI/IHTOFpa(bI/II/I?

o4
o3
40
o/

Jlist HauBHOM kpunrorpaduu (10 Hadana XVI B.) xapakTepHO UCIIOIb30BAHUE:
*JIIO0BIX, OOBIYHO MPUMUTHUBHBIX, CIIOCOOOB 3aIlyThIBaHUS NMPOTUBHUKA OTHOCH-

TEJIBHO COAEPKaHUSI IU(PYEMBIX TEKCTOB

e(hopMaITM30BaHHBIX U OTHOCUTEIBHO CTOMKUX K PyYHOMY KPUNTOAHAIN3Y IU(POB
*KPUIITOCUCTEM CO CTPOIMM MaTeMaTHYECKHUM 0OOCHOBAaHHEM KPUIITOCTONKOCTH
*BBIYUCIIMTENIBHBIX CPEACTB C NPOU3BOAUTEIBHOCTBIO, JOCTATOYHOW JUIsl peanu3a-

[IUU KPUIITOCUCTEM, 00ECTICUNBAIOIINX MPU OOJIBIION CKOPOCTH IMHU(PPOBAHUS HA HE-
CKOJIBKO TOPSIIKOB 00Jiee BBICOKYIO KPUIITOCTOMKOCTH, 4eM "pydHbie" U '"MexaHude-
ckue" mudpsbl

7.

8.

Korna Bo3HuKkI1a KOMIIBIOTEpHAs Kpunrorpadus?
oc 1970-x rT.
oc 1980-x rT.
oc 1990-x rT.
ec 2000-x rT.

B cucreme mepegaun gaHHBIX MeEXAy aOOHEHTaMH C KOMMYyTallM€il MaKeTOB HC-

IMOJIB3YIOTCA 1Ba criocoba nepecaadym:

eJICHTArPAMMHBIN
*BUPTYaJIbHbIN
erapajuieIbHbIN
IICPIICH INKYJISIPHBIN

. CKOJIbKO ypOBHEM B 3TalioHHO Mozaenu OSI?
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ol
e13
e10
o/

10. B xakoMm rojly NpuHSTHI ONpeIEsIoIe HOPMaTUBHbBIE MIPaBOBbIE akThl Poccuii-
ckoit @enepannn: Konuenuus HaumoHanbHOU Oe3omacHocTr Poccuiickoit @enepannn
u Jloktpuna nndopmannonHon 6e3omnacuoctu Poccuiickoit deaeparuun?

«2000

«1967

«1998

»2008

11. [MoayiexXut U NeATeTbHOCTh MO PACHPOCTPAHEHUIO MIU(POBATBHBIX (KPUIITOTpA-
(buyeckux) cpeacTB 00s13aTeILHOMY JUIICH3UPOBAHUIO?
eJla
®HET
oJJI51 TOCYJJAPCTBEHHBIX YUPEKICHHUI HET, a 1711 KOMMEPUYECKHUX MPEANPUATUAN J1a
*TOJIBKO JIJISl ”YHOCTPAHHBIX KOMIIAHUM, IEUCTBYIONIUX Ha Tepputopuun Poccun

12. Kaxkoit ypoBens monenu OS] obecrieunBaeT co3aaHue, nepeaady u nprueM KajapoB
JTaHHBIX? (DTOT YPOBEHb OOCTYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M HCIOJIB3YET CEp-
BUC (PU3UYECKOTO YPOBHS JJIsl IpUEMa U Mepejauu MaKeToR)

eKaHAJIbHBIN

eI1PE/ICTABJICHUS

*[IPUKJIATHOU

*CCaHCOBBIN

13. B kakom 'OCT-e nano omnpenenenue TepMuny "cinykeOHas TaiiHa"?

['OCT P 51624-2000 “3ammra nHpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alUIEeHHOM HcnofHeHuu. O0mue TpeboBanus”™

['OCT P 51583-2000 “3ammra undopmaruu. [lopsgok co3nanusi aBTOMaTH3UPO-
BAaHHBIX CUCTEM B 3aIUIIEHHOM UCHOJIHEHUHU. OOIIE ITOJI0KEHUA

o['OCT P MCO\MDK 15408

«Common Criteria

14. B oxtpune undpopmarmonnoi 0e3onacHoctu PO BaxkHoe 3HaU€HUE MPUJAHO CHU-
cTemMaM u ceTsiM Poccuu, B TOM YHUCIIE 1O CIEeIYIOUUM HallpaBIeHUSIM:

e[IpEJOTBpAlIEHUE TIepeXBaTa MH(DOPMAIMU U3 TOMEIICHUN U ¢ 00OBEKTOB, a TAKKe
uHpopMallny, epeaaBaeMoi 0 KaHajlaM CBSI3U € TIOMOIIIbIO TEXHUYECKHUX CPEJCTB

e[IPEIOTBPAILEHIE YTEUKH MH(DOPMAIMH 110 TEXHUUYECKUM KaHallaM, BO3HUKAIOIIEH
IPU SKCIUTyaTallui TEXHUYECKUX CPEJICTB €€ 00pabOTKU, XpaHEHUS U Mepeaavu

*[IPEJOTBPALIEHUE CHELHAIBHBIX MPOrPAMMHO-TEXHUYECKUX BO3JAEHCTBUM, BBI3bI-
BAaIOIUMX pa3pylIeHUE, YHUUTOXKEHUE, UCKakeHne nHpopManuu win coou B paboTe
cpenctB nH(pOpMaTHU3AIH

epa3BUTHUIO CBOOO/IBI cil0Ba B IHTEpHETE
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15. OCHOBHBIMU MEPOIPUSATUAMHU IO 3alIUTe UHPOPMALIMU B OOIIETOCYIaPCTBEHHBIX
MH(OPMAIIMOHHBIX U TEIEKOMMYHHUKAIMOHHBIX CUCTEMAaX SBJISIFOTCS:

*3aKpBITHE BCEX HHTEPHET-Kade

o IMILIEH3UPOBAHUE JIEATEILHOCTH OpraHU3aluii B 00JIACTH 3alUTH HH()OpMAITH

ecepTU(UKAINS CPEJICTB 3AIUTH HHPOPMAITUH U KOHTPOJIS 23PPEKTUBHOCTH UX HC-
MOJIb30BaHUs, a TAKXKE 3AIUIICHHOCTH WH()OPMAIMKU OT YTEUKH M0 TEXHUYECKUM Ka-
HaJIaM CHUCTEM U CPEICTB MH(OPMATU3ALIUU U CBSI3U

*BBEJICHUE TEPPUTOPUAIBHBIX, YACTOTHBIX, YHEPIreTHUECKUX, POCTPAHCTBEHHBIX U
BPEMEHHBIX OTPaHUYCHHUI B PEeKUMaX MCIIOJIb30BAHUS TEXHUYECKHX CPENICTB, MOJJIe-
KaIIKUX 3aIIUTe

BapuanTt Ne 2

1. Kak Ha3pIBaeTcsi HayKa O crocobax mpeoOpa3zoBaHus UH(POpPMAIIMU C TEIbIO ee 3a-
IIUTHI OT HE3AKOHHBIX MOJIb30BaTENCH?

eKpunrosorus

eKpunrorpadus

oKpunrocToiikocTs

eKpunromeronomorus

2. Kpunronorusi BKJIIO4aeT B ceOs:
eKpunroananus
eKpunrorpadus
eKpunrocepsuc
oKpunrocTtonkocTsb

3. CucteMbl mH(ppPOBaHUs, B KOTOPBIX IS MHU(PPOBaHUS U IS pacmi(poBaHus Hc-
MOJIB3YETCS OJIUH M TOT 7K€ KJITFOY OTHOCSITCS K:

*CHUMMETPUYHBIM CHCTEMaM IHU(PpOBaHUS

*aCUMMETPUYHBIM CHUCTEMaM IU(PpOBaHUS

*OTHOKJTFOYCBBIM CHCTEMaM IH(PpOBaHUS

*KJIFOYHBIM CHCTEMaM

4. TIpocTedmum 13 MKUPPOB 3aMEHBI SIBIISIETCS:
e01HOAI(aBUTHAS MTOJICTAHOBKA
eMHOT0OaJI(haBUTHAS 3aMEHA
eroMooHUYECKU mudp
eMasioayipaBUTHAS 3aMEHA

5. CKOJILKO 3TaIllOB MOKHO YCIOBHO BBIIEINTH B HCTOPHU KpUITorpaduu?
o4
o3
40
o/
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6. {ns nHauBHOM Kpunrorpaduu (10 Hayana X VI B.) xapakTepHO UCTOJIb30BAHUE:
*JIIO0BIX, OOBIYHO TNPUMUTHUBHBIX, CIIOCOOOB 3aIlyThIBAaHUS MPOTUBHUKA OTHOCH-
TEJIBHO COJEPKaHUs U(PYEMBIX TEKCTOB
e(popMaTM30BaHHBIX U OTHOCUTEIHHO CTOMKUX K PyYHOMY KPUIITOAHAIN3Y U POB
*KPUIITOCUCTEM CO CTPOTUM MATEMATHUYECKHUM 00OOCHOBAaHMEM KPUIITOCTOMKOCTH
*BBIUHCIIUTENIBHBIX CPEACTB C MPOU3BOJMTEIBHOCTBIO, JOCTATOYHOU IS peanu3a-
UM KPUNTOCUCTEM, 00ECTIEUMBAIONINX MPU OOJBIION CKOPOCTH MH(pPOBaHUSI HA He-
CKOJIBKO TOPSIIKOB 00Jie€ BBICOKYIO KPHUIITOCTOMKOCTh, 4eM "py4Hble" U 'MexaHuye-
ckue" mudpsl

7. Korna Bo3HUKIIAa KOMITbIOTEpHAsE Kpuntorpadus?
oc 1970-x rT.
oc 1980-x rT.
oc 1990-x rT.
ec 2000-x rT.

8. B cucreme mepenaum JaHHBIX MEX1y aOOHEHTaMHM C KOMMYTAallME€H MaKeTOB HC-
NOJIB3YIOTCS iBa crioco0a nepeayu:

eJICITArPAMMHBIIN

*BUPTYaJIbHBIN

erapajuieIbHbIN

IIEPIICHINKYJISIPHBIN

9. CkonbKO ypoBHEH B 3TasIOHHON Moaenu OSI?
ol
013
010
o/

10. B kakoMm roay NpUHSTHI ONpPEAENIAIONIMEe HOPMATUBHBIE MPABOBbIE akThl Poccuii-
ckori deaeparuu: Konnenmus HarmoHanbHOM 6e3omacHoCcTH Poccuiickont deneparu
u JloktpuHa nndopmanmonHoi 6ezonacuoctu Poccuiickoit denepanun?

«2000

«1967

«1998

«2008

11. TlopnexuTt 11 AESITEIbHOCTh MO PACIPOCTPAHEHUIO MU(PPOBATBHBIX (KPUITOTpa-
(buyeckux) cpeacTB 00s13aTeILHOMY JTUIICH3UPOBAHUIO?
eJla
®HET
oJ[JI51 TOCYJJAPCTBEHHBIX YUPEKICHUIN HET, a 1711 KOMMEPUYECKUX MPEANPUATUN J1a
*TOJIBKO JJISl THOCTPAHHBIX KOMITAaHWM, IEUCTBYIOIIMX HA TeppuTopnu Poccnun

12. Kakoit ypoBensr monenu OS] obecrieunBaeT co3iaHue, nepeaady u mpueM KajapoB
23



JTaHHBIX? (DTOT YpOBEHb OOCTYKHMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCIOJIB3YET Cep-
BHUC (PU3UYECKOT0 YPOBHS ISl TpUEMa U Mepejauu aKeTOR)

eKaHAJIbHBIN

eIIPE/ICTABIICHUS

SIIPUKJIATHOU

eCCaHCOBBIM

13. B xakom 'OCT-e nano onpeneneHne TepMunHy "cioyxeOHast TaiiHa"?

o['[OCT P 51624-2000 “3amura mHbpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3aIUIEeHHOM ucnojHeHnr. O0mue TpeboBanms”™

o['OCT P 51583-2000 “3ammra mnpopmanuu. [lopsaok co3ganusi aBTOMaTU3UPO-
BaHHBIX CHCTEM B 3alTUIIEHHOM UCTIOTHEHUH. OOIIHe MOI0KESHUS

«['OCT P UCO\MDK 15408

«Common Criteria

14. B oxtpune undopmarmonnoi 6e3omnacHoctu PO BakHoe 3HaUEHUE MPUTAHO CHU-
cTeMaM U ceTsM Poccun, B TOM 4uciie 1o CIEeYOIUM HAllPaBICHUSM:
eIIpE0TBpAIllEHNE TIepexBaTa HHPOPMAIIUK U3 MMOMEIICHUN U ¢ 00BEKTOB, a TAKKE
uH(dopMaIuu, nepeaBaeMon Mo KaHajaaM CBSI3HM C IIOMOIIbI0 TEXHUUYECKUX CPEACTB
e[IpEIOTBpAIIEHNE YTEUKH MHGOPMAIIUU 10 TEXHUYECKUM KaHajaM, BO3ZHUKAIOLIEH
MIPU HKCIUTyaTallMi TEXHUYECKUX CPEACTB €e 00pabOoTKH, XpaHEHUS U Nepeauu
e[IPEIOTBPALICHUE CHEHHATBHBIX MPOTrPAMMHO-TEXHUYECKUX BO3JICMCTBUM, BBI3bI-
BAIOIIUX pPa3pyIICHUE, YHUYTOKECHHE, UCKaKeHUEe MHpopManuu win coou B pabore
CpeAcTB uH(popMaTU3aLUU
*pa3BUTHIO CBOOOIbI clloBa B IHTEpHETE

15. OCHOBHBIMH MEPOIPUSATUSIMHU IO 3aIUTe UHPOPMAIIMKU B OOUIETOCYAAPCTBEHHBIX
UH(OPMAITMOHHBIX U TEIEKOMMYHUKAITMOHHBIX CUCTEMAaX SBJISIFOTCS:

*3aKPBITHE BCEX MHTEPHET-Kade

*JIUIIEH3UPOBAHUE JCATEIHHOCTA OpTraHU3alii B 001aCTH 3aUTHl HH(DOPMAITUU

ecepTU(UKAINS CPEACTB 3aUTHI HHPOpPMAIUU U KOHTPOIIs A3(H(PEKTUBHOCTH UX HC-
MOJIb30BAHUS, a TAKXKE 3alTUIIICHHOCTH UH(POPMAIIUK OT YTEUKU MO TEXHUYECKUM Ka-
HajaM CHCTEM M CPEICTB MH(OOPMATH3AIIUN U CBS3U

*BBCICHUC TEPPUTOPHAIIBHBIX, YaCTOTHBIX, SHEPTCTHUCCKUX, MPOCTPAHCTBEHHBIX U
BPEMEHHBIX OIPAaHMYCHUN B PEKUMAX HCIIOJIb30BAaHUS TEXHUYECKHX CPEACTB, MOJJIC-
JKaIUX 3aIIuTe

BapuanTt Ne 3

1. Kak Ha3pIBaeTcs HayKa O crmocobax mpeoOpa3zoBaHus UH(POpPMAIIUU C TEIBIO ee 3a-
IIMTHI OT HE3aKOHHBIX MOJIb30BaTENCH?
eKpunrosorus
eKpunrorpadus
eKpunroctoiikocts
eKpunromeronomnorus
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2. Kpunronorus BKJItOYaeT B ceO:
eKpunroananmus
eKpunrtorpadus
eKpunrocepsuc
eKpunrocroitkocTh

3. Cuctembl mm@poBaHusi, B KOTOPIX I mudpoBaHus U Ajis pacmidpoBaHus uc-
ITOJIB3YETCSA OJIMH U TOT 7K€ KIIF0OY OTHOCATCA K:

*CHUMMETPHUYHBIM CUCTEMaM MIU(POBAHUS

*aCUMMETPUYHBIM CHCTEMaM IMU(POBAHUS

*O/IHOKJTIOYEBBIM CUCTEMaM IHU(DPOBAHHUS

*KJIFOYHBIM CUCTEMAaM

4. TIpocTedmum U3 MHUQPPOB 3aMEHBI SIBIISICTCS:
e0HOAJI(haBUTHAS TOJICTAHOBKA
eMHOTOAJI(haBUTHAS 3aMEHA
eroMooHnUECKHi mudp
eMasnioasipaBUTHAS 3aMEHA

5. CKOJIBKO 3TaroB MOKHO YCJIIOBHO BBIICJIUTH B UCTOPUM KpUNITOTpAPUU?
o4
3
40
o/

6. Jlist HauBHOM kpuntorpaduu (10 Hadana XVI B.) xapakTepHO HUCIIOIb30BaAHUE:
*JTI00BIX, OOBIYHO MPUMHUTHUBHBIX, CIIOCOOOB 3alyThIBaHUSI MPOTUBHUKA OTHOCH-
TEJIBbHO COJEPKaHUs MHUPPYEMBbIX TEKCTOB
e(hOpMaTM30BaHHBIX U OTHOCUTEIBHO CTOMKHUX K PYYHOMY KpPHUIITOaHAIN3Y MH(POB
*KPUIITOCUCTEM CO CTPOI'MM MAaTEMaTUYECKHUM 00OCHOBAaHMEM KPUIITOCTONKOCTH
*BBIYMCIIMTENIBHBIX CPEACTB C NPOU3BOJUTEIBHOCTBIO, JOCTAaTOYHOM Ul peanu3a-
MU KPUTITOCUCTEM, O0ECIICUNBAIOIINX MPHU OOJBIION CKOPOCTH MU(PPOBAHUS Ha He-
CKOJIBKO MOPSIAKOB 00Jiee BBICOKYIO KPUIITOCTOMKOCTh, 4eM "pyuHble" U '"MexaHuve-
ckue" mudpsbl

7. Koraa Bo3HUKJIa KOMITbIOTEpHAsI KpUnTOrpadus?
ec 1970-x rT.
ec 1980-x rT.
oc 1990-x rT.
oc 2000-x rT.

8. B cucreme mepenaun JaHHBIX MEX]y A0OOHEHTaMH C KOMMYTAIME€l NAKeTOB HC-
MOJIB3YIOTCS IBa Croco0a mepeaayu:
e ICUTArPaMMHBIN
*BUPTYAIbHBIN
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erapaJuyICIIbHbIN
IIEPIICHINKYJISIPHBIN

9. CkonbKo ypoBHEN B 3TasioHHOM Moaenu OSI?
el
13
010
o/

10. B xakoMm roay NpHUHATHI ONPENEIAIOIIME HOPMATUBHBIE MPABOBBIE akThl Poccuit-
ckoil @enepannn: Konuenuus HaumoHanbHOU Oe3omacHocTr Poccuiickoit @enepannn
u Jloktpuna nundopmannonHon 6e3omacHoct Poccuiickoit denepanun?

2000

«1967

«1998

»2008

11. [MoayiexXuT MU AeATEeIbHOCTh MO PACIPOCTPAHCHUIO MUGPOBATBHBIX (KPUIITOTPA-
(buyeckux) cpeacTB 00s13aTeILHOMY JUIICH3UPOBAHUIO?
(DIt}
eHET
11 TOCYJAPCTBEHHBIX YUPEKACHUM HET, a ISl KOMMEPUYECKHUX MPEANPUATHAN 1a
*TOJIBKO JJIs1 UTHOCTPAHHBIX KOMITAHUU, IEUCTBYIONINX Ha Tepputopun Poccun

12. Kaxoit ypoBens monenu OS] obecrieuuBaeT co3aaHue, nepeaady u nmpueM KajapoB
JTaHHBIX? (DTOT YPOBEHb OOCTYKMBAET 3alIPOChl CETEBOT0 YPOBHSI M MCIOJIB3YET Cep-
BUC (PU3UYECKOTO YPOBHS JUIsl IPUEMa U TIepeadn MaKeTOB)

eKaHAJIbHBIN

eI1PE/ICTABIICHUS

*IIPUKJIATHOU

*CECaHCOBBIN

13. B xakom 'OCT-e naHo onpenesieHne TepMuHy "ciayxeOHas TaitHa"?

['OCT P 51624-2000 “3ammra uHpopManuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B
3alMIIeHHOM ucnioiHeHuu. O0mue TpedoBanus”

o['OCT P 51583-2000 “3amura undopmanuu. [Topsaok co3gaHus aBTOMAaTH3UPO-
BaHHBIX CUCTEM B 3aLIMINEHHOM UCTIOJIHEHHUHU. OOIIHE TTOT0KEHUST

«['OCT P UICO\MDK 15408

«Common Criteria

14. B Jloktpurae nHpopmarmoHHoi 6e3omacHocTr P BakHOE 3HaUCHHME IPUAAHO CH-
cTeMaM U ceTsiM Poccrn, B TOM 4ucIie 1O CIIEAYHOIMM HAIIPaBJICHUSM:
eIIpE0TBpAIlleHNe TIepexBaTa WH(POPMAIIUK U3 TTOMEIICHUI 1 ¢ 00BEKTOB, a TAKXKe
uH(pOpMaIuH, epeaBaeMon 1Mo KaHajlaM CBSI3H C IIOMOIIBI0 TEXHHYECKUX CPEACTB
eIIPEJOTBpAIIEHNE YTEUKN HH(POPMAIMH 110 TEXHUYECKUM KaHaJlaM, BO3HHUKAIOIIEH
MIPU DKCIUTyaTalluM TEXHUYECKUX CPEACTB €e 00pabOoTKH, XpaHEeHHS U TIepeaaun
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e[IPEJOTBPALIEHUE CHEIHAIBHBIX MPOrPAMMHO-TEXHUUYECKUX BO3JEHCTBUMN, BBI3bI-
BAIOIIMX pa3pylleHue, YHUUTOKEHUE, UCKaXeHue MHpopMaluu Wik coou B pabote
CpelcTB UH(POpPMaATU3ALNH

*pa3BUTHIO CBOOO/IbI clioBa B IHTEpHETE

15. OCHOBHBIMM MEpONPUATUSAMU IO 3alIUTe UHPOPMAIMU B OOLIETOCYAapCTBEHHBIX
UH(GOPMAIIMOHHBIX U TEJIEKOMMYHHUKAIMOHHBIX CUCTEMAaX SIBISIOTCS:

*3aKpBITHE BCEX HHTEpHET-Kade

JIMIICH3UPOBAHUE ICATEIHLHOCTH OPraHU3alid B 00JaCTH 3aIIUThI HH()OpPMALIUU

ecepTU(UKAINS CPEJICTB 3AIUTH HHPOPMAIIUU U KOHTPOJIS 3P(HEKTUBHOCTH UX HC-
MOJIb30BaHUs, a TAKXKE 3aIUIICHHOCTH WH()OPMALMUA OT YTEUKH M0 TEXHUYECKUM Ka-
HaJIaM CHUCTEM U CPEICTB MH(OPMATU3ALIUN U CBSI3U

*BBEJICHNE TEPPUTOPUAIBHBIX, YACTOTHBIX, YHEPIrETHUECKUX, POCTPAHCTBEHHBIX U
BPEMEHHBIX OIPaHUYEHHUN B pPEeXUMaX HCIOIb30BaHHS TEXHUUYECKUX CPEACTB, MOJJIe-
KaIIKX 3aIIuTe

4.2. TunoBbie BONPOCHI, BLIHOCHUMbIE HA 3a4eT

[Ipeamer, uenp U 3aga4l KpUOTOrpaPuu.

HcTopus xpunrorpadumu.

KpaTkue cBeieHUs 0 KpUIITOaHAIU3E.

Knaccudukaiys MeTog0B KpUITOrpaguIeCcKOro 3aKphITUs HHDOPMAITUU
Knaccuueckue mudpsi.

[udps raMMUpOBaHUS U KOJIOHHOM 3aMEHBI.

[Ipocreiinme mu@ppsl ¥ UX CBOKWCTBA.

Kommnozunun mm¢pos.

CucremMbl HIMPPOBAHUS C OTKPHITHIMU KIIFOUAMHU.

10. Kpunrorpadudeckas CTOHKOCTb MIH(PPOB.

11. Moaenu mmdpos.

12. OcHOBHBIEC TpeOOBAHMS K TIH(PAM.

13. Bompochl mpakTUYECKON CTONKOCTH.

14. IMHATOCTOWKOCTD ¥ TTIOMEXO0YCTOMYHNBOCTH IHU(POB.

15. TlpuHIMMBI TOCTPOSHUS KPUTITOTPAQUUECKUX aJITOPUTMOB

16. Anmapatsslie cpeactBa. [IporpaMMHbIe cpecTBa, MPOrpaMMHBIE pealln3aliu
g pos.

17. Kpunto cepsuc npoaiiaepsl (CSP).

18. OcoOGeHHOCTH UCTIOIB30BaHUS BRIUUCIUTEILHOM TEXHUKU B KpUNITOTpaduu BOIpo-
Chbl OpraHM3aIK CeTel 3aCEKPEUECHHOM CBSI3U; KIIIOUEBbIE CUCTEMBI.

19. BupryanbHble YaCTHBIE CETH.

20. CxpemOiepsl.

21. Kpunrorpaduueckue napaMmeTpsl y3J10B U 0JI0KOB MG PaTOPOB.

22. Cunre3 mudpos.

23. MeTonbl OJydYeHUsI CITyYalHbIX U TCEBAOCITYYalHbIX MOCIIEI0BATENIbHOCTEN.
24. DnexTpoHHbIE TU(PPOBBIE MOAMKUCH (JIEKTPOHHBIE TOAMKCH).

25. Kpunrorpapuyeckue xeu-QyHKIHH.

26. Kpunrorpaduyeckue npoTOKOJIbI.

©CoOoNoUkwNE
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27. OcHoBHbIE OAX0AbI K peanu3anuu PKI.

28. KOMIOHEHTHI U CEepBUCH HHPPACTPYKTYPbI OTKPBITHIX KITIOUEH.

29. Apxutektypa u Tonojorust PKI.

30. CrannapTtsl B obsactu PKI 50.

31. Crannaprsi Internet X.509 PKI (PKIX).

32. Cepruduxatsl OTKpHITHIX Kitouei X.509.

33. Criucku aHHYJTUPOBAHHBIX CEPTU(DUKATOB. ATPUOYTHBIE CEPTUPHUKATHI.
34. OcnHoBHble TpeboBanus k nonutuke PKI.

35. IlonuTHka npuMeHeHus: CepTU(UKATOB U PETIIaMEHT.

36. Kpatkas xapakrepuctuka noautuku PKI.

37. Habop nonoxenuii moautuku PKI.

38. [Ipo6aemsl popmupoBanus nmoautuku PKI.

39. CuMMeTpUYHBIE KPUITOCUCTEMBI.

40. Ocnossl Teopun K. lllennona.

41. CumMMeTpUYHbIE METOIbI IIH(PPOBAHHUS.

42. ATTOpUTMBI OJI0YHOTO MH(PPOBAHMUSL.

43. PesxxumMbl IpMEHEHUS OJIOYHBIX IIH(PPOB.

44. [ToTokoBbIe MHUDPHI.

45. KoMOMHHUpPOBaHHBIE METO/IBI.

46. OgaocTopoHHNE GYHKIIUU U PYHKIIMH JTOBYIIKH.

47. AcCUMMETpUYHBIE CUCTEMbI IIM(POBAHUS.

48. IIpuMeHeHrne aCUMMETPUYHBIX aJITOPUTMOB.

49. CpenctBa  KpunTorpaguueckod  3alMThl, pa3paOOTaHHbIE  KOMIIAHUSIMH:
Hudorexce, Kpunro-Ilpo, OKb Canp, Anaxmun u Adobe, MS Windows, Cisco.
50. Xpanunuie ceptuduxkaroB OC MS Windows.

*Umoeosoe Hawucienue 6an108 no  OUCYUNIUHE OCYUECMEIAEMCs 6 COOMBEMCmMEUl ¢
pa3pabomanHoll 1 HeOPeHHOl OAlIbHO-PeUMUH2080U CUCEMOL KOHMPOSL U OYeHUBAHUS YPOBHSL 3HAHUL U
6HEYHUeOHOU CO3UOAMENbHOU AKMUBHOCTU 00YUAIOUWUXCSL.
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IHpuiaoxenue 2
MeToauueckue yKazaHus AJ1s1 00yYAKIIMXCS 110 OCBOCHUIO IUCIUILINHBI

HHCTUTYT HH®OKOMMYHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UH

KA®EJIPA HH®OPMAIIMOHHON BE3OIACHOCTH

METOJNYECKUE YKA3ZAHMSA JUISI OBYYAIOIUXCS IO
OCBOEHMIO JTUCHUMIUHBI

«METOJbI U CPEACTBA BbISIBJIEHUS JEMACKHUPYIOIUX
IMPU3HAKOB 3AKJIATIOYHBIX YCTPOUCTB B
SAIUINAEMBIX IIOMEIIEHUSAX (OO0 «HOBO»,000 «I1BbN»)»

Hanpagpaenue noarorosku: 10.03.01 Mudopmanuonnas 6€30nacHOCTb
Ipoduib: be30nacHOCTh TEJIEKOMMYHUKAIMOHHBIX CUCTEM

(B a3pokocMuvecKkoi cepe)

YpoBeHb BbicHIero 00pa3oBaHusi: 0aKaJaBp

®opma 00yuyeHUsA: OUHASA

Kopones
2022
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1. O0uMe MoJI0KeHUsA

He.]IﬂMI/I H3YUCHHUA JUCHUIITIMHEI SIBJIACTCS.

- (dopMupoBaHUE y CTYJCHTOB CHEIMATU3UPOBAHHON 0a3bl 3HAHUI MO OC-
HOBHBIM MOHATHUSAM B 00JIACTH CHCTEMHBIX U MPUKIIAIHBIX BOIPOCOB 3alUTHI HHPOP-
maruu oT HC/I;

- YCOBEPILIEHCTBOBAaTh HAaBBIKM IO OCHOBAM MPAaKTHUYECKOTO OOOCHOBAaHUS
TpeOOBaHUIl K cucTeme 3aluThl KoHpuaeHunanpHo nHpopmaruu ot HCJI, uro mos-
BOJIUT CTY/IEHTY OPUEHTUPOBATHCS Ha PBIHKE CPEJICTB UH(POPMALIMOHHON 3aLUTHI IPU
BbIOOPE ONTUMAJIBHOTO PEIICHHUS.

3anaanI/I JUCHUILIMHBI ABJIAIOTCS .

1. HayuuTp CTyAeHTOB CaMOCTOSITENIBHO PEIIATh MOCTABJIEHHBIE 3aJadd B
00JIaCTH CUCTEMHBIX M MPUKIAIHBIX BOMPOCOB 3amuThl nHpopmaruu ot HCJ Ha oc-
HOBE JEHCTBYIOLIETO POCCHUHCKOIO 3aKOHONATEIBCTBA C IIOMOINBIO COBPEMEHHBIX
IIPUHLHAIIOB, METOJ0B, CUJI U CPEJICTB B PA3JIMYHBIX OPTaHU3ALUOHHBIX CTPYKTYpaXx, IO
0a30BbIM HaIIPaBJIEHUSAM 3aIIUThI TOCYTAPCTBEHHON TallHbI U KOH(QUIECHIUATBHOU UH-
dbopmanuu;

2. ®opMupoBaHUE y 00YyHAIOIIUXCSI TPABOBOM CUCTEMbI 3HAHW, YMEHUU U
HaBBIKOB 110 3aure nHpopmauuu or HC/I;
3. O6ecrieuennio MHPOPMAITMOHHOW 0€30MacHOCTH TpaXKJaH, OOIIecTBa U

roCy/1apCcTBa, B YaCTHOCTU PACKPbITUE OOIIMX MOJIOKEHUH MO 3aIIuTe HH(OPMaLUU OT
HCI;

4. Hay4nuth CTyZEHTOB CaMOCTOSITEJIBHO DPEIIAaTh MOCTABJICHHBIE 3aJa4d B
00JIaCTH 3aIIUIIEHHOCTH KOH(GUIECHITMATLHON HHGOPMAITIU C TPUMEHEHUEM CUCTEM U
cpencts 3ammThl nHpopmaru ot HCJ;

S. O3HAKOMUTH CTYIEHTOB C MEPCIEKTUBHBIMU TEXHOJOTUAMHU U METOJAMHU
3amuThl ntHPopManuu ot HC/I;

6. N3yuuTh COBpeMEHHbIE METOANKM MTPUMEHEHUSI U MCIOJIb30BAHUS BCTPO-
€HHBIX MeXaHU3MOB 3amuThl nHPopmaruu ot HCJI;

7. Hayuuth cTyaeHTOB, NOPSAAKY NPUMEHEHUS! TEXHUUECKUX CPEACTB 3alllu-
Tbl uHpopmanmu ot HC/I.

2. Yka3aHus 10 NPOBEIEHNI0 NPAKTUYECKUX 3aHATHH

Paznen 2. Yuer cy0bekTOB goctyna. Peaqnzanusi MeXaHU3MOB 3aLIUThI

Tema 1. IlpakTuyeckasi peaju3anusi MEXaHU3MOB J100aBOYHOM 3aIUTHI
IIpakTHuyeckoe 3ansitue 1
Bu nmpakTuueckoro 3aHITUA: HOO20MO08KA 00K1a0a.

OO6pazoBaTebHbIE TEXHOJIOTUU: 2PYRROBAS OUCKYCCUSL.
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Bun npakTuueckoro 3aHATUS . cMeUanHas hopma npaKkmuiecko2o 3aHamusl.
Tema u conep:kaHue MPAKTUYECKOTO 3aHATHUS:
Lenv pabomei: [1ony4nTh MpaKTUYECKUE 3HAHUS U HaBBIKK MOJICIIMPOBAHUS OC-
HOBHBIX KpUINITOTpapruecKrX MPOTOKOJIOB 3alIUThl HH(POpMAIUH.
OcHosHble nonodcenUst membl 3aHAMUIL.
e 0a30BbIE MPOTOKOJIBI KpUNTOrpahuuecKoil 3amuThl UHGOPMALIHH.
® KBaHTOBAas Kpurnrorpadpus.
Bonpocwi ons 06¢cyarcoenus:
OcHoBHOI 1ok (pedepaT) Mo TeMe 3aHSTHS.
VYyebHbIe BOMTPOCHI:

1. TlpuHIMMBI IPOEKTUPOBAHUS KpUNITOTpaduuecKux mpoTokosioB no Humxemy-
Ipenepy. [IpoTokon «3ampoc-oTBeT.

2. AHOHHMMHOCTHh U HEOTCIEKHBAEMOCTh. [IpobieMa «y>XKHHAIOMNUX KPUITOTPa-
¢dboBy». IIpoTOKOBI IS AHOHUMHBIX YEKOB Ha OCHOBE «clernoi» noanucu. CBoiicTBa
UJCANIbHOW CHUCTEMBI JJIEKTPOHHBIX HanuuHbIX. [lmarexxueix cucrem Payword wu
Micromint.

3. TIpoTOKOJ 3MEKTPOHHOTO ayKIMOHA, OTBeYaromui TpedboBanusM Denepainb-
Horo 3akoHa Ne 94 ot 21 wurons 2005 roma «O pa3MeleHnu 3aka3oB Ha ITOCTAaBKHU TO-
BapOB, BBINOJHEHUE PAOOT, OKa3aHUE YCIYT ISl TOCYIAPCTBEHHBIX U MYHUIIMIATbHBIX
HYXI.

4. Ilpunnumnel kBaHTOBOM KpunrTorpaduu. KBaHTOBBIN MPOTOKON pacmpenesne-
HUSI KITFOYEH.

5. O0630p OMoMETpUYECKUX METOZ0B. MeTo 1 OMOMETPUIECKON «BYasH».

[TpomomkuTenbHOCTD 3aHATH: 16 Yacos

Tema 2. Pa3zpaborka u onTUMH3ANMS MEXaHU3MA YPOBHEBOI0 KOHTPOJIA,
KAaK MeXaHU3Ma peajibHOIr0 BpeMeHH
IIpakTH4yeckoe 3ausiTue 2.
Bua npakTryeckoro 3aHATUS: HO020MO8KaA 00K1aoa.
OO0pa3zoBaTenbHbIE TEXHOJIOTUU: 2PYRROBAA OUCKYCCUAL.

Bun npakTuueckoro 3aHATHS . cCMeWanHas opma npaKmuyecko20 3aHsamusl.
Tema u comeprkaHue MPaKTHIECKOTO 3aHSATHS:
Lenv pabomer: TlonyunTh MpPaKTUYECKUE 3HAHUS M HABBIKK YIIPABICHUS KITIO-
YaMHu.
OcHo8Hble NON0JICEeHUs MeMbl 3AHATNUAL
e VYIpaBlICHUE KIIFOYAMMU.
e BizamMmoaerictue ¢ Y1I.
Bonpocw 0nsa 06¢cyarcoenus:

OcHoBHOM n0KIa] (pedepaT) Mo TeMe 3aHATHUS.
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VYyebHble BOMPOCHI:

1. I'enepanus kmroueit. HepaBHocuiibHbIe Kimtoun. Pacnipenenenue. [Iposepka. Hc-
nosib3oBanue. OOHOBNEHUE. XpaHEHHE U pe3epBUpPOBaHUE. YHHUUTOXEeHHUE. KU3HEH-
HBIN IIUKJI KJTFO4a. TipeiesieHus kimoueit Baffine.

2. Meron nonno# marpuisl. [Ipobiema «kBaapaTtHoro kopHs». OOnerdeHHas cxe-
Ma mpeaBaputTenabHoro pacnpenenenus kmoued KEDYS. OOneryennas cxema mpen-
BAPUTEIILHOTO pachpeiesieHus Kitouen st kiactepHoi apxutektypsl EKSYD. Tlpo-
0JieMa MOJJIMHHOCTU OTKPBITHIX KJIIOUEH — Ha MPUMEPE aTaKu «UYEJIOBEK MOCEPETUHE»
(man-in-the-middle-attack). I{udposoii ceprudukar (o Kondenaepy).

3. Ceprudukar, OANMUCYUK, TOJIB30BATENb, BBITYCK CepTU(UKATa, aHHYIHPOBA-
HUE OTKPBITOTO KIIIOYa, OT3BIB CEpPTU(UKATA, CIHUCOK OTO3BAaHHBIX CEPTU(DUKATOB
(COC), mpuocrtanoBneHnue naeiictusi cepruduxara, ¥Yaocrosepsromuii Lentp (YII),
entp peructpamuu (LIP), B3aumuHas (mepekpectHas) ceprudukanusa. KU3HEHHBIH
nuki ceprudukara. Apxurekrypa PKI. Ilonarue ceptudukanmonnoro nytu. I[lpe-
umyiectsa PKI.

4, HemnocpencTBeHHblii KOHTAKT. Y IalleHHBIA nocTyn. Pa3nenenue GyHKIMOHAIb-
HocTH. Pacmmpenue GpyHKIIMOHATBEHOCTH.

[IpomomKkuTEeTEHOCTE 3aHATHS: 16 9acoB
2. Yka3aHus N0 NPOBeAEeHHUIO JIaDOPATOPHBIX PadoT

(He mpeayCMOTPEHO Y4eOHBIM IJIAHOM)

Jlabopamoprnas paboma I.  Hcnonv3zosanue Kiaccuueckux Kpunmoanzo-
PUMMOB ROOCHAHOBKU 0J151 3AU{UM bl MEKCM 060l UHpopMmayuu

Ilenv pabompl: N3ydeHne KIACCUUECKUX KPUNITOTPA)UUECKUX aITOPUTMOB MO-
HOQI()aBUTHON TMOACTAHOBKH, MHOTOQI(DABUTHON IMOJACTAHOBKH M MEPECTAHOBKH IS
3alUThl TeKCTOBOM MH(opManuu. Mcmonb30BaHne THCTOTPaMM, OTOOPaKAIOIIMX Ya-
CTOTY BCTPEYaEMOCTH CUMBOJIOB B TEKCTE ISl KPUMITOAHATIN3A KJIIACCUUECKUX MIU(POB.

Y4eOHbIe BONPOCHI

. O3HAaKOMUTHCS C OMUCAHUEM JTa00OPATOPHOUN padOThI U 3aJJaHUEM.
. Jlnst onHOanhaBUTHOTO METO/1a C (PUKCUPOBAHHBIM CMEIICHUEM OIPEICIUTh YCTaHOB-

JICHHOE B TIporpamme cMmetienue. [[ist atoro cnemyer:

®[IPOCMOTPETH MPEIBAPUTENILHO CO3/IaHHBIM C MOMOILBIO PEJaKTOpa CBOM TEK-
CTOBBI (paili;

® BBITIOJTHUTH JIJIs 3TOTO (aiina mudpoBaHue;

®[IPOCMOTPETH B PelakTope 3andpoBaHHBIN (aiin;

®[IPOCMOTPETH TUCTOTPAaMMbI UCXOJAHOTO U 3aIIM(PPOBAHHOTO TEKCTOB;

®OMHCaTh TUCTOIPAMMBI (B 4EM MOXO0XKH, YEM OTIUYAIOTCS) U ONpPEAENIUTh, C Ka-
KHM CMEIIEHHEM ObLIO BBITIOJIHEHO MH(PPOBaHKE

epacmmdpoBaTh 3amnu(pPOBAHHBIN TEKCT:
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» C TIOMOIIBIO MTPOTPaMMBI, TIOCJIE YE€TO MPOBEPHUTHh B PEAAKTOPE MPABHIIb-
HOCTh paciupoBaHusl.

» BPYYHYIO C IOMOINBIO TUCTOTPaMM; OMHCATh U OOBSICHHUTH IMPOIECC JIe-
mudpoBaHMUSL.

B oruere mng kaxaoro meroja MHUGPOBAHUS OMHCHIBACTCS MOCIEAOBATENb-
HOCTbH BBITIOJIHAEMBIX JCHCTBUM, MMEHA BCEX MCIOJIb30BaHHBIX (hailJIOB U MOTyUYECHHbIE
TUCTOTPaMMBbI, YKa3bIBaCTCsl HAalJICHHOE CMEIIEHUE, OMMMCHIBAETCS Mpoliece Aemmndpo-
BaHMUSL.

[IpenogaBaTento mpeaoCTaBIsAETCS OTUYET O MPOAETaHHONW paboTe M BCE MCIOIb30BaH-
HBIC U CO3/TaHHbIE (halIIblI.
. Inst omHoangasuTHOTO METOMA € 3a1aBaeMbiM cMeteHrneM (mmmdp Llesaps) crenyer:

® BBLINIOJIHUTH MIM(GPOBAHUE C MPOU3BOJIBHBIM CMEIIEHUEM JIJIi CBOETO BXOJHOTO
TEKCTa;

®[IPOCMOTPETH U OMHUCATh TUCTOTPAMMBI UCXOJHOTO U 3allIU(POBAHHOTIO TEKCTOB,
ONPEJENHUTh CMEIIEHUE JJIsl HECKOJIBKUX CUMBOJIOB;

epacuIM(ppoBaTh TEKCT C MOMOUIBIO TPOTPaAMMBI;

e e poBaTh 3amudpoBaHHbIi mm@pom Lle3apst TEKCT ¢ MOMOIIBIO TPOrpam-
MBI METOJIOM IOJ00pa CMEIICHHUS; YKa3aTh, C KaKUM CMEIeHHeM Obl 3amudpoBaH
Gaiin.
. JlJisi MeTosla mepecTaHOBKM CHUMBOJIOB JemudpoBaTh 3amm@poBaHHbId (ain. s
3TOr0 HEOOXOJUMO OMPENEIUTh 3aKOH MEPECTAHOBKH CHMBOJIOB OTKPBITOTO TEKCTA.
Co3pnaiite HEOObIION (ailyl IIMHON B HECKOJBKO CJIOB C U3BECTHBIM BaM TEKCTOM,
3amudpyiTe ero, MPOCMOTPUTE TUCTOTPAMMBI (OMHUIIIUTE UX; OTBETHTE, MOKHO JIU H3-
BJIYb W3 HUX MoJIe3HyI0 s Aemudpanuu uHdopmanuio). CpaBHUTE (C TOMOIIBIO
peaaKTopa) Ball UCXOJHBIN M 3alIM(PPOBAHHBIA TEKCTHI U OMPEAEIUTE 3aKOH MepecTa-
HOBKH CHMBOJIOB.
Hemmdpyiite dait:

®BPYUHYIO (OOBSICHUTE BaIlIH JICUCTBUS);

C [TOMOILBIO IPOIPAMMBI.
J171st ”HBEpPCHOTO KOAUPOBaHUs (TI0 TOTIOTHEHUTO 110 255):
BBITIOJIHUTE MG POBAHUE JIJIsI CBOETO MPOU3BOJIBHOTO (aitna;
MPOCMOTPUTE TMCTOIPAMMBI UCXOJIHOTO U 3aIIM(PPOBAHHOTO TEKCTOB, OMUILIUTE TUCTO-
IpaMMBbl U ONPEJEIUTE CMEILIEHUE ISl HECKOJIBKUX CUMBOJIOB;
nemudpyite 3amMdpoBaHHBIA TEKCT, MPOBEPHTE B PEIAKTOPE MPABUILHOCTD JIeUIH (-
pOBaHUSI.
. s MHoroandaBuTHOro mudpoBaHusi C (QPUKCUPOBAHHBIM KJIIOYOM ONpPEETUTE,
CKOJIbKO OJHOAN(PABUTHBIX METOJOB M C KAaKMM CMEILEHHEM HCIIOJb3YeTCsl B IpPO-
rpamme. [y 3TOro HY>KHO €O3/1aTh CBOM (Daiisl, COCTOSIIIHMA U3 CTPOKH OJMHAKOBBIX
CUMBOJIOB, BBIMIOJHUTH ISl HETO MU(POBAHUE U 110 TUCTOTPAMME OMPENEIUTh CIIOC00
mudpoBaHus U HAOOP CMEIICHUN.
. Jlnsa MmHOTOAN(aBUTHOTO MIKU(DPOBAHUS C KITFOUOM (GUKCUPOBAHHOM JIITUHBI:

®BBLINIOJIHUTE MIU(PPOBAHUE U OMPEACIIUTE MO0 THCTOIPAMME, KaKOe€ CMEIIEHUE T0-
Jy4YaeT KaKJIbli CUMBOJI JUIsl (paiiina, COCTOSIIEro U3 CTPOKHU OJMHAKOBBIX CUMBOJIOB;

®BBLINIOJIHUTE HIM(poBaHKE U paciidpoBanue i Gaitina Npou3BOIbLHOTO TEKCTA;
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®[IPOCMOTPUTE U OIMUIIUTE TUCTOIPAMMBI UCXOJHOTO W 3alIu(POBAHHOTO TEK-
CTOB; OTBETHTE, KAKYI0 HH(POPMAIINIO MOXKHO MOJIYIUTh U3 TUCTOTPAMM.
. st MHOTOANIPaBUTHOTO MIM(POBAHUS C MPOU3BOJIHLHBIM MapoJieM 3aaHue TTOTHOCTHIO
aHaJIOTMYHO 1. 7.
. [IpuBecTH B OTYETE OTBETHI HA KOHTPOJIBHBIE BOIMPOCHI B COOTBETCTBUH C HOMEPOM
BAPUAHTA, YKa3aHHBIM MPENOAABATEIEM.

Ilpumeuanue: 1O KaxaOMy ydeOHOMY BOTPOCY OOydaeMmbie M3ydarOT TEOpe-
TUYECKUA MaTepHall, MPOBOAAT UCCIEAOBAHUS U (POPMYITUPYIOT BBIBOABI, O(DOPMIISIOT
OTYETHI U 3aIIMIIAIOT MOJTYYECHHbIC PE3YIbTAThI (OTUETHI).

YueOHass Jgureparypa: ocHoBHas [1,3]; momomnurtensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPaBOBbIE JOKYMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMOTEeKka mocoOuii Ha
kommnakt auckax, OO0 «M3nparensckuit JJom « AGMHAY, r. Cankt — IletepOypr. CD:
[IpaBoBOE ¥ HOPMATHUBHO-METOJIMYECKOE OOecleueHrne CreruaniucTa mo 3amuTe UH-
dbopmariuun Ne A50346, CD: ObecnieueHne 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX No
A50346, CD: 3amuta koHpunennunansuoit napopmanuu Ne A50348, snaekTpoHHOE
yaebHoe mocobue [1].

[TpoAoIKUTENHHOCTD 3aHATHSI: YaCOB

Jlabopamopnas paboma Ne 2 _Hccnedosanue paziuiHulx Memo008 3auiumol mekK-
CMOBoIl UHGOpMayUU U UX CHOUKOCHU HA OCHO8E NO0DOpa Kitoueil

Illenv  pabomwi:  uU3ydyeHHEe  METOJOB  wM(poBaHuUs/paciippoBaHus
MEPECTAaHOBKOM CHUMBOJIOB, IOJCTAHOBKOM, TaMMHUPOBAaHUEM, HCIIOIb30BaHUEM
tTabnuipl Biskenepa. VccnenoBanue M CpaBHEHHE CTOMKOCTH Pa3IMYHBIX METOJOB Ha
OCHOBE aTak IMyTeM nepedopa BCeX BOZMOXKHBIX KITIOUEH.

B nmaGoparopHoii paboTre paccMaTpuBaeTcs crnocod BCKpBITHUS —ImHdpa,
OCHOBAaHHBIH Ha Tiepedope BceX BapHaHTOB Kioua. Kputepuem mpaBUILHOCTH
BapUaHTa CIY>KUT HAJUYHE B TEKCTE «BEPOATHOTO CioBa». [lepebupaeTcsi MHOXKECTBO
BCEX BO3MOJKHBIX KItOued, MU(POBAHHBIN TEKCT paciIM(PpOBHIBACTCS HA KaXKIOM
KJtoue. B mosyduBIieMcs «1ceBIOOTKPHITOM» TEKCTE MILETCA BEPOSATHOE cloBO. Ecnu
TaKOro CJOBa HET, TEKYIIM TEKCT aTaKkyeTcsl M OCYIIECTBIECTCS Mepexo] K
cienyrouieMy kitody. Eciam Takoe clioBO Hal[eHO, Ha AKpaH BBIBOJAMTCS BapHAHT
KJIto4ya. 3aTeM nepedop KIrouel MpoaohKaeTcs 10 TeX Mop, MOKa He UCUepHaeTcsl Bee
MHO>KECTBO BapUaHTOB. BO3M0OXXHO OOHapy)eHUE HECKOJIBKUX KIIIOUEH, TPU KOTOPHIX
B «IICEBJOOTKPBITHIX TEKCTAX» UMEETCS BEPOSTHOE CJIOBO.

[Tocne 3aBepieHus: mepedbopa HEOOXOAUMO pacMppPOBaATh TEKCT HAWICHHBIX
kitovax. «IIceBIOOTKPBITHIA TEKCT» BBIBOJUTCA HAa 3KPaH BU3YaJIbHOI'O KOHTPOJIS.
Ecnu omeparop mpu3HaeT TEKCT OTKPHITHIM, paboTa MO BCKPBITHIO 3aKaHYMBAECTCS.
WNuaye pmaHHBIA BapuaHT Kilo4a OpakyeTcs U OCYIISCTBIISIETCS TEPEeXoa K
CIIEIYIOLIEMY KITHOYY.

Y4eOHbIe BONPOCHI
1. O3HaKOMUTBCS € OMUCAHUEM JIA0OPATOPHOM PabOThI U 3aJaHUEM.
2. BBINONHUTH HACTPOMKY MPOTPaMMBI: BHIOpATh METO IIN(PPOBAHMS, BBECTH KIIOUH
U1 BCEX METOJIOB, BBECTH BEPOSITHOE CIOBO, OCYIIECTBUTH BCE OCTAJIbHBIE CUCTEMHBIE
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HACTPOMKHU.
3. s Mmetona 3ameHsl (01HOa1(haBUTHOTO METO/1A):

®BBLIOPATh IAHHBIN AITOPUTM B CIIMCKE JOCTYIHBIX METO/I0B IU(POBAHUS:

® yCTAaHOBUTH HEOOXOMMOE CMEIIICHHUE;

® OTKPBITH MPOU3BOJILHBIN (haii:

® [IPOCMOTPETH COJIEPKUMOE UCXOAHOTO (paiina;

® BBLITIOJTHUTH JIJIs1 3TOTO (aiina mudpoBanue (Mpu HEOOXOAUMOCTH HO 33aTh UM
3amudpoBaHHOTO (haiina);

®IIPOCMOTPETH B PeIaKTOpe 3amu(POBAHHBIN (aii;

®BBECTHU BEPOSITHOE CJIOBO;

®BBECTHU BEPOSITHYIO JUTMHY KJII04a (KpOME METO/1a 3aMEHBI);

e110,100paTh KIIIOY;

® BBLITIOJIHUTH pacIuPppOBaHUE CO BCEMHU HANJIEHHBIMU KITIOUaMU;

®HAWTH B  KakoM-TuOO0 W3  pacmM(poBaHHBIX  (alJIOB  MPaBUIBHO
pacidppoBaHHOE KIIIOUEBOE CIIOBO;

epacimmdpoBaTh (paita HCXOTHBIM KIIOUOM;

®[IPOBEPUTH PE3YJIbTAT.
4. JIns MeTo1a NepeCTaHOBKH:

®BBLIOPATh METO/] IEPECTAHOBKH;

®B OTKPBIBLIIEMCSI OKHE BBOJA KJIF0Ua MEPECTAHOBKM CMMBOJIOB YKa3aTh CHadasa
JUIMHY 3TOTO KJII0Ya, a 3aTeM M3 MOSBUBIIMXCA KHOTOK COCTaBUTh HEOOXOIUMYIO
KOMOHWHAITMIO JIJIs1 KJII0Ya, HAKMMasi Ha KHONIKU B 33JJaHHOM TOPSJIKE; TIPH ITOM YKe
WCIIOJIb30BaHHBIE KHOMKHM CTAHOBSTCS HEAOCTYNMHBIMHM JJIi MPEIOTBPAILCHUS HX
MOBTOPHOTO BBOJIA;

e 1ajiee JEUCTBUS TTOJTHOCTHIO COOTBETCTBYIOT U3JIOKEHHBIM B 1I. 3.
5. [Insg Mmerona raMMUpOBaHUS:

®BBLIOPATh METO/T;

®BBECTH KJIIOY;

® [I0JIHOCTBHIO TOBTOPUTH . 3.
6.lns Tabmuupl BuxkeHepa Bce JACHCTBHUS TMOBTOPSAIOTCA U3 1. 5 (MeTox
raMMUPOBAHMS).

B otuere mns xaxmoro mertona mu@poBaHUS OMHCHIBACTCS MOCIEIOBATEIHLHOCTD
BBITIOJIHAEMBIX JICUCTBUM, YKA3bIBAIOTCS HMMEHA BCEX WCIIOIb30BAHHBIX (DAIIIOB,
WCXOJIHBIC W HAWJICHHBIE KITIOYH, OMMUCHIBACTCS MPOIIeCC MU(pPOBaHUS.

[IpenonaBarento MPeAOCTABISAETCS OTYET O TMPOJACIIAHHONW paboTe ©  BCe
WCITIOJIb30BaHHBIC (haiiibl.

10.[lpuBecTr B OTYETE OTBETHI Ha KOHTPOJBHBIE BOMPOCHI B COOTBETCTBUU C HOMEPOM
BAapUAHTA, YKa3aHHBIM MPENO/IaBaTEeIEM.

Ilpumeuanue: 1O KaxaoMy ydeOHOMY BONpOCy oOydaemble M3y4daroT Teope-
TUYECKUN MaTepuas, MPOBOIAT UCCIEAOBaHUSA U (POPMYJIUPYIOT BBIBObI, 0OPMIISIOT
OTYETHI U 3aIIMIIAIOT MOJTYUYECHHbIC PE3YIbTaThl (OTUETHI).

YueOHass Jureparypa: ocHoBHas [1,3]; momomnurtensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPABOBbIE TOKyMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMoTeka mocoOuii Ha
kommnakt auckax, OO0 «M3garensckuit JJom « AGMHAY, r. Cankr — [lerepOypr. CD:
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[IpaBOBO€ M HOPMATUBHO-METOJAMYECKOE OOecredeHre CIeNHaINCTa Mo 3aluTe WH-
dbopmarnun Ne A50346, CD: OGecnieueHne 0€30MaCHOCTH MEPCOHABHBIX JTaHHBIX No
A50346, CD: 3amura koHpuaeHmansuor nadopmaruu Ne A50348, ayekTpoHHOE
yaebHoe mocobue [1].

[TpoaomKUTETbHOCTD 3aHATHS: Yaca

Jlabopamopnas paboma 3. I'enepayua npocmuix uuces, ucnoib3yemvlx ¢ ac-
CUMEMPUYUHBIX CUCIEMAX WUPPOBAHUA
Ilenv padomui: n3yueHne METON0B F€HEPALUU IIPOCTBIX YUCEIL, UCIIOIb3YEMBIX B CH-
cTeMax MU(POBaHUS C OTKPHITHIM KIIFOUOM.

Y4eOHbIE BONIPOCHI

1. TIpoBepuTh Ha MPOCTOTY J[Ba MPOU3BOJIBHBIX IIEJIBIX YHCIA PA3PSATHOCTHIO HE MEHEE
5.
2. Pacnpenenenue npoCThIX YHCEIL.
2.1. 3aman uHTepBan Buaa [X, X + L]. Beraucnuts konudectso [7(x, L) IpoCThIX YrCe
B MHTEpBaje U cpaBHUTH ¢ BemmuuHou L/In(X). Tlpu xakux ycnosusx [1(x, L)/L 6au3ko
K 1/In(x) mpu 3agannbix x = 2000, L = 500, Koau4ecTBO MPOCTHIX YUCE JJIs ACICHUS
5—15, koan4uecTBO OCHOBaHUM 1—27
2.2. Haiitu B unrtepBaiie (1000, 1000 + 300) Bce mpoctbie umucna. Ilycte L(1)) —
Pa3HOCTh MEXIY ABYMS COCEOHUMH IMPOCTHIMU unciaMu. [locTpouTh rucrorpamMmy
st L(i). Beraucnute Be1OOpouYHOE cpeanee Lepen. CpaBHUTS ¢ BemnauHOM In(X), Te x
— cepeauHa WHTEpBaNa. 3aaHO: KOJWYECTBO MPOCTBIX umcen misa aeneHus 5S—20,
KOJIMYECTBO OCHOBaHWN 1—3.
2.3. Jlna 3amaHHoro HaOopa uyucen {K} OIICHUTh OTHOCHTEIBHYIO IOTPEIIHOCTH
dopmystbl s K-20 mpocToro yuca:
p(k) = k/In(k),k = {10, 15,20,30,35}.
3. MeTopl TeHepaluu MPOCThIX YUCET.
3.1.B unTepnane (500, 500 + 200) moctpouth rpadmk OTHOCUTEIHLHOTO KOJUYECTBA
HATypaJbHBIX YHCEN, MPOXOMSIIUX «pereTo DparocheHay, T.e. HE ACIAIUXCS Ha
nepBbie K IpOCThIX.
Pacuer npousBoautcs mis Beex K <= 10.
3.2.J1ns maTepBana (1500, 1500 + 300):
a)  paccyuTaTh TOYHOE KOJUYECTBO Po TMPOCTBIX YWCEI B HMHTEpPBANC, T.C. IPH
MPOBEPKE 3a7aTh TOJHKO TECT Ha JEIMMOCTh. KOJMUYECTBO MEPBBIX MPOCTHIX YHUCET
JUTSL JISJICHUST OTIpE/eNiIeTCs M3 pacueTa MaKCHUMAaJbHOE YWCJIO IS JCICHHS PaBHO
KBaIPaTHOMY KOPHIO M3 MaKCHMaJIBHOTO 3HAYCHHS MHTEPBAJIA;
0)  COCTaBUTHh TECT C HEOONBIIMM KOJIMYECTBOM NPOOHBIX JEACHUH W OJHHUM
ocHoBaHueM B Tecte Depma. Boruucnuth konndectBo Pl, BEpOATHO MPOCTHIX YHCEI,
YIOBJIETBOPSIONINX 3TOMY TECTY;
B)  COCTaBUTh TECT C OONBIIUM, Ye€M B WPEABIAYIIEM Ccliydae, KOJMYECTBOM
MPOOHBIX JCICHUA W JABYMsI WJIW TpeMsi OCHOBaHUS MU B Tecte Depma. Brrauciauth
KOJMYECTBO P2 BEPOATHO TPOCTHIX YHCEN, YIOBIETBOPSIONIUX OSTOMY TECTY.
[Ipoananu3npoBaTh MOTYyYEHHBIC TaHHBIE.
3.3. M3BecTHO, 4TO B 33JJaHHOM MHTEpBaje uMmerorcs uncia Kapmaiikna. Haiitu ux.
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BapuaHThl HHTEpBAJIOB:

(1050, 1050 + 100);

(1700, 1700+ 100);

(2400, 2400 + 100).

4. TlpuBecTr B OTYETE OTBETHI HA KOHTPOJIbHBIE BOIPOCKHI B COOTBETCTBUU C HOMEPOM
BapHaHTa.

Ilpumeuanue: 1O KaxaOMy ydeOHOMY BOTPOCY OOydaeMmbie M3ydarOT TEOpe-
TUYECKUA MaTepHall, MPOBOAAT UCCIEAOBAHUS U (YOPMYIUPYIOT BBIBOABI, O(DOPMIISIOT
OTYETHI U 3alIUIIAIOT MOJTYYECHHbIC PE3YIbTAThI (OTUETHI).

YueOnas saureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMAaTHBHO-TIPABOBEIE MOKyMeHTHI [1,3,4,5], anexkTpoHHass OmOimoTeka mocoouii Ha
komnakt auckax, OO0 «M3gatensckuit JJom « AOMHAY, r. Cankr — [lerepOypr. CD:
[IpaBOBO€ MU HOPMATUBHO-METOAMYECKOE OOECIeYEHUE CIENHAINCTa MO 3alUTe WH-
dbopmarniuun Ne A50346, CD: ObecnieueHne 0€30MaCHOCTH MEPCOHABHBIX JTaHHBIX No
A50346, CD: 3amuta koHpunennunanbuoi napopmanuu Ne A50348, snexkTpoHHOE
yaebHoe mocobue [1].

HpOI[OJDKI/ITeJIBHOCTB 3aHATHA: Haca

Jlabopamopnas paboma 4. Inexkmpounasn yugppoeas noonucsy

Ilenv pabomper: 03HAKOMIIEHHE C MPUHIMIIAMHU 3ALIUIIEHHOTO JIEKTPOHHOIO JIOKY-
MEHTO000POTa B TEIEKOMMYHHKAIIMOHHBIX CETAX W alTOPUTMaMH TOCTAHOBKHU DJICK-
TpoHHOH 1upposoit nognucu (DLIT).

Y4eOHbIe BONIPOCHI
1. O3HaKOMUTBCSI C OCHOBHBIMU HaIIpaBJICHUAMHU padoOT B pamkax (eaepanbHOu 1ene-
BOH IporpamMmsl «NEKTpOHHAs Poccusy, a Takke cO CBEIEHUAMM O MOPSAIKE MUCIOIb-
30BaHMS U JIHCTBYIOIIMX aJTOPUTMaxX MOCTAHOBKHU SJEKTPOHHOU IUGPOBON, H3II0-
’KCHHBIMH BbIIIe. 3anmycTuTh nporpammy labWork6.exe, npenHasHadeHHYO IS Jie-
MOHCTpAIMH MOPSIIKA TOCTAHOBKH U MTPOBEPKHU AJIEKTPOHHON IIU(PPOBOI MOAHCH.
2. CrenepupoBath M MepeciiaTh yyacTHUKaAM OOMeHa KIIIOUM JJis MU POBAHUS UCXO-
HOTO JOKYMEHTa M KJIIOYM JUIsl OJINUCAaHUs TOKyMeHTa. cXonHbIi TekeT nist mud-
pOBaHUsI HAOUPAETCSI HEMOCPEACTBEHHO B OKHE IPOTPAMMBI.
3. 3ammdpoBaTh UCXOJHOE COOOIIEHHE U TIOJINUCATh €r0 Ha CEKPETHOM KJIt0Ue OTIpa-
BUTEJIS.
4. Tlepecnath 3amudpoBaHHOE W MOAMUCAHHOE COOOIIEHHE TTOTyYaTes 0. BeIMoIHUTE
npoBepky npaBuiibHOCTH DI 1 BOCCTaHOBUTH MCXOIHBIN TEKCT COOOIICHHUS.
5. CoxpaHUTh B OTUYETE IKpAHHBIE (POPMBI, TEMOHCTPUPYIOUIUE MPOLECC TeHEepAlUU U
pacnpocTpaHeHHs KJI04ei; mporecc Mu(poBaHUS HMCXOJHOTO JTOKYMEHTa M TOCTa-
HoBku OILIL.
6. ITpuBecTu B OTYETE OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI B COOTBETCTBUH C HOMEPOM
BapUaHTa
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Ilpumeuanue: 1o kKaxaoMy yueOHOMY BOMpOCYy oOydaemble M3y4daloT Teope-
TUYECKUI MaTepuall, MPOBOAAT UCCIAEAOBaHUS U (POPMYIUPYIOT BBIBOABI, ODOPMIISIOT
OTYEThI U 3aIMIIAIOT MOJyUYEeHHBIC PE3yJIbTaThl (OTUETHI).

YueOHass Jjgureparypa: ocHoBHas [1,3]; momomnutensHas [1,3,4,5,6,8,10];
HOPMAaTUBHO-TIPAaBOBbIE JOKyMEHTHI [1,3,4,5], anmekTpoHHas O6ubIMOTEeka mocoOuii Ha
koMmmakT auckax, OO0 «M3parensckuit Jom «ADUHAY, r. Cankr — IletepOypr. CD:
[IpaBoBOE W HOPMATHBHO-METOJUYECKOE OOECIeUeHNEe CIEIUaINCcTa MO 3alluTe WH-
dopmarmmn Ne A50346, CD: Obecnieuenre 6€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX No
A50346, CD: 3amuta koHpunennmmuanbaoi napopmarmu Ne A50348, snaexkTpoHHOE
yaeOHoe nocobwue [1].

HpOI[OJ'DKI/ITeJ'IBHOCTB 3aHATHA: Haca

4. YKa3zaHus 10 NMPOBEAEHUI0 CAMOCTOSITEIbHON padoThl CTY/IEHTOB

HanmenoBanwue 6110ka
No
i (pa3nena) TUCITUTLIH- Buner CPC
HEI
1. | Tema2:Ayrentudurauns | ITo0zomoeKka 00K1a006 N0 MemMam:

o s WHIEHEBIN COBIHE™ 1 1. coBpeMeHHbIE KOMILTEKCE! KOHTPOIIS
3aITUIIEHHOCTH HH()OPMAITHOHHBIX 0OBEKTOB I10
aKyCTHYECKOMY KaHaIIy;

2. COBPEMEHHBIC KOMIICKCHI KOHTPOJIS
3alUIIEHHOCTH MH(POPMAIIMOHHBIX OOBEKTOB T10
BHUOPOAKyCTHUECKOMY KaHAY;
3. COBPEMEHHBIC KOMIJICKCHI KOHTPOJIS
3aIUIIEHHOCTH UH(HOPMAIIMOHHBIX 0OBEKTOB TIO
PaTMOAICKTPOHHOMY KaHaIYy.
4, MIPUHITUIIBI 3aIMCH U CheMa HH(pOPMAIINH ¢
€€ HOCUTEIS;
5. METOBI M CPEJICTBA MOACTYIIHBAHHUS;

2. | Tema 3:llpumenennue Me- | [19020m06Ka 0OKIA006 NO MeMAM:

TOMA AMMEHSHONATIBHON | 1 © \retonpl M cpeficTBA HAGTIONEHUS;

OHTOJIOTHH NIPH BbIOOpeE

cpeacTs TexHmueckoii 3a- | 2. METOJIBI H CPE/ICTBA MIEPEXBATA;

WATHI HHGOPMAIAH OT 3.  MeTroAbl U cpencTBa (GUBUKO-XUMUYECKOTO

HECAHKIIMOHUPOBAHHOI'O aHaJIu3a:

aocryna. Ilpumenenue 4 ’

ATMAPATHBIX CPEICTB . THUIIOBas CTPYKTypa TEXHUUYSCKOTO KaHaya

ayTeHTH(PUKAIHUH H Xpa- yTeuKH HUH(pOopMaIuuy;

HeHHs! KTI04eBoii nHgop- | 5, OCHOBHBIC ITOKA3aTEIN TEXHUUCCKUX KaHAJIOB

MatHu yTEUKH UH(GOPMAIIUH;

3 | Tema 4. Ilpaktuyeckasi | [Ip0zomoexka 00K1a008 no memam:

Pea"‘mg““" MEXaHM3= | ] mpocThie U COCTaBHBIE KaHAJBI yTEUKH

MOB J002BOYHOMU 3a1IlHU-

by g B uH(pOpMaIIK;

2. aKyCTUUYECKHUH KaHaJl YTeUKHU UH(POopMaIn;
3.  BU3YQJIbHO-ONTHYECKHUHN KaHAJ YTCUKHU

38



uH(pOpMaIINK;

4, PaIUOdIEKTPOHHBIM KaHAT YTCUKH
uH(pOpMaIIIY;
5. MaTepruabHOOBEIECTBEHHBIM KaHAJI YTCUKH
nH(pOpMaIIY;
4 | TemaS. Paspaborkau | J[loozomoeka 00K1a006 no memam:
ONTHMM3AIMS Me€Xa- 1. MeTombl M cpeacTBa 3alIUTHl HHOOpPMAIUH OT
HHM3Ma YPOBHEBOI'0 .
KOHTPOIS, MTOACTYIITUBAHNS;
KAK MEXAHH3MA Peib- 2.MeTOAbl M CpEICTBAa 3allUThl HHOOpPMAIUH OT
HOT'0 BpeMeHH! HaOJIO/ICHHUS;
3.METONBl M CpEICTBA 3alUThl WHOOpPMAIHUH OT
nepexBara;

4. MeTolbl M CPENCTBA KOHTPOJS 3alllUIIEHHOCTH
uH(pOpMAaIIU OT YTEUKH M0 TEXHUUYECKUM KaHajaM.
5.MeTonbl TOMCKAa M JIOKAJIU3AIMUd H3ITy4arolnx
3aKJIaIHBIX YCTPOUCTB.
6.MeToapl TTOMCKa U JIOKAJTU3AlUM HEeU3Tydaromux
3aKJIaJIHBIX YCTPOMCTB.
/. CpencTBa MOMCKAa U JOKAJIW3AUUHU HU3TYYAIOLIUX
3aKJIaJIHBIX YCTPOMCTB.

8.Cpencrta MoMCKa u JIOKaJIU3aIuu
HEU3JIYUYarolUX 3aKJIaIHBIX YCTPOMCTB.
9.MeToauka MPOBEICHUS CIIeI[MaJIbHBIX

UCCIIEIOBAHUI 3alIMIIEHHOCTH MH()OPMAIIMOHHOTO
00BEKTa OT MOACTYIIUBAHUS

10.Mertoauka IPOBEICHUS CIIEI[MAJIbHBIX
UCCJIE0OBaHUH 3aIIUIIEHHOCTH MH(GOPMAIIMOHHOTO
00BbEKTa OT YTEUKHU 0 PaIM0IEKTPOHHOMY KaHAITy

5. Yka3anus 1o npoBeieHMI0 KOHTPOJIbHBIX padoT
5.1. TpeOoBaHusA K CTPYKTYpe
CtpyKTypa KOHTPOJIbHOM pabOThl JOJKHA CIIOCOOCTBOBATH PACKPBHITHUIO TEMBI:
UMETh TUTYJIbHBIA JIMCT, COAEp>KaHWe, BBEICHHWE, OCHOBHYIO YacCTbh, 3aKJIIOUYECHUE,
CIIUCOK JINTEPATYypPHI.
5.2. TpeGoBanusi K coep:kaHnI0 (OCHOBHOM YaCTH)

1. Bo BBeaeHHH OOOCHOBBIBAETCS AKTYyaJIbHOCTh TEMBI, OIPEAESETCs IIeJb
paloThl, 337]a41 U METObI UCCIICTOBAHMSL.

2. OcHOBHas 4acTb pabOThl PacCKphIBAET MPOIECC MPOCKTUPOBAHMS 3aJaHHOTO
anmapaTHOTO0 YCTPOWCTBAa M JOJDKHA COJEP’KaTh COOTBETCTBYIOUIME TaOJMUIBI WIN
BPEMEHHbIEC JUarpamMmbl, KOTOpbl€ JOJKHBI (OPMUPOBATHCA pa3padaTbIBAEMbIM
yCTPOMCTBOM, MPUHIUITHAIBHYIO CXEMY YCTPOMCTBA M ONMCAHUE €TO PAaOOTHI.

3. B mpomecce wu3noxkeHUs Marepuasia HEOOXOAWMO JaBaTh CCHUIKM Ha
UCIIOJIb3YEMYIO JIUTEPaTypy.

4. 3akioueHue JO0JDKHO CoJiepKaTh CHeJIaHHble aBTOPOM paOOThl BBIBOJBI,
UTOTY UCCJIEOBAHMUS.

5. Bcrnen 3a 3aknroyeHHMEM HAET CIUCOK JIUTEPATYPbl, KOTOPBIA OKEH OBIThH

39



COCTaBJICH B COOTBCTCTBHUH C YCTAHOBJICHHBIMHU TpC6OBaHI/I$IMI/I.

5.3. TpeGoBanusi Kk 0(popMJIEHIIO
O0BEM KOHTPOJIBHOM pabOThl — 5-6 cTpaHull popmara A 4, HarleyaTaHHOTO C
onHOMU ctopoHsl TekcTa (1,5 narepBai, mipudt Times New Roman).

5.4. IlpuMepHasi TeMATHKA KOHTPOJILHBIX padoT:

1. CyutHoCTh ¥ MOHATHE WH(POPMAITMOHHONW 0€301TaCHOCTH

2. 3HaueHue MHPOPMAIIMOHHON 0E30MacHOCTH M €€ MECTO B CHUCTeME Halluo-
HanbHOM Oe3omacHocTu. JlokTpuHa nHdopmanonHon 6ezonacnocta PO

3. CymHOCTh U TEOPETHKO-KOHIIENTYaJbHbIE OCHOBBI 3alllUThl HUH(POpPMALIUU

4. XapakTepucTrKa 3aiuiiaeMon nadopmanuu

5. Kpurepuu, ycnoBust 1 mpUHIUIBI OTHECEHUSI HHMOPMAITUH K 3aIUAIIAEMO.

6. CocraB u knaccudukanus 31 u ux Hocuteneu

7. OCHOBBI 3aIUTHl KOMMEPUYECKOMN TailHBI

8. OCHOBBI 3aIIUTHI TOCYJAPCTBEHHOM TalHBI

9. OCHOBBI 3aIIUTEI JIMYHON TaMHBI

10. OcHOBBI 3amUTHI MPOHECCUOHATHHOU TalHBI

11.YcnoBus, onpeaestonie He00X0AMMOCTh 3allUThl HHPOpPMALIT

12. JlecTaOunm3upyroIIiue BO3ACHCTBAS HA 3allUINACMbIi HH(POPMAITMOHHBIHN
pecypc.

13. Kanansl mpoTHBONPABHBIX JEHCTBUI B HH(POPMAIIMOHHOMN 0€301acHOCTH

14. MeTo1bl NPOTUBONPABHBIX ACHCTBUN B MHPOPMALIMOHHON 0€301MacHOCTH

15. XapakTepucTuka IeaTeIbHOCTH Pa3BeIbIBATEIBHBIX CIYKO MO HECAHKITHO-
HUPOBAHHOMY JOCTYITY K 3alTUIIIaeMOMY HH(DOPMAITMOHHOMY PECYPCY

16. O0mras xapakTepUCTHKa OCHOBHBIX MEp IO 3ammmTe nHpopmaruu (MHOP-
MalMOHHOM 0€301MacHOCTH)

17. OcHoBHBIE BUJIBI O0ECIICUCHHE, CUCTEMBI U CPEACTBA 3aIUTHI HH(POpMALTHH
(nH(pOpPMAIIMOHHOM 6€30TTaCHOCTH)

18. OcHoBHbIE BUABI ObecreueHne 3ammThl nHMopManun (MHGOPMAITMOHHON
0€30MacHOCTH)

19. OcHoBHBIEC BUJIBI CUCTEMBI 3alllUThl MHMOpManuu (MHPOPMAIIMOHHON 0e3-
OIACHOCTH)

20. Knaccudukanus cpeacTtB 3amuthl MHGopmaruu (MHGOpMAIMOHHONW 0e3-
OIACHOCTH)

21. OcHOBBI ynpaBiieHUs] THPOPMALIMOHHON 0€30MaCHOCTH

22. OcHOBBI O1IeHKH 3D PEKTUBHOCTHU 3aMUTH HHPOPMAITHH

6. IlepeyeHb OCHOBHOM M JONOJHUTEIBHOM Y4eOHOI JTUTEPATYPBHI

OcHoBHas JuTEpaTypa:

1. MonenupoBanue cucTemsbl 3ammThl nHGopmaruu: [Ipaktukym: YuebHOe mo-
cooue / E.K.bapanosa, A.B.ba6am - M.: U] PUOP: HUL] UHDPA-M, 2016 - 120 c.:
60x88 1/16 + ( Hdom. mat. znanium.com). - (Beiciiee oOpaszoBanue: bakanagp.). (0)
ISBN 978-5-369-01379-3http://znanium.com/bookread2.php?book=549914
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2. KommiekcHas 3ammuTa WHQOpMaUd B KOPIOPATUBHBIX CHCTEMax: Y4eOHOe
noco6ue / B.®. lllanbrun. - M.: U/ ®OPYM: HULl UHOPA-M, 2013. - 592 c.: un.;
70x100 1/16. - (Bwicmee oOpazoBanume). (mepemier) ISBN 978-5-8199-0411-
4http://znanium.com/bookread2.php?book=402686

JlonoJIHUTeIbHAS JINTepaTypa:

1. 3amuTa uadopmanmu: YuedHoe mocodbue / A.IL. Kyxk, E.IL. XKyk, O.M. Jle-
memkuH, A.W. TumomkuH. - 2-¢ usng. - M.: U1 PUOP: HUL| UH®PA-M, 2015. - 392
c.: 60x90 1/16. - (Briciiee o6pazoBanue: bakanaBpuar, Maructpatypa). (mepermier)
ISBN 978-5-369-01378-6http://znanium.com/bookread2.php?book=474838

2. Cxkpunnuk, J[.A. OOmme BOMPOCH TEXHUYECKOM 3amuThl HHPOpMaAuu /
J.A. CkpunHuk. - 2-¢ u3f., ucrp. - M. : Haunonanbubiii OTKpBITEIN YHUBEPCUTET
«MHTYUT», 2016. - 425 c. : ui. - bubnauorp. B kH. ; To xe [DIeKTpoHHBIN pecypc]. -
URL.: //biblioclub.ru/index.php?page=book&id=429070

7. Ilepeuenb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHUKAIMOHHOW CeTH
«AHTepHeT»
HNuTepHeT-pecypcesi:
1. http://eup.ru/catalog/all-all.asp — nHayuHo-00pa30BaTeNbHBINH MOPTAIL.
2. http://informika.ru/ — odpa3zoBarenbHbIi TOpPTaI.

3. www.wiklsec.ru - DHnukmonenus WHGOPMANMOHHONW OC30MACHOCTH. —

[TyOnukanuu, cTaTbi.

4. www.biblioclub.ru - YauBepcaibHas OMOIMOTEKA OHJIAKH.
5. www.rucont.ru - 3bC «PykoHT».

6. http://www.academy.it.ru/ - akagemms AUTH.

7. http://Iwww.minfin.ru/ - OdwunmaneHeiii caiT MuHHCTEPCTBAa (PHHAHCOB
Pocculickon ®enepanuu

8. _http://www.gov.ru/ - OdunmanbHblii cepBep OPraHoB TOCYIAPCTBEHHON
Bi1actu Poccutickon ®@enepanuu.

9. http://www.fsb.ru/ - Od¢unuaneaeiii  caiit DenepanpHoit  CiayKObI
be3zonacHoctu

10. http://www.fstec.ru/ - Odunmanererii caiit @enepanpaoit Ciry:x0b! 10 Tex-
HAYECKOMY DKCIIOPTHOMY KOHTPOJIIO

8. Ilepeuenb nH(POPMAITMOHHBIX TEXHOJIOT Ui, HCIOJIb3yeMBbIX MPH OCYIIECTBJIE-
HUM 00Pa30BaTEJIBLHOIO MPOLECCA M0 AUCHHUILINHE (MOLYJII0)

Ilepeuenn nporpammuoro odoecneyenns: MSOffice, Multisim.
NudopmanuoHHbie CIPABOYHBIE CUCTEMBI:
1. DnexTpoHHBIE pecypchl 00pa30BaTENbHON CPEbl Y HUBEPCUTETA.
2. UndopmanmonHo-crpaBounbie cuctemsbl (Koncynerant+; ['apanr).
3. PaGouas nporpamMma u MeToguueckoe odecnedeHre no Kypcy «Meroasl u
CpEICTBA BBIABIICHUS 3aKJIAHBIX YCTPONCTB B 3aliuiaemMbIx nomenieHusx (OAO
«HOBO», 000 «11BW»)»
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