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1. IlepeveHb MJIAHUPYEMBIX Pe3yJbTATOB 00y4YeHHs MO JUCHUILINHE,
COOTHECEHHBIX C INIAaHUpPYyeMbIMHU pe3yJjbTaTamu ocBoeHuss OIIOII BO

HenssMu n3ydeHus TUCUUTIINHBI SBIISETCS:

1. YckopeHHass — ajganTanus  CTYAGHTOB B TpeIMETHYIO  00JyacTh
uH(popMaIMOHHas 0€30MacHOCTh (BBIPAOOTKA TOJMTUKH HH(POPMAITMOHHONW OE3011aCHOCTH),
ONMHpasiChb Ha BECh CIEKTP HAyYHBIX BO33PEHUM, HAa pa3BUTHE W MPABOBYIO 3allUTY

UHPOPMALIMOHHO - TEJIEKOMMYHUKAIMOHHON HH(PACTpyKTypsl U KOMIIBIOTEPHOU
uH(pOpMaLINK;
2. [ToBeICUTH  ypOBEHb MNPABOBbIX 3HAHWI, KOTOpbIE  HEOOXOIUMBI

oOydJamumest i1 BBICOKO TNPOQECCHOHANBHON AEsITeIbHOCTH BO Bcex cdepax
UH(OPMAIIMOHHOW 0€30MacHOCTH € Y4eTOM TpeOOBaHWM BBICIICH IIKOJBI, JIJIst
aKTUBU3ALMH UX YYEOHOU U UCCIEOBATEIBCKON EATEbHOCTH;

3. W3ydyenne mpaBOBBIX OCHOB HMH(POPMAIMOHHOW 0E30MacHOCTH u
UH(GOPMHUPOBAHUE CTYACHTOB O 3aKOHOJATEIbHBIX HMCTOYHUKAX, TMOA3aKOHHBIX U
BEJIOMCTBEHHBIX IPABOBBIX aKTax OOECMEYMBAIOIIMX HHPOPMALMOHHYIO O€30MaCHOCTh
JUYHOCTH, OOIIECTBA U TOCYIAPCTBA;

4, ®opmupoBaHHE Y CTYACHTOB CIENHUATU3UPOBAaHHONW 0a3bl 3HAHUM T10
OCHOBHBIM TMIOHSATHSM B 00JIacTH TIPABOBOW 3alIUThl WHGOpPMAIMH U Ppa3pabOTKu
MOJIMTUKYA MHPOPMALTMOHHOM O€30MacCHOCTH;

5. [IproOpereHrue CTyJeHTAaMU TMEPBUYHBIX HABBIKOB IO MPAKTHUYECKOMY
bopMUPOBaHUIO KOMIUIEKCA JOKYMEHTOB, COCTAaBJISIONIUX IPABOBYIO 0a3y 3alluThl
uH(OPMALIUU U pa3pabOTKU NOIUTHKH HHPOPMAOHHON 0€30aCHOCTH Ha MPEIPUSITHSIX
U B OpraHU3aIUsX.

B nporiecce 00yueHus cTyIeHT TPHOOPETAET U COBEPIICHCTBYET CIICTYIOIINE
KOMIICTCHIINU .
IIpodeccunonaibHbIE KOMIIETCHIIUM:

IIK-3. CnocoOHOCTh  OCYHIECTBISATH  yIpaBIEHHE C  pa3pabOTKOU
OpTraHU3aIMOHHO-PACTIOPSTUTEITILHBIX JIOKyMEHTOB " peaTn3aIuo
opranu3zauuoHHbIX Mep o 31 B AC

IIK-4. CrnocoOeH OCYIIECTBISTh JUArHOCTUKY M OLIGHKY oOecrieueHus
paborocniocooHoCTH cucTeMbl 3V nMpy BOBHUKHOBEHUHM BHEIITATHBIX CUTYAIIH;

OCHOBHBIMH 321a4aMM TUCITUTUTNHBI SBIISIOTCS:

1. Teopernyeckre  OCHOBBI  pa3pabOTKM  TMOJMTHUKH  HH(POPMAIMOHHOM
0€30IIaCHOCTU Ha OCHOBE JECHCTBYIOLIETO POCCUHCKOTO 3aKOHOJATEILCTBA C IOMOIIBIO
COBPEMEHHBIX MPHUHIIMIIOB, METOJOB, CHJI M CPEACTB B PA3IMYHBIX OPTaHU3aIMOHHBIX
CTPYKTYpax;

2. [IpakTryeckue  acmekTbl  pa3pabOTKH  TMOJUTHKA  HMH(GOPMAIMOHHOM
Oe3omacHOCTH 1O 0a30BbIM HAlpaBJICHUAM  3allUTHI rOCyJIapCTBEHHOMH,
npodeccuoHaNbHON, KOMMEpUYeCKOW TalWHbl M KOH(HUACHUUAIbHOM HHPOpMAIUU U
bopmupoBaHHEM Yy 00YJaIOIINXCS CUCTEMBI 3HAHHH.



[Toxazarenb OCBOCHHSI KOMIIETEHIIUU OTPAKAIOT CIIEIYIOIINE UHINKATOPHI:
Heo0xoaumpble 3HAHUSA:
- OCHOBHBIE  HOPMATHBHO-TIPABOBBIE  aKThl,  METOJBl  YIPABICHUS
nesTeabHOCThIo, yrpo3bl Wb u  HapymmTenu cucteM 0€30MacHOCTU
uHpopMauu;
- 3HaTh HOPMATUBHO-METOJIUYECKHUE, PYKOBOISIIME U METOJAMYECKHE
JIOKYMEHTBI, OpraHU3allMOHHbIE MEpbI, KPUTEPUU OLICHKH 3alIUIICHHOCTH U
periaMeHThl o0ecnieueHust paborocnocobHocTr cucteM 3U;
Heo0xoaumbie yMeHus:
- OleHUBaTh WHGOPMAIMOHHBIE PUCKH pa3padbaThiBaTh NPEIIOKEHHUS IO
copepmieHcTBoBannio CY  (Mb) w  npuMmeHsaTs cpeAacTBa  KOHTPOJI
s dextuBHOCTH 3U;
- OmpeneNnsITh W OICHWBaTh WMCTOYHMKH, TPUYUHBI H  TOCIEICTBUS
BO3HUKAIOIIMX MHIUICHTOB BBISABIATH U YCTPaHATh HapylieHus B odnactu 1b
(31);
Tpynosbie gelicTBUA:
- aHAJM3HUPOBAaTh BO3ACHCTBHE HA 3allMIIAEMYI0 CHCTEMY HH(pOpMaluy,
OLICHMBAaTh  IOCJIEACTBUS U  BbIpaOaThiBaTh  MPEUIOKEHHUS 1O €€
COBEpPIICHCTBOBAHUIO;
- IPUHUMATh y4acTUE B OPraHU3alMH U IPOBEJCHUH KOHTPOJIbHBIX POBEPOK
paboTtocnocoOHOCTH U 3(DPEKTUBHOCTH NPUMEHSEMBIX MPOTrPAMMHBIX,
IPOrpaMMHO-AIMAPATHBIX U TEXHUYECKUX CPENICTB 3aIUTHl HHGOPMAIINH;



2. Mecto qucuuninHbl B cTpykrype OIIOII BO

JucuunnuHa «Pa3paboTka monmuTuku MH(DOPMAIIMOHHONW OE30MacHOCTH B
OpraHM3alMsIX» OTHOCUTCS K JHCHUIUIMHAM TIO BBIOOPY BapHaTHBHOW YacTH
OCHOBHON mpodeccuoHaabHOM 00pa3oBaTEIbHONM MIPOrpaMMbl  MOATOTOBKHU
6axanaBpoB no HanpasieHuto 10.03.01 «Mupopmanmonnast 6€30macHOCTBY.

W3ydyeHne maHHOW MOUCHUIUIMHBI Oa3upyeTrcs Ha paHee H3YYCHHBIX
muctuminHax: «OCHOBBI MH(POPMAIIMOHHON Oe3omacHocT», «MHpopmaTHKay,
«OcHOBBI TpaBa», «OCHOBBI YNPaBICHUECKON AEATEIbHOCTH» M KOMIIETCHIIUAX:
OIIK-1,6,7,8,9,13; YK-5,6,9.

3HaHUsl 1 KOMIIETEHIIMH, TTOJyYeHHbIE TIPU OCBOCHUU JTUCIUILTUHBI, SBISIFOTCS
0a30BbIMH U1 M3YYEHHS] TOCIEIYIOMUX JUCHUILIMH: «OpraHuzaiusi 3ailuThl
NEPCOHAIBHBIX JAaHHBIX Ha mpeanpustun», «lIpaBoBas oxpaHa pe3ynbTaTOB
UHTEIUIEKTYaJIbHOM ~ AeATeNbHOCTH», «OpraHuzaius CUCTEMBbl  00eCHeYeHHUs
uHbopMaronHo  6e3omacHocty  (cimyxk0a  UB)»,  «JluneHsupoBanue u
cepTuduKanys B 00J1aCTU 3alUThl HH(GOpMALIUN», «ATTECTalUs B 00JIACTH 3aIUThHI
UHPOPMAITUI», TIPOXOXKACHUS MPAKTUKU, TOCYJAPCTBEHHOW MUTOTOBOM aTTECTAllMU U
BBITNOJIHEHUS BBIITYCKHON KBATH(PUKAIIMOHHOM paObOThI OaKkaaBpa.



3. O0beM QTMCHUILUIMHBI U BU/ABI y4eOHOH padoThI

OO0masi TpyAOeMKOCTh AWCHUILIMHBI IS CTYJACHTOB OYHOM W OYHOHM  (popmbl
COCTAaBJISET 2 3a4YETHBIX €IUHUIL /2 4aCOB.
Tadonaunal
Buabi 3anstuii Bcero yacoB | Cemectp | Cemectp | Cemectp | CemecTp
6 7
OO01ast TPy10eMKOCTh 72 72 72
OYHAS ®OPMA OBYUYEHMUSA
AyIUTOpPHBbIE 3aHATHS 32 32
Jlexuuu (JI) 16 16
[Tpaktuueckue 3ansatus (I113) 16 16
JlaGopaTtopHbie paboTsr (JIP) - -
CamocrosiTejibHasi padoTa 30 30
Jlpyrue BHIbI KOHTAKTHOM 6 6
padoThI
IIpakTHYeckasi MOATOTOBKA 12 12
KypcoBbie padoThI - -
(mpoeKTHI)
PacyerHo-rpapuueckue - -
padoThI
Kounrpoasnas padora, + +
JAOMallIHee 3a/IaHHe - -
Tekymuii KOHTPOJIb 3HAHUH T1; T2 T1; T2
(7 -8, 15 - 16 nexenn)- 2u.
Bua uTOoroBoro KOHTpoJIs 3auer 3auer

Iloo Opyeumu euoamu KOHMAKMHOU pabdomvl NOHUMAEMCA: 2PYNNnogvle U UHOUBUOYAIbHbBLE

KOHCYy1bmayuu, mecmuposaHue

4. Conep:kaHue IMCUUIIIMHBI

4.1. TeMbl TMCHUIIIMHBI U BUABI 3aHATHH

Tabumuna 2
Jlexuum, | IIpakTtnuecku | 3aHATHA B [IpakTnue
qac. € 3aHATHS, MHTEPAaKTUBH cKas Kog
HanmenoBanue tem OYHOE | 4ac. O4HOE oif popme, | MOATOTOBK |KOMIIETEHI
qac. a, yac uit
O4YHOE
1 2 3 4 5
Pasznen 1. AKTYyaJbHOCTh NOJMTHK HHGPOPMAILIMOHHON 0€301aCHOCTH.
Tema 1. BBenenne. 1 1 0.5 1 IK-3
CoBpeMeHHbBIE




npoo.JieMbl
HHPOPMALMOHHOM
0€30MACHOCTH

Tema 2. Ciry:x0a
UHGpOpMaLHOHHOM
0e30macHOCTH
opranusauuii. MogeJsnb
HH(OPMAIHOHHBIX
norokoB. Tunosas

MO eJb HAallaJeHusl.

0.5

I1K-3

Tema 3. ATeKBaTHOCTh
MEeXaHH3MOB 3aIIHThI.
Yupasiienue u
METOAMKH OIeHKH
PHUCKOB.

[K-3

Tema 4.
Kpunrorpadus u eé
OCHOBHbIE IPUHIUIIBI.
OO0umerexHnyecKue
CpeACTBa 3alIUTHI.
IIpoTokoJibl ceTeBoit
0€e30MaCHOCTH.
Pa3paborka
MPUJI0KEHH .

[1K-3

Tema 5. Konuemumus
CO3JaHUSl TOJIMTHKH
HHpOpMANMOHHOI
0e30macHOCTH
OpraHu3anum

[K-3

Tema 6. Padora ¢
M0JIL30BATEIAMH,
aAMHHHUCTPATOPAMH U
pa3padoTyuKamMM.
TecrupoBanue
npoueayp "
MeXaHH3MOB
0€30IacHOCTH.

[1K-3

Tema 7. [eiictBusi B
YCJIOBHSIX HAPYIIEHUS
0e30macHOCTH.

I1K-,4

Pa3nen 2. AIMMHUCTPATUBHBIN YPOBEeHb OOecriedeHusi pa3padoTKy MOJUTHKH

HHGOPMALMOHHOI §€30NIACHOCTH
Tema 8. 1 1 1 1
AJMMHHMCTPATHBHBII
YPOBEHb 00ecneyeHust
pa3padoTKu
NOJTUTUKH
UHGpOpPMALHOHHOM
0€30IaCHOCTH
Tema 9. OcHoBHBbIE 1 1 1 1 [1K-4
NPUYHHBI "




NPUHIUNBI  CO3aHUA
IMUBE.

Tema 10. 1 1 1 1 [K-4
Crangaprtbl "
cneuupuKanuu B
obJiacTH
UHGpOpPMaLHOHHOM
0e301macHOCTH U
pa3padoTKu
NOJIUTUKHU
UHGpOpMaLHOHHOM
0€30IaCHOCTH

Tema 11. Ilpomecc 2 2 1 1 [1K-4
pa3padoTKu
MOJIMTHKHU
HH(OPMATHOHHOM
0€30MACHOCTH.

Tema 12. Poccuiickasn 2 2 1 0.5 [1K-4
crnenupuka
pa3padoTKu
MOJIMTHKHU
HH(OPMATHOHHOMI
0€30MaACHOCTH

Tema 13. Jlyumme 2 2 1 0.5 [1K-4
NPAKTHKHU CO3aHUS H
peau3aluu NMOJUTHK
UHGpoOpMaLHOHHOM
Oe3onmacHocTH
3apy0esKHbIX
KOMIIAHUH

16 162 120 12

4.2. ConepxaHue TeM IMCHUIIMHBI

Paznean 1.
Tema 1. BBenenune. CoBpeMeHHbIe NIPo0JieMbl HHGOPMAITHOHHOMH 0€30IIaCHOCTH

IIpenmer u 3agaun Kypca. 3HaU€HUE M MECTO Kypca B MOJATOTOBKE MarucTpOB IO
uH(pOpMalMOHHOM Oe3omacHOoCTH. B3auMocBs3b Kypca ¢ IpyruMu JUCIUIUIMHAMU.

Pazgensl u Temsl, X pacupenesieHHe MO BUAAM ayAUTOPHBIX 3aHATHI. DOpMBbI
IPOBEJIEHUSI KOHTPOJBHbIX Meponpusithuil. @dopmsl npoepku 3HaHuil. CocTtaB u
METOHMKA CAMOCTOSTEIbHOM pabOThI CTYJACHTOB MO U3YYEHHUIO JUCHUTUIMHBI.

3HaHUS U YMEHUS CTYJIEHTOB, KOTOpPbIE JOJKHBI OBITH MOJYYEHBbI B pe3yjbTaTe
u3ydyeHus Kypca. PekoMmenoBaHHast HayuHasi U yueOHas JUTepaTypa.

XapaKTepuCTHKA CYIIECTBYIOMUX MPOoOsieM 0 HHPOPMAITMOHHON 6€301MacHOCTH B
XOJI€ CTAaHOBJIEHUS] COBPEMEHHOT0 MH(OPMALIMOHHOTO O0IIECTBA.

AHann3 UCTOPUYECKOTO Pa3BUTHSI MOAXOAO0B K oOecreueHnto MH(OpMaIMOHHON
oe3omacHocTy B mupe U B Poccuiickoii ®enepanyn. CoBpeMeHHasi MOCTAHOBKA 3a/1ay



1o obecrneyeHn o nHPOPMAMOHHON Oe3omacHOCTH. [lepexo K HHTEHCUBHBIM MEpaM o
obecriedeHn0 NHHOPMAITMOHHON 0€30TTaCHOCTH.

Tema 2. Cuayx0a wunHpopMannMoOHHOH Oe3omacHOCTH opraHusanuii. Mopgeab
HHGOPMAILMOHHBIX NOTOKOB. THIIOBas MoAe/Ib HANIAICHU .

O6mue mnonsTHs wuHPOpPMAIMOHHON Oe3omacHocTu. OrmpejenieHne W 1eNd
uH(pOpMalMOHHOW  Oe3omacHOCTH. MexaHu3Mbl  MHGOPMAIMOHHON  0GE€30MacHOCTH.
Nuctpymentapuit  undopmarimonHo  Oe3zomacHoctd. OCHOBHOE — HampaBiCHUS
uH(popManMoHHON Oe30macHOCTH. 3aJaud M MPUHLHUINBl OpPraHU3alMN  CIY>KObI
uHpopMmanmonHoi 6e3omnacHoctu. Co3ganue ciayk0bl HHOOPMAITMOHHON OE30MaCHOCTH.
WuBentapuzanuss ¥ kinaccuukanuss — MHGOPMALMOHHBIX — cHcTeM.  Mojenb
WH(OPMAIMOHHBIX TIOTOKOB. TWIOBass Mojenb HamaneHus. JIokanbHbIe W yHajaCHHBIC
aTaku. ATaku Ha MOTOK JaHHBIX.

Tema 3. AfeKBaTHOCTh MeXaHHM3MOB 3alIUThl. YNpaBJjieHHe W METOAUKH OIEeHKH
PHUCKOB.

VYrpaBneHue puckamu. MeTo/MKa OLIEHKM PUCKOB. Mojenu KayecTBEHHOW U
KOJIMYECTBEHHON OIIEHKH pUCKOB. Mojenb 0000IMEHHOTO CTOMMOCTHOTO pe3yJibTara
Muopsi (GCC). BbICOKO BEpOSITHBIE aTaKH.

Tema 4. Kpunrorpagusi u eé ocHoBHbIe NPUHIMIBL. OQ0lIeTeXHUYECKHE CPEACTBA
3amuThl. [IpoTokosbl ceTeBoii 6e3omacHocTH. Pa3padoTka npuiioxeHuii.

OcHoBHBIE  mpuHIUOBL  Kpuntorpapuu. CuMMeTpuyHas  Kpumnrorpadus.
AcumMmeTrpuuHas kpuntorpadus u uudposas noamnuch. [Ipoune kpumnrorpaduyeckue
anroputMbl. ClokHbIe KpUNTOrpahuIECKHe MPOTOKOJIBI.

Tema 5. KoHuenuusi co31aHusi NOJUTHKHA HHGPOPMANHMOHHOH 0€30MACHOCTH
OpPraHu3auuM

Crpykrypa nokymeHta. lIpumepsl: BBIIEPKKM M3 KOHLEHIUU MPEANPUITHS.
Cranpaptel. [Ipouenypsl. Metoapl. ABapuiiHblii MiaH. [IoMUMTUKKM MO OTAEIBHBIM
HaIPABJICHUSIM.

Tema 6. Pabdora ¢ mosab3oBaTeJsiMH, aIMUHHCTPATOPaMH H PpPa3padoTYMKAMM.
TecTupoBanue npoueayp ¥ MEXaHU3MOB 0€30I1ACHOCTH.

PekoMeHmauu mo B3auMOCHCTBHUIO ¢ mepcoHaioM. PaboTa ¢ monp3oBaTesiMu.
Pab6ota ¢ agmuaucTpaTopamu. Pabota c¢ paspaboTunkamu. Bompochl MOTYMHEHUS U
B3anMoJieicTBUs ciyk0. Co3naHue 3asBKM Ha BbImojiHeHUEe pabot. IlpaBo mommucu
3asBku. Dopmbl npunoxkeHusi k 3asBke 06. TectupoBaHue MNpOUEAYp U MEXaHU3MOB
0€30ITaCHOCTH.

Tema 7. [leiicTBHS B yCJIOBUAIX HAPYLICHUS 0€30IIaCHOCTH.



[IpaBo monmucu 3asBku. Popmel npunoxenus k 3asaBke 06. TectupoBanue
nporenyp ¥ MEXaHU3MOB 0€30MacHOCTH. ABAapUUHBIN TUIAH W TMPUHIUIIBI €T0 CO3IaHMUA.
CtpykTypa aBapuitHoro miana. Meroaonorus paboThel ¢ aBapuiHbIM 1uIaHoM. [Ipumep
aBapuiiHoro 1miaHa. Knaccudukanus texnonoruii RAID. PearupoBanue Ha HapylieHHe
uH(popmanoHHoM Oe3onacHoctu. [IpoBenenue paccieqoBaHusl.

Pa3nen 2. AfMHMHHCTPATUBHBIH YPOBeHb o0ecniedeHUsl Pa3padoTKU MOJUTHKH
UHGOPMAIIHOHHOI 0€30IIaCHOCTH

Tema 8. ATMUHMCTPATHBHBII YPOBEHb o0ecnieyeHUsl pa3padoTKM MOJUTHKHU
HH(OPMAIMOHHOI 0€30I1ACHOCTH

[lonmutukn wWHGOPMALIMOHHON 0€30MacHOCTH, PEKOMEHIYEMble BEAYLIMMHU
KOMIIAaHUSIMU.

[TonuTtka Oe3omacHOCTH, mporpamMma Oe30lacHOCTH, aHaJU3 PHCKOB, YPOBEHb
JNeTalu3aluy, Kapra HH(QOPMAIMOHHOM  CHUCTEMBI, KJacCU(UKAIUs  PECYPCOB,
¢u3nueckas 3amuTa, NpaBuia pa3rpaHUYeHus: AOCTYIa, TOPAJOK pa3padOTKH MOJIUTUKHU
0e30macHOCTH, HempepblBHAs paboTa, OLIEHKa PHUCKOB, KOOPIMHAIMS, CTpaTernyeckoe
IUIAHUPOBAHUE, KOHTPOJb, JKM3HEHHBIM ILMKJI, WHHULIMALMA, 3aKylKa, YCTAHOBKA,
DKCIUTyaTalysl, BBIBEICHUE U3 DKCIUTYaTalluH.

Tema 9. OcHoBHBbIEe MPUYMHBI M NPUHIUNBI co3nanus [IUB.

AHann3 OTEYEeCTBEHHOI'O pBhIHKA CPEACTB 3aluThl HHpopManuu. OCHOBHBIC
npuunHbl U npuHOMns!l cosganus [IMb. Komy n 4uto nosepsars. TpyaHOCTH BHEAPEHUS
[INB. 3auHTEepecOBAaHHOCTD B MOJUTHKAX Oe3omacHOCTH. CocTaB IpyIIbl MO pa3paboTKe
NOJIMTUK Oe3onmacHOCTU. TeHAeHIIN pa3BUTHSI CTaHJAPTOB U MOJUTUK HH(DOPMAIIMOHHON
oe3omacHoctd. OOm@ass METONONOTHsl OLEHKH Oe30MacHOCTH  HMH(POPMALMOHHBIX
TexHoJNOTui. OCHOBHBbIE MOHATHS M HAed. Peanusanus MOJUTHKKA WHGPOPMAIMOHHON
0€30MacHOCTH.

Tema 10. CtanaapTsl U cieuupuKANMU B 00J1aCTH HHPOPMAIHOHH 01
0e301aCHOCTH ¥ Pa3pad0TKH MOJTUTHKH HHGOPMAIIMOHHOM 0e30IIaCHOCTH

O630p Hauboliee BaXXHbIX CTaHAAPTOB H crnenudukanuii B  0o0macTu
uHpopManMoHHOW  Oe3omacHocTu.  OOImMeE  KpUTEpUU  OLEHKH  OE30MacHOCTH
uHpopMaMOHHBIX TexHoiorui (OO6mme kpurepun). OCHOBHBIE TOHATHA U WUACH.
OyHKIMOHATIbHBIE TpeboBaHUs OezomacHocTH. TpeOGoBaHMs JoBepus OE30MACHOCTH.
[Tpodunu 3ammThl, pazpaboTaHHbie Ha OCHOBE «OOIIUX KPUTEPUEBY.

[IpakTHueckoe TNPUMEHEHHWE MEXKIYHApOJHOTO  CTaHmapra 0e30MmacHOCTH
uH(popmannoHHbIX cucteM ISO 17799. Tunobie JOKYMEHThI, OCHOBaHHbIEC HA CTaHAAPTE
06e30macHOCTH. 3a/laHne OOIIUX MPaBHII UHPOPMAITMOHHOW 0€30MacHOCTH.

Tema 11. IIpouecc pa3paGoTKu NOJUTHKH HH(POPMALTMOHHOI 6€30I1aACHOCTH.

OcHoBHbIe TpeOOBaHUS K MOJUTUKE MHPOPMALMOHHOW 0€30MacHOCTU. YPOBEHb
cpencts  Oe3omacHoctu. Ilpomecc  pa3paboTKM  MOMUTHKH — MHGOPMAIMOHHON
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Oe3onacHocTH. CHCTEeMBl OLIGHKM TEKyIlled CHUTyallud B 00JacTH MH(POPMALMOHHOMN
0€30MaCHOCTH Ha NMPEANPUATUN. AITOPUTM METO/1a: "UCCIIEIOBAaHUE CBEPXY BHU3".

Tema 12. Poccuiickas cnenuguka pa3padoTKu NOJUTHKN HHPOPMALHOHHOM
0e30MmacHOCTH

Pazpabotka u  BHempeHue A(PGEKTUBHBIX  IMOJUTUK  WH(DOpPMaIMOHHON
6e3onacHocTu. DakTophl, ompeaensrone 3p(PEeKTUBHOCTh TOJUTUKU OE30MaCHOCTH.
Ouenka pucka. PexomeHnnanuu mno pa3paboTke W BHeApPEeHUIO 3((PEKTUBHBIX MOJIHUTHK.
Coznanue OnaronpusTHON cpenbl. JKU3HEHHBIM MUK MOMUTUKHA Oe3omacHocTu. [Ipumep
Hey/Ia4YHOU MONUTHKU. [IpuMep ympaBiieHUeCKO# MOJUTUKH OpraHUu3aI|H.

Tema 13. Jlyuniue npakTUKH CO3TaHUS U Pean3alMi MOJUTUK UHPOPMAITHOHHOM
0€30M1aCHOCTH 3apy0eKHbIX KOMIIaHU I

[Tonxonpl 3apyOexHBIX KOMIIAHMWA K pa3paboTKe MOJIUTUK HH(OPMALMOHHOM
oe3omacHocTd. llpumepbl NOMUTUK HHPOPMALMOHHOW O€30MaCHOCTH 3apyOexHBIX
KOMIIaHUM.

[Ipaktuka xomnanuu IBM B o6nactu 3amutel uHbopmamuu. CTpykTypa
NOKyMEHTOB Oe3omnacHocTH [Ipumep ocobeHHOCTEH MoaXoAa K MOCTPOEHUIO CUCTEMBI
6e3omacHocTH B kKomnanuu [BM

[Toaxon kommanuu Sun Microsystems. CTpyKTypa MOJTUTHKA

6e3onacHocTy. Jlpumep momuTuku 6€30MacHOCTH.

[Tonxon kommnanuu Cisco Systems. Onrcanue MOJIUTUKH 0€30MaCHOCTH.

[Ipaktuka xommanmu Cisco Systems B pa3paboTke CeTeBOH IMOJUTHUKH
6e3onacHoct. [lopsnok pa3paboTku cereBod monuTUKM Oe3omacHocTU. IIpoBenenue
aHaJlu3a pUCKOB MHPOpManmoHHON Oe3onmacHocTU. OmpeneneHue cocraBa U CTPYKTYpbI
rpynmnsl ceTeBoi 6ezonacHocTh. [Ipeaynpexaenre HapyIeHui MOTUTHKY 0€3011acHOCTH
KOMITaHHH.

[Ipaktrka kommanuu Microsoft B 061acT HHPOPMAIIMOHHON 0€30MacHOCTH

[Ipumep nMonUTHUKK ceTeBOr OE30MacHOCTH.

IToaxon xommaanu Symantec. OnrcaHue MOJMTHKNA O€301TaCHOCTH.

[Tonxon SANS. Onucanue nonutuku 6e3onacHocTy. [Ipumep nonuTuku

aynuTa 0€30MacHOCTH.

5. IlepeueHb yueOHO-METOAUYECKOTO O0ecieYeHH s 1JIst
CaMOCTOSITEJIbHOM PadoTHI MO JUCHHILINHE

«Metoaudeckue YKa3aHus OJid CaMOCTOSITSIbHOM pa6OTI>I o6yqafomp1xc;1 110
OCBOCHUIO NUCTHUIITIMHBD) IPEACTABJIICHBI B HpI/IJIO)KCHI/II/I 2.

6. @oH] OLIEHOYHBIX CPECTB /IJIsl IPOBeeHUs MPOMeKYTOUHOIM
aTrecTaly 00y4YalUIMXCH M0 JUCHUTIIHHE

Ctpyktypa ¢oHAQ OIEHOYHBIX CPEJCTB, [JIsi TPOBEACHHUS MPOMEKYTOUHOM

aTTeCTaluy OOYyYalomMXCs MO AUCHUIIINHE «BbipaboTka MOJUTUKK WH(OPMAIMOHHON
0e3onacHOCTHY, puBeaeHa B [Ipunoxenun 1.
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/. TlepeyeHb OCHOBHOM M JIONOJTHUTEILHOI yUeOHOM JTUTEpATyPbl, HEOOXOAUMOT
JJIS1 OCBOCHUS JUCHHMILINHBI

OcHoBHasi JiuTEepaTypa:

l.bapnakoB, C. A. Mogenu u MeToAbl B YOPAaBIECHUU U HKOHOMHUKE C
npUMEHEHHEM HWH()OPMAIMOHHBIX TEXHOJOTHA : ydeOHoe mocobme / C. A.
bapnakos, C. . Moucees, B. JI. [lopsiauna. — Caunkrt-lletepOypr : Uutepmenus,
2016. — 264 c. — ISBN 978-5-4383-0135-6. — Tekct : saekTpoHHbIH // JIaHb :
2JIeKTpOHHO-OMOMoTeunas cucrema. — URL: https://e.lanbook.com/book03198
(mara obpamenus: 28.11.2022). — Pexxum goctyma: i1 aBTOpHU3. MOJIb30BaTENEH.
2.I'pumaeBa, C. A. MndopmairionHass 0e30MacHOCTh B CUCTEMaX MEHEIXMEHTa
KauecTBa : yueObHoe nocodue / C. A. I'pumaeBa. — Mocksa : MAU, 2021. — 63 c.
— ISBN 978-5-4316-0804-9. — TexkcT : 31exkTpoHHbIN // JlaHb : 3JEKTPOHHO-
oubmmoteunas cuctema. — URL: https://e.lanbook.com/book56274 (nmara
oOpamenus: 28.11.2022). — Pexxum nocTyma: Jjisi aBTOPHU3. MOJIb30BaTENEH.
3.Uepemyxuna, FO. FO. CucteMbl MeHEKMEHTa KadecTBa : yueOHoe nocodue / 1O.
0. Yepemyxumna. — MockBa : PTY MHMPDA, 2019. — 95 c.— Tekcr:
9JCKTPOHHBIN //  JlaHb : 3JeKTpoHHO-OMOMmoTeuHas cucrema. — URL:
https://e.lanbook.com/book71525 (mata oOpamenns: 28.11.2022). — Pexum
JOCTYyIA: JUIsl aBTOPU3. MOJIb30BaTENEH.

4 Kupeera, H. B. Ayaut unbopMammoHHONH O0€30IMaCHOCTH : METOIUYECKHE
ykazanust / H. B. Kupeesa, U. C. Ilo3ausk, O. A. KapaynoBa. — Camapa :
[rymu, 2019. — 21 c¢.— Texkcr: snexkTpoHHbiid / JlaHb : 3JIEKTPOHHO-
oubnmoreunas cuctema. — URL: https://e.lanbook.com/book23223 (nara
obOpamenus: 28.11.2022). — Pexxum moctyma: Juist aBTOPHU3. MOJIb30BATEIEH.

JlonosiHUTeIbHAS JIUTEpPaTypa:

5.IMo3nusk, U. C. DkcnepTHbIE CUCTEMBI OIEHKH MHGOPMAIIMOHHON 0€30MacCHOCTH
: meronuueckue ykazanusi / U. C. Tlo3gusk, H. B. Kupeera, O. A. KapaynoBa. —
Camapa : [II'VTU, 2019. — 23 ¢. — TekcT : 31eKTpoHHbIH // JIaHb : 3E€KTPOHHO-
oubnnoreunas cucrema. — URL: https://e.lanbook.com/book23304 (mara
oOpamenus: 28.11.2022). — PexuM qocTymna: aJisi aBTOpU3. MOJIb30BATEIICH.

8. Ilepeyensb pecypcoB HHPOPMALMOHHO-TEJEKOMMYHUKAIMOHHOMN CeTH
«HTEepHET», HE0OXOAUMBIX JJIA OCBOCHHS U CIUILINHbBI

HNuTepHeT-pecypesl:
1.  http://eup.ru/catalog/all-all.asp — Hay4HO-00pa30BaTEIBHBIN MOPTAIL.

www.wiklsec.ru - Ounuxionenuss WHGOpPMAIMOHHONH 0€30macHOCTH. —
[Ty6nukanuu, cratbu.

3. http:/iwww.fsb.ru/ - Odunuaneueiii  cadt DenepanbHoit  CiryKOBI
besonacHocTn

4.  http://www.fstec.ru/ - Od¢unmaneheii caiir ®enepansHoit CiryKO0bI 110
Texuuueckomy JkcropTHoMy KoHTpoTto
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http://eup.ru/catalog/all-all.asp
http://www.wikisec.ru/
http://www.fsb.ru/
http://www.fstec.ru/
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~

http://www.AuditNet.ru (sce 06 ayaure UT u UB).

http://www.1SO27000.ru (mopran mo Wb, ananutuka, WHPOpPMAIHS IO
3aKOHOJIATENIbCTBY U CTaHJIapTaM, 0JIoTH, KaTtaioru pecypcos u [10).
http://www.SecurityManagement.ru (¢popym o UB).
http://www.WinSecurity.ru  (ctatbu, IOKyMEHTAI[ds,  HOBOCTH  IIO
oe3omacHoctd Windows).

9. MeToauyeckue YKa3aHUus I 00yYAKOIIUXCS, IO OCBOEHUIO TUCIIUIINHBI
Meroaudeckne yKazaHUs Ui OOyYarOIIUXCS, IO OCBOCHHUIO JHUCIMILUIMHBI

npuBeaeHbl B [Ipunoxkennn 2 xk HacTodlel padoueii mporpamMmme.

10. Ilepeyenb HH(POPMAUMOHHBIX TEXHOJOTHI, MCMOJb3YyeMbIX MNpPH

OCYIIECTBJICHUM OﬁpaSOBaTe.]'IbHOFO nmponaecca mo TMCumIJIinae

agbhwphE

— Ilepeyenb mporpammuoro odecieuenusi: MSOffice, PowerPoint.

— HudopmannoHHble CIPABOYHbIE CUCTEMBI:
VY4eOHBIi mopTai ¢ 3MeKTPOHHO-MeToinYecKuMU KoMiuiekcamu (do.kimes).
VYHuBepcanbHasg 6ubnnoTeka onnaiiH (www.biblioclub.ru).
Polpred.com www.polpred.com.
Enunoe okHo noctyna (www.window.edu.ru)/
Wznatensckuit tom «I['pedennukon» (http://grebennikon.ru/)..

Pecypcbl ungopmannonHo-oopazoBarenbHoi cpeast MI'OTY:
Pabouas mporpamMma u Metogaudeckoe odecrieueHue mo kypey «Pazpaborka
MOJINTUKU UHPOPMAIIMOHHOM 0€30MaCHOCTH B OPTraHU3AITUSIX )

11. Onucanue MaTepuaJIbHO-TEXHNYECKO 0a3bl, HEOOXOAMMOM 111

ocylecTBJIeHNs 00pa30BaTeJLHOI0 NpoLecca Mo JMCUUILINHe

JleknnoHHbIe 3aHATHSA .

ayJIMTOpUs, OCHAILIEHHAs MTPE3EHTAlMOHHON TEXHUKOU (IIPOEKTOP, SKpaH);
KOMIUIEKT 3JIEKTPOHHBIX MPE3eHTALUM / CIaiiJI0B Ha TEMBbI:

IIpakTHYeckue 3aHATHUSA:

KOMITBIOTEPHBIA KJIaCC € MPOEKTOPOM Ui HWHTEPAKTUBHOTO OOyYeHUs U
NpoBeJeHUsT JIeKHUid B Qopme  crai-mpe3eHTanuit, o000pyaOBaHHBIN
COBPEMEHHBIMU  JIMIICH3UOHHBIMU  NPOrPAMMHO-TEXHUYECKUMU  CPEACTBAMU:
onepannoHHas cucreMa He Hmxe WindowsXP; oducusie mporpammsel MSOffice
7

paboyee MecTO IMpernojaBaressi, OCHAIIEHHOE KOMIIBIOTEPOM C JOCTYIIOM B
WNHurepHerT;

paboune MecTa CTYIEHTOB, OCHAIEHHbIE KOMIBIOTEpAaMU C JOCTYIIOM B
NHutepHer.
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IHpuiaoxenue 1

@DOHJT OIICHOYHBIX CPEACTB JJIS TPOBEICHHS IIPOMEKYTOYHOM aTTECTaIlUN
00ydJaromuxcsl Mo JUCHUILUTHHE (MOIYIIIO)

UHCTUTYT NH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UI

KA®EJIPA UHOOPMALIMOHHOM BE3OIIACHOCTHU

®OHJI OIEHOYHBIX CPEJICTB JJIS TPOBEJEHUS
MPOMEKYTOYHOM ATTECTALIMM OBYYAIOILMXCS 1O
TV CHUILIAHE

«PA3BPABOTKA MMOJINTUKA HH®OPMAIIMOHHOM
BE30OITACHOCTH B OPTAHMU3ALIUAX»

Hanpasienue noaroropku: 10.03.01 Mudpopmanuonnas 6e30n1acHOCTb
IMpoduib: be30nacHOCTb TEJIEKOMMYHUKAIIMOHHBIX CUCTEM

(B a3poxkocMuveckoi cepe)

YpoBeHb BbicHIero 00pa3oBaHusi: 0aKaJaBp

®opma 00y4eHHsI: OUHASA

Koposnes
2022



1. TlepeyeHb KOMIIETEHIMI C YKa3aHHeM ITanoB uX GopMHUpPOBaHUA
B IIpoLecce 0OCBOeHHs 00pa3oBaTeIbHOM IPOrPaMMbl

Ne | Uupe Conepxanue Paznen B pe3ynbrare nzydyeHus pasnaeiia IUCLUIIINHBI,
n/m KC KOMIIETEHIIMM | JAUCHHUIUIMH | obecrieynBaroniero GopMupoBaHue KOMIETEHIINUH,
KOMTIIE BI, oOyuaromuiicst mpuoodpeTaer:
- obecnieunBa | TpymoBble Heobxomumer | Heobxonnmele
TEHIU IOIIUN JCUCTBUSA € YMEHUA 3HaHUA
u dhopmupoBa
HHE
KOMIIETEHII
1505
L | OK3 | CiocoGHOCTE | Tema:1-6 - - OLCHMBATH | - OCHOBHBIC
OCYILIECTBIAT AHAIM3MPOBATH uH(pOpMALIMOH | HOPMATHBHO-
BO3/ICHCTBHE HA | HBIC PHCKH | IPaBOBBIC  aKTHI,
b yIIpaBJICHNC 3AIIMINAEMYIO | pa3pabaThIBaT | METOJbI
C CHCTEMY b YIpaBIEHUS
pa3paboTKoii nHpopmanum, NPEUIOKEHNS | AEATEIBHOCTBIO,
OLICHUBATh o yrpozst Wb wu
OpraHu3anuo TIOCJICICTBHSA M | COBEPIICHCTBO | HAPYIIUTEIH
HHO- BBIPa0aTHIBATh BaHUIO CV | cucrem
pacnopsiauTe MIPEIOKCHHUS (1B) u | 0e30macHOCTH
TIBEHBIX 1o ee NPUMEHSITh uHpopMaIm;
COBEPIIIEHCTBOB | CPENCTBA
AOKYMCHTOB AHHIO KOHTPOJIS
u 3¢ PEeKTHBHOCT
pealln3aInio u 3U;
OpraHU3aIHO
HHBIX M€p I10
31U B AC
2. NK-4 | Coocoonocthr | Tema 7-13 - IPUHUMATh - OIIpeneidTs | - 3HATh
OCYILIECTBIAT yuacTue B U OIICHMBAaTh | HOPMATHBHO-
OpraHu3aIIH I WCTOYHHKH, METOJMYECKHE,
b HpOBeeHHH OpUYWHbBI M | PYKOBOIIIME H
JUArHOCTHKY IIOCJIEACTBUSA METOAUYECKHUE
" OICHKY KOHTPOJIBHBIX BO3HUKAIOIIHU JIOKYMEHTBI,

6 TIPOBEPOK X OpraHM3aIlMOHHbBI
00CCIICICHUS paboTOCTIOCOOH | MHIMIEHTOB € MEepBI, KPUTEPUH
pa60T0CHOCO OCTH U BBISIBISITH W | OIICHKH
OHOCTH s¢pdexTusHOCTH | YCTPAHATH 3alIMIIECHHOCTH H
cuctemsl 31 NPUMCHSICMBIX HapyIICHWA B | pCrTaMCHTRI

oomactu Wb | obecneuenus
11pH TPOTPAMMHBIX, (31); paboTocrnocoOHOC
BO3HUKHOBEH TIpOrpaMMHO- 1 cucrem 3U;
W arapatHbIX 1
TEXHUIECKUX
BHCUITATHBIX
o CPEJICTB 3allUTHI
CUTyalun

nHpopmarmy;
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2.0nucanne nokasarejed U KpUTepHeB OLEHNBAHUA KOMIIETEHIIMIA HA Pa3JIMYHBIX 3TAaNaxX
uX (popMHpOBaHMS, ONIMCAHNE IKAJ OLIEHUBAHUS

Koo Hucmpymenm, Omanwl u Kpumepuu oyenusanusn
KomnemeHnyuu oyeHuearuuil nokazamens KOMRemeHyuu Ha pa3nuidHolx
cpopmuposannoc OUEeHUBAHUA Imanax popmuposanua u
mb KOMnemenyuu KoMnemeHyuu WIKAIbl OUECHUBANHUSA
MK-3,4 Joknao A) noanocmoio | Hanpumep:
chopmuposana IlIposooumca 6 nucemennoil
(Komnemenyusn u/unu ycmuoi gpopme.
oceoena Ha @bicokom | Kpumepuu oyenku:
yposne) — 5 bannoe
B) yacmuuno | 1 Coomeemcmeue
cpopmuposana: cooeprcanus ooknaoa
3aaenennou memamuxe (1
o Komnemenyus | o ).
oceoena "\ 2. Kauecmeo ucmounuxos u
HPOOGUHYIOM YpOsHe ux Koiuuecmeo npu
— 4 danna;
noozomoexke  paoomwr (1
. KOMNEMEeRYU | 5, ..\
océoena Ha Daz06om 3. Baaoenue ungpopmayueii u
yposue — 3 banna; cnocoonHocms omeeuamsv Ha
B) ne cpopmuposana eéonpocet  ayoumopuu (1
(komnemenuyus ___ne Gann).
copopmuposaria) — 2 u 4. Kauecmeo camoii
menee bannos npeocmaenennou pavomor (1
oann).
5. Opuzunansnocms nooxooa
U ececmoponHee pacKpvlmue
eviopannon  memamuku (1
oann).
Makcumanvhnasn cymma
oannos - 5 6annoe.
MK-3,4 Bovinoanenue A) noanocmoio | llpu onpeoenenuu
KOHMPOAbHOU chopmuposana chopmuposannocmu
padomol (Komnemenyus KOoMnemenyuil Kpumepuamu
0C60€HA HA BbLICOKOM | OUEHUBAHUA evicmynaiom
ypoeéne) — 5 bannos Memoouueckue
b) YACMUYHO | pEKOMeHOayuu,
cpopmuposana: paspabomannsie no
. Komnemenyus oucyuniune 011 OAHHO20
oceoena na | 6404
HPOOBUHYHLOM YPOGHE
— 4 oanna;
. KomnemeHnuyus
océoena Ha 0a3080m
yposue — 3 oanna;
B) ne cgpopmuposana
(komnemenyus He
chopmuposana) — 2 u
Menee 6annos
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3. TunoBble KOHTPOJbHbIE 32aHUS WM HHbIe MaTepUajbl, HEOOX0IUMbIE
AJsl OLeHKH 3HAHMI, YMeHMi, HABBIKOB M (MJIH) ONbITA [1eSITEJHLHOCTH,
XapakTepu3ylomMuX JTanbl (OPMHUPOBAHUS KOMIETEHUHA B mpouecce
OCBOEHUsI 00pa3oBaTeIbHONH MPOrpaMMbl

IIpuMepHas TeMaTHKA J0KJIA0B B MIPE3EHTALMOHHOU popme:

[TonuTuka 6€30MaCHOCTH.

N3buparenpHoe yrpaBieHue JOCTYIIOM: MOJIeb XappucoHa-Py33o0-Yibemana.
[TomHOMOYHOE ynpaBieHue gocTynom: moaenu bemma-Jlallamymna, buba.
CTpyKTypa MOJUTUKH 0€30NaCHOCTU OPTaHU3AIINH.

YnpapieHyeckre Mephl MOJIUTUKHA O€30MaCHOCTH OpraHu3allnu.

CrpykTypa 1 Ha3HauYEHHE MPOLEAYPHI ayuTa 6€30MaCHOCTH.

Tunosble MOJENN HANIAZACHHUS.

JlokanbHbIC U yAAJICHHBIC aTaKH.

ATaku Ha IOTOK JIaHHBIX.

10 CrnosxHble KpUnrorpapuieckre mpoTOKOIIbI.

CoNoGA~WNE

IIpumepHas TeMaTuKa 32IaHUHA HA KOHTPOJIbHYIO padoTy:

1. MeToaoJ0ruYecKie OCHOBBI  pa3pabOTKHM  MOJMTHKH  HMH()OPMAIMOHHON
0€30I1aCHOCTH.

2. TeopeTHKO-TIPUKJIAJHbIE OCHOBBI Pa3pa0OTKH MOJUTHKA HH(POPMAIIMOHHOM
0€30I1aCHOCTH.

3. OcHOBHBIE NPUHIUIBI KPUIITOTpapHH.

4, 3amayn W TPUHLMIIBI  OPraHM3ALMU  CIYXObl  HMH(OPMAIMOHHOM
0€30MacHOCTH.

5. Metononorus paboThl ¢ aBapUHHBIM TLIIAHOM.
[IpoBenenue paccieaoBaHUM.
PearupoBanue Ha HapylieHre HH(OOPMAIIMOHHON 0€30MMacCHOCTH.
TectupoBanue npoueayp 1 MEXaHU3MOB O€30MaCHOCTH.
Kaprta nnpopmaiionHoi CUCTEMBI.

1O OOmiass  METOMOJOTHUST  OIEHKH  0e30MacHOCTH  MH(POPMAIMOHHBIX
TEXHOJIOTHUH.

11. Peanuzanusi moMUTUKA MHGOPMAITMOHHON O€30MaCHOCTH.

12. OOuMe KpUTepuu OLIEHKU 0€30MacCHOCTH HH(POPMALIMOHHBIX TEXHOJIOT U

13. dyHKUMOHANIbHbBIE TPeOOBaHUS OE30MACHOCTH.

14. TpeboBanus n0BepHs 0€30IMACHOCTH.

15. Tlpodwunu 3amuTel, pazpaboTaHHble HA OCHOBE «OOLINX KPUTEPUEBY.

16. IlpakTHyeckoe MpPUMEHEHHE MEXIYHAPOJHOIO CTaHaapTa 0e30macHOCTU
uHpopmarmoHHbIX cucteM [SO 17799.

17. OcHoBHbIe TpeOOBaHMS K MOJIUTHKE HHPOPMAIIIOHHOW O€3011acHOCTH.

18. VYpoBeHs cpencTB 6€30MacHOCTH.

19. IIpomecc pa3paOOTKH MONIUTUKN HHPOPMAITMOHHON O€30MacHOCTH.

20. CucreMBbl OIIGHKM TEKyIIed CHUTyallud B 00JacTH HH(OPMAIMOHHOM
0€30MMacCHOCTH Ha MPEANPUITHH.

©oNe
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dopmoit

4. MeToauveckne MaTepUaJibl, ONpeae/siioIne nMpouexypsbl

OLleHUBAHUS 3HAHMIA, YMEHUI, HABBIKOB M (WJIH) ONBITA 1eATEIbHOCTH,

XapaKkTepU3yIIUX 3Tanbl (JOPMHUPOBAHUA KOMIIETEH UM

KOHTPOJIA 3HAaHUM TIO0 JAUCTHUITIINHC <<P33p8,6OTKa ITOJIMTUKH

I/IH(I)OpMaHHOHHOfI 0e30I1acHOCTH B Oopra’nuv3anu:ax» SABJIAIOTCA ABC TCKYIINC
aTTCCTallii B BUJIC TCCTOB B KaKIOM CCMCCTPC, 4 TAKIKC UTOI0OBAsA aTTCCTALIUA B
BHUAC 3a4€Ta U 3a4€Ta.

Kon
Henen KOMIIETEH Kpurepuu
s 107071 OILICHKH TI0
Bun > Conepxxanne | TpeboBanus | Cpok cmauu
TEKYIILI OILICHUBAIO COJICP/KAHUIO U
OLIEHOYHOTO N OILICHOYHOTO K (menens
ero 1005071 KauecTBYy C
cpeacTBa cpeacTBa BBITIOJIHCHHUIO | CEMECTpa)
KOHTP 3HAHUA, YKa3aHUEM
o YMEHU, OasuioB
HaBBIKU
tectupoBan | [1K-3,4 20 BonpocoB | Kommnbrotepn | Pesynbrar Ilpenooasamens
ue oe BI YKa3vleaem
Kpumepuu OueHKu
TECTUPOBAHU | TECTUPOBAH
) 0aHH020 8uoa
¢, BpeMs s KOHmMpOAL.
IIpoeoo
OTBEACHHOE MPE0CTaBI Hanpumep,
umcsa e
Kpumepuu OueéHKu
POKH, na MOV B IZn egejmml:nc;l
ycmano npouenypy - | A€Hb P
RPOUECHMHBIM
6/1eHHbl 30 MuHyT IIPOBEICHUS
e COOMHOWIeHUeM.
HponeaAypbl Hesexa - 0.
epaghux
Heyooenemeopumen
onm o
bHO — menee 50%
obpazo
npasuibHbvlx
eamendb
omeemoes
HO20
nponec Yooenemeopumenvn
ch 0o-om51%
npasuibHblx
omeemoe.
Xopowo - om 70%.
Omauuno — om
90%.
TectuposaH | I[1K-3,4 20 BompocoB | KommnbtotrepH | Pesynbrarel | [Ilpenooasamens
ne oe TECTUPOBAH yKasvledem
Kpumepuu OueHKu
IIposoo TECTUPOBAHU | Us pumepiuu ou
umes 6 0anH020 euoa
e €; BpeMst MPEeI0CTaBII KoHmpons.
yé’mau’o OTBEJICHHOE | AKOTCA B Hanpumep,
Kpumepuu OueHKuU
e/1enHbl Ha JAEHb p f)’ Y
e MpoLeAypy — | MpoBeleHus: | Onpederniiomei
2pagpux 30 muH OpPOLEAYPHI NPOUEHMILbIM
P yT p yp COOMHOWIeHuem.
om
Heseka - 0.
obpazo
camens Heyooenemeopumen
bHO — menee 50%
HO20
npasuibHblIX
npouec
omeemoe
ca
Yooenemeopumenovn
0-om51%
npasuibHblx
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omeemoas.
Xopowo - om 70%.
Omauuno — om
90%.

IIpoeoo
umcsa
CpOKu,

ycmano
61eHHbl

e

epaghux

om
oopazo
eameins

HO20

npouec

ca

3auer

[1K-3,4

2
TEOPETUYECK
UX BOIIpOca
+
IIPAKTUYECKO
€ 3a/1aHHe

3auer
MPOBOJUTCS
B
IMMChbMEHHOM
dopme,
IIyTEM OTBETA
Ha BOIPOCHI.
Bpewms,
OTBCJCHHOC
Ha

IPOLCAYPY —
15 MunyT.

Pe3ynbrartsl
IPEIOCTAaBII
SIFOTCS B
JEHb
MIPOBEICHUS
3aueTa

Hanpumep,

Kpumepuu oyeHKu:

«3aumenon:
3HaHue
OCHOBHBIX
nonamui
npeomemas

®  ymeHue
Ucnob308anbs
U  RpUMEHAMDb
nojyiyueHHble
3HAHUA Ha
npakmuke;

e paboma Ha
CeMUHAPCKUX
3aHAMUAX;

®  3HaHue
OCHOBHBIX
HAYYHBIX
meopuil
uzyuaemoix
npeomemoes;

o omeem Ha
eonpocul
ounema.

«He 3aumenoy:

®  OJemoncmpupye
m uacmuuHsle
3HAHUA no
memam
oucyunuH;

®  He3HaHue
OCHOBHbBIX
nonuamuii
npeomemas

®  neymeHue
UCnoIb308ans
U  RpUMEHAMDb
noyyuenHble
3HAHUA Ha
npakmuke;

® He paboman Ha
CeMUHAPCKUX
3aHAMUAX;

He omeeyaem Ha

8onpocel.

IIpumepHoe coaep:kaHue TECTOB AJIM TEKYLIEeH aTTeCTALUM:
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3AJAHUE HA BBIBOP O/THOI'O IIPABHUJ/IBHOI' O BAPHAHTA OTBETA

=

[Ipeamer, menmb w 3amayM pa3pabOTKH TOJUTUKA HWHGOPMAITMOHHON

0€30MacHOCTH.

Cucrema 3amutel TETRA.

KopnopatrBHasi KOMIIbIOTEpHAs CETh.

Krnacchl 3anmieHHocTu

[TpuHIIUTIBEI pAOOTHI C MOJIB30BATENAMH, AAMUHUCTPATOPAMU U

pa3paboTurKamu.

6. CranaapTbl, UCTIOIB3yEMBIE MPU pa3padbOTKe MOJUTUKH HHPOPMALIMOHHOM

0e30MacHOCTH NPEANPUITHS U 00BEKTOB PETHOHA.

Konnenmus momutuku 6e30macHOCTH.

[Ipobsiembl 0OecrieueHrs HOPMAaTUBHO-TIPABOBOIO MPOCTPAHCTBA.

Pa3paboTka mpuioskeHni Ipyu MPOSKTUPOBAHUN TTOJIUTUKU OE30ITaCHOCTH

TPEATPUSITHSI.

10.TeopeTuko-nipuKIIaHBIE OCHOBBI CTPax0OBaHUS HHPOPMAITMOHHBIX PUCKOB
B 00BbEKTaX.

11.Knaccuduxaius aTak U MOCTPOECHUE MOJIUTUKN HHHOPMAITMOHHON
0€30MacHOCTH ¢ YYETOB Pa3IUYHBIX BUOB aTaK.

12. AnexBaTHOCTh MEXAHU3MOB 3alIUTHI. Y TIpaBJIeHHE puckamu. Metonka
OLIEHKH PUCKOB.

13.TTonuTHKa CUCTEMHOTO aJIMUHUCTPUPOBAHUS.

14 TIporokomasr TCP/IP.

15.Knaccel ceteil.

16.KoHTposb (pM3UUECKOTO NOCTYIA U MPOTOKOJIBI CETEBON OE30MaCHOCTH.

17. ABTOMATHU3UPOBAHHBIE CPEICTBA OE30MTACHOCTH.

18.TTpo6aema nHGOPMAITMOHHON BOMHBI B COBPEMEHHBIX YCIIOBHSIX.

19.MudopmarimoHHOE OpyKUE B COBPEMEHHOM CHCTEME 00ECTICUCHUS
MH(OPMAIMOHHOW O€301TaCHOCTH.

20.KpunTorpadust u e€ MecTo B HOTUTHKE HHPOPMAITMOHHOMN 0€30MacHOCTH
MPEANPUATUAS U 00OBEKTOB PETHOHA .

21.TIpoBeneHue paccineoBaHUs U aHAINU3 €T0 PE3yJIbTaTOB.

22.PearupoBanue Ha HapylieHHe 0€30MaCHOCTH.

23.MeToa00THYECKHE OCHOBBI OPTAaHU3AIMOHHOTO 00ECTICYCHUS
nH(OPMAITMOHHON O€30MaCHOCTH PETHOHA HAa YPOBHE KPYITHBIX
MOCTABIIMKOB 3aMUIIEHHBIX HHOOPMAITMOHHBIX CUCTEM.

24 . MeToa0I0OTHYECKUE OCHOBBI Pa3BUTHUS TOCYIaPCTBEHHO-PETHOHATILHOTO
yIpaBieHHs] THPOPMALIMOHHON 0€30MacHOCTHIO).

25.TectupoBaHue NPOLEAYP U MEXaHU3MOB O€30MTaCHOCTH MpHU pa3paboTKe
MOJINTUKU OE€30MaCHOCTH.

26.TeopeTHKO-TIPUKIIaIHbIE OCHOBBI Pa3BUTHS MEHEKMEHTA

MH(OPMAITMOHHOW O€30ITaCHOCTH Ha YPOBHE PETMOHAIIBHBIX

IIPEANIPUSITUN.

b wm

© 0~
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27.MeTono0oTnYecKre OCHOBBI MMOCTPOCHUS yYHUUIIMpOoBaHHON KoHIenu
(monmuTHKY) HHPOPMAITMOHHOM 0€30MaCHOCTH MPEANPHUATUS U O0BEKTOB
pervoHa.

28.0cHoBHbIE TpeOOBaHUS K MOJUTUKE HHPOPMAITMOHHOM 0€3011aCHOCTH.

29.YpoBeHb CpeCTB 0E30MacHOCTH.

30.Anroput™m MeToja: "uccae0BaHUE CBEPXY BHH3'.

Tunosble BOIIPOCHI, BBIHOCUMBIC HA 3a49€T

=

[Ipeamer, enp U 3aa4u MOTUTUKA UHPOPMAITMOHHOM 0€30MaCHOCTH.

[IpoGnema nHbOpMaIIMIOHHON BOITHBI B COBPEMEHHBIX YCIOBUSIX.

3. UndopmaninoHHOE OpyKHe B COBPEMEHHOM crcTeMe 00ecrieYeHUs
nH(OPMAITMOHHON O€301TaCHOCTH

4. Pa3BuTHE MOAXO0/I0B K OpraHU3alii UHPOPMALIMOHHOW O€30MacHOCTH B
MUpE (MICTOPUYECKUH acleKT).

5. PazButue u ctaHoBieHHE OOecneueHHs] HHPOPMAIIMOHHON 0€30MacHOCTH B
Pocculickon ®@enepanum.

6. CoBpeMeHHas IOCTAHOBKA IIEJICH U 33/1a4 110 0OCCTICUCHHTO
MH(OPMAIMOHHOW 0€30IaCHOCTH U pa3padOTKa MOJUTUKH 0€30M1aCHOCTH.

7. Omnpenenenue, NPUHUUIIBI 1 METOJOJIOTHUECKHI 0a3uc (OpMHUPOBaHHUS
OCHOB Teopur HHGOPMAIMOHHON OE30MaCHOCTH.

8. PazButue HepopMaIbHBIX TEOPETUKO-TIPUKIAIHBIX TIOJIX0/I0B aHATN3a
IIPOLIECCOB 110 UHPOPMAIIMOHHOM 0€3011aCHOCTU B COBPEMEHHBIX YCIOBHUSX.

9. TeopeTnueckne OCHOBBI MOJEIUPOBAHUS COBPEMEHHBIX MTPOLIECCOB
uH(OPMAITMOHHON 0€30MaCHOCTH MPHU Pa3pabOTKH MOTUTHKA
nH(OPMAITMOHHON O€30MTaCHOCTH.

10.ba3oBoe copeprkaHue OCHOB TE€OPUH MHGOPMAIIMOHHON O€30MaCHOCTH.

11.TTonsiTHe M cucTeMHas Kiaaccu(UKaIUs COBPEMEHHBIX HH(OPMALIMOHHBIX
yTpo3.

12.OcHOBHBIE TEOPETUKO-TIPUKIIATHBIEC TTOKA3ATENN YSI3BUMOCTH 3aIIUIIIAEMOTO
MH(OPMAIIMOHHOTO pecypca.

13.MeToaoa0rnueckre OCHOBBI JOCTOBEPHOCTH TIPOTHO3UPOBAHHUS
ySI3BUMOCTH MH(OPMALIMOHHBIX 00BEKTOB MPHU pa3padO0TKe MOJTUTHKA
MH(OPMAIMOHHOW O€301TaCHOCTH.

14. TeopeTuko-TIpUKIaAHBIC MOJICIIN OIICHKHU yIiepOa OT pean3aIuu
UH(OPMAITMOHHBIX YTPO3.

15.ITocTaHOBKa 3a71a4l U OCHOBBI METOJIOJIOTHH OTIPEIeNIeHUs] TpeOOBaHUM K
obecnieueHU0 HHGOPMAITMOHHON OS30ITaCHOCTH.

16.0OcHoBHBIE MapaMeTphl Oe30macHOCTH HHGopMaruu (MHPOPMAITMOHHOTO
pecypca).

17.OCHOBBI METO/IOJIOTUM OLIEHKHW OCHOBHBIX (JaKTOPOB, BIUSIONINX Ha
TpeOyeMbIil ypoBeHb oOecrieueHrs HHPOPMaMOHHOM 0€30MacCHOCTH.

18.MeTto010ru4ecKre OCHOBBI OIIPE/ICTICHUS BECOB U KJlacCU(pUKAIUU

BO3MOXXHBIX yCJIOBUH oOecrnieueHus: MHPOpMAITMOHHON 6€30MaCHOCTH.

no
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19.CucTtemHBIN IOX0/] KAK OCHOBA MOCTPOCHUS COBPEMEHHBIX KOMIIIEKCOB
obecnieueHus: MHPOPMAITMOHHON 6€30TTaCHOCTH.

20.Omnpenenenuie, TUMUA3AIMS U CTAaHIAPTU3AIMS COBPEMEHHBIX CUCTEM
obecrieueHus1 MHPOPMAITMOHHON 6€30TTaCHOCTH.

21.CoBpeMeHHbIE METOAOIOTUYECKHE OCHOBBI MPOSKTUPOBAHUS KOMITJIEKCHBIX
cucTeM obecrieyeHus: HHHOPMAITMOHHON O€30ITaCHOCTH.

22.MeToa0JI0TUYECKHEe OCHOBBI COBOKYITHOM OLIEHKU ()yHKIIMOHUPOBAHUS
KOMIUIEKCHBIX CHCTEM MH(POPMAIIMOHHOM 0€30MacHOCTH.

23.0OcHOBHBIC HAyYHbIC TPUHILIUIIBI U 001I1as 3a7a4a YIpaBICHUS
COBPEMEHHBIMH CUCTEMAMH HH(POPMALIMOHHOM 0€30MMaCHOCTH.

24.TuroBast MOJIETb U BHUJIBI  YIPABJICHUS HHGOPMAIIMOHHON
0€30MacCHOCThIO (KpaTKOCpOYHOE; CPEAHECPOUHOE U JOJTOCPOUHOE).

25.MeT0o10T0OTHYECKUE OCHOBBI BEIPAOOTKH M ONTHUMH3AINH YIIPABICHIECKIX
penieHuit no nHPOpMaIMOHHOM 6€30MaCHOCTH (XapaKTEPUCTHKA OCHOBHBIX
ATANOB MPUHATHS U PeaTU3allii PEIICHU ).

26.MeToa0JI0THYeCKHEe OCHOBBI OPTaHU3AIMU U TIPOBEJIEHUS KOHTPOJIBHBIX
MEPOIPUITHIA 110 UHPOPMALIMOHHONW OE30MaCHOCTH.

27.0OcHOBBI OpraHu3aiyy ooecneueHrus HHGOPMAIMOHHON 0€3011aCHOCTH
MPEANPUATUAS U 00bEKTOB PETHOHA.

28.OyHKINH, 3a/1a4U, CTPYKTYpa U OpraHu3aius paboThl CIYKObI
uHGOPMAIMOHHON 0€30MaCHOCTU MPEANPHUITHS U 00BEKTOB, PETHOHATBHBIX
LHEHTPOB HHPOPMALIMOHHOU 0€30M1aCHOCTH.

29. AHanu3 COCTOSIHUSI ¥ TPOTHO3 Pa3BUTHUS TEOPUU HHPOPMAITIOHHOM
0€30MacHOCTH.

30.[TepcrieKTUBBI pa3BUTHS MEXBEIOMCTBEHHOW CHCTEMBI TIOITOTOBKU U
NEepenoAroTOBKM KaJapoB B 001acTH oOecrieueH s HHPOPMALIMOHHON
0€30I1aCHOCTH.

*Umocosoe Hauucienue 6ai108 no OUCYUNIUHE OCYWECMBIAeMCs 8 COOMEEmCmeuUU ¢
PpaspabomanHou U 6HeOPEeHHOU OANIbHO-PEeUMUHE080U CUCIEMOU KOHMPONS U OYEHUBAHUS YPOBHS
SHAHUU U 6HEYUEOHOU CO3UOAMENbHOU AKMUBHOCMU 00YYArOUWUXCAL.
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IIpunoxenue 2

MeToauyeckue yKazaHusl J1J1s1 00yYAIOIIMXCS 110 OCBOECHUIO UCIUIINHBI
(MoayJis)

UHCTUTYT NH®OKOMMYHHUKAIIMOHHBIX CUCTEM
U TEXHOJIOI'UI

KA®EJIPA UHOOPMALIMOHHOM BE3OIIACHOCTHU

METOINYECKHUE YKA3ZAHUA JJIAA OBYYAIOIIUXCA 11O
OCBOEHHIO JUCHUIIJIMHBI (MOYJIA)

«PA3BPABOTKA MMOJIMTUKU HH®OPMAIIMOHHOM
BE30OITACHOCTH B OPTAHM3ALIUAX»

Hanpagpaenue noarorosku: 10.03.01 Mudpopmanuonnas 6€30nacHOCTb
Ipoduib: be30nacHOCTh TEJIEKOMMYHUKAIUOHHBIX CUCTEM

(B a3pokocMuvecKoi cepe)

YpoBeHb BbicHIero 00pa3oBaHusi: 0aKaJaBp

®opma 00yueHUsA: OYHAA

Kopones
2021
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1. OO0ume moJIoKeHUs

Hensimu n3y4yeHus: JUCUUIUIMHBI SBIISECTCS

- (GopMHpOBaHHE Yy CTYAEHTOB O0a30BbIX 3HAHUN U MPAKTUUYECKHUX
HAaBBIKOB B 00JIaCTH pa3paOOTKU NOJUTUKU MH(POPMALIMOHHOIN O€3011aCHOCTH.

- @®opMUPOBAHKE y CTYICHTOB CHELUATU3UPOBAHHONW Oa3bl 3HAHMI IO
OCHOBHBIM TMOHATHSIM B 00JacTd BBIPAOOTKH TOJUTHKU HH(DOPMALMOHHON
0€30I1aCHOCTH.

3agayamMu IMCHUTUIMHEIL SIBISIETCS:

1. Teopernyeckne OCHOBBI pPa3padOTKU MOIMTUKH HH(GOPMAIMOHHOM
0€30IIaCHOCTH Ha OCHOBE JICHCTBYIOLIETO POCCUMCKOTO 3aKOHOAATENbCTBA C
IIOMOIIBIO COBPEMEHHBIX MPHUHIMIIOB, METOJIOB, CHJI M CPEACTB B Pa3IUYHBIX
OpPraHU3alMOHHBIX CTPYKTYPAX;

2. [TpakTHueckue acmeKkThl pa3padOTKH MOJIUTUKH HH(GOPMAIMOHHOM
Oe3omacHOCTH 1O  0a30BbIM  HAIPAaBICHUSAM  3alIUThl  FOCYIapCTBEHHOM,
po(ecCuoHaNIbHON, KOMMEPUECKON TaillHbl M KOHPUACHIIMAIbHOU MH(OPMALIUHA 1
(dbopMHUpOBaHUEM y 00YHAIOUIUXCA CUCTEMBI 3HAHUU.

2. Yka3aHus 1o NMPOBCACHNIO IPAKTUYCCKHUX 3aHATHH

IpakTnueckoe 3anstue 1-4.
Bua npakTU4YecKoro 3aHITHS . HO020M068KA 00K1a0a.
OOpa3oBaTebHbIE TEXHOJOTUU: 2PYRROBAA OUCKYCCUAL.
Tema u conepkaHue MPAKTUUYECKOTO 3aHATHS:
Tema: CoBpemeHHbIe 1IPoOIeMbl MHPOPMALIMOHHOM 0€301IaCHOCTH
By npakTuyeckoro 3aHATUS: CMEWAHHAs pOpMa NPAKMUYECKO20 3AHAMUS.
Tema u conepkaHue NPAKTUYECKOTO 3aAHITHS:
Llenv pabomwr: O3HAKOMJIEHHE CTYACHTOB C COBPEMEHHBIMH IpoOIeMaMu
nH(OPMAIIMOHHON 0€30MacHOCTH.
OcHogHble nonoJCeHUs MmeMbl 3AHAMUSL
1. WcTtopuyeckuil aCeKT pa3BUTHS U CTAHOBJICHHE 00CCIICUCHHUSI
nH(OPMAIIMOHHON 0€30MacCHOCTH B MUPE.
2. Pa3BuTHe u cTaHOBICHHUE oOecTieueHUs] H(POPMaIIMOHHON
oe3omacHoctu B Poccun.
Bonpocw 0ns 0b6cyscoenusi:

=

[Ipenmer u 3agaum Kypca.

3HaueHHE U MECTO B MOATOTOBKE CTY/JICHTOB.

3. XapakTepucTuka CyHIECTBYIOIIMX Tpo0ieM 1o  uH(OpMalMOHHOU
0€30MacHOCTH.

4. AHanmu3  HWCTOPUYECKOTO  Pa3BUTHS  MOAXOAOB K  00OECIEYEHUIO
nH(OPMAIIMOHHON O€30TTaCHOCTH B MUDE.

5. AHamM3  WCTOPUYECKOTO  Pa3BUTHS  MOAXOAOB K  OOECIEYEHUIO

nH(popManmoHHoOU Oe3omacHoCTH B Poccuiickoit deneparmm.

N
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6. CoBpemeHHasi TMOCTAaHOBKA 3aJa4dl IO oOOecreyeHuo HHGOPMAIMOHHON
0E30ITaCHOCTH.
[TponomKUTENLHOCTD 3aHATHS: 4 4.
IIpakTHuyeckoe 3ansiTue 5-7.
Bu mpakTH4YeCcKOTo 3aHITHS: HOO20MOB8KA 00K1Aoda.
OO6pazoBaTteiibHbIC TEXHOJOTUH: 2PYRHOBAA OUCKYCCUSL.
TeMa u conepkaHre MPaKTUIECKOTO 3aHATHS:

Tema: Cny:x6a ungopMaunoHHON 0€30MaACHOCTH OPraHU3aMIid.

Bun npakTuueckoro 3aHATUA . cMeUaHHas hopma npaKmuiecko2o 3aHsamus..

Tema u comeprkaHue MPAKTHIECCKOTO 3aHSITHS:

Llenv pabomui: TlomydnuTh TEOPUTHUCCKHE OCHOBBI, 33/1aud W TIPHHIIAIIGI
OpraHu3aIuy Ccyk0bl HGOPMAIIMOHHON 0€30MaCHOCTH.

OcHOBHble NONONHCEHUS MeMbL 3AHAMUSL.

1. Mexanu3mbl HHGOPMAIIMOHHOM 0€30MaCHOCTH.

2. Coznanue ciyx0bl HH(GOOPMAIIMOHHON 0€30MacCHOCTH.

Bonpocwi ons ob6cysicoenus:
OO6mue noHaTus UHPOPMAITMOHHON O€30MTaCHOCTH.
Onpenenenue U 1eau HPOPMaIMOHHON O€30MTaCHOCTH.
Tunosasg Mozeis HalraaeHus.
WNuBerTapu3amms u Kiaccupukamms HHPOPMAITMOHHBIX CUCTEM.
Monenbs HHPOPMAITMOHHBIX TTOTOKOB.
JlokanbHbIE U yOATEHHBIE aTaKU.
ATaky Ha TTOTOK JJAHHBIX.
[TponomKUTENHHOCTD 3aHATHA: 3 Y.

NoabkowdE

IpakTuyeckoe 3ansitue 8-11
By npakTU4YecKoro 3aHiITUS: HOO20H08KA 00K140a.
OO6pa3oBaTelbHbIC TEXHOJOTHH: 2PYRHOBASA OUCKYCCUSL.
Tema u conepkaHue MPAKTUIECKOTO 3aHATUS:

Tema: A1eKBaTHOCTb MEXaHU3MOB 3alMThI.

By npakTHyecKkoro 3aHATUS: cMeuanHas opma npakmuieckoeo 3aHsamusl.

Tema u conepkaHue MPAKTUIECKOTO 3aHITHS:

Lenv pabomei: T1onyuuTh NPaKTUYECKUE HABBIKU aHAJIM3a U UCIIOIL30BaHUS
MEXaHU3MOB 3alllUTHI.

OcHrosnvie nonodiceHust memvl 3aHIMUsL.
1. VopaBneHue U METOAUKHU OIIEHKH PHCKOB.
2. O0ocHOBaHHE 11€7IeCO00PA3HBIX MEXaHU3MOB 3aIIHTHI.

Bonpocwt ons obcyscoenus:
1. YmpaBneHnue pucKkamu.
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MeTtonrKa OLIEHKH PUCKOB.

Mopenu KaueCTBEHHON OLIEHKH PHUCKOB.

Mopenu KoJIM4eCTBEHHOM OLIEHKU PUCKOB.

Mopenb 06001EHHOTO cTOMMOCTHOTO pe3ynbTaTta Muopsl (GCC).
BBICOKO BEpOSATHBIEC aTaKH.

[TIponoIKUTENBHOCTD 3aHATHS: 3 Y.

IIpakTuyeckoe 3ansaTue 12

Bu mpakTH4YeCcKOTo 3aHITHS: HOO20MOB8KA 00K1aoa.
OO6pazoBaTeibHbIC TEXHOJOTUH: 2PYRHOBAA OUCKYCCUSL.
TeMa u conepkaHre MPaKTUIECKOTO 3aHATHS:

Tema: OcHoBHBbIC NIPUYHMHBI U NPpUHUMIBI co3nanusa [IUB.

agbrwnE

o

7.

By npakTryecKoro 3aHATUS: CMEUAaHHAs (hopma npaKmuiecko2o 3aHAmusl.
Tema u conepkaHue NPAKTUYECKOTO 3aAHSTHSL:
Llenv pabomoer: 1lomyduTh MPAKTUYECKHE HABBIKM BBIOOpAa U pealiu3alluu
BbIPAOOTKHY MOJIMTUKH UH(POPMALIMOHHOM 0€30MaCHOCTH.
OcHogHble NON0JICEeHUs. meMbl 3aHAMUSA
1. OcHoBHble npuuuHbl coznanus [TUB.
2. OcHoBuble mpuHIUIBI cozaanus [TUb.

Bonpocs! 115 o6cyxieHust:
AHanu3 0TEYEeCTBEHHOTO PhIHKA CPEJICTB 3alUThl HH(POPMAIUH.
Tpynuoctu BHeapenus [1IUb.
3auHTEpPECOBAHHOCTh B MOJIUTHUKAX OE30MAaCHOCTH.
CocTas rpyIibl 1Mo pazpadoTKe MOJUTHUK O€30TaCHOCTH.
TenneHunn pa3BUTUA CTAaHAAPTOB M MOJUTUK  HMH(DOPMAIMOHHOU
0€30MacHOCTH.
OOmiast  MeTomoNorusi  OLEHKM  0e30MacHOCTH  MH(POPMALMOHHBIX
TEXHOJIOTUH.
Peanuzanus nonuTuku HHPOPMAMOHHOM O€30MaCHOCTH.

[TponomxkuTenbHOCTH 3aHATHS: 6 Y.

3. Yka3aHus 10 NPOBEJEHUIO0 CAMOCTOSATEIbHOI padoThl CTY1€HTOB

HanmenoBanue 0Jioka

No

i (paznena) Buner CPC
IUCIIATIIAHBI

1. | Tema 10.  Cranpaptel u | J[To020mo68Ka 00K1A008 NO MeEMAM.:

CCUHPUKAIIH B 0OAACTH |1 T]( 7y np1 3apyOEsKHBIX KOMITAHHI K paspaGoTKe

uH(GOPMALMOHHOM .

Ge30IaCHOCTH 1 MOJIMTUK UH(POPMAITMOHHOM 0€30MacHOCTH.
Pa3paboTKu MOIHTHKH 2. Ilpumepsl NOAUTHK UH(HOPMALIMOHHON
HHPOPMAUHOHHOH 0E30MaCHOCTH 3apyOeKHBIX KOMITAaHUIHA.
0€3011aCHOCTH
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3. Ilpaktuka xommanuu IBM B o61acTy 3aIMThl
uHpopMauu.

4, CrpykTypa TOKYMEHTOB 0€301MacHOCTH

5. CTpyKTypa MOJIUTUKH O€30ITaCHOCTH.

2. | Tema 11 Hpouece | J[Toozomosxa 00Kk1a0068 no memam:
PaspagoTKH  NOMHTHKH | 9 T]npvep ONUTHKU GE30IACHOCTH.
uH(GOpPMAUMOHHOM
5301 CHOCTIL 2. OnucaHue NOJUTUKU OE€30M1aCHOCTH.

3. Tlopsmok pa3pabOTKu CETEBOM MOTUTHKA
0€30MaCHOCTH.
4. IlpoBeneHue aHannu3a pUCKOB
uH(GOPMAITMOHHOM 0€30MaCHOCTH.
5.  Omnpenenenue cocTaBa v CTPYKTYPHI TPYIIITHI
CETEeBOW OE30MAaCHOCTH.
6. IlpemymnpexaeHue HAPYIICHUH MOJUTHKA
0€30MacHOCTH KOMIIaHUH.

3 | Tema 12.  Poccuiickast | [Toozomoeka 00K1A008 HO memam:
cneundura - paspadoTku | ) - Tnaxryka kommaruu Cisco Systems B

MOJUTHKH .
HHpOPMANHOHHO pa3paboTKe ceTeBOM MOJIUTUKH OE30IaCHOCTH.
6e3omacHoCTH [Toaxon komnanuu Cisco Systems.

2.

3. Tloaxon xommanuu Sun Microsystems.

4. Tlpumep ocoOEHHOCTEHN MOAX0/a K IOCTPOCHUIO
cucTeMbl Oe3onacHoCTH B komnauuu IBM

4 | Tema 13. Jdyumne | JTpozomoexa 00K1a008 no memam:
NMPAKTHEM COAaMMT M 7 TTpaxrrka komnanuu Microsoft B oOnactu

peajim3anumn MMOJIMTHUK o

HHGbOpMAMHOHHO MH(QOPMaLMOHHON 0€3011acCHOCTH

0e30mMacHOCTH 2. Ilpumep moauTHKU ceTeBON OE30MaCHOCTH.
3apy0eKHBIX KOMIAHMI 3. Tloaxon komranuu Symantec. Onucanue

IIOJIMTUKH OE30IIaCHOCTH.

4, Tloaxon SANS. Onucanue MOIUTUKA
6e3omacHocTH. [IprMep moTUTHKH aynuTa
0e30IMacCHOCTH.

4. YkazaHus N0 NPOBEICHUI0 KOHTPOJBbHBIX padoT

4.1. TpeGoBaHMe K CTPYKTYype
CTpykTypa KOHTPOJBHOW pabOThl JOJDKHA CIIOCOOCTBOBATH PACKPBITHIO
TEMbl: HMMETh TUTYJIbHBIA JIUCT, COJAEpP)KAHUE, BBEJACHUE, OCHOBHYIO 4YacCTh,
3aKJIFOUYECHHE, CITUCOK JIUTEPATYPHI.

4.2. TpeGoBaHus K cOePKAHUIO (OCHOBHOI YacTH)

1. Bo BBeneHHM OOOCHOBBIBAETCSI aKTYaJIbHOCTh TE€MBI, ONPEACISIETCS 1IEIb
paboThI, 33424l U METOJIbl UCCIICIOBAHUSI.
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2. llpu ompenenenuu nenen u 3aaad UCCIEA0BaHUS HEOOXOIUMO MPABUIBHO
ux ¢opmMmynupoBarb. Tak, B KadecTBe LENM HE CIEAYyET YHOTPEOJATh IJIaroj
«cpenatb».  [lpaBunbHO ~ OyJeT  HCIONB30BaTh  IJIArojibl  «PACKPBITHY,
«ONPEIENNUTBY, «yCTAHOBUTHY, «I10KA3aTh), «BBIIBUTHY U T.J.

3. OcHOBHas yacTh padOThHl BKIKOYAET 2-4 BONpPOCA, KaXIbIM U3 KOTOPBIX
HOCBSIAETCS PELICHUIO 33/1a4, CPOPMUPOBAHHBIX BO BBEJICHUU, U 3aKAHUMBAETCS
KOHCTaTalluel UTOTOB.

4. TlpuBeTcTByeTCS WJUIIOCTpAllMsi COJAEpKaHus paboThl TabiuIaMu,
rpaduueckuM mMaTepuanioM (pUCyHKaMH, CXeMaMH U T.I1.).

5. Heo0Oxoaumo naBaTh CCHUIKM Ha MCIIOJIb3YEMYIO JIUTEPATYPY.

6. 3akiroueHue JOKHO COJepXkaTb CHIEIaHHbIE aBTOPOM pabOThl BBIBOIHI,
UTOTY UCCJIEIOBAHMUS.

7. Bcnen 3a 3akiIr0YeHHMEM HJIET CIHUCOK JIMTEPATypbl, KOTOPBIA JTOJKEH
OBITh COCTaBJEH U O(POPMIIEH C YCTAaHOBJIEHHBIMU TpeOoBaHUsAMHU. Ecinu B padote
UMEIOTCS TPUJIOKEHUS, OHU O(QOPMIISIIOTCS Ha OTAEIBHBIX JINCTAX, U JOJKHBI
OBITh COOTBETCTBEHHO IIPOHYMEPOBAHBI.

4.3. TpeooBaHusi K ohopMJIEeHUIO
O6bem koHTposibHOM paboTel — 10-15 crtpanuny d¢opmata A 4,
HareyaTaHHOTO ¢ OJMHOW CTOpoHbI Tekcta (1,5 mHTepman, mpudt Times New
Roman).

4.4. IlpumMepHasi TEeMATHKA KOHTPOJIbHBIX padoT:

21. MeTomonoTM4eCKHe  OCHOBBI  Pa3pabOTKM  TOMUTHUKH  WH(OPMAIIMOHHOMN
0€30MacHOCTH.

22. TeopeTHKO-TIPUKIAAHBIE OCHOBBI pa3pabOTKU TIOJUTUKH HHPOPMALMOHHON
0€30MacHOCTH.

23. OCHOBHBIE PUHIIUATIBI KPUITOTpa(HH.

24. 3ajaun W TPUHIUIBI  OpPraHU3alMh  CIYXObl  MHGOPMAIIMOHHON
0€30MacHOCTH.

25. Metogaonorust paboThl ¢ aBapUITHBIM TIIIAHOM.

26. IIpoBeneHue paccieqoBaHui.

27. PearupoBaHue Ha HapylIeHHe HHPOPMALIMOHHOM 0€30MaCHOCTH.

28. TectupoBaHme MpoIeIyp U MEXaHU3MOB OE€30MMACHOCTH.

29. Kapra nnopmManimoHHON CUCTEMBI.

30. OGmiass ~ METOAOJOTHUSI  OIEHKHM  0e30MacHOCTH  MH(POPMAIIMOHHBIX
TEXHOJIOTHUH.

31. Peanu3zanus monuTuky HHGOPMAIIMOHHON OE€30MaCHOCTH.

32. OO0mue KpUTepuH OLEHKH 0€30MacCHOCTH UH(OPMAIIMOHHBIX TEXHOJIOTHI

33. ®dyHKIMOHAJIbHBIE TPeOOBaHUS 0€30MaCHOCTH.

34. TpeOoBanust qoBepusi 6€30MACHOCTH.

35. Tlpodwumu 3amuTsl, pazpadoTaHHble Ha 0OCHOBE «OOMIMX KPUTEPUEBY.

36. [lpakTrueckoe MPUMEHEHUE MEXIYHAPOJHOTO CTaHAapTa O€30MacHOCTH
uHpopMaroHHbIX cucteM [SO 17799.

37. OcHoBHBIE TpeOOBaHUS K NOJUTHKE MH(POPMALIMOHHON 0€30MacCHOCTH.
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38. YpoBeHb cpecTB OE30MaCHOCTH.

39. IIpouecc pa3paboTKy MOTUTUKHA WH(HOPMAITMOHHON 0€30MaCHOCTH.

40. CucteMbl OLEHKHM TEKylled CUTyalud B 00JlacTd WH(OPMALMOHHOM
0€3011acHOCTH Ha MPEAIPUATHH.

5. [lepeyeHb OCHOBHOM ¥ IONOJHUTEIbHON Y4eOHOM JTUTEPATYPHI,
He00X0AMMO IVIsl 0CBOCHHS JUCHMILIHHbBI

OcHoBHasi JiuTEepaTypa:

l.bapnakoB, C. A. Mogenu u MeTOoAbl B YOPAaBIECHUU U HKOHOMHUKE C
npUMEHEHUEM HWH()OPMAIMOHHBIX TEXHOJOTHHA : ydeOHoe mocobume / C. A.
bapnakos, C. . Moucees, B. JI. [Topsiauna. — Cankrt-IletepOypr : Uutepmenus,
2016. — 264 c. — ISBN 978-5-4383-0135-6. — Tekct : 3aekTpoHHbIH // JIaHb :
aJeKTpoHHO-OMOanoTeunas cuctema. — URL: https://e.lanbook.com/book03198
(mara obOpamenus: 28.11.2022). — Pexxum goctyna: i aBTOPHU3. MOJIb30BaTENEH.
2.I'pumaeBa, C. A. Mndopmarmonnas 6€30MacHOCTh B CHCTEMaX MEHEKMEHTa
KauecTBa : yuebHoe nmocodue / C. A. I'pumaeBa. — Mocksa : MAU, 2021. — 63 c.
— ISBN 978-5-4316-0804-9. — TexkcT : 3nexkTpoHHbIN // JlaHb : 3JEKTPOHHO-
oubnmoreunas cuctema. — URL: https://e.lanbook.com/book56274 (nmata
oOpamenus: 28.11.2022). — Pexxum nocTyma: st aBTOPHU3. MOJIb30BaTENEH.
3.Uepemyxuna, FO. FO. CucteMbl MeHEKMEHTA KadecTBa : yueOHoe nocodue / 1O.
0. Yepemyxuna. — MockBa : PTY MHUPDA, 2019. — 95 c.— Tekcr:
ANEKTPOHHBIN //  Jlanb : d2JIeKTpOHHO-OMOnMoTeuHass cucrtema. — URL:
https://e.lanbook.com/book71525 (mara oOpamenus: 28.11.2022). — Pexum
JIOCTyTa: JIJIsl aBTOPH3. TOJIH30BaTEINCH.

4 Kupeera, H. B. Ayaut undopmMannroHHoil 0€30MaCHOCTH : METOJIMYECKHUE
ykazanust / H. B. Kupeera, . C. Ilo3zausk, O. A. KapaynoBa. — Camapa :
I[rytmu, 2019. — 21 c¢.— Texkcr: snexktpoHHsbiii / Jlanb : 3JIEKTPOHHO-
oubnmoreunas cuctema. — URL: https://e.lanbook.com/book23223 (nara
obpamenus: 28.11.2022). — Pexxum nocTyma: Jjisi aBTOPHU3. MOJIb30BaTENEH.

JlonosHuTeIbHAS JIUTEPaTypa:

5.IMo3nnsk, U. C. DkcnepTHbIE CUCTEMBI OLIEHKH WH(OPMAITMOHHON 0€3011aCHOCTH
: meronuueckne ykazanusi / U. C. Tlo3gask, H. B. Kupeera, O. A. KapaynoBa. —
Camapa : I[II'VTH, 2019. — 23 ¢. — Tekcr : 251eKTpOHHBIN // JIaHB : JIEKTPOHHO-
oubimoreunas cuctema. — URL: https://e.lanbook.com/book23304 (nmara
obOpamenus: 28.11.2022). — PexxuM gocTymna: st aBTOpU3. T0JIb30BATEIICH.

8. Ilepeyenn pecypcoB HHGPOPMANUOHHO-TEJIEKOMMYHUKAIMOHHOM ceTH
«/HTEepHET», HEOOXOAUMBIX /IJIsl OCBOCHMS JUCHUIJINHBI

HNuTepHeT-pecypcesi:
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2. www.fstec.ru — Opurnmansusiii caiitr ®CTOK Poccun.

3. www.securityforum.org - (Jqydmiie npakTUKH, UCCIEAOBAaHUS, OTYETHI,

METOJIOJIOTHH ).

8. Ilepeyenp HHGPOPMALUMOHHBIX TEXHOJIOTHH, MCIOJIb3YyEeMbIX NPH
OCYIIIeCTBJIEHMH 00Pa30BaTeJILHOIO Mpolecca Mo TUCHUILIHHE (MO1YJII0)

Ilepeuens nporpammuoro odecnedennsi: MSOffice, PowerPoint.
HNudopMmanmoHHbie CIPABOYHBIE CHCTEMbI:

1.
2.

3.

DNeKTpOHHBIE Pecypchl 00pa30BaTeIbHON Cpebl YHUBEPCUTETA
Pabouas mporpamMma u MeTOIWYECKOE OOECIEUEHHUE MO IUCHUIUIMHE
«Pa3pabotka monuTHKH ~ WHGOPMAIMOHHOW  OE30MacCHOCTH B
OpraHU3aLUSIX».

YueOHbIi mopTal ¢ AMEKTPOHHO-METOANYECKUMH KOMILJIEKCaMU

(do.kimes).

4. VYuupepcayibHasi Oubnuoreka onnaitn (www.biblioclub.ru).
5.
6. Eannoe okHo moctyma (Www.window.edu.ru)

Polpred.com www.polpred.com.

Pecypcbl unpopMannonHo-oopazoBareabHoi cpeast MI'OTY:
Pabouas mporpamma u Metoauyeckoe odecredeHue mo Kkypcy «PaspaboTka
MOJIUTUKHA HHGOPMAITMOHHON O€301TaCHOCTH B OpTaHU3aIHIX )
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http://www.securityforum.org/
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