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1. IlepeyeHb MIIAHMPYEMBIX Pe3yJIbTATOB O0yUE€HHUS MO AUCIHHUIINHE,
COOTHECEHHBIX € IVIAHUPYeMbIMHU pe3yjbTaTamMu ocBoenusi OIIOII BO

Leabio u3ydeHus TUCIUIUINHBI ABIISETCS:

1. u3yuyeHne OCHOBHBIX NPUHILMUIIOB TMOCTPOCHUS CHCTEM Tepeaadu
uHpOpMaIuy;

2. IOHMMaHUE CTPYKTYPhl CHUCTEM U CETEH CBSI3U;

3. O3HaKOMJICHHWE C MPHHLUUIAMH pPabOThl TEXHUYECKUX YCTPOWUCTB WU
CpPEICTB, BXOSIINE B UX COCTAB.

B npomecce o00ydeHuss CTyA€HT TPUOOPETAET U  COBEPLICHCTBYET
CJIEIYIOLIME KOMITETCHIIUHN:

Ob6menpogdeccnoHabHbIe KOMIIETEHIIUN:

o OIIK-7: cnocoOHOCTh ompenensatb WH(GOPMAIMOHHBIE PECYPCHI,
MOJJIeXKAIINE 3alUTe, YyTPo3bl 0€30MaCHOCTH HHPOPMALIUUA U BO3MOXKHBIE MMYTH UX
peanu3alMyd Ha OCHOBE aHalIM3a CTPYKTYPbl U COAEPKaHHS HH(POPMALMOHHBIX
IPOLIECCOB U OCOOCHHOCTEN (PYHKIIMOHUPOBAaHUSI 00BEKTA 3alUTHI;

o [TK-2: ciocoOHOCTh MPUMEHSATH IPOTrPAMMHBIE CPEJCTBA CUCTEMHOTO,
IPUKJIAJAHOTO U CHELMAIbHOIO Ha3HAYEHUS, HHCTPYMEHTAIbHBIE CPENCTBA, A3BIKU
Y CUCTEMBI IPOTPaMMHUPOBAHUS JIsl pelIeHUs MPOPECCUOHATIBHBIX 3a/1a4.

OCHOBHBIMH 3aJavaMiM JMCHUIIJIMHBI ABJIAKOTCA:

o MOJIy4YeHUE 3HAHUN O TEXHOJOTUAX Nepenayu uHGopmalnu;
o NpUOOpPETEHNE HABBIKOB 3aLIUTHI OECITPOBOIHBIX CETEH;
o yMeHHE padoTaTh C MPOTPaMMHBIMU IPOAYKTaMU U 000OPYIOBaHUEM;

MpeIHa3HAYCHHBIMHU JJIS TIepeladi HHGOpMAIIIH.
B pe3ynbprare uzydyeHus: JUCHUIIMHBI CTYJCHTBI TOJKHBI:

3HaTh:
- IPUHIIUIIBI TTOCTPOCHUS CUCTEM CBSI3H;
- YCTPOWCTBO OECIIPOBOHBIX CUCTEM TIepenauu HHGOPMAIMHN U CTIOCOObI
WX 3aIUTHI;
- THUTIOBYIO CTPYKTYpPY CHCTEM Iepeaadn nHpopMaImu;
- MPOTPaMMHBIE KOMIUJICKCHI T 00€CTICUCHHS Iepeaqr HHPOPMAIIHH.

YMmernb:

- HacTpamBaTh OOOPYJOBaHUE CBS3M; YCTPOWCTBA CHCTEMBI TEepenayvu
uHdopmaruu;  OECPOBOJHBIC  YCTPOWMCTBA;  HMCIOJB30BaTh  MPOTPAMMHBIE
KOMILIEKCHI IS 00ecIIeueHHs iepeaay HHGOPMaIIUH.

Baanern:



- HaBBIKAMH HACTPOWKH 00OPYIOBAHUS CHCTEM CBSI3H; O€CIIPOBOIHBIX
YCTPOMCTB; YCTPOUCTB Mepeaadn nHGOpMaIlnu;

-IPUHITUTIAMHA OpTaHU3aI[UHU MPOTPAMMHBIX KOMILIEKCOB /ISl TIepeIavn
nHpopMaruu.

2. Mecto mucuumiiuabl B ctpykrype OIIOII BO

Jucuunnuna «CeTd U CHCTeMbl mepeAaud WHGOpMalum» OTHOCUTCS K
0a30BOl YacTM OCHOBHOW MpOGecCHOHAIBHON 00pa30BaTENIbHONW MPOTPAMMBbI
MoATOTOBKM  OakanmaBpoB 1o HampariaeHuto 10.03.01 «Mudopmarmonnas
oe3onacHocTh»,  npoduis:  «MHPOPMAIMOHHO-AaHATUTUYECKHUE  CHCTEMBbI
(UHAHCOBOTO MOHUTOPUHTAY.

HuciuninHa peanusyercss kadeapoil MH(DOPMAMOHHBIX TEXHOJIOTUH H
YIPABISIOUINX CUCTEM.

W3ydyenne maHHOW MOUCHUIUIMHBI Oa3upyeTrcs Ha paHee M3YyYCHHBIX
mucuurUimHax:  «Martematudueckuit  aHanusy, «Teopuss  BEpOSTHOCTEH U
MaTeMaTh4yecKast CTaTUCTHUKAY, «Teopus uHbOpMaIUNY, «SI3bIKH
nporpaMMupoBaHus»,  «TeXHOJOTMM W METOABl  IPOrPAMMHUPOBAHUSY,
«AmnmapaTHbIe CPE/ICTBA BBIYUCIUTENBHON TEXHUKI» U KomreTrenmusx: OI1K-2,5,7
n [1K-1,2,11.

3HaHWS ¥ KOMITETEHINH, TTOTYYEHHBIC TIPU OCBOSHUH TUCIUIUIMHBI, SBISIOTCS
0a30BBIMU 17151 U3YYEHUS TOCIEAYIOMUX TUcIUIuiH: «Kpunrorpadudeckue MeTo b1
3anmThl uHGopMarmm», «MHpopmanmonHas 0e30MacHOCTb ABTOMATU3MPOBAHHBIX
CHCTEM», TMPOXOXKACHUS TMPAKTHKH, TOCYIapPCTBEHHOM WTOTOBOW aTTeCTallud |
BBITIOJTHEHUS BHITYCKHON KBATM(PUKAITMOHHON paboThI OakaaBpa.



3. O0beM TUCUMILUIMHBI U BHAbI y4e0OHOI padoThl

OO6111ast TpyI0€MKOCTb TUCITUTIIMHBI U1 CTYIEHTOB OYHOM (POPMBI COCTABJISCT

4 3auéTtHpIX equHullbl, 144 daca.

Taoauna 1
Buasl 3ansTuit Bcero Cemectp | Cemectp | Cemectp | Cemectp
4acoB 6 7 8
OO01mmas Tpy10eMKOCTh 144 144
OYHA S ®OPMA OBYUYEHUA
AyIUTOpHBIE 3aHATH 64 64
Jlexuunu (JI) 32 32
[Tpaktuueckue 3ansatus (I113) 16 16
JlabopaTtopusie padoTsi (JIP) 16 16
CamocrosiTenpHas padbora 80 80
KypcoBrie, pacueTHo-rpaduueckue - -
paboThI
Kontposnbnas pabora, + +
JIOMAIITHEE 3aJIaHue
Texymuii KOHTPOJIb 3HAHUM Tect Tect
(7 -8, 15 - 16 nenenn) — 2uaca T-1;T-2. T-1;T-2.
Buj uTOroBOro KOHTpOJIS Dk3ameH | DK3aMeH
4, Coaep:kaHue TUCUMILTHHbBI
4.1. TeMbl JUCHUILIMHBLI 1 BUABI 3AHATHI
Tabauna 2
HaumenoBanue | Jlekuuu, JlabopaTopn | IIpakTnueck | 3ansitusi B
TeM yac. bie padoThl, | We 3aHATHS, | HHTEPAKTH Kon
Ounas yac. yac. BHOM KOMIIETEeHI]
Ounas OuHnas dopme, ui
yac.
Tema 1. OOmuiue 2 - 1 2 OIIK-7,
CBEJICHUS O [1K-2
CUCTEeMax
nepeaavan
nH(popMaluu
Tema 2. 4 2 2 2 OIIK-7,
BBenenue B [1K-2
TEOPHIO
CUTHAJIOB H
CUCTEM
Tema 3. 4 2 2 2 OIIK-7,
KoaupoBanue [1K-2
HUCTOYHUKOB
coo0IIeHn# 1




KaHaJIOB CBSI3H

Tema 4. 4 2 2 2 OIIK-7,
Meroabl [1IK-2
MOTYJISIINY.

Tema 5. 4 2 2 2 OIIK-7,
[TpuHIHTIBI [1K-2
MOCTPOCHHUS

CeTel CBA3U

Tema 6. 4 2 2 2 OIIK-7,
OcHOBHBIE [1K-2
XapaKTePUCTUKU

CeTel CBA3U

Tema 7. 4 2 2 2 OIIK-7,
MHorokasajibH [1K-2
bI€ CHCTEMBI

CBSI3U

Tema 8. 4 2 2 2 OIIK-7,
[TpuHIHATIBI I1K-2
MIOCTPOCHHUS

CHUCTEM

PaJIMOCBA3H

Tema 9. 2 2 1 2 OIIK-7,
OcobenHocTH [1K-2
MOCTPOCHHUS

uH(pOpMaITMOHH

o-

BBIYMCIIUTEIbHBI

X CHCTEM

Hroro: 32 16 16 18

4.2. Copep:xaHue TeM JUCHUILIHHbBI

Tema 1. O0uue cBeieHNs 0 CUCTEMAaX Mepeaayu HHGOpMALNH
OcHoBHBIE TIOHSATUST U omnpeneneHus. CTpykTypa mnepenadd  COOOIICHUM.
KonuyecTBeHHBIE XapaKTEPUCTUKH HCTOYHHKOB wuHpopManuu. OcoOeHHOCTH
00pa30BaHus U XapaKTEPUCTUKU PEUEBBIX CUTHAJIOB.

Tema 2. BBegeHue B TEOPHIO CUTHAJIOB M CHCTEM
O6mue cBenenust u nouatus. Knaccudukamus curnanos. [IpeoOpazoBaHue Turia
CUTHAJIOB. DHEPreTUYECKUE CIEKTPbl CUTHAIOB. MeETObl aHalIoro-uu@poBoro
npeoOpa3oBaHus CUTHAIOB.

Tema 3. KonnpoBanue HCTOYHUKOB COOOIICHUI M KAHAJIOB CBSI3H
OcHOBHBIE TOHATHS H KJIACCH(PUKANUSI METOJOB KoaupoBaHus. (OCHOBBI
HPKOHOMHOTO KOJAUPOBaHUs (KObI 0e3 maMsTH, Kokl XaddhMeHa, KOl ¢ MaMsIThIO,
apu(pMeTHIECKOe KOAUPOBAHUE, CIIOBAPHBIC METObI KOJUPOBAHUS, KOJUPOBAHHE
JUIMH TIOBTOpeHUi). OCHOBBI MOMEXOYCTOMYMBOIO KOAUPOBAHUS (JMHEWUHbBIC
OJIOYHBIC  KOJbI, IMKJIMYECKUE KOJbI, CBEPTOYHBIC KOJbI, TPUMCHCHHE
KOPPEKTUPYIOIIETO KOJUPOBAHUS B CUCTEMAX).

Tema 4. Metoasl moayasinuu. OCHOBHbIC IOHATHS



Buner monynauuu. CUrHaigbl NpyU HEOpepbIBHOM Monyisiiud. CUrHaIbl — [pU
UMITYJbCHOW MOAYyJSIuu. CHUrHajbl OpPU  JAUCKPETHOM MOAYJALMU. MeTtoabl
MOZYJIALIUYU C PACIIUPEHUEM CIIEKTpA.

Tema 5. I[IpuHUMIIBI TOCTPOCHUSA CeTel CBA3M
OYHKIIMOHAIBHBIA COCTAB CETH CBS3U (TEPMHUHAIBI CBSA3M, CUCTEMBI IEpeaayu,
cucteMbl kommytanuu). Krnaccudukanus cereit cBs3u. COBpEeMEHHBIE  BUJIbI
UH(OPMAIMOHHOTO OOCTY>KUBaHUSl (TPaJAMIIMOHHBIE CITYKObI, TeleMaTHYEeCKUe
CITy’OBI, CETH CBSI3M C UHTETPAIUEH CITyXkO).

Tema 6. OCHOBHBIC XaPAKTEPUCTUKH CeTel CBA3M
Mopddonoruueckne XapakTEpUCTUKH CETH CBSI3U (apXHUTEKTypa, CTPYKTypa,
TONOJIOTHSI).  XapaKTEPUCTUKU LEJIEBOTO0  NPEIHA3HAYEHUsI CETH CBA3U
(mponyckHas CIIOCOOHOCTB, KUBYYECTD). TexXHUKO-IKCITyaTal[MOHHBIE
XapaKTEPUCTUKU ceTed CBA3M ((PYHKUMOHUPYIOIIAs B CETH CBSI3M Harpyska,
HaAEKHOCTh (DYHKIIMOHUPOBAHUS CETU CBA3H).

Tema 7. MHOroOKaHaJIbHbIE CHCTEMBI CBA3H
[IpyHIMIBI TIOCTPOEHHUST COBPEMEHHBIX MHOIOKAHAJIBHBIX CHUCTEM IIEpEIayu.
YacToTHOE W BpEeMEHHOE pa3zeiieHue KaHaioB). lIpoBosiHbIE M BOJIOKOHHO-
ONTUYECKUE JINHENHBIE TPAKTBHI.

Tema 8. IIpuHUMNIBI IOCTPOCHUSI CHCTEM PAIMOCBSA3H
OcobeHHOCTH pacnpocTpaHeHus paanoBoiiH. CTpyKTypa CpEICTB pPaauOCBsI3U.
CucreMmbl CBA3U: paIuOpENIEHHOMN, TPONOCHEPHON, CTyTHUKOBOM.

Tema 9. Oco0eHHOCTH OCTPOCHUS HH(POPMALIMOHHO-

BbIUMCIAUTEIbHBIX cucTem (MBC)
OTaJIOHHAasT MOJENb B3aMMOJCHUCTBUS OTKPBITBIX CcuUCTeM. HasHaueHne wu
knaccudukanua UBC. Texunueckue ycrpoiictBa UBC (Ha3HaueHuEe KOMIIBIOTEPOB
B CETH, KOMMYHHUKAIIMOHHOE O0OpYJIOBaHUE, CETEBbIE MPOrpPAMMHBIE CPEICTBA,
OCHOBHBIE CTEKM CETEBBIX IPOTOKOJOB, TEXHOJOIMH JIOKAJIbHBIX CETEH,
mapupytuzauus B UBC).

5. Ilepeyennb yueOHO-METOANYECKOT0 OOeceYeHUsI 1JIs1 CAMOCTOATEIbHOI
padoThI O TUCHHUILTHHE
1. «Metoandeckue ykazanusi i1l 00y4aroIINXCcs 0 OCBOCHHIO
JUCHUIUIMHBDY TPUBEICHBI B IPUIIOKEHUU 2.

6. @OH/1 OLIEHOYHBIX CPEICTB JIs POBeIeHUsI POMEKYTOUYHOM aTTecTAlNH
00y4arIMXCcs M0 JUCUMIIIMHE

CtpykTypa (hoHIa OIIEHOYHBIX CPEICTB IJISi MPOBEICHUS MPOMEKYTOUHOU
aTTeCTaIlMM O0YYaIOIIUXCs O AUCIUIUIMHE (MOYII0) npuBeneHa B [IpumoxxeHun
| x HacTosIIEl MpOrpaMMme.

7. IlepeyeHb OCHOBHOI U JONOJHUTEIbHON Y4eOHOM JTUTEPATYPBHI,
He00X0MMOH /151 OCBOEHHS JUCIHIITIHHDI

OcHoBHas JuTEparTypa:



1. Axynunuuen, IO.I1. Teopuss u texHuka nepenayud uHopmanuu : ydeOHOE
nocoobue / HO.IL. AkynunuueB, A.C. bepurapar. - Tomck: Tomckuii
rOCyJapCTBEHHBIA YHUBEPCUTET CUCTEM YIPABJICHUS U PAIUO3TIEKTPOHUKH, 2012.
- 209 c. - ISBN 978-5-4332-0035-7; To e [DneKTpoHHBIM pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=208952 (12.10.2014).

2. Cxigpo, O.K. BoJOKOHHO-ONTUYECKUE CETH U CUCTEMbI CBsi3U /
O.K. Cxispos. - M. : COJIOH-ITPECC, 2009. - 266 c. - (bubnuoTteka nHKeHEpa).
- ISBN 5-98003-147-2; To  xe [OnekTpoHHBId  pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=117684 (12.10.2014).

3. becnpoBogusie cetm Wi-Fi /  A.B.IIponerapckuii, W.B. backakos,

JO.H.YupxkoB u g1p. - M.: MHureprer-Yuuepcurer WHbopManimoHHbIX
Texnonoruii, 2007. - 216 c¢. - (OcHOBBI HHPOPMAIIMOHHBIX TeXHONOTH). - ISBN
978-5-94774-737-9; To Ke [DneKTpOHHBIN pecypcl]. -

URL.: http://biblioclub.ru/index.php?page=book&id=233207 (12.10.2014).

JlonoJHuTeIbHAS JIUTEpPaTypa:

1. TexHuyeckas JTUArHOCTHKA COBPEMEHHBIX ITM(PPOBBIX CETEH  CBS3M.
OCHOBHBIE MPUHITUIIBI U TEXHUYECKUE CPEJICTBA U3MEPEHUI MMapaMeTPOB Nepeaun
mas cereir PDH, SDH, IP, Ethernet m ATM / N.U. Baacos, 5.B. HoBuxos,
M.M. IItnunnkos, J.B. Cnagkux; nox pea. M.M. IItuunukos. - M. : T'opsiuas
muaus - Temexom, 2012. - 480 c. : nn. - 6ubmmorp.: c. 463-467. - ISBN 978-5-

9912-0195-7; To xKe [DmeKTpOHHBIH pecypc]. -
URL: http://biblioclub.ru/index.php?page=book&id=253097 (12.10.2014).
2. Heitman, B.. Cuctemsl u ceTu niepeadyn JaHHBIX HA  JKEJIE3HOJOPOKHOM

TpaHCHIOpPTE : Y4EOHUK I CTYACHTOB BY30B KEJIE3HOJOPOKHOTO TpaHcmopTa /
B.U. Heiiman. - M. : Mapmpyt, 2005. - 470 c. - bubmuorp. B kH.. - ISBN 5-89035-
270-9;To xKe [ DneKTpOHHBIM pecypc]. -
URL:http://biblioclub.ru/index.php?page=book&id=241785 (12.10.2014).

PexoMenayemasi iureparypa:

1.CtporanoB M.II. UHdopMalimoHHbIE CETH U TEIEKOMMYHHUKAIUu: Y4eO.
rmocooue- M.: Breicmasg mkona, 2008. 151 c.

2. OcHOBBI JIOKAJNBHBIX CeTel: Kypc Jekuuii: yueb. [locobue misa cTyaeHToB
By30B/ 1O.B. HoBukos, C.B. Konaparenko. — M.: Unrepuer — YH-T MHDOPM.
Texnonorwnit, 2009. — 360 c.

3. Ilarudbparo A.Il., I'yneino JLIL., Kupuuenko A.A. BrerauciauteabHbIe

MAIllMHbI, CETH U TEIEKOMMYHMKalMOHHbIE cucTeMbl: YMK. — M.: Uzn. Llentp
EAOMH. 2009. — 292 c.

4. Omudep B.I'., Omudep H.A. Kommbiorepubie cetu. IlpuHnumbi,
TEXHOJIOTHHU, TPOTOKOJIBL: YueOHuK a1t By30B. — CioXKIIutep, 2012 — 958 c.


http://biblioclub.ru/index.php?page=book&id=208952
http://biblioclub.ru/index.php?page=book&id=117684
http://biblioclub.ru/index.php?page=book&id=233207
http://biblioclub.ru/index.php?page=book&id=253097
http://biblioclub.ru/index.php?page=book&id=241785

5. Omudpep B.I. m H.A."OcnoBwl cereli mepemaun ganHbix" , Kypc
INTUIT.RU, 2003.

6. Crpenamok FO.B. Cetu DBM: Vuebnoe nocodue. KUYIC, Kopones
MocxkoBsckoii oomactu, 2008, 90 c.

8. Ilepeuennb pecypcoB HH(POPMAITMOHHO-TEJIEKOMMYHUKALIMOHHOM CeTH
«/HTEpHEeT», HEOOXOAUMBIX IJISI OCBOCHMS UCIUIIINHBI

HNuTepHeT-pecypcenl:

1. http://www. eup.ru—Hay4Ho-oOpa3oBaTeIbHBIN MTOPTAJL.
2.http://www. informika.ru— o6pa3oBareabHBIN TTOPTAUL.

3. Marepuansl caiita studentsworks/

4. Matepuansl caiira cooldoclad.narod/

9. MeToanuyeckue ykazaHus JJisi 00y4ar0IMUXCs M0 0CBOEHUIO
TUCHUNITIMHBI

Meroanueckue ykazaHus i OO0y4arOIUMXCsl 10 OCBOCHUIO JTHUCUUILIMHBI
(Monyns) npuBeneHsl B [Ipunoxxennn 2 k HacTosed padboydeil mporpamme.

10. Ilepeyenb MHPOPMALUOHHBIX TEXHOJIOT U, HCIIOJIb3yeMbIX MPHU
OCYLIECTBJICHUH 00pa30BATEILHOIO0 MPOLEcca M0 JUCHUILINHE

e Ilepeuenn nporpammuoro odecneuenusi: MSOffice, PowerPoint.

e NHpopmanuoHHbIEe CIPABOYHbIC CHCTEMBbI:

1. Pecypcol undopmarmonno-odpaszoparensuoi cpenst MI'OTY.

2. PabGouas mporpamma u METOJUYECKOE OOeCriedeHUE MO TUCIUTITNHE!
«CeTu ¥ cUCTEMBI Tiepeaadn nHGopMaIum»

11. Onucanne MaTepuaJIbHO-TeXHUYECKOH 0a3bl, HEOOXOAMMOI IS
OCyLEeCTBJICHHSI  00pa30BaTEJLHOIO NPOLECCa 10 AUCHHUILIMHE

JIeKIIMOHHbIC 3AHATHA:
- ayJIUTOPHSI, OCHAIIICHHAS MPE3EHTAIIMOHHON TEXHUKOM (MPOEKTOp, IKPaH);
- KOMIUICKT JIEKTPOHHBIX TIPE3EHTAINH / CITaiI0B.

- pabodee MeCTO mpernoagaBaTessi, OCHAIMEHHOE KOMITBIOTEPOM C JIOCTYTIOM B
WnTrepHer;

- paboune MecTa CTYACHTOB, OCHAI[CHHBbIC KOMIBIOTEPAMHU C JOCTYIIOM B
WnTrepHer;

NudopmanuoHHbie CIPABOYHBbIE CUCTEMbI:
1. Pecypcel undopmanmonHo-oopaszoBatenbHoi cpenst MI'OTY



2. PabGoyas mporpaMma W METOAMYECKOE OOECIICUYCHHE M0 JWCIUILINHE
«CeTu ¥ cUCTEMBI Iiepeaadyu uHPopMaIum.
3. IIporpammusbie mpoaykTsl: CAIIP «3kcnept CKC»
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Ipuiaoxenune 1

HHCTHUTYT TEXHHKH H ITH®POBBIX TEXHO/IOTHH

PAKYIBTET HHOPOKOMMYHUKAIIHOHHbIX CHCTEM
U TEXHOJIOTHH
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(puHAHCOBOIr0 MOHUTOPHHIA
KBaiundukanus (cTenensb) BbIMTYCKHUKA: 0aKaJdaBp

dopma 00y4eHHsI: OUHAA

Kopones
2020
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1. [Tepeyenb KOMINETEHUMH € YKa3aHHEM 3TAanoB uxX GopMupoBaHus B

npouecce 0CBOEHHsI 00pa30BaTeJbLHONH MPOrPaMMbI

Ne | Unpexc Coneprxanue Paznen B pesynbrare usyueHus paszaeia AUCUUIUINHEL,
n/m | Komre- KOMIIETCHIIUH JUCIUILIA obecreunBaroiero (opMUpoBaHHE KOMIIETEHIINH (MU ee
TEHIUU (um ee yacTn)* HEI 4acTH), 00y4aroIuics TOIDKEeH:
’ 3HaTh yYMETb BIAJETh
obecrieun
BAIOIINI
bopmupo
BaHHC
KOMIICTCH
Uy (Ui
€€ YacTH)

1. | OIIK-7 | cnocoGHOCTH Tema IIPaBOBBIC Bribupars Hagssikamu
OTIpeeiTh 1,2,3,4,5, OCHOBBI 3alIUTHl | METOAMYECKUE U | NPAKTUYECKON
nH(OpMaLMOHHbIE nndopmarmy; HOPMAaTHBHBIE paboThI 1o
pecypcesl, JOKyMEHTBHI B UCCIICI0BaHUIO
MOJJIeKAIIME 3aluTe, COOTBETCTBHHU C | XapaKTEPUCTHK U
YIpo3bl 6e30MacHOCTH penraemMoit PEKHMOB pabOTEI
uHbOpMaUH u 3amaye
BO3MOXHBIC HYTH HX
peanu3anin Ha
OCHOBE aHanm3a
CTPYKTYPBHI u
CoJIepKaHus
nH(OpMaLMOHHBIX
IPOIIECCOB u
ocoOeHHOCTeH
(hyHKIIMOHUPOBAHUS
00BEKTa 3aIIHTHI

2. [IK-2 | cnoco6HOCTH Tema 6,7,8 OCHOBHBIE IIpoextuposars | HaBbikamu
HNPUMEHSTh NPUHLMIBL 1 u MPaKTUYECKON
NpOrpaMMHBIE TOJIXOJIBI K AQHAJM3UPOBATh | PabOTEHI 10
cpencraa MeTo/IaM OTIEIbHBIC HCCIICIOBAHUIO
CHCTEMHOTO, 3QIIUTHI Y3IIBI XapaKTEePUCTHK U
NPHUKIIATHOTO " uH(bOpMaLUH; anmapaTHbIX PEKHMOB pabOTHI
CIICLIHATILHOTO CpencTs
Ha3HAYeHHUS, BBIYHCIIUTEIBHO
MHCTPYMEHTAJIbHBIE 1 TeXHUKH
CpeACTBa, SI3BIKH U
CHCTEMBI
MpOrpaMMHUPOBAHUS
JUIst pemeHns
npodeccroHaIBHBIX
3aj1a4.
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2.0nucanue nokasareseid 1 KpuTepueB OLCHUBAHUSI KOMIIETCHIIUIT HA
Pa3JIHYHbIX 3Tanax ux GopMHpPOBaHNs, ONMCAHNE IIKAJ OLlCHUBAHUS

Kona xommereHIMn

WHcTpymeEHTH!,
OLICHHUBAIOIIINE
c(OpPMHPOBAHHOCTH
KOMITETEHIINU

IToxa3zaTenp olleHUBAaHUS
KOMIIETEHIIHH

Kpurepuu onenku

OIIK-7

Jokmax B
Tpe3eHTAuN

tbopme

A) MTOJTHOCTBIO
chopmupoBaHa

5 6annoB

B) YaCTHYHO
chopmupoBaHa

3-4 bamna

C) He copmupoBaHa

2 daj1a

IIpoBoauTcst ycTHO ¢
HCTIONB30BaHNEM MYJIbTUMEIUHHBIX
CHCTEM, a TAKXKE C HCIIOJIb30BAHUEM
TEXHUIECKUX CPEJICTB

Bpewmsi, 0TBeIcHHOE Ha POLICAYPY —
10 - 15 muH.

HesBka — 0.
Kpurepun onenxku:

1.CootBeTcTBHE NpEACTaBIECHHON
MIPE3EeHTAlNY 3asBJICHHON TeMaTHKe

(1 6amm).

2.KadecTBO HCTOYHUKOB M UX
KOJIMYECTBO MPH MOATOTOBKE
JIOKJIa]ia ¥ pa3paboTKe Mpe3eHTalnu
(1 6amm).

3.Bnanenne napopmanueii u
CIOCOOHOCTH OTBEYATh Ha BOIIPOCHI
aynuropuu (1 6amr).

4. KauecTBO camMOii IpeJICTaBIEHHOMN
npe3ernTanm (1 6amr).

5.0OpuUrnHaIBLHOCTD MOX0a U
BCECTOPOHHEE PACKPBITHE
BbIOpaHHOM TemaTuky (1 6amm).
MaxkcumanbpHasg cymMmma OamiaoB - 5
6asmnoB.

PesynbraThl OIEHOYHOH MpOIETYpHI
TIPEACTABISIFOTCS o0ydJarommmcst
HETI0CPEICTBEHHO B JICHb
MIPOBEJCHUS TPE3CHTaUuu — IS
TEKYIIETO KOHTPOJISL. OreHka
IPOCTABJISIETCd B DJIEKTPOHHBIN
KypHAI.

[K-2

Konrponbnas pabora

A) MTOJTHOCTBIO
chopmupoBaHa

5 6an0B

B) YaCTUYHO
chopmupoBaHa

3-4 bamma

C) ne copmupoBana

2 daa

1. [IpoBoauTcst ycTHO B
(dopMe 3alUTHI OTYETa

2.Bpewms, oTBEIEHHOE Ha
nponenypy — 10 - 15 muH.
HesBka — 0.

Kpurepun onenku:

1.CooTBercTBUE OGOPMIICHUS
TpeboBanusaM (1 6amn).

2. CooTBETCTBHE
pa3paboTaHHOTO yCTpOMCTBa
TeXHUUYECKOMY 3a1aHuto ( 1
Oasn)

3. MoaenupoBanue paboThI
paspaboTaHHOIO ycTpoicTBa (
1 Gamn)
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Koa xomnerenuu NuctpymeHTsI, [Toka3zarens olleHUBaHUA Kpurepun otienku
OLICHUBAIOILIHE KOMITETEHIUHI

c(hOpPMHUPOBAHHOCTh
KOMITETEHIINH

4. KayecTBO M KOJIMYECTBO
UCITOJIB3YEMBIX HCTOYHHKOB (
1 6amn)

5. IIpaBuabHOCTH U MOJIHOTA
OTBETOB Ha KOHTPOJIbHBIE
Borpocsl ( 1 6armr)

MakcumanbHasi cymma 0asioB
- 5 6ayoB.

Pe3ynbTaTbl OLEHOYHOM Mpoueaypbl
npeacTaBaaoTca obyyatowmmces
HEenocpeACTBEHHO MNocae 3aWwmTbl —
ONA TeKywero KoHTpona. OueHka
NPOCTaBAAETCA B 3/JIEKTPOHHbIN
KypHan.

3. TunoBbie KOHTPOJIbHbIE, MPAKTHYCCKHE 3aJAHUA WIH HHbIe MATEPHUAJIbI,
He00X0oAuMBbIe /151 OCHKU 3HAHUUA, YMEHHUd, HABBIKOB M (WJIH) ONbITA
AeATeJIbHOCTH, XaPAKTEePU3YIUHNX ITalbl GOPMHUPOBAHNS KOMIIETEHIIMH B
npouecce 0CBOeHHsI 00pa3oBaTeIbHOM NMPOrPaMMbI

IIpuMepHas TeMaTHKA JOKJIAI0B B IPEe3eHTAIIMOHHOM (popme:

1. Undopmanronnass 0e30MaCHOCTb CETEBOr0 IMEpUMETpa OpraHu3alud Ha
OCHOBE IMPUMEHEHHUS TEXHOJIIOTHMH «TOHKOTO KJIMEHTa.

2. NndopmanmonHas 0e30MacHOCTh CHUCTEMBl «KJIHMEHT — OaHK» Ha OCHOBE
TEXHOJIOTHUH «TOJICTOTO KIIUEHTA.

3. bazoBas monens yrpo3 nisi ”HGOPMAIIMOHHBIX CHCTEM, 00pabaThIBAIOIIUX
MIEPCOHAILHBIC JIAHHBIE.

4. bazoBasi MOJI€IIb YTPO3 AJII TOCYIAPCTBEHHBIX HH()DOPMAITMOHHBIX CUCTEM.

5. Bo3MoHBIE MO/IETTN HAPYILIUTENEH CETEBOrO MEPUMETPA OPraHU3ALINH.

6. Hudopmarmonnas 6e3omacHocTs Mojaenu UHTepHeT - OaHKUHTA.

7. Wndopmarmonnass 0€30MacHOCTh pacyeToB OAHKOBCKUMH KapTaMu B
HNutepHere.

8. VYmnpasnenue nHPOPMAMOHHON 0€30MaCHOCTHIO B OPTraHU3aI1H.

9. Ouenka u 06paboTka pUCKOB HHPOPMAITMOHHOMN O€30MTACHOCTH.

10. Ynpasnenue prckaMu HHOOPMAITMOHHONW O€30MaCHOCTH.

11. IokyMeHTalbHOE U MHCTPYMEHTAIbHOE 00eClieueHUE YIIpaBIeHUsl pUCKaMu
MH(OPMAITMOHHOW O€301TaCHOCTH.

12. Knaccudukaiuss TEXHUYECKHX KAaHAJIOB YTEUKH HHPOpMAIUU IS
WH()OPMAITMOHHBIX CUCTEM.

13. ®usmnueckass TpUpoaa TMOOOYHBIX DIIEKTPOMATHUTHBIX H3IYYEHUH B
TEXHUYECKUX CPEJICTBAX 00paboTKH MHQPOPMAIIUH.
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14. HaBoaKu 3J€KTPOMAarHUTHBIX H3Iy4eHHH mpu oOpaboTke uHOpMaInu B
MH(OPMAIMOHHBIX CUCTEMAX.

15. Texuuyeckre KaHalbl YTEUKH MH(POPMALUM TIPHU Iepefade ee Mo KaHajam
CBSI3H.

16. CpencTBa BBISBICHHS KaHAJIOB YTEUKU MH(OpMAIUK.

17. Texaudeckuiit KOHTPOJIb 3OPEKTUBHOCTH MEP 3aIUThl UHPOPMAITUH.

18. CxpriTHe 1 3ammTa UHPOPMAIIMK OT YTEUKHU MO TEXHUYECKUM KaHaJIaM.

19. 3amuTa HHPOPMAITMOHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOTO TOCTYTIA.

20. Knaccupuxarmus AC, CBT u M3 no tpeGoBaHusAM 3auuThl HHHOPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

21. Knaccupuxammmst [1O  mo  ypoBHIO  KOHTpPOJS ~ OTCYTCTBUS  HE
JIEKJIAPUPOBAHHBIX BO3MOKHOCTEN.

22.CxeMa 3alUMIIEHHOTO HWH(POPMAIIMOHHOTO OOMEHa MpHU HCIOIH30BAHUH
CUMMETPUYHBIX METOJIOB 3aIIUThl UHPOPMAIIUH.

23.CxeMa 3alIUIIEHHOT0 WH(GOPMAIIMOHHOTO OOMEHa MpU HCIOIb30BAHUU
KpUIITOTpaQUUECKUX aITOPUTMOB C OTKPHITHIMU KITFOUAMH.

24. Mecto DOUII B psany xpunrtorpadpuyeckux wMexaHusMoB. Hcropus
Bo3HukHOBeHus OIIIl B Poccum. OOmee npaBuno cozmanus DI Oobmiee
npaBuio Bepuduxauu I1TII.

25.Tlpumenenne u wuHOpManMOHHAsT O€30MACHOCTh PEXHUMa SICKTPOHHOU
KOJIOBOM KHUTU. Pexuma cuersieHusi 0710koB mudporekcra. Pexuma obpaTHOM
CBSI3U 0 MU(POTEKCTY.

26. OyHKIUS XCIIUPOBAHUS U ACCUMETPUYHBIC aTOPUTMBI.

27.ndopmarmionHass 0e30MacHOCTh M 3alUTa AJICKTPOHHBIX TpPaH3aKIUH
npotokoii (SSL). Cxema pabotsl mpotokosia SET.

28. ndopmarmionHass 0e30MacHOCT, M TpaBuia oOOMEHa JJIEKTPOHHBIMU
nokymeHTamu. O6mue TpedboBanusi, npeabsBiasieMmble Kk J/] (makeram /).

29. Undopmarmonnast 6e30MacHOCTh MPU COCTaBJICHUE M HampabieHue ][
YYaCTHUKOM — OTIPABUTEIIEM.

30. Undopmarmonnast 6€30MacHOCTh U MOPSIAOK KOHTPOJist D], MOTydYeHHBIX OT
y4acTHUKOB — oTmpaButeneil. [lopsimok odopmienuss O]I, moATBEpKIAONIUX
ucrnojgHenre D]l y4aCTHHKOB.

31. Undopmarionnasi 0€30MacHOCTh M TMOPSAOK MpUeMa K UCIOJHEHUI0 ][
YYaCTHUKOM — noydaresieM. [lopsanok xpaneHust 1 yHuutoxenns J/1.

IIpuMepHas TeMaTHKa 3aIaHUI HA KOHTPOJILHYIO padoTy:

1. OOmas xapaKTepUCTHKAa TMPUHIUIIOB, METOJAOB H MCEXaHH3MOB
obecrieueHus: KOMIBIOTEPHOU Oe3omacHocTi. OCHOBBI 0OecnieueHrs 6€30MacHOCTH
nH(OpMAITUU B KOMITBIOTEPHBIX CHCTEMaX.

2. WccnemoBanme oOBEKTa 3ammUThl HMHPOPMAIMM W  aHAIU3  €T0
3aIUIEHHOCTH 1O BHJIaM YIPO3, KJlaccaM KaHAJIOB HECAHKIIMOHUPOBAHHOTO
noJiy4eHus: MHGOPMAINK, MPUIMHAM HAPYIICHUS I[EJIOCTHOCTH HH(POPMAIMUA U
MOTEHITMAIBHO BO3MOYKHBIM 3JI0YMBIIICHHBIM JCHCTBUSIM.
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3. IlpoexTupoBaHWEe AapXUTEKTyphl CHCTEMBI 3alUTHl  WHGOPMAIHH
BBIOPAHHOTO 00BEKTA U OLIEHKA €r0 YPOBHS 3aIUIIEHHOCTH.

4. Buzapl U aHanu3 yrpo3 aBTOMaTU3MPOBAHHBIX CHCTEM, KOMIIBIOTEpPHBIC
BUPYCHl, TEXHOJOTUS W CIOCOObI BTOPXKEHUS B YCTOMUHMBYIO paboTy
aBTOMATU3UPOBAHHBIX CUCTEM 3JI0YMBIIUICHHUKOB.

5. CoBeplIEHCTBOBAHHWE CHUCTEMBI 3alllUThl HHGOPMALMKU MPEATPUITHS
(pupmbl) Ha OCHOBE KOMILIEKCHOTO TIPUMEHEHUS! COBPEMEHHBIX CPEJCTB 3alllUThI
uHbOpMaIUu.

6. Paspabotka wm o00OOcHOBaHHME TpeOOBAaHWA K CHUCTEME 3aIUThI
uHbopMaluu npeanpusTus (Gupmbl) U pexoMeHnanui mno e€ 3PpPeKTUBHOMY
HapalMBaHUIO.

7. HampasneHus moBbImieHus] 3()()EKTUBHOCTH CYIIECTBYIOIIEH CHUCTEMBI
3aIIATHl M1 METOJMKA MPUMEHEHHS CPEJICTB 3aIUTHl HHGOPMAIMK Ha BRIOPAHHBIX
00BEKTaxX UCCIECIOBAHMUS.

8. Pa3zpaboTka mpoekTa coO37aHUSI CHUCTEMBbI 3alllUThl MHQPOpPMALUU HA
BBIOPAHHBIX TUITOBBIX O(DUCHBIX OOBHEKTaX.

9. OcHoBHble Bunbl aTak Ha kommbioTepHble cucteMbl (KC), wux
Kiaccudukamnusi, mpobiieMbl obecredeHuss HHPOPMAIMOHHONW 0e30MacHOCTH B
npoBoaHbix KC.

10. becripoBoIHOM MOCTYM K JIOKAJBHBIM CETSIM. YTPO3bl U YS3BUMOCTH B
OeCTIPOBOAHBIX KOMITBIOTEPHBIX CHCTEMAX.

11. KomnproTepHas NpeCTYIMHOCTh B SKOHOMUYECKUX 00acTsIX.

12. KoMnbloTepHBIE BUPYCHI B COBPEMEHHBIX HH()OPMAITHOHHBIX CHCTEMaX.

13. UudopmanmonHbie yrpo3bl COBPEMEHHBIM YKOHOMUYECKUM O0BEKTaM.

14. bezonacHocTh HH(MOPMAIIMK B KOMMEPUYECKOU E€ATETbHOCTH.

15. CraHoBJI€HUE U PAa3BUTUE MPOMBIILIEHHOTO HIITMOHAXKA.

16. Mogens  pacripoctpanenus mpaB  jgoctyna  Take-Grant. Ilenb
ucronb3oBannsa Mmoxenun Take-Grant. OcHoBHBIE diteMeHThI Moaenu Take-Grant.
dopmanpHOe onrcanue moaenu Take-Grant.

17. Onucanue cUCTEeM 3allUThl C TIOMOIINBIO MATPHUIIBI JOCTyMa. TaOuIlbl,
OMKCHIBAIOIINE TIpaBa JOCTyna CyObeKTOB K oObekTam. OmnucaHue MOAeNn
Xappucona-Py33o-Ynemana (HRU).

18. Hanpasnenusi moBwiiieHus 3(PGHEKTUBHOCTH CYIIECTBYIONMIEH CHCTEMbI
3aIATHl M1 METOJMKA MPUMEHEHHS CPEJCTB 3aIUTHl MHGOPMAIMK Ha BHIOPAHHBIX
00BEKTAaX UCCIIEIOBAHHUS.

19. O6uuit Moaxoa K TOCTPOCHHUIO CHUCTEM, PEATM3YIOUIMX MAaHAATHYIO
(MOJIHOMOYHYI0) TTOUTUKY Oe3omacHocT B moaenu BL (benna-Jlanamysr).

20. Haznauenue w™ogenu benna-Jlanagynel. Onucanne wmonenu bena-
Jlanmamynset (BL). OcHoBHas TeopeMa Oe3omacHOCTH Mojenu bemna-Jlanamgysl.

4. Metoan4yeckne MaTepuaJibl, ONpeAe/Isiionue Npoueaypbl OLeHUBAHUS

3HAHMIi, yMEHUI1, HABBIKOB M (WJIM) ONBITA 1eATEJbHOCTH, XaPAKTePU3YOLINX
3Tanbl (OPMUPOBAHUA KOMIIETEHIIM A
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@opMoOil  KOHTPOJII 3HAHWN MO AucHUIUIMHE «CEeTH U CHUCTEeMbI Mepeadu
uHbopMaIUuy SBISIIOTCS JBE TEKYIIME aTTeCTAllMd B BHUJIE TECTOB B TEUECHHE
KaXJIOTO CEMECTPA U UTOTOBBIC aTTECTAIIMU B BUJIE YK3aMEHA.

Kox
Henen KOMIIETEH Kpurepuu
A Bun 1, Conepxxanne | Tpeboanus | Cpoxk caaum OTICHKHM TIO
TEKYILL OLICHUBAO COJIEPKAHUIO U
ero | OLeHOUHOTO - OLICHOYHOI'0 K (menens KavecTBy ¢
cpencTBa CpeacTBa BBIMIOJIHEHHUIO | CEMEeCTpa)
KOHTp 3HaHUA, YKa3aHUEM
oJIs yYMEHHUS, OaytoB
HAaBBIKU
tectupoBad | OIIK-7, 20 BonpocoB | KommnbtotepH | Pesynbrar | Kpurepun
nue [1IK-2 oe Bl OLICHKH
TECTUPOBAHU | TECTUPOBAH | ONPEIEIISAIOTCS
€ ; Bpems usi MPOLEHTHBIM
OTBEJICHHOE | IPEIOCTABIl | COOTHOLIEHUEM.
Corna
CHO Ha SIOTCS B He siBka -
yae6H npoueaypy - | AeHb VY nosnerBopuTen
omy 30 MuHyT npoBeJieHus | bHO - OT 51%
any IpoUeaypsl | MPaBUIbHBIX
OTBETOB.
Xopouio - OT
70%.
OTan4HO — OT
90%.
tectupoBan | OIIK-7, 20 BonpocoB | KommnbtotepH | Pesynbpratsl | Kputepun
ue I1K-2 oe TECTUPOBAH | OLIEHKH
TECTUPOBAaHU | U OTIpEEIISAI0TCS
€; BpeMs NPEeAOCTaBN | MPOLEHTHBIM
OTBEJICHHOE | AIOTCS B COOTHOILIEHHUEM.
Ha JIEeHb He sBxka -0
Corna npoueaypy — | nmpoBeleHust | Y 1oBiIeTBOpUTEN
CHO 30 MmuHyT npoueayps! | bHO - 0T 51%
yueOH IPABUJIbHBIX
oMy OTBETOB.
IJIaHy Xopouio - oT
70%.
OT1au4HO — OT
90%.
MaxkcumanbHast
OlLIeHKa — 5
6aJIoB.
OKk3ameH OIIK-7, 3 Bompoca OK3aMeH Pesynbrar | Kpurepun
Coria [1K-2 HpOBO)IIiI’TCH Bl OLIEHKH:
cHO B YCTHOH npenoctasil | «OTIHYHO»:
yuebH dopwme, AIOTCS B 1. 3nanue
omy IIyTEM OTBETA | JI€HBb OCHOBHBIX
e~ Ha BOIMPOCHI. | MIPOBEIEHUS TTOHATHH
Bpewms, JK3aMeHa IpeIMeTa;
OTBEJICHHOE 2. yMCHHE
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Henen

TEKYI]
ero

KOHTP
0J1s1

Bun
OIICHOYHOTO
CpeacTBa

Kon
KOMIIETCH
LM,
OLICHUBAIO
017071
3HAHUA,
yYMEHHUS,
HaBBIKU

Conepxxanue
OLIEHOYHOTO
cpexacrtsa

TpeGoBanwmst
K
BBITIOJIHEHUTO

Cpok cnaumn
(Henens
cemMecTpa)

Kpurepun
OIICHKH 110
COJIEpKaHUIO U
Ka4ecTBY C
yKa3aHueM
OauioB

Ha

HIPOLEAYPY —
30 MUHYT.

UCIIOJIb30BaTh U
PUMCHSITh
MOJTy4YeHHbIE
3HAHUS Ha
MPAKTHKE;

3. paborta Ha
MPAKTUYECKHUX
3QHSITHSIX;

4. 3HaHUE
OCHOBHBIX
HAyYHBIX
TEOPHIA,
U3y4aeMbIX
IPEIMETOB;

5. OTBeT Ha
BOTIPOCHI
ounera.
«Xopouioy:

* 3HAHHUE
OCHOBHBIX
MTOHATUI
npeaMeTa;

* yMEHHUE
UCIIOJIb30BaTh U
MPUMEHSITh
MOJTyYeHHBIC
3HAHUS Ha
MIPAKTHKE;

* pabota Ha
MPAKTUICCKHIX
3aHSTHSIX;

* 3HaHWE
OCHOBHBIX
Hay4YHBIX
TEOpHUA,
M3y9aeMBIX
PEIMETOB;

* OTBETHI HA
BOMPOCHI OmIieTa
* HETIPaBUJIHHO
perieHo
MIPaKTHIECKOE
3a/laHue

«Y 10BJICTBOPUT
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Kon

Henen KOMIIETECH Kpurepun
A 15051 OLICHKH I10
Bun LU, Conepxanne | Tpeboanus | Cpok ciaum
TEKYI] OLICHUBAO COJIEPKAHUIO U
OLICHOYHOI'O . OLICHOYHOT'O K (wenmens
ero 10002071 KauyecTBY C
CpeacTBa CpeacTBa BBIIIOJIHEHUIO | ceMecTpa)
KOHTp 3HaHMUS, yKa3aHueM
oISt yYMEHHS], OaioB
HaBBIKU
eJIbHO»:

1. nemoHcTpupye
T YaCTHYHBIC
3HAHUS 110
TeMaM
JMCHUTUINH;

2. He3HAHHUE
HCYMCHHE
UCIIOJIB30BAaTh U
IPUMEHSTh
HIOJTyYCHHBIC
3HAHUS Ha
NPaKTUKE;

3. He paboran Ha
NPaKTUYCCKUX
3aHATHUSIX;

«Heynosaersop
UTEJIBHO»:

4. neMoHCTpUpye
T  YacTUYHBIC
3HaHUS o
TeMaM
JIVCIIUTUINH;

5. He3HaHue
OCHOBHBIX
MTOHATHI
npeaMeTa;

6. HeymMeHue
UCTIONIB30BaTh U
OPUMEHSTh
MOJTyYeHHBIE
3HaHUS Ha
MIPAKTHKE;

7. He paboTan Ha
MPAKTHYECKUX
3aHATHUSAX;

8. He  oTBewaer
Ha BOIPOCHI.

4.1. TunoBbie BONPOCHI, BLIHOCMMbIE HA TECTHPOBAHHE
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TecThl MCHONB3YIOTCS B PEXUME MPOMEKYTOUHOro KoHTtpoisa. Ilo ¢opme
3aJlaHui BBIOPAHBI 3aKPBITHIE TECTHI (C BEIOOPOUHBIM 0TBETOM). Kaxkjomy Borpocy
COOTBETCTBYET OJIMH BApUAHT OTBETA.

1. ®ynkuuu KC3U:
CO3JaHUE MEXAHU3MOB 3aILUTHI, CBOJAIIME 10 MUHUMYMa BO3MOKHOCTh
BO3JICHCTBUS 1€CTAOMIN3UPYIOMUX (PaKTOPOB HA 3aAIIUIIAEMYIO
nH(GOPMaIINIO; HETIPEPHIBHOE U ONTUMAIBHOE YIIPABICHUE MEXaHU3MaMHU
KOMILJIEKCHOU 3aIIUTHI +
obecrnieueHre KOHQUACHIIMATFHOCTH, [IEIOCTHOCTH, TOCTYITHOCTH
uHbOopMaIuu
oOecrieueHne Kpunrorpaduueckon, IporpaMMHON 1 anapaTHON 3allUThI
uHbopMaIuu
o0ecrnieueHure 3aluThl JI0/IeH, MaTepualbHbIX HOCUTENEH,
aBTOMAaTU3HPOBAHHBIX CHCTEM

2. TpeboBanue 6€30MaCHOCTH MOBTOPHOT'O MCIIOJIH30BaHHS O0BEKTOB
IIPOTUBOPEYUT:
WHKAIICYJISAIUA +
HaCJICAOBaHUIO
NOJIUMOPPUZMY

3. Yposuu moaemu OSI, mo Bo3pacTaHuio:
dbu3nYecKuil, KaHAJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIH,
MPEJICTABICHHUS, TPUKIATHOMN +
CETEeBOM, KaHAJIbHBIN, TPAHCIIOPTHBIN, CEAHCOBBIN, MPUKJIIATHOM,
MPEACTABICHUS, PUINUECKUI
PUKIIATHOM, TIpeACTaBICHUS, PU3HIECCKUN, KaHATIbHBIN, CETEBOM,
TPAHCIOPTHBIN, CEAHCOBBIN
(bU3UYECKHM, CETEBOMN, KaHAIBHBIN, TPAHCIIOPTHBIN, CEaHCOBBIH,
MPEICTABJICHUS, IPUKIIATHON

4. TlpennoyioxkuM, 4To MPHU pa3srpaHUuEHUH TOCTYIA YUYUTHIBAECTCS CEMaHTHKA
nporpaMM. B Takom ciyyae Ha UTPOBYIO MPOrpaMMy MOTYT ObITh HaJOKEHbBI
CJIEIyIOLIME OTPaHUYCHMUS:
3anper Ha YTeHHE KaKux-1u0o0 ¢GaiiaoB, KpoMe KOH(PUTypallMOHHBIX
3anper Ha U3MEHEHHE Kakux-110o ¢GaiioB, KpoMe KOHPUTypalIMOHHBIX +
3anpeT Ha YCTAHOBJIEHUE CETEBBIX COSIUHEHUN

5. VYposuu moaemu TCP/IP, mo Bo3pacranuto:
KaHaJIbHBIN, CETEBOU, TPAHCIIOPTHBIN, IPUKIIATHON +
TPAHCIIOPTHBIN, KAaHAJIBHBINW, CETEBOU, IIPUKIIATHOU
KaHaJIbHBIN, TPAHCTIOPTHBIN, CETEBOW, MPUKJIATHOU
MPUKJIAHOM, CETEBOM, TPAHCTIOPTHBIN, KAHAJIbHBIN
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6. K xakomy ypoBHto Mmozenu TCP\IP oTHOCATCS clteayromuye mpOTOKOJIBI
HTTP, RTP, FTP, DNS:
MIPUKITATHOMN +
TPAHCIIOPTHBIN
CETEBOM
KaHAIbHBIN

7. B 4ucnio rpaHei, mo3BOJISIONIUX CTPYKTYPUPOBATH CPEACTBA TOCTUKEHUS
uH(GOPMAIMOHHON 0€30MacCHOCTH, BXOIAT:
Mepbl 00€CIEUeHHSI LIETIOCTHOCTH
aJIMUHUCTPATHUBHBIE MEPHI +
Mepbl aIMUHACTPATUBHOTO BO3ICHCTBHS

8. Uto Bx0auT B GYHKIIMH CUCTEM MOHUTOPUHTA:
BBISIBJIEHUE COCTOSIHUSL CUCTEM
yCTaHOBKA OTHOLIEHUH MEXAy O0BEKTaMu
YCTaHOBKA COOTBETCTBUS NPABUJI U 00s13aHHOCTEN
BCE BAPUAHTHI BEPHBI +

9. Kakwue cymecTByIOT MOAXOAbI IO MOCTPOCHUIO 3aIUIIIEHHBIX
OTIEPAIMOHHBIX CUCTEM pUMEHsAeMBbIX B AC:
(dbparMeHTapHbIN 1 KOMIUIEKCHBIN +
(dbparMeHTapHBIN U ONEepaIlMOHHbIH.

KOMILUIEKCHBIA M TTIO3UIIHOHHBIMN.
CHUCTEMHBIA U O3ULIMOHHBIN.

10.JybmupoBanue coOOIIEeHUH SIBISIETCS yTPO30K:
JOCTYITHOCTHU
KOH(PUIEHIIUATIBHOCTH
LEJIOCTHOCTH +

11.Kakwue cymiecTByoT MeToabl orieHkH kauectBa KCUb:
METO]I OIIEHKH ysi3BUMOCTH Xoddmana +
AKCTIEpTHAs OIEHKA +
CUTHATYPHBIA METOL
Ka4eCTBEHHBIA METO/.

12.CaMbIiMH ONIaCHBIMU UCTOYHUKAMU BHYTPEHHUX yTPO3 SBIISIOTCS:
HEKOMIIETEHTHbIE PYKOBOJIUTENH +
OOMYKEHHBIE COTPYIHUKHI
JTFOOOTBITHBIE aIMUHUCTPATOPHI

13. 151 BHepeHust 60MO garie BCero UCIoJIb3yITCs OMMUOKHU THUTIA:
OTCYTCTBHE ITPOBEPOK KOJIOB BO3BpaTa
nepemnoiHenue oydepa +
HapylIeHUE 1EeTOCTHOCTH TPpaH3aKIUi



14.B gucno neneil noauTuKu 0€30MaCHOCTH BEPXHETO YPOBHS BXOJIST:
penieHue chopMHUPOBATH WU TIEPECMOTPETh KOMIUICKCHYIO ITPOrpaMmmy
Oe3omacHoCTH +
oOecrieueHre 0a3bl I COOJTIOICHUS 3aKOHOB M IMPaBHI  +
oOecrieueHre KOH(MDHUICHIINATLHOCTH ITOYTOBBIX COOOIICHHI

15.B yucno ueneit nporpaMMbl 6€30MaCHOCTH BEPXHETO YPOBHS BXOST:
yIpaBJIeHUE PUCKAMH +
OTpe/ieNICHNE OTBETCTBEHHBIX 32 HHPOPMAIIMOHHBIE CEPBUCHI
OIpEEICHNE MEP HAKa3aHUs 34 HAPYLICHUSI OJUTHKNA O0€300aCHOCTH

16.Yto o3HayaeT obecreueHrue [eJIOCTHOCTHA 0a3 JaHHBIX.

ATO COOTBETCTBUE MH(OpMAMU Oa3bl TaHHBIX €€ BHYTPEHHEH JIOTHKE,
CTPYKTYpPE U 3aJaHHBIM MpaBUIaM. +

3TO MOJIHOE 3HaUEHUE UHPOpMAIK 0a3bl JaHHBIX B KOTOPOM JEHCTBYIOT
YCTAHOBJICHHBIE IIPABUIIA

3TO MH(popManus, padoTarolas Mo yCTaHOBICHHON CTPYKType 0a3bl
JAHHBIX.

9TO JIOrMYecKasl onepanus o0ecneynBaromias MoJHOTy HH(GOpMaLuu U
co0Iro1aoIas ycaoBUs TOrO, 4YTO HHPOpMaIHs He OyIeT U3MEHEHa.

17.B pamkax mporpaMmbl 0€30MaCHOCTH HUYKHETO YPOBHS OCYIIICCTBIISIOTCS:
CTpaTerun4yeckoe MIaHupPOBaHUE
MOBCEIHEBHOE aIMUHUCTPUPOBaHUE +
OTCJIC)KUBAHHE CIa0BIX MECT 3aIUTHI +

18.TTonmuTrka 6€30MaCHOCTH CTPOUTCS Ha OCHOBE:
oOuux npeacrtasiaeHuit 00 MC opranuzanuu
W3Y4YEeHUS OJIMTUK POACTBEHHBIX OpraHU3alMA
a”Hajau3a pUCKOB +

19.B umcino nenei moauTUKN 0€3011aCHOCTH BEPXHETO YPOBHS BXO/IAT:
dbopMyIMpOBKa aAMUHUCTPATUBHBIX PEIICHUHN TTO0 BAXKHEHUIIIUM acrieKTam
peanu3anuu nporpaMmbl 0€30MacHOCTH  +
BBIOOP METOJI0B ayTEeHTU(UKAIINY TTOJIh30BaTENeH
obecrieueHue 6a3bl 7151 COOIOICHUS 3aKOHOB U MPABUIT +

20.0cHOBHBIE MEXaHU3MBI 3aIUTHI IpuMeHsiembie B OC:
uaeHTuGuKay / ayTeHTUOUKALUH
pasrpaHuyueHUsI 10CTyNa
ayauTa
BCE MEPECUNCIICHHBIC BAPUAHThI BEPHBI +

4.3. TunoBbie BONPOCHI, BLIHOCUMbIE HA IK3aMeH (4acThb 1)
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1. Ilpenmer, nenp U 3agauu obecriedeHuss HHGOPMAIMOHHON 0€30MacHOCTH B
OpTraHU3aINH.

2. Jlaiite ompezaeneHue KOHQPUTYpaluu UH(OPMAIIMOHHBIX  PECYPCOB
KOMITBIOTEPHBIX CHCTEM, B UEM 3aKJIIOYAETCS UX aIMUHUCTPUPOBAHHUE.

3. JaiiTe ompeneneHue M MpHUBEAUTE KIACCHU(PHUKAIMIO yrpo3 0e30MacHOCTU
uHdopMauu AJi1 UHPOPMAIIMOHHBIX CUCTEM.

4. Bp106op Mep 3amuThl HHOOpMAIUMU 711 UX peaiu3aliui B HHOOPMAIMOHHON
CHUCTEME B PaMKax €€ CHCTEMbI 3aIIUThl HHPOPMAIIHH.

5. Unentudukamus wu ayreHTHGUKAIUS CYOBEKTOB JOCTynma U OOBEKTOB
JOCTYTIA.

6. YmpapieHne 10CTYIIOM CyOBEKTOB JIOCTYIIa K 00BEKTaM JOCTYIIA.

7. OrpaHuueHue mporpaMMHoOM cpespl B 3amumineHHbx AC.

8. 3amura MammMHHBIX HocuTenen nadopmaiuu B AC.

9. Peructpanus coObITHIA 0€30TTACHOCTH B MHGOPMAIIMOHHON CUCTEME.

10. AHTHBUpYCHAs 3alIUTa B UHPOPMALIUOHHOM CHCTEME.

11. OOHapyxxenue (TpenoTBpaIICHUE) BTOPKEHUM B HH(POPMAIUOHHYIO
CHCTEMY.

12. KonTposib 3amuieHHocTd nHhopMaii B ”HGOPMAIIMOHHON CUCTEME.

13. OGecmnieuenune 1eI0CTHOCTH HHGOPMAIIMOHHON CUCTEMBI U MH(OpMAIUu

14. OGecneuenre JOCTYIHOCTH HH(POPMaLlUK B UHPOPMALIMOHHON CHCTEME.

15.3ammuTa uMHQOPMAIMOHHOM CHUCTEMBI, €€ CPEACTB M CHUCTEM CBS3M U
nepeaaun JaHHBIX.

16. Knaccudukanus CBT no yposaro 3amuménanocta oT HC/I x undopmanun.
ITepeuens nokazateneit 3anuiEHHOCTH CBT 1 COBOKYNHOCTH OMUCHIBAIOIIMX HX
TpeboBanmii. Xapakrtepuctuka kiaccoB 3ammménHoctu CBT or HCH «
uH(popManuu.

17.Buapl ¥ aHanu3 yrpo3 aBTOMATU3WPOBAHHBIX CHUCTEM, KOMIIBIOTEPHBIC
BUPYCHI, TEXHOJOTHUS W CHOCOOBI BTOPXKEHUS B YCTOWYMBYIO padboOTy
aBTOMATU3UPOBAHHBIX CHCTEM 3JI0YMBIIIICHHUKOB.

18. bazoBast moaens yrpo3 UCII/Ix.

19. Vazsumoctn AC, BO3BMOKHBIE aTaAKHA HA HUX.

20.Knaccudpukanus AC, nomnmexamux 3amute ot HCJl x wunHbpopmaiuu.
TpeboBanuss mo 3amure wuHGopMammu B AC pa3iaHYHBIX KJIACCOB. Tarlbl
knaccudukanum AC. Mcxonusie nannasie s kinaccudukarmu AC. Beibop kimacca
samuménnoct AC.
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21.CtpykTypa JOKYMEHTAIlMd CHUCTEMbl MEHEIKMEHTa HWH(OPMAIMOHHOU
0e3omnacHocTy B opranuzaiuu. Moaens PDCA.

22. AropuT™M U MaTpuUlla OLIEHKH PUCKOB IMpHU oOecrieueHn MHOOPMAIMOHHON
0e30macHOCTH B Opranu3aiuu. Bapuantsl 00pabOTKH PUCKOB.

23. Knaccuduxarust MeTo10B KpUNTOrpapuueckoro 3akpeITus HHHOPMaLIUH.

24. AnmapatHble ¥ POrpaMMHBIE CPEJICTBA peaan3aiuu mudpos.

25. OcoOEHHOCTH UCIOJIb30BAHUSI BEIYUCIUTEILHON TEXHUKU B KpUnTorpadpuu;
BOMNPOCHl OpPTaHU3AlMHA CETeW CBSI3M C ammaparypoil MHU(ppPOBaHUs; KIIOYEBBIC
CUCTEMBI.

26. Opranuzanus 3allUThl B PACIpPEACIICHHBIX CETAX C HCIOJIb30BaHUEM
BUPTYaJIbHBIX YaCTHBIX CETEH.

27. OnexTpoHHbIE TU(POBBIE MOAMUCH (JIEKTPOHHBIE MOAICH).

28. Kpunrorpaduyeckue xen-QyHKIuu.

29. Kpunrorpadudeckue mpoTOKOIbI.

30. OcHoBHBIE MTOAXObI K peanu3anuu PKI.

31. CuMMeTpUYHBIE KPUIITOCUCTEMBI.

32. CumMeTpUYHBIE METOIBI ITU(PPOBAHUSI.

33. Asroput™bl 6JI0YHOTO MIU(DPOBAHUS.

34. PexxuMbl MpUMEHEHUsI OJIOUHBIX MU(POB.

35. IToTokoBbie HAQPHI.

36. KoMOMHUPOBaHHBIE METOIbI IIIM(PPOBAHMUS.

37. AcuMMeTpUYHbBIE CUCTEMBI MNU(PPOBAHUS.

38. [IpuMeHeHne aCHMMETPUYHBIX aITOPUTMOB.

39.CpencrBa kpuntorpaduyeckod 3aluThl, pa3pabOTaHHBIE KOMITAHUSIMHU:
Wudotekc, Kpunro-Ilpo, OKb Canp, Anammuu u Adobe, MS Windows, Cisco.

40. Xpanunuie ceptudukaroB OC MS Windows.

4.4, TunoBbie BONMPOCHI, BLIHOCUMbIE HA IK3aMeH (4acTh 2)

1. Ilepeuncnure 3alUUTHBIE MEXAHU3MBI, pEAIU3yEeMbI€ IMPOrPAMMHO-
anmapaTHbIMU ~ KOMIUIEKCaMu  (CpeAcTBaMHu)  3alluThl  MHMOpManuu B
KoMmnbloTepHbIX cucTemax (IIDBM). Jlaiite ompeneneHue MOHITHIO - «CYOBEKT
JOCTYyTMay», KaKUE MPOLEAYPbl PEaU3yIOTCS MPU €ro 0OpaIlleHH K KOMITbIOTEPHON
CUCTEME.

2. llepeuncnure MeTOAbl MPOTUBOJAECUCTBUS AU3ACCEMOTUPOBAHUIO MPOTPAMM

115t DBM, oxapakTepuszynTe ux.
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3. B uyem 3akmiouaercss mpolneaypa MNpOCTOM ayTeHTU(UKAIUU, KaKUMHU
cnocobaMd OHa TPOU3BOAMTCS, TOSACHUTE CXEMAaTHYHO €€ peaju3aluio C
UCIIOJIb30BAaHUEM TTAPOJIs.

4. TlepeuucnuTe OCHOBHBIE MOJEJIN Pa3rpaHUUEHUs JOCTYIIA, ICUCTBYIOIINE B
ONEpPAllMOHHBIX CUCTEMAax, W MOSICHUTE, B YEM OHM 3aKirovaroTcsa. Jlanre
OTIpeJIeJICHHUE MOHATUAM «MaTpHUIla JOCTYIay U «JI0MEH 0e30MaCHOCTI.

5. IlosicHuTe HCMOIB30BaHME OJHOCTOPOHHEW XdAUI-(QYHKIMH I MPOBEPKU
napoJisi IpU ayTEHTHU(PHUKAIIUHU TOJIH30BATENS PECYPCOB KOMIIBIOTEPHON CUCTEMBI.

6. Uem pocturaercs 3amuTa CpeJACTB  YOPABJICHHS, KOMMYTallUM U
BHYTPEHHETO MOHTa)ka KOMMbIOTepHBIX cucteM ([I9BM), U3 4ero coctout u Kax
NEHUCTBYET eIMHAasi cucTemMa KOHTpoJIsl BCKphITHs ycTpoiicTB (CKBY).

7. Jlna uero co3gaercs cuctema  pasrpanuueHuss  gocryna  (CPJ)
KOMIIBIOTEPHOM CHCTEMBI, Kakue (PYHKIMOHAIbHbIE OJOKM OHa BKJIIOYAET.
[TosicauTe paboTy PyHKIIMOHAIBHOM CXEMBI AUCIIETYEPA JOCTYIIA.

8. B uyem 3akmrouaercsa OuoMeTpuueckas ayTeHTU(UKalMs I0Jb30BaTeNeH,
KAaKue y Hee JOCTOMHCTBA U HEJJOCTATKHU.

9. JlaiiTe ompeaeneHWe OCHOBHBIM TMOHATHSIM TpOIEcCa pa3TpaHUYCHUS
noctyna K oobekram onepaunoHHon cucteMbl (OC): «0OBEKT IOCTYIay; «METOJ
JOCTYyNa»; «CYOBEKT AOCTYMa»; «IpaBo AocTyna». Kakum TpeOOBaHUAM JTOJKHBI
YIOBJIETBOPSATH IPABUIIA pa3rpaHUUYCHUS TOCTYIA.

10. ITpuBeauTe mMpUMEpHI CYITHOCTEH CyOBEKTa MOCTyIa JJIsl TOITBEPKIACHUS
CBOEW NOJJIMHHOCTH MpPH OCYIIECTBICHUH ayTEHTU(UKAIMK B KOMIIBIOTEPHOM
cucteme (IIDBM).

11. Kakumu  criocobamu  OJIOKMpYyeTCsT  yrpo3a  HECaHKIIMOHUPOBAHHOTO
KonupoBaHusi uHpopmanuu [19BM, B 4yemM OHHM 3aKiIIOYaIOTCS, PACKPOWUTE HX
coJiepKaHue.

12. B 3aBUCHMOCTH OT NPEIBSABICHUS CyOBEKTOM JIOCTYIA KaKUX CYIIHOCTEH
MOKHO Pa3/eNUTh NPOLECCHl ayTeHTU(UKAIMK B KOMIIBIOTEPHBIX CHCTEMax
(II5BM)?

13. OcHoBHbIe moaxoxbl K 3ammTe maHHbix or HCJ: kakme OelCTBHS
BBITMOJIHSIOTCS IPU OpraHu3alliy JOCTyna K 00opynoBanuio U [10 KOMIbIOTEpHBIX
cucteM (IIOBM); ouenka »¢G(EKTUBHOCTH HapallUBaHUS CPEICTB KOHTPOJIS
JI0CTyTNa MO KPUBOM pOCTa OTHOCUTEIHHOTO YpOBHSI OOecreueHus 0e30MacHOCTH
KoMIIbIOTepHBIX cucTeM (II9BM).

14. Tlepeuncnure aTpuOyTUBHBIE HJIEHTU(DUKATOPHI, MCHOJIb3yeMbIE IS

uaeHtudukanuu cyowrekra gocryna B KC, 1 KOpoTko gaiite uM ornpenenacHue.
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15.Kakue  ocHOBHble  ()YHKIMM  BBIMOJHSAET  MOJCUCTEMA  3aIIMUThI
onepaunoHHbiXx cucreM (OC), npaiTe KOPOTKO UM ompeneneHue. B yem
3aKJIIo4aeTcs mpoueaypa ayaura npumeHuTesnbHO Kk OC, yem oHa oOyCIJIOBIIEHa,
KaKuM TpeOOBaHUSM OHA JOJKHA YJOBJIETBOPSATD.

16. Kakyto mocienoBaTebHOCTh JCHCTBHI BKIIOYAeT OOIIUI  alroputM
MEXaHu3Ma 3alUThl OT HECAHKIMOHHMPOBAHHOIO MCIIOJIb30BAHUS MPOTpamMM B
«IyKOW» cpenie.

17. PackpoiiTe MeTO/1bl ayTEHTU(HUKALMHU, UCTIOJIb3YIoIKe naposn U PIN-kobl.

18. [lepeuncnute U pacKpOUTE CIIOCOOBI CTPOTOM ayTeHTU(hUKAIIUH.

19. Kakue cymecTByIOT KPUIITOCUCTEMBI MIM(PPOBAHUS, PACKPOUTE MX CMBICI
(YyHKIHOHUPOBAHMUS.

20. PackpoiiTe 0CHOBHBIE TPOLEAYPbl (POPMHUPOBAHUS SJIEKTPOHHON LUPPOBOIL
HOJIUCH U (PYHKIIHUU X3IIUPOBAHUS.

21.Kak ocymiecTBIseTCS YIpaBICHWE KPHUITOKIIOYaMH, TpeOOBaHUS K
pacnpeeNIeHUI0 KIIIoUel, METO/IbI pacipeIeIeHUs] KITIoUeH.

22. Packpoiite Ki1acCU(PUKALUIO U )KMU3HEHHBIN ITUKI KOMIIBIOTEPHBIX BUPYCOB.

23. [lepeuncnure METOBI OTPAHUUCHUS JOCTyIa K KommnoHneHTam DBM, kakue
OPUMEHSIOT CPEACTBA Il OTPAaHUYEHHUS JOCTYIa K KoMIoHeHTaM DBM.

24.B wuyem 3akmouaercs 3ajaya UJCHTU(UKAIMU TOJH30BATENs, JalTe
OTpe/ieNIeHNE MOHATHIO MPOTOKOJA UICHTH(PUKAIIUH.

25. B uem 3akirouaeTcs JOKaibHas W yJaJICHHas HIACHTHU(PUKAIMS, YTO TaKOe
uaeHTUGUIIMPYIOIIast HHPOPMAIIHSL.

26. Kakne  cymiecTBYyrOT ~ CIMOCOOBI  XpaHGHHUS  HWACHTH(DUITUPYIOMIEH

I/IH(I)OpMaI_IHH, HUX CBA3b C KIIIOYCBBIMH CUCTCMaMU.
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Ipuiaoxenue 2

HHCTHUTYT TEXHHKH H IJH®POBBIX TEXHOJIOTHH
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1. O0ue moJioKeHus

Heab AMCUUIIMHBI:

(opMupoBanue 0a30BbIX 3HAHMM M MPAKTUUYECKUX HABBIKOB 00ECIICUEHMS
0e30MmacHOCTH HH()OPMALIMOHHBIX CHCTEM;

pa3BUTHE TBOPYECKOI'O W HCCIEAOBATEIBCKOTO MOAXO0Ja K H3YYEHUIO
TEXHUYECKUX JTUCLUIUIMH CTYI€HYECTBA;

HNOJArOTOBKAa CTYACHTOB K BHJAaM NPOPECCUOHAIBHON JIE€ATEIbHOCTH:
IIPOEKTHOM, IIPOU3BOICTBEHHO-TEXHOJIOIMYECKOM, OpraHU3allOHHO-
YIPABJICHYECKON, AaHATUTUYECKON U HAYYHO-UCCIIEN0BATEIbCKOM;
npuoOpeTeHre CTYJAEHTaAaMM 3HAaHUNM U MpPEACTaBICHU 00 OCHOBHBIX
OPUHIOMIAX M 3aKOHOMEPHOCTAX (YHKIMOHHUPOBAHUS  COBPEMEHHOM
BBIYMCIIUTENbHON TEXHUKH;

MpUOOpPETEHUE CTYICHTAMH TEOPETUYECKHX CBEICHHM M NPAKTUYECKUX
HaBBIKOB, TIO3BOJISIOLIMX (OPMUPOBATH YCTPONCTBA BBIYMCIUTEIIBHOM
TEXHUKU C 33JJaHHBIMU TEXHHYECKUMH XapaKTEPUCTUKAMM.

3agauyu IMCHUILIMHDI:

(opMHpOBaHHE  IEJIOCTHOTO KOMIEHAWMYMa 3HAaHUM MPaBOBBIX U
METOJAMYECKUX JIOKYMEHTOB B o00JacTu oOecrnedyeHus Oe30MacHOCTH
uHpopmanmonnsix cuctem (MC);

M3yueHre 0a30BBIX MoOjeNie yrpo3 WH()OPMAIMOHHOW OE€30MacHOCTH U
BO3MOXKHBIX MoOJeNeH HapymuTeneid ajisi oOecrnedeHHus MPOECKTHUPOBAHMS
NC;

U3Y4YCHUE HAUMOHAIBHBIX CTAaHAAPTOB M METOJUYECKUX IOJIOKEHHUH 110
OLICHKE MH(POPMALMOHHON 3aIUINEHHOCTH IPU aHAIU3€ U MPOEKTUPOBAHUU
samuiéHubix NC;

MOATOTOBKA CTYAEHTOB K JI€ATEIBbHOCTH, CBSI3aHHOW C CO3JaHHEM,
AKCIUTyaTalueil u 006cayKuBaHueM (COmpoBoXkIeHneM) 3amuméHHbIx 1C;
NPUBUTUE HABBIKOB PaOOTHI C MPOEKTHONW M TEXHUYECKOM JTOKyMEHTaluen
1o npoektupoBanuio 3amMIEHHBIX IC 1 ouenke ux 3¢ppekTuBHOCTH.
dopMHpOBaHME 3HAHUK MO MPOBEICHUIO ayauTa HWHGOPMAIIMOHHON
0e30MacHOCTH B OpraHu3alluy;

U3y4YeHUE W MPUBUTHE HABBIKOB NMPUMEHEHMSI HAILIMOHAJIBHBIX CTaHIApTOB,
HOPMAaTUBHBIX M METOJUYECKHX JOKYMEHTOB B 00JacTU yNpaBiIeHUs
UH()OPMAITMOHHON O€30MTaCHOCTHIO;

dbopmMupoBaHue MpeJICTaBICHUM 0 MIPUHITUIIAX obecricueHUs
uH(pOPMAIIMOHHONW 0€30MacHOCTH MPHU HMCHOJIb30BAaHUU BBIYUCIUTEIbHON
TEXHUKH;

U3yYEHHE NMPUHLUIIOB TOCTPOCHUS U paOOThl OCHOBHBIX IIU(PPOBBIX Y3JIOB;
OpUOOpETEeHHE OIbITa BHIOOpPA AJIEMEHTHOM 0a3bl M THUIOBBIX LHUQPPOBBIX
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Y3J10B BBIYMCJIMTEIbHON TEXHUKHU.

2. Yka3aHus 110 NPOBEJACHNIO MPAKTUYECKUX 3aHATHI

IIpakTnuyeckoe 3ausitue 1. IlpeaMer M 3agayM NMpoOrpamMMHO-aNNAPATHOM
321U ThI UHPOPMALIUU.

Bun npaktuueckoro 3aHATHS: CMellIaHHas (opMa MPaKTUYECKOTO 3aHATHUS.

VY4eOHble BOIIPOCHI:

1. Komnsrotrepnas cuctema (KC). Crpykrypa u xomnonentsl KC. Knaccsl u
tunbl KC. Cetnu OBM.

2. OCHOBHbIE TOHATHA HPOTPAMMHO-AINAPATHON 3alUThl HHPOPMAIUU:
ANEKTPOHHBIA AokyMmMeHT (D) u wux tunsl; Buasl uHPopmauumu B KC;
uH(popmanmonHsie MOTOKU B KC; NOHATHE UCTIOIHAEMOTIO MOAYJIS.

3. YS3BUMOCTh KOMITBIOTEPHBIX CHCTEM: MOHATHE AOCTYMAa, CYyOBEKT U OOBEKT
JIOCTyMa; TMOHATHE HecaHKImoHupoBaHHoro noctyna (HCJI); xmaccel U BubI
HCJl; HecaHKIIMOHMpPOBAHHOE KOMHPOBAaHME MporpamMm Kak ocoObiii Bua HC/;
MOHATHUE 3JI0YMBIIIJIEHHUKA; 3JIOYMBIIUICHHUK B KPUOTOrpauu U MPU PELIEHUU
npobiieM komnbroTepHOM 6e30onacHocTu (KB).

[TpoaomKUTENBPHOCTD 3aHATUS — 2 yaca

IIpakTnueckoe 3ansatue 2. HWnentuduxkanuss mnoan3oBareaeid KC -
Cy0bEKTOB JOCTYINA K TaHHBIM.
Bun npaktuueckoro 3aHATHS: CMelllaHHas (opMa MPaKTUYECKOTO 3aHATHSI.
VYueOHbIe BOMTPOCHI:
1. IToHsiTHE MACHTU(PUKALIMH TTOTH30BATEIS.
2. 3amaya uaeHTU(PUKAIIUY TTOJIH30BATEIS.
3. [lonsiTre MpoTOKOJIAa MACHTU(DUKAIINN.
4. JlokanbHas U yAajeHHas UJICHTU(UKAIUS.
5. Unentudunmpyromas uHpopmauus. Ilonstue wuaeHTuduumpyromen
uH(popManuu.
6. CmocoObl  XpaHeHHs uACHTHQHUIMPYOMEH HHPOpPMAINH, CBS3b C
KJIFOUEBBIMU CHCTEMAaMHU.
[TpogomxutenbHOCTD 3aHATUS — 4 yaca

IIpakTHyeckoe 3ansitue 3. CpeacrBa M MeTOAbl OIPAHUYEHHMA AOCTyNAa K
painam.
Bun npaktuueckoro 3aHATHS: cMellaHHas (opMa MPaKTUYECKOTO 3aHATHSI.
VY4eOHble BOITPOCHI:

1. OcHoBHBIe noaxoabl K 3amuTe AaHHbIX oT HCJ: mmdpoBanue; KOHTPOIb
JOCTYIA; pasrpaHudeHuss JAoctyna; ¢(aidnm Kak OOBEeKT J0CTymna; OILeHKa
HAJeKHOCTH CHUCTEM OrpaHUYEeHHUsS JOCTyNa - CBEICHHE K 3aJade OICHKU
CTOMKOCTH.

2. Opranuzauusa jaoctyna K (ailaM: uepapxudeckui IocTyn K dainam;
NOHSTHE aTpUOYTOB JIOCTyIA; OpraHu3alus Joctyna K (ainam B pazanunbix OC;
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3amuTa ceTeBoro ¢aiioBoro pecypca Ha mpumepax opraHusamuu noctyma B OC
UNIX, Novell NetWare u T. 1.

3. Gukcanus goctyna K daiinaMm: crmocobbl ¢ukcanuyd (GakToB JOCTYIIA,
’KYpHaJIbl JOCTyNa; KPUTEPUH UHPOPMATUBHOCTHU >KYPHAJIOB JIOCTYIIA; BBISIBICHUE
CJIEJIOB HECAHKIIMOHMPOBAHHOTO JOCTyna K (ailiam; MeToJ, WHUIMHUPOBAHHOTO
HC/I.

4. JlocTyn K JaHHBIM CO CTOPOHBI Ipollecca: MOHSATHE JIOCTYIA K JAHHBIM CO
CTOPOHBI MPOIECCa; OTINYHS OT AOCTyHa CO CTOPOHBI MOJIB30BATENS; MMOHATHE H
MIPUMEPBI CKPBITOTO JOCTYIIA; HAJICKHOCTh CHCTEM OTPAaHHYCHUS JTOCTYIIA.

5. OCOOCHHOCTH 3alIUThl JIaHHBIX OT M3MEHEHUS: 3allliTa MAacCHUBOB
uHOpMAITMU OT WM3MEHEHUs (MMHUTO3AIINTAa); KpunTorpaduyeckas MOCTAaHOBKA
3aIATHI OT U3MECHECHUSI JAHHBIX; MMOAXObI K PEIICHHUIO 3a/1a41 3aIIUTHl JAHHBIX OT
U3MEHEHMs; TOoAX0J Ha oOcHoBe QopmupoBanusi umutonpucrasku (MAC),
criocoOsl moctpoenuss MAC; moaxos Ha OCHOBE (POPMUPOBAHUS XAII-PYHKIUH,
TpeOOBaHMs K TIOCTPOCHUIO U CIIOCOOBI peanu3anuu; GopMUPOBAHUE ICKTPOHHOU
nudposoit noamucu (D1II1); ocobeHHOCTH 3ammThl I/ 1 UCTIOIHIEMBIX (haiiyIoB;
po0seMa CaMOKOHTPOJISI HCTIOMHSAEMBIX MOTYJICH.

[Tpo1oKUTENTEHOCTD 3aHATUS — 4 Yaca

IIpakTnueckoe 3ansaTne 4. IIporpaMMHo-annapaTHbie CpeACTBa
mudpoBanus
Bun npaktrueckoro 3aHATHS: cMelanHas (opMa MPaKTHIECKOTO 3aHSITHSI.
VY4eOHbIe BOITPOCHI:

1. ITocTpoenne  MpoOTpaMMHO-ANIAPATHBIX  KOMIUICKCOB  IH(POBAHMS:
amnmapaTHple W IPOrpaMMHO-aNMapaTHBIE CPEICTBA KPHIMTO3AIMMUTH JTaHHBIX;
MIOCTPOCHUE anmapaTHBIX KOMITOHEHT KPHUIITO3AITUTHI JAHHBIX,
cnermanu3upoBanHbie CBUC kak HocuTenu anroputMa mudpoBaHus.

2. 3ammTa anroputMa MHUQGPOBAHKS, TPUHIIMI YYBCTBUTEIHHOU OOJACTH U
MPUHITUT TJIABHOTO KITIOYA.

3. HeoOxomumble W gocTaTodyHble (YHKIIMH  aIlllapaTHOT'O  CPEJICTBA
KPHUIITO3AIUTHI, MPOSKTUPOBAHUE MOMIYJEH KPHUIITOMPEOOpa3oBaHUN HA OCHOBE
CUTHAJIbHBIX MPOLIECCOPOB.

4. Tlnara Kpunron-3 (Kpunron-4): apxuTekTypa IUJIaThl; OpTraHU3aIus
uHTepdeiica ¢ npuioxkeHusmu. 5. Jlpyrue nporpammuo-annaparasie CK3/1.

[TpogomkuTensHOCTD 3aHATHS — 4 yaca

IIpakTHyeckoe 3ansiTue S. 3amMTa NPOrPaMM OT HECAHKIMOHUPOBAHHOTIO
KOIMUPOBAHUS
Bua npaktuyeckoro 3aHsaTHs: cMelIaHHast (hopMa MpakTUIECKOTo 3aHATHS.
VYueOHbIC BOMTPOCHI:

1. HecaHKIIMIOHMPOBAHHOE KOMHUPOBAHUE MPOTPAMM: HECAHKIIMOHUPOBAHHOE
konupoBanue  mporpamMmm  kak tun  HCJ[;  ropuaudeckwe  acneKThbl
HECaHKIIMOHUPOBAHHOTO KOIUPOBAHUS TMPOTpamMM; OOINEee MOHATHE 3alIUThl OT
KONUPOBaHUs. Pa3HOBUIHOCTH 3a/1a4 3a1IMTHI OT KOITMPOBAHMS.
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2. llogxonmpl K 3amgade 3amMTBl OT KomupoBaHus: mnpuBszka [0 k
anmnapaTHOMY OKPYXEHHUIO U (PU3NYECKUM HOCUTENSM KaK €IMHCTBEHHOE CPECTBO
3amuThl 0T KonupoBanus [10; npuBs3zka nporpaMm K TMOKMM MarHUTHBIM JIUCKaM
(I'MJ); ctpykrypa nannubix Ha 'MJI; ynpaBienue koHTposuiepom ['MJI; criocoObl
CO3[JaHHSI  HEKOMHUPYEMBIX  METOK; TOYHOE HU3MEPEHUE  XapaKTEPUCTHUK
dbopMaTHUpOBaHUs TOPOKKH; TEXHOJOTUS «CIa0bIX OMTOB»; (PU3UUYECKHE METKU U
TEXHOJIOTHS pa0OThl C HUMU; MPHUBS3KA MPOrPaMM K KECTKUM MarHUTHBIM JUCKaM
(CKMI); ocobennoctu npuBsizku kK KMJI; Bunbl metoxk Ha KMJI; mpuBsizka K
IIPOYMM KOMIIOHEHTaM MTaTHOro obopyaoBanus [I19BM; npuBs3ka K BHEIIHUM
(mobaBnsieMbiM) snemeHTam [[OBM; nmpuBs3ka K MOPTOBBIM  KJIIOYaM;
WCIIOJIb30BaHUE JOMOJHUTENBHBIX IUIAT PACIIUPEHNS; METOBI «BOJISHBIX 3HAKOB)
Y METOJbI «OTIIEYAaTKOB MaJIbLEB).

[IponomxuTenbHOCTD 3aHATHS — 4 yaca

IIpakTryeckoe 3ansTHe 6. 3amMTAa MPOrpaMM OT HU3JIyYeHUS
Bun npakTudeckoro 3aHATHS: cMelaHHas (hopMa MPaKTUIECKOTO 3aHSTHSI.
VYyebHbIe BOMTPOCHI:

1. U3yyenue u oOpatHoe mnpoektupoBanue I[1O: moHsATHE U3YyYEHHS W
oOpatHoro npoektupoBanus [10; nenu u 3amaun uzyuenus padbotsl [10; criocoOs
m3yuenus [1O: crarnueckoe U AMHAMHUYECKOE W3YYEHHE; POJIb MPOTPAMMHON U
amnmapaTHOM cpefbl; BpPEMEHHash HAJIeKHOCTh (HEBO3MOXKHOCTb OOECIECUCHHS
rapaHTUPOBAHHOMN HAJIEKHOCTH).

2. 3amaun 3amUThl OT HW3YYCHHUS M CIIOCOOBI WX pEIIeHUs: 3aluTa OT
OTJIaJIKU; JAMHAMUYECKOE IMpeoOpa3oBaHWe KOAa; HMTEPATHUBHBIA MpPOrpaMMHBIN
3amMoKk A. JloJiruHa; OPUHIMUII JIOBYIIEK W M30BITOYHOTO KOJAA; 3aluTa OT
JM3acceMOIMPOBaHNs;, MPUHIIMIT BHEIIHEW 3arpy3ku (aijaoB; AUHAMHUYECKas
MOAU(UKAIINS IPOTPAMMBI; 3aIIMTa OT TPACCUPOBKH IO MPEPHIBAHUSIM.

3. ACTIEKTHI MPOOIEMBI 3aLTUTHI OT UCCIIEIOBAHUS: CITIOCOOBI ACCOIMUPOBAHUS
3aIUTHI ¥ IPOTPAMMHOTO 00€CTICUEHHS; OIIEHKA HAJIEKHOCTH 3aIUTH OT OTIaIKH.

4. Bupychl: 3ammura OT pa3pylaloiux MTPOrpaMMHBIX BO3JICUCTBHM; BUPYCHI
KaK 0COOBIN KJIacC pa3pylIaroNIuX MPOrPaMMHBIX BO3JACHCTBUI; HEOOXOIUMBIE U
JIOCTAaTOYHBIC YCJIOBUS HENOMYIIEHUs Pa3pylIAOUIEr0 BO3JACHCTBUS, IOHATUE
M30JIMPOBAHHOW IPOTPAMMHOM CPEJIBL.

[TpoaomKuTEenbHOCTD 3aHATUSI — 4 daca.

IMpakTuueckoe 3anusitue 7. KoHuenTyajbHbIE MOJ0KEHUS CHCTEMBI
MeHeIKMeHTa HHPOPMAIIHOHHOI 0€30MACHOCTH NMPUMEHHTEIbHO K
KOMIBIOTEPHBIM CHCTEMaM

Bua npaktrdeckoro 3aHATHS: cMemanHas (hopMa IPaKTHIECKOTO 3aHSTHS.

Tema u comepkanne mpakTudeckoro 3aHsaTus: CTpyKTypa NOKyMEHTalluu
CUCTEMBl MEHEIDKMEHTa WH(OOPMAIMOHHOW O€30MacHOCTH B  OpraHU3aIuu.
Monens PDCA. AnroputM W Matpuila OIEHKHM PHUCKOB TMpU OOECreYeHUH
nH(OPMAITMOHHOW O€30MaCHOCTH B OpraHu3aiuu. BapuanTel 00pabOTKH PUCKOB.
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TpeboBanusi, npenbsBiasieMble K (OPMUPOBAHUIO MOJUTUKUA OE30MACHOCTH
opranuzaiu. CTpyKTypa U COJAepKaHHUE MOJUTUKHU OE30MaCHOCTH OpraHMU3aluu
IPUMEHHUTEIHHO K KOMITBIOTEPHBIM CUCTEMAaM.

Llesib paGoOTHI: MOTYYUTH MPAKTHYECKUE 3HAHUS U HABBIKU 00 YIpaBICHUN
MH(POPMALIMOHHOM 0€30MMacCHOCTHIO0 U (POPMHUPOBAHUIO IOJTUTUKH
UH(POPMAIIMOHHOI 0€301MacCHOCTH B OpraHU3alHH.

Y4eGHbIe BOIIPOCH:

1. CtpykTypa AOKYMEHTAllMd CHCTEMBbl MEHEIKMEHTa HH(POPMAIIMOHHOMI
6e3omacHocTH B opranuzaruu. Moaens PDCA.

2. AropuTM U MaTpuIia OIICHKH PUCKOB MpH 0OecriedeHn NHPOPMAIIMOHHOM
Oe3omacHoCTH B opranu3aiuy. Bapuantsl 00pabOTKH pHUCKOB.

3. TpeOoBanus, npeabsaBisieMble K (OPMUPOBAHUIO TOJIUTUKH 0€30MaCHOCTH
OpraHU3aIHH.

4. CTpykTypa U COJEp)KaHHE TOJUTUKM O€30IacHOCTH  OpraHu3aluu
IPUMEHUTEIBHO K KOMIIBIOTEPHBIM CUCTEMAaM.

5. llenb paOoOThI: MOJIYYUTh MPAKTUYECKUE 3HAHUSA U HABBIKM 00 yIpPaBIICHUU
UH(POPMaLIMOHHON 0€3011aCHOCTHIO u (bopMUPOBaHUIO HOJIUTUKU
UH(GOPMALMOHHOM 0€3011aCHOCTH B OpraHU3aI|H.

[TponomxurensHOCTb 3aHATU — 4 yaca.

IIpakTuyeckoe 3ansaTue 8. MeToa0s10rus 00CIeI0BaHUS U
NMPOEKTUPOBAHMS 3ANIUIIIEHHBIX HHPOPMANMOHHBIX (ABTOMATU3UPOBAHHBIX)
CHCTEM

Bua npaktuueckoro 3aHsaTus: cMeliaHHas (opMa MpakTUYECKOro 3aHATHS.

Tema u colepkaHue MNPAKTUYECKOro 3aHATHSA: CylIIHOCTh MOCTPOEHHS
CUCTEMBbI 3aiuThl HHpopManuu. ONTUMANIbLHBIE MEXAaHU3MbI 00ECIICUEHHUSI 3alUThI
uHbOpMAIIUU U MEXaHW3MBbI yrpaBiieHus. BeiOop crmoco0a MOCTaHOBKHM 3ajlaywu.
Metonel noctpoeHust 3amuii€HHbIX  AC. IIpuHUOMOBI  MPOEKTUPOBAHUS.
CTpyKTypHBI MHPUHLUMIN W MHPUHLHUI MOAYJBHOTO MPOEKTUpOBaHUs. Tpu
OCHOBHBIX KOHCTPYKUMHU ISl TpoekTupoBaHus. [IpenmyiiiecTBa MCIONIb30BaHUS
MOJYJIBHOTO IPUHIUIIA.

KoppektHocTh  peanmuzammui  u  Bepudukamus — UHHOPMAIMOHHBIX
(aBTOMaTH3UpOBaHHBIX) cucTeM. [loHSATHE KOPPEKTHOCTH WU MPaBUIBLHOCTH
npoBepsgemMoro  obbekta.  Cneuudukanus  TpeOOBaHW  MPOrpaMMHOTO
oOecrieyeHusl.

[IpencraBnenuss  (QyHKIUOHANBHBIX  TpeOoBaHui. PexkoMenmamuu K
CTPYKTYp€ M METOJIaM OIMCaHusl TMPOTrpaMMHBIX TpeOboBaHuil. OCHOBHBIE
KJIIOUEBbIEe TpeOOBaHUs «xopollel crneundukanumn». TpedoBaHUs K MPOrpaMMHOMN
cnenudukarmu. OCHOBHBICE TMOJAXOAbl K  ONPEACIICHHIO  crenuduKanun
TpeOOBAHMIA.

Teopus  Oesomacupix  cuctem  (TCB). Tlomstne  «1oBepeHHas
BBIYHMCIIUTENbHAS cpefa» (trusted computing base-TCB). Jluckpetrnas mpupona
XapaKTEPUCTHKN «OE30TMacHbI». XapaKTepUCTHUKA «IOBEPEHHBINY». JloBepeHHas
BBIYHCIIUTENBbHAS cpeaa. HaGop KOMIOHEHTOB, COCTABIISIFOIINI JTOBEPEHHYIO
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BBIUMCIIUTENBHYIO cpedy. Otanbl pa3padorku 3ammménHon AC. Ilpouecc
CO37aHUsl aBTOMATU3UPOBAHHBIX cucTeM B 3amuineHHoM ucnonHeHun (I'OCT P
51583—2014). Llens cozpanus AC3U.

Llens pa®oOThl: MOMYYUTH MPAKTUYECKHE 3HAHWS U HABBIKM 00 ATamax M
collepKaHUM pabOT MO MPOEKTUPOBAHUIO 3AIIUINECHHBIX HHGOPMAIIMOHHBIX
(aBTOMAaTHU3UPOBAHHBIX ) CUCTEM.

VYyebHbIe BOMTPOCHI:

1. CyuHocTh MOCTPOCHMSI CHCTEMBI 3alIUThl HHpOpMauu. OnTuMaibHbIe
MEXaHU3MBbl OOECIeueHHUsl 3allUThl MH(pOpPMAMM W MEXaHU3Mbl YIPaBICHUS.
Br160op crioco6a mocTaHOBKH 3a7auu.

2. Mertoasl mnoctpoeHust 3anmiméHHbx AC. J[Ba OCHOBHBIX METO/a
IIPOEKTUPOBAHMS. MeTo NMpPOEKTHPOBaHUs «CHU3Y BBepx». HemocraTtku merona
IPOEKTUPOBAHUS «CHU3Y BBEPX).

3. Hepapxuueckuit Mmetoq noctpoeHus 3amuiéHHon AC («CBEpXY BHU3Y).

4. Ilpunnunel npoektupoBaHug. CTPYKTYPHBIM NPUHLIUI U NPUHIHUIT
MOJYJIBHOTO IIPOEKTUPOBAHUS.

5. Tpu OCHOBHBIX KOHCTPYKIMM [UIsl TNpoeKTHpoBaHHs. lcmonb3oBaHue
sanemednta DO-WHILE gns opranuzanuu nukia. KoOHCTpyKius NOpUHATUSA
nsouyHoro  pemenus  [F-THEN-ELSE. IIpeumymiectBa  MCHONB30BaHUS
MOJ1yJIbHOTO IPUHLIUIIA.

6. KoppektHocTh peamm3zanmuu W BepupuKanus  UHHOPMAIMOHHBIX
(aBTOMaTH3UpOBaHHBIX) cucTeM. [loHATHE KOPPEKTHOCTU WU MPaBUIBLHOCTH
IIPOBEPSIEMOTr0 OOBEKTA.

7. Cneuudukanus TpeOOBaHMIA IPOrPaMMHOTO oOecrieyeHusl.
OyHKIMOHAIBHBIE  KpUTEpUM W  Xapakrtepuctuku. HedopmanuzoBanHble
npeacTaBieHust paspabotruuka. Cnenudukaius TpeOOBaHUN MPOrPaAMMHOIO
obecrieuenus (Software Requirements Specification).

8. IlpencraBneHuss (GyHKIMOHAIBHBIX TpeOoBaHWM. PekomeHpanuum K
CTPYKTYpE M METOJaM ONHUCaHMs MpOrpaMMHbIX TpeOboBaHuid. (OCHOBHBIE
KJIIOUEBbIEe TpeOOBaHUs «xopoIel crenudukanum». TpedoBaHUS K MPOTPaMMHOMN
cneuudukanuy. OCHOBHbIE TOAXOAbI K  ONPEACNICHUIO  CHelH(pUKaIMi
TpeOOBAHMIA.

9. Teopus Oesomacubix cucrem (TCB). Tlonsatue  «moBepeHHas
BBIYUCIUTENbHAS cpena» (trusted computing base-TCB).

10. IuckpeTHast mpupoaa XapakTEPUCTUKU «Oe30MacHbIi». XapaKTepucTuka
«J1I0BepeHHBbI». JloBepeHHass BBIUMCIUTENbHAS cpena. Habop KOMIIOHEHTOB,
COCTABJISIFOUINI IOBEPEHHYIO BEIUUCIUTEIBHYIO CPELLY.

11. Dranbl  pa3pabOTKM  3alIMIIEHHON aBTOMATU3UPOBAHHOW CHUCTEMBI
(AC3H). Ilpomecc co3maHus aBTOMATU3UPOBAHHBIX CHUCTEM B 3alUIICHHOM
ucnonaHenuu ('OCT P 51583—2014). Lens coznanus AC3U.

[TponomxurensHOCTD 3aHATHSA — 4 yaca.

3. YkazaHus 0 NPOBeIeHUIO J1a00pPaTOPHBIX padoT
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Jlaboparopnasi padora 1.
Tema: O0mue cBeneHus 0 cucreMax nepenauu uHpopmanuu. Beenaenue B
TEOPHUIO CUTHAJIOB U CUCTEM.
[enb 3aHATUSA: O3HAKOMUTBCS C OOIIMMHU CBEJICHUSIMU O CHUCTEMAax Iepeaadn
nHpopMaruu.
[TpoaomKUTENBHOCTD 3aHATHS — 2 .
3aganue:
N3yuntsb 001111 CBEIEHNUS O CUCTEMax Mepenadu nHopmaiuu.
2. OmpenenuTb pojib U MECTO TEOPHUH CHUTHAJIOB U CHUCTEM B COBPEMEHHOM
o01iecTse.
3. OdopMUTH OTUET MO IPOBEACHHOMY UCCIIEI0BAHUIO.

=

JlabopaTopHas padora 2.
Tema: KonupoBaHue MCTOUHHUKOB COOOIICHUN W KaHAJIOB CBSI3U. METOIbI
MOYJISIIUY.
[lenp 3aHATHA: O3HAKOMUTHCA C YCTPOMCTBOM KOJHMPOBAHUS HCTOYHHKOB
COOOIICHHI U KaHAJIOB CBSI3U U METOJaMH MOJTYJISIINH.
[Ipo10KUTENEHOCTD 3aHATUS — 4 4.
3aganue:
1. V3y4uTh OCHOBHBIE PUHIIHUIMBI (HYHKIIMOHUPOBAHUS YCTPOMCTBA KOJAUPOBAHUS
HMCTOYHUKOB COOOIIEHUN U KaHAJIOB CBSI3U.
2. O3HAKOMHUTBCSI M OXapaKTePU30BaThb METOIbI MOJIYJISINH, BBISIBUTH WX
JIOCTOMHCTBA U HEIOCTATKHU.
3. OopMHUTB OTYET IO MPOBEICHHOMY UCCIIEOBAHUIO.

JlabopaTopHas padora 3.

Tema: IlpuHnuner noctpoenusi cered cBsizu. OCHOBHBIE XapaKTEPUCTUKHU
CETEeN CBSI3H.

[enp 3aHATHS: O3HAKOMUTBCS C OCHOBHBIMHU  XapaKTEPUCTUKAMH U
MPUHLUAIIAMU TTOCTPOEHHUSI CETEN CBSI3HU.

[Ipo1oKUTENEHOCTD 3aHATHS — 4 4.

3anaHue:
1. V3y4uTh OCHOBHBIE XapaKTEPUCTUKHU CETEH CBS3H.
2. BwisiBuTH 6a30BBIC MPUHIUIIB YHKITMOHUPOBAHKS CETCH CBSI3H.
3. OpopMHUTH OTYET IO NPOBEECHHOMY UCCIEIOBAHUIO.

JlabopaTopHnas padora 4.

Tema: MHOrokaHaiabHblE€ CUCTEMBI CBSI3U. [IpUHIIMIIBI OCTPOEHUSI CUCTEM
paanOCBS3H.

Lens 3ansTusa: JlaTh XapakTEepUCTUKY MHOTOKAHAIBHBIX CHUCTEM CBSI3H U
BBISIBUTH OCHOBHBIE OCOOCHHOCTH MOCTPOSHHUS CUCTEM PATHUOCBSI3H.

[TponomKUTENbHOCTD 3aHATHS — 4 4.

3aganue:
1. N3yunTh U 0XapaKTEPU30BATH MHOTOKAHAIbHBIE CUCTEMBI CBSI3H.
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2. OmnpenenuTh OCHOBHBIE OCOOCHHOCTH MTOCTPOSHUS CUCTEM PaJMOCBSI3H.
3. OQopMHUTH OTYET IO NPOBEICHHOMY UCCIIEOBAHUIO.

JlabopaTopHnas padora 5.
Tema: OcobGeHHOCTH TOCTPOCHUS HHOOPMAIMOHHO-BBIYUCIUTEIBHBIX

CHCTCM.

Llenp 3aHATHS: O3HAKOMUTHCS C 0a30BBIMU NPHUHIMIIAMU TOCTPOCHUS
WH(OPMAITMOHHO-BBIYMCITUTEILHBIX CUCTEM.
[TpoOKUTETEHOCTD 3aHATHS — 2 4.

3amaHue:

1. V3yunTh 6a30BbIC MPUHILIUIIBI TOCTPOCHUS MHPOPMAITMOHHO-BBIYUCIUTEIHHBIX

CHUCTCM.

2. BBISIBUTH TOCTOMHCTBA W HEJOCTATKH CYIICCTBYIOIIMX MPHUHIIMIIOB MTOCTPOSHUS
MH(OPMAIMOHHO-BBIYMCIUTEIBHBIX CUCTEM.
3. OQopMUTH OTYET IO MPOBEICHHOMY UCCIIEIOBAHUIO.

4, Yka3aHus 110 POBEeJAEHUI0 CAMOCTOSITEIbHOI padoThl CTYI€HTOB

No HanmenoBanue
i 6moxa (paznena) Buast CPC
JMCIUATUTHHBI
1 | AxTyasnbHOCTh [ToaroroBka pedepaToB, NUCbMEHHAs: paboTa, CAaMOCTOATEIbHOE

po0sIeMbI U3Y4YEHUE TEM.
o0ecrieueHus [TpumepHas Tematuka pedeparoB (IOKJIAI0B, HUCbMEHHBIX
MH(OPMallMOHHON | paboT H T.11.):
6e3omacHocty ans | 1. Mecro wuHpopManuoHHONW 0€30MaCHOCTH B CHUCTEME
CO3/1aBaeMbIX HaIMOHAJIFHON 0€30MacHOCTH.
3alUIEHHBIX 2. CoBpeMeHHas KOHIIeTILUS UHpOPMaLMOHHOMN
MH(OPMaLMOHHBIX | 0€30I1aCHOCTH.
cucTeM 3. Lenu u KOoHIENTYyalbHbIE OCHOBBI 3alIUTH HH()OPMAIUH.

4. Tlpobnematuka 3amuTsl nHGopmaiuu B AC3U.

5. IIpob6nemaruka 3ammtel nHpopmaryu B UCIT/IH.

6. Ilpobnemaruka 3amutel uHpopmanuu B ACY TII KBO
(KCHUN).

7. Knaccudukanuss KOMITBIOTEPHBIX CHCTEM, IOJUIeKAIIUX
3alIMTe B 3aBUCUMOCTH OT oOpabaTbiBaeMOM HHGpOpMalLUU U
(GYHKIIMOHAJIBLHOTO Ha3HAYEHUSI.

8. Kunaccudukanus AC no ypossio 3amuniéanoctu or HCJI k
uH(pOpMaLINH.

9. Knaccudukanus CBT no yposnto 3anmménnocta ot HCJJ
k naopmanuu. [lepedens nokazareneit 3ammmeénnoctd CBT u
COBOKYITHOCTH OTIHCBHIBAIOIINX UX TPpeOOBaHUH. XapaKkTepucTHKa
kiaccoB 3amuuiéHHoctd CBT ot HCJL x nndopmanun.

10. Knaccuduxkanus M3 no yposHio 3anmuménHocta ot HC/I x
uH(pOpMaLINH.

2 | OcHOBHBIE YTPO3BI
U YSI3BUMOCTHU

[ToaroroBka pedepaToB, NUCbMEHHAs paboTa, CAaMOCTOATENBHOE
W3Y4YEHHE TEM, CO3JaHUE NPE3ECHTALUM.
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WH(OpPMaAITMOHHBIX
CHUCTEM,
BO3MOYKHBIE aTaKU
Ha HUX

[Ipumepnass Temarnka pedepaToB (IOKIAAOB, MHUCHMEHHBIX
paboT u T.1.):

1. Buabl 1 aHanu3 yrpo3 aBTOMaTU3UPOBAHHBIX CUCTEM.

2. KoMmploTepHble  BHPYCHI, TEXHOJOTUS H  CIIOCOOBI
BTOpXKEHUS B YCTOMYMBYIO pabOTy aBTOMATH3UPOBAHHBIX
CHUCTEM 3JIOyMBITINICHHUKOB.

3. bazoBas mozaens yrpo3z UCII/IH.

4. Yazsumoctu AC, BO3MOKHBIC aTaKi Ha HUX.

5. Mopenu HapymuTeneld 00beKTOB 3alTUThl HHPOPMAIIUH.

KommekcHoe
obOecrcucHue
nH(pOpMaITMOHHOM
0e301macHOCTH
nH(}pOpPMaAITMOHHBIX
cucteM. CriocoObl
aTak Ha ypOBHE
IIPUIIOKEHUN U

[TonroroBka pedeparoB, nMCbMEHHas paboTa, CaMOCTOSTEIBHOE
U3YYCHHE TEM.

[IpumepHasi TemaTuka pedepaToB (JOKIAAOB, MHUCbMEHHBIX
paboT u T.1.):

1. TpeGoBanus mo 3ammure uHopmaruu B AC pa3IMYHBIX
KJIACCOB.

2. Dtanel  knaccuukaruu  AC. VcxomgHble JIaHHBIC IS
knaccudukanuu AC. Beibop kiacca 3ammménnoctu AC.

Mephl [0 3. CTpykTypa  JIOKyMEHTAallUW  CUCTEMbl  MEHEIKMEHTa
CHIKEHUIO UX MH(pOPMaLlMOHHON 0e30MacHOCTH B opraHu3auuu. Mopenb
YSI3BUMOCTH PDCA.
4. AnropuT™M M MaTpula OLEHKH PHUCKOB IpPH 00ECleYeHHUU
MH(POPMALIMOHHOM 0e30MacHOCTH B OpraHu3aluu. BapuaHTel
00pabOTKH PUCKOB.
5. CylIHOCTh HOCTPOEHMS CUCTEMbI 3aIUThl MH(OpPMAIUH.
OnTuManbHbIe MEXaHU3MBI 00ecTieueH sl 3auThl HHpOpMaIum
U MEXaHM3Mbl ynpaBieHHMs. BpiOop cmocoba MOCTaHOBKH
3aJ1auM.
MeTtononorus [TonroroBka pedeparoB, NMCbMEHHas padoTa, CaMOCTOSTEIbHOE
dbopmupoBaHus U3y4eHHE TeM, CO3/IaHUE MTPE3CHTALH.
3anad 3amutel U1 | [lpumepnass Temaruka pedepaToB (JIOKIAI0B, MUCBMEHHBIX
00BEKTOB paboT u T.1.):
uH(popmMaTu3amH, 1. 3ajmauyn  arrectranuu  O0BEKTOB  HWH(OpMaTHU3aMK B
UHTETrparus COOTBETCTBUM C HOPMATUBHO-METOJMUECKUMH JOKYMEHTaAMHU.
CpelCTB 2. Atrecraims  AC 1o  TpeOoBaHHMSM  OE30MACHOCTH
UHPOPMALIMOHHON | MH(OpMaIUH.
0€30MacHOCTH B 3. Arrectanmss  3I1 mo  TpeGoBaHWsiIM  ©e30macHOCTH
€/IMHYIO uHpOpMaLnH.
TE€XHOJIOTHYECKYIO 4. OnucaHue CHCTEM 3alIUThl C MOMOIIBIO MAaTPHIIBI TOCTYIA.

cpeny NOCTPOEHHUS
sanuennoi C

TaOnuupl, oONMCHIBAaIOLIME IpaBa JOCTyNa CYOBEKTOB K
oOvexktaM. Omnucanue Mozaenu Xappucona-Py33o-Yibmana
(HRU).

5. Monens pacnipoctpanenus npas goctymna Take-Grant. Lensb
ucrnonb3oBanuss Mmojnenu Take-Grant. OCHOBHBIE 3JIEMEHTHI
mozaenmu Take-Grant. dopmanpHOoe omucanue Mmozenu Take-
Grant.

6. Tpu OCHOBHBIX KOHCTPYKIIMH [UIS TPOCKTHPOBAHMUSL.
Ucnons3zoBanne »snementa DO-WHILE pana opranuzanun
nukia. Koncrpykuus npunatus nsondnoro pemenus [F-THEN-
ELSE. IIpenmy1iecTBa HCIIOJIb30BaHUSI MOAYJIBHOIO IPUHIIMIIA.
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[TpoexTupoBanue [TonroroBka pedeparoB, mMCbMEHHas paboTa, CaMOCTOSTEIbHOE
KOMIUIEKCHOM M3YyYECHHUE TEM, CO3/IaHUE TPE3CHTALIUMA.
cuctembl 3aiuThl | [Ipumepnas Ttematuka pedeparoB (IJOKJIAJOB, MHCbMEHHBIX
uHpopMaun paboT u T.1.):
(KC3H1) B C 1. KoMIiekCHBIE CUCTEMBI 3aITUThI HHPOPMAIIUH.
2. Metogel moctpoenus 3ammiiéHHbIX AC. ITlpuHIUIBD
MPOEKTUPOBAHHUS.
3. CTpyKTYpHBIH  NOPUHIUO WU TPUHIOUI  MOAYJIHHOTO
MPOEKTUPOBAHUS 3aIUIIEHHBIX AC. [Ipeumyiecrna
MCIIOJIb30BAaHUS MOYJIBHOTO IPUHIUIIA.
4. Tpu OCHOBHBIX KOHCTPYKIUMH JJi1 [POCKTHUPOBAHUS
samuiéHuex AC.
5. Ortambl pa3pabOTKH 3alUIIEHHON aBTOMATHU3UPOBAHHOM
cucrteMbl (AC3U). Ilpomecc co3manus aBTOMATH3UPOBAHHBIX
cucreM B 3amumeHHoM ucnoianennd (TOCT P 51583—2014).
enb co3ganus AC3U.
Tunosas [TonroroBka pedeparoB, nMCbMEHHas padoTa, CaMOCTOSATEILHOE
ctpykrypa KC3U1 U3y4YEHUE TEM, CO3AAHUE IPE3CHTALUN.
oT [Ipumepnass Tematuka pedeparoB (IOKIAIOB, MHUCHMEHHBIX
HECaHKI[MOHMPOBA | paboT U T.1.):
HHOT'O JI0CTyIa 1. Cucrema pasrpanndenust nocryna (CPIl) m e€ dynkuum.
(HC) B UC. CpenctBa qyist CPJ1. Peanuzanus CP/I.
KonnenryanbHbie 2. Tloctpoenune moaenu HapymuTens 6e3onacaoctu AC.
MOJIOKEHUS 3. YpoBHH BO3MOXKHOCTEH, MPEeNOCTaBIIIEMbIe HAPYIIUTEISIM
CHUCTEMBI mratibiMu cpeactBamMu AC u CBT.
MEHEIKMEHTa 4. KoppeKkTHOCTh peanuzanuu u BepUUKaLIUA
MH(OPMALMOHHON | MHPOPMAIIMOHHBIX (aBTOMAaTU3MPOBAaHHBIX) cucteM. [loHsTHe
0e30MacHOCTH KOPPEKTHOCTH WUJIM MPABUIHLHOCTHU MPOBEPSIEMOT0 00BEKTA.

NPUMEHUTEIBHO K
ncC

5. Cneunduxanus TpeGoBaHUI MPOrpaMMHOIO OOeCcTIeUeHHUS.

OyHKIIMOHAIBHBIE KpUTEPUH U XapaKTePUCTHUKH.
HedopmannzoBanHsie MIpeICTaBICHUS pa3paboTuuKa.
Crieruduxanus TpeOoBaHUI IIPOrPaMMHOT0

obecrnieuenus (Software Requirements Specification).

Metoan u
METOAUKHU OLCHKH
KayecTBa

(3¢ exTuBHOCTH)
Wb npu coznannn
samuiieHHpx MC

[TonroroBka pedeparoB, NMCbMEHHas paboTa, CaMOCTOSTEIbHOE
U3Y4YEHHE TEM, CO3JaHUE NPE3CHTALIU.
[IpumepHass TemaTuKa pedepaToB (JOKIAA0B, MHCbMEHHBIX
paboT u T.1.):

1. Ouenka 5>(¢eKTUBHOCTH
00BbeKTax MH(pOpMaTH3AIHH.

2. Ilepeuens ocHoBHBIX nokymMeHTOB @DCTOK Poccuu mo
BOIPOCAM 3aIIUThl HHPOPMALIUH.

3. Jlunen3upoBanue W ceprudukanyss B 00JACTH 3aIlUTHI
uHpOpMaInH.

3amuThl  MHQOpPMAalMM  Ha

5. Yka3aHus 0 NPOBeJAeHUI0 KOHTPOJIbHBIX PadoT AJsl CTYJAE€HTOB

(pakyJbTETa 3204HOT0 00y4YeHHUA
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He npenycMoTpenbl yueOHBIM MIJIaHOM.

6. [lepeyeHb OCHOBHOI1 U JTONOJTHUTEILHOI YUeOHOI JUTEpPaTyphl

OcHoBHAaA:

1.

A.IL 3aiiues, A.A. lllenynanos, P.B. MeniepsikoB u ap.: noJ peaakinuen
A.Il. 3aitneBa m A.A. UlenynanoBa. TexHUYECKHE CPEACTBA U METOJBI
3amuThl MHpOopMaluu. YdueOHoe mmocoOue i BY30B. — /-€ H3JaHHE

WCIIPABIICHHOE U TONOJIHEHHOE. - M.: ['opsiuasa muaus — Tenexom, 2012. -
412c.

. Pa6ko b.f., ®uonoB A.H. OcHOBBI coBpeMeHHOW Kpuntorpadhuu u

creraHorpaguu — 2-e¢ uzganue- M.: ['opsiaas munus — Tenexom, 2013. —
232c.

Mamok A.A., Tlasusun C.B., Iloroxxun H.C. BBenenue B 3ammury
uH(OpMAIMU B aBTOMAaTU3UPOBAHHBIX CUCTEMax: YueOHOe mocoOue s
BY30B. — 4-¢ uznanue, crepeorur- M.: ['opsiuas muaust — Tenexom, 2011. -
146¢.

A.U. bapanuukos, II.A. bapanuukoB, A.H. IIbibkuH AJTOpUTMBI U
MOJIEJIM OTPAaHMYEHHs JOCTyna K 3amucsM 0a3 naHHbIX. - M. ['opsuas
muausg — TeaexoMm, 2011 — 182c.

A.®. Yenura HNudopmarimonHas O0€30MaCHOCTh aBTOMAaTU3MPOBAHHBIX
cucteMm. M.: «I'enmnoc APB», 2010. -336c¢.

B.®. llanerun KomiekcHas 3amuTta MH(pOpManuuM B KOPHOPATUBHBIX
cucremax. M.: UJ] «@opym»: UHOPA-M., 2010.-592c¢.

. O.A.PomanoB, C.A. baoun, C.I. XnanoB OpranuzaloHHOE

obecnieueHne nHboOpMaIMoOHHON 6e3onmacHocTd M.: M3narenbekuii IIeHTP
«Axanemus», 2008,-192.

BacunskoB A.B., BacunskoB A.A., BacunbkoB 1. A. UHbOpMaimoHHbIe
cucTeMbI U ux 0e3zomnacHocTs M.: ®OPYM, 2011,-528c.

JlonosiHUTEILHAS

1.

[anbrun B. @®. WudpopmanmonHass 0e30MaCHOCTb KOMIBIOTEPHBIX
cucteM u cerei. YueOHoe mocodue. 2008. Mocka, «1J[ ®OPYM —
NHOPA-M».

Mamtok A.A. Teopus 3ammutsel uH@opMmauuu.-M.:I'opsyas AuHUS-
Tenexom,2012.

XopeB ILb. IIporpammHo-anmapatHas 3amura uHbopmanuu. M.:
®OPVYM, 2009r.-352c.

B.A.CeBepun. KommiekcHas 3amura nHGOPMAIUKA HA PEAIPUITHH. M.:
N3narenbckuit qom «I opoger»,2008.- 368c.

MensaukoB  B.II.  ugp  Hudopmarmonnas  6e30macHOCT.M.:
N3natenckuit neHTp «Akagemus» , 2008.-336c¢.

[Hemuteko I'.E. Teopus nabopmanrionHoi 6€30MacHOCTH U
MeTo0JI0THs 3amuThl nHpopmarmu. — M.: PI'CY, 2012
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6. [lepeyeHb pecypcoB HH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH
«AHTepHET»

HNuTepHeT-pecypesi:
1. http://eup.ru/catalog/all-all.asp — nayuno-oOpa3oBaTeIbHBIN MOPTAIL.
2. http://informika.ru/ — o6pa3zoBarenbHbIN TOPTAIL.

3. www.wiklsec.ru - Duiukiaoneaus WHGOPMAIMOHHONW 0€301MacHOCTH. —

[TyOnukanuu, cTaTbi.
4, www.biblioclub.ru - YauBepcaiibHast 0MOIMOTEKA OHJIAKH.
S. www.rucont.ru - 9bC «PykoHT».

6. _http://www.academy.it.ru/ — akagemus AMTH.

7. http://www.minfin.ru - OdunuaneHeiii caiit MuHHCTEpCTBA (PUHAHCOB
Poccniickon @enepanun

8. http://www.gov.ru/ - OdunmanbHBIT cepBep OpPTraHoOB
rocyzapctBeHHou Biaactu Poccuiickon denepanuu.

Q. http://www.fsb.ru/ - Odutmaneueiii caiit Penepanbhoit CirykObI
be3zonacHoctu

10.  http://www.fstec.ru/ - Odurmanshseiii caiit @enepanbroi CirykObI 110
TexHn4yeckoMy DKCIIOPTHOMY KOHTPOJIFO

/. IlepeyeHb MH(POPMAITHOHHBIX TEXHOJIOTHIA

Ilepeuyenn nporpammuoro odecneyenns: MSOffice, Multisim.
NupopmanuoHHbIe CIPABOYHbIC CHCTEMBbI:

1. Pecypcrl nHpopmanmonHo-oopaszoBaTenpHoOM cpenpl MI'OTY

2. PaGouast mporpaMMa 1 METOANYECKOE obecreueHue no nucuuruinie «Cetu

U CUCTEMBI Nepeaun uHGOpMaIum.

39


http://eup.ru/catalog/all-all.asp
http://informika.ru/
http://www.wikisec.ru/
http://www.biblioclub.ru/
http://www.rucont.ru/
http://www.academy.it.ru/%20–
http://www.minfin.ru/
http://www.gov.ru/
http://www.fsb.ru/
http://www.fstec.ru/

